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NO1 dung chinh
# Cac phuong phap diéu khi€n 16i bang phat lai
1. Biéu khién 16i bing Idle RQ
2.Diéu khién 16i bing Continuous RQ
- Selective repeat
- Go —back - N
3% Céc phuong phap di€u khién ludng.
1. X-OFF / X-ON
2. Clra so trugt

s Hi€u suat cua lién két.
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Stop and Wait ARQ

3%Nguodn S,, phat di 1 khung va bit ddu d€m
thd1 gian

#Pich, S,, thu 1 khung

#Dich bdo phat bing mot ACK

3% Nguon thu dugc ACK va dirng dém

#Bay gid, nguon sin sang bat dau cho 1 chu
ky md&1 dé phat 1 khung mai

#Néu bo dém thdi gian két thic trude khi
nguon nhin dugc ACK tu dich thi vi€c phat
khung cu s€ dugc lap lai.
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Stop and Wait ARQ

Heét thdi gian dé€m:

Phét 1 khung:
Bit dau dém thdi gian

Thu dugc ACK:
Dirng dé€m
Thu ™8 or NACK:
Khong giit khung Bit dau dém lai

Phét lai khung

THS.VO TRUGNG SGN Co 50 ky thudt truyén so liéu — Chuong 4




A Simplex Stop-and-Wait ARQ

1. normal operation
2. the frame Is lost

3. the ACK Is lost

4. the ACK is delayed
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Stop-and-Wait ARQ
-Normal operation-

% Sender s€ khong gu’l
Sender Receiver khung tlep theo néu
f khong chic chin
khung trudc do dugce

nhin dang.
Y Ty el p=1 %SO tuan ty can thi€t dé
“ ki€m tra khung nhin
iy 4——-""_-;‘——.”——— dlI'dC 15. m61 hay Cﬁ
‘ % ACK - khi khung ding
" " va NACK - khi khung
hong.
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Stop-and-Wait ARQ —
Lost or damaged frame-

Tré khthdoi @
+
Xt 1y tai dau thu

Time-out @

Should be as short
as possible.

THS.VO TRUONG SON

Sender Receiver

AC}<_} __________
sl % =
[ost
S=1 W R=1
RCEY _ovoes==™]
s e
S=:() R=0
Y Y
Time Time
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Stop-and-Wait ARQ - Lost ACK-

®

Time-out @

THS.VO TRUONG SON

Sender Receiver

Tam quan
trong cua viéc
danh so

ACRY eoensse™] Expecting frame 0,
s=0le----"""""" frame 1 discarded

= -m\el> -
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Stop-and-Wait ARQ  -Delayed ACK-

Sender Receiver
%\ 2 S
5=0
R=0
Time-out S=0 R=1
4 | Expecting frame 1,
S=1 frame 0 discarded
Discarded A
| - _|l Tam quan

Time-out

|*='  trong cda viéc
danh s6 ACK
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Stop and Wait ARQ: (3)

\H> \b
expired — =
‘L — e | %
r—— e
=] ==
Stop and wait without NACK Stop and wait with NACK

% Loi khung (Data bi sai)

> St dung NACK d€ cdi ti€n hi€u sudt. NACK dugc thu truge
khi hét timeout.
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Duplex Stop-and-Wait ARQ

% K&t hap
> K&t hgp data with ACK (gidm overhead & ti€t kiém BW)
A B
R=0 & -
TOT——mmoacke | keo
Reo | ermeO MG R0
L F
] fame 1, ACK | R=1
e Fl'amel’ACKO S=1
S=0
Y Y
Time Time
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Cau trac cac loai khung

ACK - Frame NAK - Frame
I - Frame

C0 5O ky thudt truyén s6 liéu — Chuong 4 13

THS.VO TRUONG SON



Hiéu suat Data Link Protocol

3¢ Hiéu suat cua giao thic:

Thoi gian phat 1 I-Frame, T,

U=
Tong thdi gian dung cho phét 1 I-Frame, T,

% Gia thiét:
»>Thdi gian xit Iy I-Frame tai S 12 khong ddng ké.

»Thai gian phat tai S and xu 1y tai P cac
ACK\NAK Frame 1a khong ddng ké.

THS.VO TRUONG SON




Timer started Timer stopped .
| Timerstarted  Time stopped
L
Y Yy
Primary, P I(N) I(N+1)
” ~ z % .
Z ,§ X S + =>Time
O < T/ >
< &3
Secondary. § I(N) I(N + 1)
T, — % bl T, = Frame propagation delay (P— S)
T’-, T,, = Frame transmission time (P — S)
T'-" T,, = Frame processing time in 5
7 T, = ACK propagation delay (S — P)
TZ,‘ T.. = ACK transmission time (S — P)
Ty T,, = ACK processing time in P

Cdc loai thoi gian dugc sit dung dé€ tinh U

THS.VO TRUONG SON
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Hiéu suit ctia Idle RQ

3T, : Thoi gian d€ phat 1 [-Frame
*T: Th(‘ii\ gian lan truyén qua kénl:
3% N;: SO lan trung binh phai phdt dé thu dudc
ma khong c6 10i.
T

Efficiency( ) = -
=R 2T
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Hiéu suit cua Stop and Wait ARQ

3% Goi Pyla xdc sudt dé 1 bit ¢6 16i (BER).
> X4c xudt dé 1 bit khong 16i1a (1 — Py)
> X4c xuat d€ 1 khung d6 dai N, khong 16i 1a (1 — Py)N.,
> X4c xuat d€ 1 khung do dai N, c6 10i1a P, =1 - (1 — Py,

> X4c xudt dé 1 khung khong 16i 1a: 1 — P,

THS.VO TRUSNG SGN Co 0 ky thudt truyén s6 li¢u — Chuong 4 17



Hiéu suit cia Stop and Wait ARQ

% Gid thi€t ACK or NACK khong mat hoidc
hong, va timeout khong say ra, khi doé:
>S6 1an phét trung binh mdt khung dé khong c6
101 1a
N,=1/(1-P)

>Vay hiéu suit ctia giao thic 1a:

(]_Pf)];X
T, +27T,

U=

THS.VO TRUSNG SON Co s0 ky thudt truyén so liéu — Chuong 4
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Han ché cia Stop-and-Wait ARQ

% Sau moi mot khung gui di, Host phdi chd 1 ACK
» Khong hiéu qua st dung bandwidth

3% PE cai thién hiéu qui, ACK nén dugc gli sau mot sd khung,
go1 la Continuous ARQ.

% 2 loai Continuous ARQ (Sliding Window protocols):
I. Go-back-N ARQ
2. Selective Repeat ARQ

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4 19




Sliding Window Protocols

3 S0 tuan tu
> Cac khung phat dugc danh sé tuan tu

> S0 tuan tu dudc luu & Header clia khung
e Né&u sd bit danh sé tuan ty o’ header la m thi

s6 tuan tu dém tu 0 dén 2Am-171 sequence
number
? 2 frame | Window size = 7 | /
3% CGua so trugt oLk .
> DE Iuu cac khung (5T 7 [olilalslalsls7]o]- -
Ch ua bé_o pha,_t a. Before sliding

> Kich thudc clia s6
dau thu c6 thé banc
hoac I6n hon 1.

THS.VO TRUGNG SGN Co sd ky thudt truyén s6 liéu — Chuong 4 20




CaAu hotii

#Kich thudc clia s6 (WS) clia may thu c6
anh hudng nhu thé nao dén thd tu cua
cac goi thu dugc?

Trat 16oi.

#WS =1 c6 nghia la cac goéi phai thu
dung theo thu tu!
sDiéu nay khdong diung véi WS > 1

THS.VO TRUSNG SON Co s0 ky thudt truyén so liéu — Chuong 4 21



Go-back-/N - Control variables-

3% S- chi s6 tuan ty clia khung dang dudc phat

#% Sr-chi sé tuan tu clia khung dau tién trong cla sb
#% Sr—chi s6 tudn tu clia khung cudi cung trong clia s
3% A - chiso tuan tu clia khung dang chd thu

eee [ 3101112131011 |eee eee |3 10| 1] 2 |oee
| | AL
Frames Frames waiting Frames received Frames that cannot
acknowledged to be sent and acknowledged be accepted
R
a. Sender window b. Receiver window

THS.VO TRUGNG SGN Co sd ky thudt truyén s6 liéu — Chuong 4 22




Tr

e name of Go-back-N: why?

Phat lai khung

> Khi mot khung bi hédng, dau phat sé quay lai va
phat lai m6t tap hgp cac khung tinh tu khung
khéng c6 bao phat (ACK)

> S0 lugng khung dugcphat lai la N

Example:

WS la 4.

Dau phat viia phat khung 6 va hét thgi gian
dém khung 3 (khung 3 khong c6 ACK). Bau
phat sé phat lai cac khung 3, 4, 5, 6.

THS.VO TRUONG SON
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Go-back-/V- normal operation-

Sender Receiver %% Cé baO nhiéu

. i i khung co 1

thé phat ma

3012 %123012 khc“)ngchc‘j
. Fra R ?
- OONE *0 ACK"

o[ BRIz s | OIEDIE 5 ACK1 — khong
S T A . A N
< Frame 3 e can thiét néu
012-\»—0123012 ACK?2 dudc
S R , .
Y Y phat di.
Time Time
expected sequence
number
THS. VO TRUING SON Co s3 ky thudt truyén s6 li¢u — Chuong 4 24




Go-back-/N - damaged or lost frame-

Sender Receiver

Vs =

; — Céac khung hong bi
o[l | =2 | [o[i[z[3[o[i[2] loai bd!
S R
Frame Tai sao cac khung
ODEE O e ———— 1) B0 : A
% Vo, 5 EJIIEJIII van thu dung thu
® % tu tuy khong cé bod
3[o[1]2 n
DOPECRE d6m?
; s | PNz -
o[1{2]3]o[1]2 W . R__ Nhugc diém cla
‘ rame 3 discarded, s \
S Discarded 1| not in the window phUdng phap nay
® Frame la gi?
Time-out (0]1[2[3]0]1]2] M_ |0|1E3|0|1[2] 9
S . 13
o __Frame
aTiTleen [ s | PlifefEonTe)
15 R
Y Y
Time Time
THS.VO TRUGNG SON Co 56 ky thudt truyén s6 liéu — Chuong 4 25




Go-back-/N - sender window size-

Receiver

@123

R

Sender

ORNNNBR
S

o

=
[\]
W

R

n
Ol 22| o
S ( B
® £,
Time-out afbeo ol1 2
S
Y Y R
Correctly
sequence
number

a. Window size < 2™

THS.VO TRUONG SON

Time-out

Sender
Fra
o[1]2]3 Te g
s < |
Fl"a
Oiz[s[o)| s
: <
£y,
o[1]2[3 %L
> < |
E
0123 %A
SO
Fy.
0[112]3 e g
S
Y

Co 0 ky thudt truyén s6 li¢u — Chuong 4

b. Window size = 2™

Receiver

Erroneously
accepted
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Go-back-N

3% Khong hiéu qua

> T4t cd cdc khung khong ding thit tv d€u phai phat lai
3% Néu lién k€t co tap Am sé& gy ra van dé:

> Nhi€u khung phdi phét lai -> ton bandwidth

% Giai phap
» Chi phat lai nhitng khung hong

% Selective Repeat ARQ
> Chong lai viéc phdt lai khong can thiét

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4 27




Selective Repeat ARQ

3% XU ly tai dau thu phtic tap hon
3 Kich thudc clia s6 gidm xudng <= 2m-1

3% PAau phat va dau thu cé kich thudc cla sé
nhu nhau

3 Dau thu chd thu mot tap hgp khung trong mot
pham vi clia s6 tuan tu

...2|3|0|1|... ...2|3|0|1|...

| | | |
Frame Frames waiting Frames received Frames that cannot
acknowledged to be sent and acknowledged be accepted

a. Sender window b. Receiver window

THS.VO TRUGNG SGN Co sd ky thudt truyén s6 liéu — Chuong 4 28




Selective Repeat ARQ - lost frame-

Sender Receiver

= =

- —
—

| .ost
Frame 3
OIEBOIZ-‘\“\\‘“f“*~s§* o[1{2f3[o[1]2
NAK?Z ___——=F
N ...
o Frame »
OIEIJOIZ . o[1]2][3]o[1]2
S
Y Y
Time Time
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Selective Repeat ARQ-sender window size-

Sender

/

v

m

Receiver

W*

El

=]
0o
w

1]2(3

_ <
o Frq
Time-out | 0123 WA 0]1]2]3]
o Correctly
Y Y Discarded
Time Time

a. Window size = 27!

THS.VO TRUONG SON
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Basic operation of Continuous RQ protocol

N N+ N+2 N+ 3 N+ 4 N+ 5 Vis)
' Y ' Y Y ' -
‘ N2 N+3 N+d Contents
N+1 M+ N+2 N+1 N+4 of link
l N N Y N+ N+2 N+3 retransmission
' ' s
Primary, P vy luv+sn|uv+n | v +3) | v+ 4

m‘h‘n
E*mi
-"1('_"#
ﬂviu
Nt
ACk
A *3)
w*”“
-"':I["j:
m4$
=
3

Secondary, S (&) N+ | KN+2) | N+ 3) | IV +4)
M N+ N+ 2 N+3 N+4
Contents
of link
receive
list
ViR
Vi(8) = Send sequence variable + + + * * -
N+ N+2 M+3 N+ 4

V(R) = Receive sequence variable N

THS.VO TRUSGNG SON Co so ky thudt truyén so liéu — Chuong 4




Operation of Continuous

_RQ protocol with Selective

Repeat
(a) Corrupted I-frame
(b) Corrupted ACK frame

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4
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Selective Repeat [Implicit retransmission]

(a) P enters P leaves
el LT ST SSLE — ML N 5 S50000
state state 9
lr frame N+1 hong
N N+ L M+3 N+4 MN+5 N+5 ViS)

' ' \ ' ' ' ' -

N+ 2 N+ 3
N+ M+ N+ 2 N+2
N N N N+ N+

Y Y Y Y

Primary, P KNy [N+ v+ | v+

Contents
of link
retransmission
list

-
4
Secondary, 5 1N
Jh.F
V+3 N+3 Contents
N+4 of link
N+1 receive
list
+ * 3 t j + VIR)
2 ~ A A B I ~—
THS.VO TRUONG SON ¥ N+ 1 N+ Cl'o’sa']gj‘*( _:_I.alt truyezﬁls-'_b[eu - C]Iﬂl.{' _{_1g|4 N5 33




Selective Repeat [Implicit retransmission]

(k) P enters P leaves
retransmission TeLrANSMIsSsion
slale —l 17 slate
N N+1 N+2 N+ 3 N+4 N+4 Vi(S)
f——

'

v

' ' v

ACK-N hodng

Contents
N+ of link
N N relransmission
; list
Primary, P ()
=
O = Time
-
Secondary, 8 I &)
N N+ 2 N+ 2 N+2
Contents
of link
receive
list
A $ A A 4 i
+ -
N A+ M+ 2 N+ 3 N+ 4 MN+4

VO ONG
THS.VO TRLM Corrupted frame

Co 0 ky thudt truyén s6 li¢u — Chuong 4
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Selective Repeat [explicit requestllw

P eniers
retransmission
stale

b

retransmission
slate

Frame N+1 Hdng

(&) e | % B Fi e 1 P I Ll et ity |.'r|':. |
' ' ' v ' ' |
_— Usando I'explicit
N+
- — request, ACK(N)
ittt Y not!f!ca la ricezione di
IV 18 1B 18  EEE tutti i frame fino ad N
N N N Sl A IEEE B AR compreso!
Y !
Primary, P v v+ fuven [ uv+n | v | LN+ | [N+ 5)
= f\= = 2 f\
%, AT ?l P ACK(N+4)
22 \= = 2f 3 _
145" é:' ==> Time
= T
Secondary. S WA N+ L uv+n | uv+a [ uv+n | uv+s Dopo l'invio di un
""" NAK, S smette di
N ress lern s N+5 inviare ACK. Altrimenti
N+i1R | v+3 un NAK corrotto
N+4 porterebbe alla perdita
del pacchetto!
V(R)
S N N

= =

M+l N+l N+1 N+1

THS.VO TRUGNG SON !
S enters relransmission state

N+| T
Co 40 ky thudt truyén 6 li¢u — Chuong
S leaves retransmission state

|

MN+5

N+6
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Incorrect My oot M) AV M oo SN ity N VIO
operation of 1N s
Cts. RQ with | OBl v B |

S\Rif there was 00 | (v [xoi] [woaf [weaf [wea] [wos]™ Somensottink
Retransmission NI NFE]INBEINaI BN R [Nl [ves |
State Primary, P I(‘N)

Secondary, § I(N)

Contents of link
receive list

) v boie i ' |

s
N N+ 1 N+1 N+3 N+4 N+5 V(R)

—¥—> = Corrupted frame

THS.VO TRUONG suUN




Go Back N

Frame N+1 Hong

P enters retransmission P leaves retransmission state
state
a) N N+1 N+2 N+3 N+4 N+5 V(S)
Y v v Y Y Y -
N+4 N+4d Contents of link
N+2 N+3 N+3 N+3 retransmission
N+1 N+1 N+2 N+2 N+2 list
N N N N+l N+ N+1
v v Y Y Y ¥ K
Primary, P M) IN+D N+ | N+ | N+ | IN+T) | UN+2) N+ 4)
" \Z Z [_\% %
Z ,;é' i x 7 x ¥
& \z 2 5:? 2 = |
< < r:} Time
) /
econdary, S KN+2) | IN+3) | IN+4) | IN+ 1)

}

N+l

}

N+1

+ :

N+

}

N+1

oo f e ]

Co's ky thigigmiey distardéduong 4

THS.VO TRUONG SON

Contents of link
receive list

N+2 =-—V(R)
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Go Back N

ACK N & N+1 Hong

LW kY

LR T

N+3
N+2 N+2 Contents of link
N + 1 N+ 1 N+ 1 retransmission list
N N N N o
1 1 ) ! ACK(N) notifica la
Primary, P ™M liven | 1w+ 2) ricezione di tutti i frame
— — fino ad N compreso!
= Z 2 [=
2, i f?’ ¥ é:
2l \Z N c—> Time
-
Secondary, S I(N) N+ 1) | KN+ 2)
2 N+3 N+4
|' N | AR I N* | Contents of link
* + + + * + receive list
N N+1 N+2 N+3 N+4 N+ 5 --— V(R)
Co 0 ky thudt truyén s6 li¢u — Chuong 4 38
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Comparison of Protocol Buffer Requirements

P Buffer Size S Buffer Size

Idle RQ 1 1
Cts. RQ - SR K K
Cts. RQ - Go K 1
Back N

Cdo sd dém = P buffer size + S buffer size

THS.VO TRUONG SON




Go Back N Utilization: 1

% If errors and losses make retransmissions necessary then
U= Tf/(Nrsw th)
If no timers expire, N, , IS the average number of
transmissions per frame, N,. Otherwise N, Is a function f(N_)

r'Sw

% Let P; be the probability that a given frame contains errors.
» The probability that it will take I attempts to transmit the frame is

P (1-Py)

» Each error requires that K frames be retransmitted
» The average number of retransmissions N,
(original transmission and i-1 retransmissions of K frames)

o | ) 1-P, +KP
A L L

Co 0 ky thudt truyén s6 li¢u — Chuong 4 40
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What 1s K?

% Round trip travel time means T,/ T, frames will be
transmitted before the ACK for the first frame is

received.

3 For a window length W > T,/ Tane
LKET ] Tgaue (52a+1)

ne8 | Frame7 [ Frame6 | Frame5 | Frame|

Source " CR 1 ACK 3 Destination
W=8 a4 K=x9
s Forawindow length W <T,./ Trpae 1. K=W
Source [ Frame?2 [ Framel | pestination
W=2 K=2

ng.vé TRUGNG SON

Co 0 ky thudt truyén s6 li¢u — Chuong 4
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Go Back N ARQ Utilization: 2

(1-P)T,
(1-P;, + KP )T,
3% Now substitute our estimates of K
W W<T/T
TIT W>T /T

\

U=T,/(NT)=

FRAME

K=

FRAME FRAME

% To give

(1-P)T
W < Tt /TFRAME
(1-P;, +WP, )T,

=P W>T /T
T, — 1 FRAME
1-P; + P.)

L Terame

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4 42




Go Back N ARQ Utilization: 3

* Assume that

» Processing time is negligible, transmission time for Frames is
» than for ACKs

» no ACKs or NACKSs are lost or damaged, and that the timeout
timer never expires

» Then ( W(1-P,)
W <2a+1
(1-P, +WP, )(2a+1)
t FRAME ( f) W S 2
>2a+1
(1+2aP;)

\

% If the assumption is relaxed then the longer time for
retransmission (timeout duration) must be included in the
analysis. A separate probability for retransmission frames due to
lost ACKs and NACKs may also be introduced

THS.VO TRUSNG SON Co s0 ky thudt truyén so liéu — Chuong 4 43




Selective Reject Utilization: 1

% If errors and losses make retransmissions necessary, then for
sliding window flow control
'Sw X Tt)

U=T./(N
If no timers expire, N, , IS the average number of transmissions
Is a function f(N,)

per frame, N,. Otherwise N,

3 Let P; be the probability that a given frame contains errors.
» The probability that it will take I attempts to transmit the

frame Is
P (1-P;)

» Each error requires that 1 frame be retransmitted
» The average number of retransmissions N,
(original transmission and I-1 retransmissions)

N _Zu PA-P) =

1-P,

THS. VO TRUSNG SON Co so ky thudt truyén s6 li¢u — Chuong 4 44




Selective Reject Utilization: 2

s Assume that no ACKs or NACKSs are lost or
damaged, and that the timeout timer never expires

» Then N, is the average number of transmissions per frame
and the channel utilization is

% Also assuming that
» Processing time is negligible

» The acknowledgment frame is small compared to the data
frame

W(@Q-P;)/(1+2a) W <(2a+1)
v :{ 1-P. W > (2a+1)

THS. VO TRUSNG SON Co so ky thudt truyén s6 li¢u — Chuong 4 45




Flow control problem

Host Switch or host R
Rqng Data units Receive R
buffer

Physical layer (layer 1) ) =m 1)

Rates of the transmitter and receiver at the physical layer are usually matched.

The flow control problem arises because the higher layer (AL or NL) does not deplete out the
buffer into which the DLL at the receiver writes at the same rate at which data is being passed

to the DLL at the sender.

R

46
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Techniques for flow control

3 Flow control prevents buffer overflow by
regulating rate at which source Is allowed to
send Iinformation

» Stop-and-walit
» ON-OFF
»\Window

» Rate control

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4
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Stop-and-walt

3 No problem if ACK is sent back after higher
layer depletes the buffer holding the single
frame’s payload

THS.VO TRUONG SON
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ON /OFF

Sendet Recetvel

§ A

) | oFF B

2T

v

Link rate Rsnd BIeft:2Tprop(Rsnd - chv)

If R4 IS different from R, where R4 is the rate

at which the layer above the DLL at the sender sends data to that

DLL and R,,, is the rate at which the layer above DLL at the receiver
depletes the DLL receive buffer, then the receiver should send the OFF signal

when Bleri = 2Tprop(Rsnd'chv)
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Piéu khi€n ludng bang X-ON / X-OFF

An older A B
controllea Request to Transmit
aCCesSsS -ON
protocol - not busy
transmitting | .data J
data
Pausing g
(periodically done) X-OFF |
- usy
o XON Aot busy
Still used between a data S
computer and a printer

Still used on some half duplex circuits, but it is fading

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4 50




Piéu khi€n luong vdi cita so truct
% Sliding Window Flow Control
» Allows transmission of multiple frames
» Assigns each frame an m-bit sequence number

» Range of sequence number is [0..2M-1], I.e., frames
are counted modulo 2™

Flow stopped

Frames waiting 1o be
Frames already acknowledged Frames waiting to
r- >|——:-

acknowledged - be sent

v v e vesIve VST e [v e v s | o Oderef

transmission

Lower window edge  Upper window edge
(LWE) (UWE)

Send window, K = 3 Jorg Liebeherr
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Piéu khi€n luong vdi cita so truct

window size =4 sender receiver
0123456789 3210 N
; ACK O...
(slide window) A
0123456789 |— "
< ACK 4...
(slide window) 8765
0123456789 |— >
ACK 7. | setwindow
(slide window) |* size to 2
0123456789 2 r
(timeout)
.98
0123456789 1
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Sliding window FC illustrated

1 1

0 0

V4 4

H 6 6

5 5

4 4

WS:7 3 3
2 2

1 1

i Lo 0

> flow window = 8; ack 3
Sending (retransmission) buffer ;. window = 4- ack 2 Receiving buffer

olds frames until &cknowledged (flow control)
If timer times-out, retransmit (for selective repeat ARQ error control)
(error control) Sender sends a minimum of W, and flow window

indicated by the receiver, which in this case is 7;
since it has already sent 4 frames (3, 4, 5, 6) that are as
then Ws can be 7 ¥§t unacknowledgewdﬁ it can only send 3 more (seq. numbersss,

m=3, i.e. 3-bit sequence number,

N A

~ N Co s ky thuat truyén so lieu — Chugng 4 ) )
THS.VO TRUONG SON , 6 f). 7s‘the number of outstanding frames (unack’ed)




Flow window

% For sliding flow control:
» Left-over space in the receiver’s buffer

> In previous slide flow window of 8 Is a report of
how much space is left in the receiver’s buffer
(enough to hold 8 frames)
s Flow window also called advertised window
or recerver’s window

* Recelver buffer has a different purpose in
selective repeat ARQ — see next slide
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Rules for operation of sliding-window flow control

% At any time instant, the sender can only have outstanding as
many frames as the minimum of (W,, W,)

3% Outstanding — means unacknowledged
% W sending window size (in frames)
s W, receiving window size (in frames)

% Note that send buffer size can be larger than the sending
window size.

% If running selective repeat ARQ, W+ W,=2™is maximum
allowed (see next three slides) where m is the length in bits of
the sequence number field

% If selective repeat ARQ Is used in conjunction with sliding
flow control, then W, is a minimum of the two numbers
dictated by selective repeat ARQ need for W+ W =2Mand the
sliding window flow control need to indicate the Ireft -over
space in the receive buffer
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Selective repeat ARQ: What sizes are allowed for
W.and W,?

3 Example: M=22=4, W =3, W, =3

Frame O resent

Send 0,12} {1,2} {2 /
Window!{0:1.2F {1.2} { {}

A frO fr1 fr2 frO

Time

ACK1 ACK2 ACK3 \

ccelve 012 {123} {230} {301}  \
Indow — — — — \
Old frame 0 accepted as a
new frame because it falls

in the receive window

Co 56 ky thudt truyén s6 liéu — Chuong 4 56
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Selective repeat ARQ
W. + W, =2™is maximum allowed

3 Example: M=22=4, W =2, W =2

Frame O resent

Send
/

Window 01 {1} 0
frO fr1 frO

A Time

ACK1 ACK2

eceive 01 (L2 )2 \
iIndow ’ .2 2.3} \

Old frame O rejected because it
falls outside the receive window
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Selective repeat ARQ
Why W, + W, = 2™ works

% Transmitter sends frames 0 to % Receiver window starts at {0, ..., W}
Ws-1; send window empty 3% Window slides forward to

~> 105 3% Recelver rejects frame 0 because It
# Transmitter resends frame O is outside receive window
0
2m-1 1
W, +W -1 g

receive R
window

next

window We-1
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Example of sliding window FC

Transmitter Receiver
0/1/2/3/4/5/6(7/0(1(2|3 0/1/2(3(4/5/617|0/1/2|3
Frame O
Frame 1
meez\\\\\‘
0/1(2|3/4/5/6|7/0(1(2|3 0(1|2[{3/4/5/6|7/0/1(2|3
ACKS;

WIN7
0(1(2|3(4/5/6/7/0{1|2|3
E: Emptied space

EIE|IE|3/4|5|/6|7]|0]|1(2|3

Cor 6 k9 thust ruvén s6 lidu — Chuome 4 Jorg Liebeherr -
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Example Continued

Transmitter Receiver
EIEIE|3/4/5/6/7/0/1]|2|3
Frame 3—
0(1/2|1314/5/6[7/0/1(2|3
Frame 4 ACK4;
Frame 5 WIN'7

0(1|2|3[4(5|/6|7|0/1(2|3

Frame 6

EIEIE|3|4|5|6|7|0(1]2]|3

oo Jorg Liebeher
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Interaction of flow control with different ARQ
schemes

3% Remember in Go-Back-N ARQ the receive buffer only needs to
hold one frame.

% But, in selective ARQ, the receiver has a buffer for error
correction.

3% This same buffer can be used for flow control with its left-over
space size being reported along with the expected sequence
number in ACKSs.

s If sliding window flow control is used with Go-Back-N ARQ, the
receiver needs a buffer

» the sequence number sent in the ACK is R,.,; and all
frames from that number will be retransmitted if
necessary (Go-Back-N)

» for flow control, the size of the left-over space in the
buffer will be carried as a separate parameter in the
ACK
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Rate control

% The recerver sends feedback to the sender to
allow It to adjust its sending rate

s Example: new TCP algorithms

THS.VO TRUSNG SON Co s0 ky thudt truyén so liéu — Chuong 4
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Communication problems

£

3%

3%

s ordering of packets

s Independent failures of nodes

THS.VO TRUGNG SON Co so ky thudt truyén so liéu — Chuong 4
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Communication protocols

3% We have assumed until now that packets
cannot be reordered

»this when the parties are connected by a single
physical line

s What If the channel Is a network?
»the packets may arrive out of order

& Sequence number might be reused —
duplications possible

s How to solve this problem?
% Introduce the lifetime of the packet

THS.VO TRUGNG SGN Co s0 ky thudt truyén so liéu — Chuong 4
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Connection establishment

3 Connection request PDU
3 Connection accepted PDU

3 Is this enough?
» What if the network can store or duplicate packets?

» What if the subnet is so congested that ACK or datagrams
cannot go through?

Example: bank transaction (delayed duplicates)

Solutions:
» new addresses for each connection?
» Incremented sequence numbers?
» PACKET LIFETIME
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Packet lifetime

3 Can be restricted using:

> restricted subnet design
® prevents looping
e bounding congestion delay over the longest possible path

» putting a hop counter in each packet
e decrementing default value & dropping when zero

» time stamping each packet
@ carry the time when it was created

@ discarded after some predefined time
+ all the routers synchronized — nontrivial

3 Lifetime expires:
» Not only the packets but all the ACKs must be dead
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onnection Establishment (2)

dead time k
2"-1
Forbidden TA/l after Crash |<-l;' da.ta. rate < Clk rate
% el s (max packet ,
£ lifetime) o i
5 £ |
c g :
g 2 :
3 70 2 |
s 4 Restart after @ |
5’70/ = crash with 70 § :
wn I
connection 5 the same seq num Actual sequence
0 I l l I | numbers used [
0 60 90 120 150 180
crash Time Time

restart (a) (b)

Time-of-day clock (not necessarily sync) — 2 PDU
with the same seg. num. are never outstanding at
the same time

solves the delayed duplicate problem for data PDU
msvarud NS may not enter‘the-forbrdden region. 7




onnection Establishment (2)

Host 1 Host 2 Host 1 Host 2

ch Old duplicate Host 1 o Host 2
W x) CR (SGQ - %‘
\ N Old duplicate
_N

-—— Time
-
\f;
\&
A
P
Q
>
\
%
!
7 \§
i\
s
b4
<
I\
%
*
(3]
%
(A
X
2
s

AT (s £
sy JECT (4 RE
r AC, CK = ’JECT
w y) (ACA\y)

(c)

Three protocol scenarios for establishing a connection using a three-way
handshake. CR denotes CONNECTION REQUEST.

Normal operation,
Old CONNECTION REQUEST appearing out of nowhere.
Duplicate CONNECTION REQUEST and duplicate ACK.
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Connection Release

Host 1

ACK

THS.VO TRUONG SON

—.

gl [T
=
DATA
DR 7~
No data are

delivg—:*red after
a disconnect
request

Host 2

Co 0 ky thudt truyén s6 li¢u — Chuong 4

3% asymmetric release

» atelephone line

® connection is broken when one
party hangs up

» abrupt disconnection with loss of
data.

% symmetric release

» each connection released
separately

» continue to receive after
disconnect PDU is sent

> avoid data loss
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onnection Release (2)

White army

The two-army problem.
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onnection Release (3)

Host 1 disconnect request Host 2 Host 1 Host 2
Send DR DR Send DR DR
+ start timer \ + start timer \
Sehd bR Send DR
‘y + start timer ‘D/R/‘ + start timer
Release Release :
connection connection e
Send ACK %‘ .
Release Send ACK [~2CK . ‘
connection e
*% (Timeout)
release
connection
(a) (b)
Four protocol scenarios for releasing a
connection.
Normal case of a three-way handshake.
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onnection Release (4)

Host 1 Host 2 Host 1 Host 2
Send DR DR Send DR \DR>
+ start timer \ Send DR & + Star.t timer Send DR &
*!: :, ‘& start timer * ___— starttimer
DR

o
( Timeout) 3
send DR \ ( Timeout) s
+ start timer Seha [.)R & sendDR | = s
start timer : m 5
% + start timer ?
Release . .
connection B .
L ] [ ]
o [

Send ACK

[ ] °
%‘ S (N Tirfeouts) (Tim&out)

connection release release
connection connection

(c) (d)

Response lost. (¢} Response lost and subsequent DRs lost.
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