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Chöông 4: Cô sôû cuûa giao Thöùc

CÔ SÔÛ KYÕ THUAÄT

TRUYEÀN SOÁ LIEÄU
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Noäi dung chính

Caùc phöông phaùp ñieàu khieån loãi baèng phaùt laïi

1. Ñieàu khieån loãi baèng Idle RQ

2.Ñieàu khieån loãi baèng Continuous RQ

- Selective repeat

- Go – back - N

Caùc phöông phaùp ñieàu khieån luoàng.

1. X-OFF / X-ON

2. Cöûa soå tröôït

Hieäu suaát cuûa lieân keát.
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Stop and Wait ARQ
Nguoàn S

1
, phaùt ñi 1 khung vaø baét ñaàu ñeám 

thôøi gian

Ñích, S
2
,  thu 1 khung

Ñích baùo phaùt baèng moät ACK

Nguoàn thu ñöôïc ACK vaø döøng ñeám

Baây giôø, nguoàn saün saøng baét ñaàu cho 1 chu 

kyø môùi ñeå phaùt 1 khung môùi

Neáu boä ñeám thôøi gian keát thuùc tröôùc khi 

nguoàn nhaän ñöôïc ACK töø ñích thì vieäc phaùt 

khung cuõ seõ ñöôïc laëp laïi.
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Stop and Wait ARQ

IDLE  (Roãi)
WAIT (Ñôïi)

Thu ñöôïc ACK: 

Döøng ñeám

Phaùt 1 khung: 

Baét ñaàu ñeám thôøi gian

Heát thôøi gian ñeám:

Phaùt laïi khung

Thu ñöôïc NACK: 

Baét ñaàu ñeám laïi

Phaùt laïi khung

Thu ñöôïc ACK or NACK: 

Khoâng giöõ khung
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A Simplex Stop-and-Wait ARQ

1. normal operation

2. the frame is lost

3. the ACK is lost

4. the ACK is delayed
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Stop-and-Wait ARQ 

-Normal operation-

Sender seõ khoâng göûi 

khung  tieáp theo neáu 

khoâng chaéc chaén 

khung tröôùc ñoù ñöôïc 

nhaän ñuùng.

Soá tuaàn töï caàn thieát ñeå 

kieåm tra khung nhaän 

ñöôïc laø môùi hay cuõ.

ACK – khi khung ñuùng  

vaø NACK - khi khung 

hoûng.
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Stop-and-Wait ARQ –

Lost or damaged frame-

Treã khöù hoài            

+                                   

Xöû lyù taïi ñaàu thu

Should be as short 

as possible. Why?
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Stop-and-Wait ARQ  - Lost ACK-

Taàm quan 

troïng cuûa vieäc 

ñaùnh soá
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Stop-and-Wait ARQ     -Delayed ACK-

Taàm quan 

troïng cuûa vieäc 

ñaùnh soá ACK
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Stop and Wait ARQ: (3)

Loãi khung (Data bò sai)

Söû duïng NACK ñeå caûi tieán hieäu suaát. NACK ñöôïc thu tröôùc 

khi heát timeout.

Stop and wait with NACKStop and wait without NACK

F1

F0

X

ACK1

F1

F0

X

ACK1

Timeout

expired

NACK1

F1

ACK0

F0

ACK1

F1

ACK0

F1

ACK0

F0

ACK1
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Duplex Stop-and-Wait ARQ 

 Keát hôp

Keát hôïp data with ACK (giaûm overhead & tieát kieäm BW)
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Caáu truùc caùc loaïi khung 

SOH

N(S)

STX

Data

ETX

BCC I - Frame

ACK

N(R)

BCC

ACK - Frame

NAK

N(R)

BCC

NAK - Frame
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Hieäu suaát Data Link Protocol

U=
Thôøi gian phaùt 1  I-Frame, T

ix

Toång thôøi gian duøng cho phaùt 1  I-Frame, T
t

Hieäu suaát cuûa giao thöùc:

Giaû thieát:

Thôøi gian xöû lyù I-Frame taïi S laø khoâng ñaùng keå.

Thôøi gian phaùt taïi S and xöû lyù taïi  P caùc 

ACK\NAK Frame laø khoâng ñaùng keå.
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Caùc loaïi thôøi gian ñöôïc söû duïng ñeå tính U
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Hieäu suaát cuûa Idle RQ 

T
ix

: Thôøi gian ñeå phaùt 1 I-Frame

T
p
: Thôøi gian lan truyeàn qua keânh

N
f
: Soá laàn trung bình phaûi phaùt ñeå thu ñöôïc 

maø khoâng coù loãi.

Efficiency
T

N T T

ix

f ix p

( )
( )

 =
+2



THS.VOÕ TRÖÔØNG SÔN
Cô sôû kyõ thuaät truyeàn soá lieäu – Chöông 4 17

 Goïi P
B

laø xaùc suaát ñeå 1 bit coù loãi (BER). 

Xaùc xuaát ñeå 1 bit khoâng loãi laø (1 – P
B
)

Xaùc xuaát ñeå 1 khung ñoä daøi N
i
khoâng loãi laø (1 – P

B
)

Ni
.

Xaùc xuaát ñeå 1 khung ñoä daøi N
i
coù loãi laø P

f
= 1 - (1 – P

B
)

Ni
.

Xaùc xuaát ñeå 1 khung khoâng loãi laø: 1 – P
f
.

Hieäu suaát cuûa Stop and Wait ARQ  
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Hieäu suaát cuûa Stop and Wait ARQ  

Giaû thieát ACK or NACK khoâng maát hoaëc 

hoûng, vaø timeout khoâng saûy ra, khi ñoù:

Soá laàn phaùt trung bình moät khung ñeà khoâng coù 

loãi laø

N
f 
= 1 / (1 - P

f
)

Vaäy hieäu suaát cuûa giao thöùc laø:

U = 
(1 – P

f
) .T

ix

T
ix

+ 2 T
p
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Haïn cheá cuûa Stop-and-Wait ARQ

 Sau moãi moät khung göûi ñi, Host phaûi chôø 1 ACK

 Khoâng hieäu quaû söû duïng bandwidth

 Ñeå caûi thieän hieäu quaû, ACK neân ñöôïc göûi sau moät soá khung, 

goïi laø Continuous ARQ.

 2 loaïi Continuous ARQ (Sliding Window protocols):

1. Go-back-N ARQ

2. Selective Repeat ARQ

.
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Sliding Window Protocols

Soá tuaàn töï

Caùc khung phaùt ñöôïc ñaùnh soá tuaàn töï 

Soá tuaàn töï ñöôïc löu ôû Header cuûa khung

 Neáu soá bít ñaùnh soá tuaàn töï ô’ header laø m thì                       

soá tuaàn töï ñeám töø 0 ñeán 2^m-1

Cöûa soå tröôït

Ñeå löu caùc khung

chöa baùo phaùt

Kích thöôùc cuûa soå

ñaàu thu coù theå baèng 1 

hoaëc lôùn hôn 1.

sequence 

number

frame

acknowledged 

frames
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Caâu hoûi
Kích thöôùc cuûa soå (WS) cuûa maùy thu coù 

aûnh höôûng nhö theá naøo ñeán thöù töï cuûa 

caùc goùi thu ñöôïc?

Traû lôøi:

WS = 1 coù nghóa laø caùc goùi phaûi thu 

ñuùng theo thöù töï!

Ñieàu naøy khoâng ñuùng vôùi WS > 1
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Go-back-N - Control variables-

 S- chæ soá tuaàn töï cuûa khung ñang ñöôïc phaùt

 SF – chæ soá tuaàn töï cuûa khung ñaàu tieân trong cöûa soå

 SL – chæ soá tuaàn töï cuûa khung cuoái cuøng trong cöûa soå

 R – chæ soá tuaàn töï cuûa khung ñang chôø thu



THS.VOÕ TRÖÔØNG SÔN
Cô sôû kyõ thuaät truyeàn soá lieäu – Chöông 4 23

The name of Go-back-N: why?

Phaùt laïi khung

Khi moät khung bò hoûng, ñaàu phaùt seõ  quay laïi vaø 

phaùt laïi moät taäp hôïp caùc khung tính töø khung 

khoâng coù baùo phaùt (ACK)

Soá löôïng khung ñöôïcphaùt laïi laø N

Example:

WS laø 4.

Ñaàu phaùt vöøa phaùt khung 6 vaø heát thôøi gian 

ñeám khung 3 (khung 3 khoâng coù ACK). Ñaàu 

phaùt seõ phaùt laïi caùc khung 3, 4, 5, 6.
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Go-back-N - normal operation-

 Coù bao nhieâu 

khung co 1 

theå phaùt maø 

khoâng chôø 

ACK?

 ACK1 – khoâng 

caàn thieát neáu 

ACK2 ñöôïc 

phaùt ñi. 

expected sequence 

number
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Go-back-N - damaged or lost frame-

Caùc khung hoûng bò 

loaïi boû!

Taïi sao caùc khung 

vaãn thu ñuùng thöù 

töï tuy khoâng coù boä 

ñeäm?

Nhöôïc ñieåm cuûa 

phöông phaùp naøy 

laø gì?
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Go-back-N - sender window size-

sequence 

number
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Go-back-N

Khoâng hieäu quaû

Taát caû caùc khung khoâng ñuùng thöù töï ñeàu phaûi phaùt laïi

Neáu lieân keát coù taïp aâm seõ gaây ra vaán ñeà:

Nhieàu khung phaûi phaùt laïi -> toán bandwidth

Giaûi phaùp

Chæ phaùt laïi nhöõng khung hoûng

Selective Repeat ARQ 

Choáng laïi vieäc phaùt laïi khoâng caàn thieát 
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Selective Repeat ARQ

Xöû lyù taïi ñaàu thu phöùc taïp hôn

Kích thöôùc cöûa soå giaûm xuoáng <= 2
m-1

Ñaàu phaùt vaø ñaàu thu coù kích thöôùc cuûa soå 

nhö nhau

Ñaàu thu chôø thu moät taäp hôïp khung trong moät 

phaïm vi cuûa soá tuaàn töï
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Selective Repeat ARQ - lost frame-
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Selective Repeat ARQ-sender window size-
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Basic operation of Continuous RQ protocol
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Operation of Continuous

RQ protocol with Selective

Repeat

(a) Corrupted I-frame

(b) Corrupted ACK frame
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Selective Repeat [implicit retransmission]

frame N+1 hoûng
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Selective Repeat [implicit retransmission]

ACK-N hoûng
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Frame N+1 Hoûng

X ACK(N+4)

Usando l’explicit 

request, ACK(N) 

notifica la ricezione di 

tutti i frame fino ad N 

compreso!

Dopo l’invio di un 

NAK, S smette di 

inviare ACK. Altrimenti 

un NAK corrotto 

porterebbe alla perdita 

del pacchetto!

Selective Repeat [explicit request]
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Incorrect 

operation of 

Cts. RQ with 

S\R if there was no

Retransmission

State
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Go Back N Frame N+1 Hong
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Go Back N ACK N & N+1 Hong

ACK(N) notifica la 

ricezione di tutti i frame 

fino ad N compreso!
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Comparison of Protocol Buffer Requirements 

 P Buffer Size S Buffer Size 

Idle RQ 1 1 

Cts. RQ - SR K 

 

K 

Cts. RQ - Go 

Back N 

K 1 

 

 

Cô soá ñeám = P buffer size + S buffer size 



THS.VOÕ TRÖÔØNG SÔN
Cô sôû kyõ thuaät truyeàn soá lieäu – Chöông 4 40

Go Back N Utilization: 1
 If errors and losses make retransmissions necessary then 

U = Tf / ( Nrsw × Tt )

If no timers expire, Nrsw,, is the average number of 

transmissions per frame, Na. Otherwise Nrsw  is a function f(Na)

 Let Pf be the probability that a given frame contains errors. 

 The probability that it will take i attempts to transmit the frame is   

 Each error requires that K frames be retransmitted

 The average number of retransmissions Na

(original transmission and i-1 retransmissions of K frames)

)1(1

f

i

f PP 

f

ff

i

f

i

fa
P

KPP
PPKiN



+
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

=


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1
111

1
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Frame 5

What is K?
Round trip travel time means Tt / TFRAME frames will be 

transmitted before the ACK for the first frame is 
received.  

For a window length W ≥ Tt / TFRAME        

:.K≈Tt / TFRAME  (=2a+1)

For a window length W <Tt / TFRAME          :. K≈W

 .

Destination
Frame 7 Frame 6 Frame 5

W = 8  a>4   K≈9

DestinationSource Frame 2 Frame 1

W = 2   K≈2

ACK 1 ACK 2 ACK 3 ACK 4

Frame 8
Source
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Go Back N ARQ Utilization: 2

Now substitute our estimates of K

To give







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FRAMEFRAME

FRAME
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Go Back N ARQ Utilization: 3
Assume that 
Processing time is negligible, transmission time for Frames is 

» than for ACKs

no ACKs or NACKs are lost or damaged, and that the timeout 
timer never expires

Then

 If the assumption is relaxed then the longer time for 
retransmission (timeout duration) must be included in the 
analysis. A separate probability for retransmission frames due to 
lost ACKs and NACKs may also be introduced












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Selective Reject Utilization: 1
 If errors and losses make retransmissions necessary, then for 

sliding window flow control 

U = Tf / ( Nrsw × Tt )
If no timers expire, Nrsw,, is the average number of transmissions 
per frame, Na. Otherwise Nrsw  is a function f(Na)

 Let Pf be the probability that a given frame contains errors. 

The probability that it will take i attempts to transmit the 
frame is   

Each error requires that 1 frame be retransmitted

The average number of retransmissions Na

(original transmission and i-1 retransmissions)
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Selective Reject Utilization: 2
Assume that no ACKs or NACKs are lost or 

damaged, and that the timeout timer never expires

Then Nr is the average number of transmissions per frame 

and the channel utilization is

Also assuming that

Processing time is negligible 

The acknowledgment frame is small compared to the data 

frame

.

U = (1-Pf)Tf / Tt




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Flow control problem

 Rates of the transmitter and receiver at the physical layer are usually matched. 

 The flow control problem arises because the higher layer  (AL or NL) does not deplete out the 
buffer into which the DLL at the receiver writes at the same rate at which data is being passed 
to the DLL at the sender.

Data-link layer (layer 2) Data-link layer (layer 2)

Physical layer (layer 1)Physical layer (layer 1)

Host Switch or host

Data units Receive

buffer

H

T

T H

H

T

Rsnd Rrcv
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Techniques for flow control
Flow control prevents buffer overflow by 

regulating  rate at which source is allowed to 

send information

Stop-and-wait 

ON-OFF

Window

Rate control
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Stop-and-wait
No problem if ACK is sent back after higher 

layer depletes the buffer holding the single 

frame’s payload
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Sender Receiver

BleftOFF
2Tprop

Link rate Rsnd
Bleft=2Tprop(Rsnd – Rrcv)

If Rsnd is different from Rrcv, where Rsnd is the rate

at which the layer above the DLL at the sender sends data to that

DLL and Rrcv is the rate at which the layer above DLL at the receiver

depletes the DLL receive buffer, then the receiver should send the OFF signal

when Bleft = 2Tprop(Rsnd-Rrcv)

B

ON /OFF
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Ñieàu khieån luoàng baèng X-ON / X-OFF

A B

X-ON not busy

Request to Transmit

transmitting

Pausing 
(periodically done)

busyX-OFF

X-ON
not busy

transmitting

data

data

data

data

An older 

controlled 

access  

protocol

Still used on some half duplex circuits, but it is fading

Still used between a 

computer and a printer
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Sliding Window Flow Control

Allows transmission of multiple frames

Assigns each frame an m-bit sequence number

Range of sequence number is [0..2m-1], i.e., frames

are counted modulo 2m

Jorg Liebeherr

Ñieàu khieån luoàng vôùi cöûa soå tröôït
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Ñieàu khieån luoàng vôùi cöûa soå tröôït

receiversender
...3 2 1 0

ACK 0...

...4

ACK 4...

…8 7 6 5

ACK 7.. set window 

size to 2
..9 

...9 8

window size =4

0 1 2 3 4 5 6 7 8 9 

(slide window)

0 1 2 3 4 5 6 7 8 9 

0 1 2 3 4 5 6 7 8 9 

0 1 2 3 4 5 6 7 8 9 

0 1 2 3 4 5 6 7 8 9 

(slide window)

(slide window)

(timeout)
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Sliding window FC illustrated

6

5

3

4

2

1

0

Sending (retransmission) buffer

Holds frames until acknowledged

If timer times-out, retransmit

(error control)

If m=3, i.e. 3-bit sequence number,

then Ws can be 7

Receiving buffer

(flow control)

(for selective repeat ARQ error control)

Ws=7

6

5

3

4

2

1

0
flow window = 8; ack  3

flow window = 4; ack 2

7

0

1

7

0

1

Sender sends a minimum of Ws and flow window

indicated by the receiver, which in this case is 7;

since it has already sent 4 frames (3, 4, 5, 6) that are as

yet unacknowledged, it can only send 3 more (seq. numbers,

7, 0 1). 7 is the number of outstanding frames (unack’ed)
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Flow window

For sliding flow control:

Left-over space in the receiver’s buffer

In previous slide flow window of 8 is a report of 

how much space is left in the receiver’s buffer 

(enough to hold 8 frames)

Flow window also called advertised window 

or receiver’s window

Receiver buffer has a different purpose in 

selective repeat ARQ – see next slide
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Rules for operation of sliding-window flow control

 At any time instant, the sender can only have outstanding as 
many frames as the minimum of (Ws, Wr)

 Outstanding – means unacknowledged

Ws: sending window size (in frames)

Wr: receiving window size (in frames)

 Note that send buffer size can be larger than the sending 
window size.

 If running selective repeat ARQ, Ws+ Wr=2m is maximum 
allowed (see next three slides) where m is the length in bits of 
the sequence number field

 If selective repeat ARQ is used in conjunction with sliding 
flow control, then Wr is a minimum of the two numbers 
dictated by selective repeat ARQ need for Ws+ Wr=2m and the 
sliding window flow control need to indicate the left-over 
space in the receive buffer
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Selective repeat ARQ: What sizes are allowed for 

Ws and Wr?

Example:  M=22=4, Ws=3, Wr=3

A

B

fr0
Time

fr1 fr2 fr0

ACK1 ACK2 ACK3

Frame 0 resent

{0,1,2} {1,2} {2} {.}
Send 

Window

{0,1,2} {1,2,3}
Receive 

Window
{2,3,0} {3,0,1}

Old frame 0 accepted as a

new frame because it falls

in the receive window
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Selective repeat ARQ

Ws + Wr = 2m is maximum allowed

Example:  M=22=4, Ws=2, Wr=2

A

B

fr0
Time

fr1 fr0

ACK1 ACK2

Frame 0 resent

{0,1} {1} {.}
Send 

Window

{0,1} {1,2}
Receive 

Window
{2,3}

Old frame 0 rejected because it 

falls outside the receive window
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Selective repeat ARQ

Why Ws + Wr = 2m works

 Transmitter sends frames 0 to 
Ws-1; send window empty

 All arrive at receiver

 All ACKs lost

 Window slides forward to 
{Ws,…,Ws+Wr-1}

0
1

2

Ws-1

2m-1

Slast

send

window

0
1

2Ws +Wr-1

2m-1

Rnext
receive

window
Ws

 Transmitter resends frame 0
 Receiver rejects frame 0 because it 

is outside receive window

 Receiver window starts at {0, …, Wr}
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ReceiverTransmitter

0 1 2 3 4 5 6 7 0 1 2 3 0 1 2 3 4 5 6 7 0 1 2 3

0 1 2 3 4 5 6 7 0 1 2 3 0 1 2 3 4 5 6 7 0 1 2 3

0 1 2 3 4 5 6 7 0 1 2 3

E E E 3 4 5 6 7 0 1 2 3

Frame 0

Frame 1
Frame 2

ACK3; 

WIN7

E: Emptied space

Example of sliding window FC

Jorg Liebeherr
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Example Continued

ReceiverTransmitter

E E E 3 4 5 6 7 0 1 2 3

0 1 2 3 4 5 6 7 0 1 2 3

E E E 3 4 5 6 7 0 1 2 3

0 1 2 3 4 5 6 7 0 1 2 3

0 1 2 3 4 5 6 7 0 1 2 3
E E E E 4 5 6 7 0 1 2 3

Frame 3

ACK4; 

WIN 7
Frame 4

Frame 5

Frame 6

Jorg Liebeher
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Interaction of flow control with different ARQ 

schemes

 Remember in Go-Back-N ARQ the receive buffer only needs to 
hold one frame.

 But, in selective ARQ, the receiver has a buffer for error 
correction.

 This same buffer can be used for flow control with its left-over 
space size being reported along with the expected sequence 
number in ACKs.

 If sliding window flow control is used with Go-Back-N ARQ, the 
receiver needs a buffer

 the sequence number sent in the ACK is Rnext and all 
frames from that number will be retransmitted if 
necessary (Go-Back-N)

 for flow control, the size of the left-over space in the 
buffer will be carried as a separate parameter in the 
ACK
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Rate control
The receiver sends feedback to the sender to 

allow it to adjust its sending rate

Example: new TCP algorithms
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Communication problems

corruption of packets

loss of packets

replication of packets

ordering of packets

independent failures of nodes
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Communication protocols
We have assumed until now that packets 

cannot be reordered

this when the parties are connected by a single 
physical line

What if the channel is a network?

the packets may arrive out of order

Sequence number might be reused –
duplications possible

How to solve this problem? 

Introduce the lifetime of the packet
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Connection establishment
Connection request PDU

Connection accepted PDU

Is this enough?

What if the network can store or duplicate packets?

What if the subnet is so congested that ACK or datagrams 
cannot go through?

Example: bank transaction (delayed duplicates)

Solutions:

new addresses for each connection?

 incremented sequence numbers? 

PACKET LIFETIME
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Packet lifetime
Can be restricted using:

 restricted subnet design

 prevents looping

 bounding congestion delay over the longest possible path

putting a hop counter in each packet

 decrementing default value & dropping when zero

 time stamping each packet

 carry the time when it was created 

 discarded after some predefined time

all the routers synchronized – nontrivial

Lifetime expires:

Not only the packets but all the ACKs must be dead 
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Connection Establishment (2)

Time-of-day clock (not necessarily sync) – 2 PDU 
with the same seq. num. are never outstanding at 
the same time

solves the delayed duplicate problem for data PDU

(a) PDUs may not enter the forbidden region.

(b) The resynchronization problem.

dead time 

after crash

(max packet 

lifetime)

crash 

restart

connection 5 the same seq num

data rate < clk rate 
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Connection Establishment (2)

Three protocol scenarios for establishing a connection using a three-way 

handshake.  CR denotes CONNECTION REQUEST.  

(a) Normal operation, 

(b) Old CONNECTION REQUEST appearing out of nowhere.  

(c) Duplicate CONNECTION REQUEST and duplicate ACK.

different sequence numbers 

used by the sender & receiver
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Connection Release
 asymmetric release

 a telephone line

 connection is broken when one 
party hangs up

 abrupt disconnection with loss of 
data.

 symmetric release

 each connection released 
separately

 continue to receive after 
disconnect PDU is sent

 avoid data loss
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Connection Release (2)

The two-army problem.

unreliable communication 

channel
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Connection Release (3)

Four protocol scenarios for releasing a 
connection.  

(a) Normal case of a three-way handshake.  (b)
final ACK lost.

6-14, a, b

disconnect request
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Connection Release (4)

(c) Response lost.  (d) Response lost and subsequent DRs lost.

6-14, c,d


