VW WLIEIN YT A ¥ VIO v ey

Khi doc qua tai ligu nay, néu phét hién sai s6t hoic noi dung kem chat luong
xin hdy thong bdo de chding toi stra chira hoac thay thé bang mot tai liéu clng
chu dé cua tac gla khac. Tai li¢u ndy bao gom nh1eu tai liéu nho co cung chu
dé bén trong nd. Phan ndi dung ban can c0 thé nam 6 giira hodc & cuoi tai lidu
nay, hiy st dung chirc nang Search dé tim ching.

Ban c6 thé tham khao nguon tai liéu duoc dich tir tiéng Anh tai day:
http://mientayvn.com/Tai_lieu da_dich.html

Thong tin lién hé:
Yahoo mail: thanhlam1910 2006 @yahoo.com

Gmail: frowrthes@gmail.com

Theo yéu ciu cia khich hing, trong mdt nim
qua, ching t6i di dijch qua 16 mén hoc, 34
cubn séch, 43 bai bio, 5 sb tay (chua tinh céic
tai liéu tir nim 2010 tré vé truéc) Xem & diy

DJCH VU Chi sau moét lan hién lac, viéce

DICH dich duoc tién hanh
TIENG

ANH
CHUYRN Gia ca: cé thé giam dén 10

A L L —
NH.ANH

NHAT VA Chat lu'(_)'ng:Te}.o dung niém tin cho

CHINH kh’éch hang bang c6ng nghé 1.Ban

XAC thay duoc tog‘tn bé ban dich: 2.Ba’n

NHAT danh gia chat luong. 3.Ban quyét
dinh thanh toan.




NHAP MON MANG MAY TINH

Chuong 1




" A
NO1 dung chuong 1

I. Pinh nghia mang may tinh
II. Cac moO hinh mang may tinh
[11. Kién trac mang may tinh

V. Méi truong truyén vat Iy mang cuc bo




" J
I. Pinh nghia mang may tinh

Mang may tinh:

mbao gém cac may tinh doc lap,

m duoc két ndi vai nhau trén mang
mnham chia sé tai nguyén

va trao do1 dir lieu

Host: may tinh trén mang




" A
Vi du 1: mo hinh client-server

Client

LT
LTI

T

Mang may tinh vd1 2 Client va 1 Server




"
MO0 hinh rng dung mang Client-Server

Client machine Server machine
Request __——_

CI_ < Network 5 —I)

P . _a Aoply X

/ \

Client process Server process




"
Vi du 2: moO hinh peer-to-peer

Mang ngang hang (peer-to-peer network)
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" Jd
Cac ung dung cua mang may tinh

m Ung dung trong co quan, doanh nghiép
m Ung dung trong gia dinh, c4 nhan

m Ung dung trén thiét bj di dong




" A
Vi du: e-commerce — thuong mai dieén tur

Dang day du Vidu

B2C | Business-to-consumer |Dat mua hang trén mang

B2B |Business-to-business | Nha san xuat dit hang

G2C |Government-to-consumer | Chinh phu phat hanh biéu mau

C2C | Consumer-to-consumer | Dau gia trén mang

P2P |Peer-to-peer Chia s¢ file

Mot s6 dang thuong mai dién tur




" J
II. Cac moO hinh mang may tinh

I1.1 Cac k¥ thuat truyén dit liéu
I1.2 Phan loai mang may tinh
I1.3 Phan cing mang may tinh

I1.4 Phan mém mang may tinh




" A |
II.1 Cac k¥ thuat truyén dir icu

Hai dang truyén dit liéu co ban:
m Broadcast (quang ba)
m Point-to-point (giira hai diém)
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Truyén dir licu dang broadcast

m Dung 1 kénh truyén chung cho tat ca cac
may trén mang

m Dit liéu (packet) gai tir 1 may s& dén tat
ca cac may khac

m Co dia chi may nhan cung vo1 dir igu

Multicast: 1 may go1 dir 1ieu va mot nhom
may nhan
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Truyén dir licu dang point-to-point

m Ton tai mot kénh truyén riéng giita hai

may

m Kénh truyén nay cod thé qua cac may

trung gian khac trén mang

m Con dugc goi1 1a dang unicast
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" JdE
I1.2 Phan loai mang may tinh

Khoang cach

Loal mang

10m — 1km

Local Area Network (LAN)

10km-100km

Metropolitan Area Network (MAN)

100km-1.000km

Wide Area Network (WAN)

10.000km

Internet

Phan loai mang may tinh theo khoang cach

13




" A
Cac dang mang cuc by (LAN)

m Mang ngang hang (workgroup)
» Cac may tuong duong ndi mang dé chia sé
tal nguyen
m Mang client/server
» C6 mot hodc nhiéu may dung lam server dé
quan ly user, cai dat cac ung dung, luu trur
dt liéu ...
. Cég may ?khéc két noi dén server dé truy
xuat co ki€m soat cac tai nguyén
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" JdE
I1.3 Phan cirng mang may tinh

m [.ocal Area Network
Mang cuc bd
m Wide Area Network
Mang mién rong/Mang dién rong
m Wireless Network
Mang cuc b0 khong day (vi du Wi-Fi)

Mang mién rong khong day (vi du WiMax)
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" A
Mang cuc by - LAN

- 7R
- S

(a) (b)

Computer

Hai dang mang cuc b0
a. Bus b. Ring
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" A
Céac thanh phan két n6i LAN

m Card mang — Network Interface Card
(NIC)

m Day mang — Cable
m Cac thiét bi két ndi: Hub, Switch, ...
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N
Mang mién rong - WAN

Subnet Router

SR

Host

LAN

WAN gom cac LANs va phan két ndi (subnet)
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" A
Subnet

Phan két n6i mang mién rong gom 2 phan:
m Cac duong truyén (transmission lines)
day dong, cap quang, song dién ti, ...
m Cac phan tir chuyén mach (switching
elements), thuong duoc goi la router
o Két noi véi nhiéu duong truyén
. Nhan? dit liéu va chon duong truyén dé
chuyén sang mang khac
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" J
Mang khong day —Wireless LAN

Base | To wired network
station

Hai dang két n6i mang khong day
a. Co dung base station, con goi1 la access point

b. Cac may gdi nhan truc tiép, ad hoc networking
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" JE
Mang Internet

Regional ISP
N

Backbone

Server farm

IIIIIIIIIIII
[

IIIIIIIIIIII

Corporate Wi

N GGG G

Router

Téng quan mang Internet
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Cac thanh phan chinh trén mang Internet

m Truc chinh — Backbone
m Cac nha cung cap dich vu - ISPs
(Internet Service Provider)

* POP (Point of Presence):no1 nhan tin hi¢u tu
mang dien thoai va dua vao mang cua ISP

m NAP (Network Access Point)
m Cac server
m Client twr may le, cac LANSs
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I1.4 Phan mém mang may tinh

m H¢ dieu hanh mang
m Phan mém phia server

m Phan mém phia client
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" J
[11. Kién tric mang may tinh

[11.1 T6 chutre thtr bac ciia cac giao thirc
[11.2 Céc tiéu chuan mang

m [SO OSI

m TCP/IP
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III.1 To chure thtr bac cua cac giao thirc

m T6 chtrc luan Iy mang may tinh: gom cac
16p (layers/levels)
¢ S6 16p, chtrc ning moi 16p phu thuodc loai

mang.

m Giao thue (protocol): tap hop cac luat va
thu tuc thuyc hién viéc truyén thong gitra
hai bén truyén thong.

m Giao dién (Interface): dinh nghia cac thao
tac co so cua lop dud1 cung cap cho 1op
trén
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" J
Vi du: to chirc mang co 5 1op

Host 1

Layer 5 protocol
Layer5 [a=======-==----eeeeen—-

A

Layer 4/5 interface Y

Layer4 |[a--------———----ooo— -

)
Layer 3/4 interface '

Layer 3 [w------=-————————— -~

Layer 2/3 interface

Y

Layer 2 [a----m e e

)
Layer 1/2 interface I

Layer 1 [w-----=“-————-—————--—-
]
\

Physical medium
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Muc dich cua to chirc mang theo 16p

m Giam su phtec tap khi thiét ké

m Mo ta chi tiét qua trinh truyén dir liéu tur
mot may dén mot may khac
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" J
Vi du: truyén dir icu M gitra 2 may

Layer

Layer 5 protocol
5 VI P el e Y

Layer 4 protocol
4 H4 M e b ite e s e e e e bl H4 M
/\ Layer 3 /\
protocol
) H3 H4 M1 H3 M2 M R e ""H3 H4 M1 H3 M2
A A
Layer 2
Y L protocol
2 H2 H3 H4 M1 T2 H2 H3 M2 T2 S T - H2 H3 H4 M1 T2 H2 H3 M2 T2
A
1
X, J
Source machine Destination machine

H: Header, T: Trailer
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" A
Kién trac mang may tinh

m Kién tric mang may tinh:

Tap hop cac 16p va giao thirc.

m B0 giao thuc (protocol stack / protocol
suite): Danh sach cac giao thire d’u:()c Sur
dung cho tung 16p trén mot hé thong xac
dinh.
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III.2 Cac ti€u chuan mang

m Hai mo hinh kién triic mang quan trong:
OSI (Open Systems Interconnection)
TCP/IP (Transmission Control Protocol/

Internet Protocol)

m Cac b0 giao thirc khac:
o [PX/SPX (Internetwork Packet Exchange/
Sequenced Packet Exchange)
 NetBEUI (NetBIOS Extended User Interface)

» AppleTalk
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OSI

ication

Presentation

Session
Transport
Metwork
Data Link

A

Physical

a. MO hinh OSI

b. Truyén thong giita 2 may

Host B

|

Application

Session

)_l Presentation '

Transport

Network

Frames

Data Link

Bits

1)

Physical

I
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" A
So lugc chirc nang cac 16p mo hinh OSI

Lop vat ly - Physical
» Truyén chudi bit trén kénh truyén

» Quy dinh vé mdi truong truyén vat 1y, tin
hi¢u di¢n, co khi.

Lép lién két dit liéu — Data Link
» Truyén dit liéu cé cau tric (frame) tin ciy
gitra ha1 may trén mo1 trueong vat 1y.
» Quy dinh vé dia chi thiét bi, kiém soat 10i
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" A
So lugc chirc nang cac 16p mo hinh OSI (tt)

L&op mang — Network
» Xac dinh con dudng (rogte) tu’ may goi dén
may nhan, quan 1y cac van dé luu thong trén
mang
» Quy dinh vé dia chi mang
L&p giao van - Transport

 Chia dir i€u thanh cac don vi nho hon néu
can va ghep lai ta1 no1 nhan.

* Thuc hién kiém soat 101
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" A
So lugc chirc nang cac 16p mo hinh OSI (tt)

L6p phién — Session

o Thiét 1ap, quan 1y, két thic cac phién lam
viec gitta cac ung dung
Lép trinh dién — Presentation
* Quy dinh vé khudn dar‘lg, cu phap, nglr
nghia cua dir li€u khi truyén thong
—> data representation
L&p tmg dung — Application
» Bao gom cac giao thtrc ctia cac dich vu
mang
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" J
OSI va TCP/IP

OSI

7 Application

6 Presentation

5 Session

4 Transport

3 Network

2 Data link

1 Physical

TCP/IP
Application
T~ Not present
l,/ in the model
Transport
Internet
Host-to-network
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" J
TCP/IP

Co 4 16p, so vo1 mo hinh OSI:

mLop Gng dung (application) bao gom ldp
presentation va lop session cua moO hinh OSI

m Lop giao van gidi quyét van dé chat lu0’ng dich

vu (quality of service) nhu do tin cay, kiém
soat 161, kiém soat luu luong

m Lop internet chia dir 1i€u tur 16p transport thanh
cac go1 (packet)

m Lop host-to-network thuc hién tao két nodi vat
1y, bao gom cac 16p Physical va Data Link cua
mo hinh OSI
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e
Mot phan cua bd giao thiec TCP/IP

Protocols <

Networks <

Y

TEWNET | | FP SHTP DS
ToP P
P
ARPANET | | saTngT | | et |y

Layer (OSI names)

Application

Transport

Network

Physical +
data link

37




"
IV. Ma1 truong truyén vat 1y mang cuc bo

IV.1 Card mang
IV.2 Day mang
V.3 Mot s6 thiét bi két noi
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"
IV.1 Card mang

}9




"
Cac thanh phan trén card mang

ENC Coaxial

. Cable Connector
=AM Transceiver

Power Supply

RN

LRI IIERT LR 1
TS ISR

(IR RN RN

Ethermnet
ROM FProcessor

Socket RJ-45

Connector
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"
Card mang khong day
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" J
IV.2 Day mang

m Cap dong truc — Coaxial cable

m Cac do1 day
e UTP — Uns|

xoan — Twisted pairs
nielded Twisted - Pair

e STP — Shiel

ded Twisted - Pair

m Cap quang — Fiber optic
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Cap dong truc

Dumr Jacket

Braided Cuppaf Shielding

Copper Conductor

.
|

Plastic Jn-sufatiun

BNC Conneclor ——m — _

943




'_
UTP — Unshielded Twisted-Pair

Twisted Pair

Quter Jacket \ -
Y -
ol = 5 N

PV W Color-Coded
\ Plastic

o \ -— Insulation

RJ-45 Connector = % ‘1_.,
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4 ?
i A4

Pin Label
O+ !

TD-
RD+
MNC
o w Iin a

9%
I r

Dang no1 thang — Straight-Through
NC -

8

! ! l

r 1
RD-

e Wires on cable ends
NC are In same order,

&
b
r

45

W W W
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"

Dang no1 cheo — Crossover

Pin Label Pin Label

1 TD+ 1 TD+

2 RD- 2 RD-

3 RD+ 3 RD+

4 NC 4 NC

3 NC 3 NC Wow whwgwh wg W whwowb
& TD+ 6 TD- r r

7 NC 7 NC The orange wire pair and the green wire
B8 NC B NC pair switch places on one end of the cable.
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"
Cap quang

Cladding
(glass)

Jacket
(plastic)
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"

Nguyén tac phan xa toan phan trong cap quang

Cladding Core
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"

Pau nd1 cap quang
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"
IV.3 Cac thiét b1 két nd1

m Phu thudc loai mang, so do két noi
m Vi du:

» Hub: diém ndi day trén mang cuc bo dang
Ethernet

* Access Point trén mang khong day

50
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Két noi mang dung day UTP

Wall plate

5=

Jack coupler

Distribution rack
and shelves

Expandable
patch panel
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"

Access point
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"
K&t n61 mang khong day

Eli‘iE!‘I‘i-E:t Backbone

PE




NHAP MON MANG MAY TINH

Chuong 2




" JdE
NO1 dung chuong 2

[. Cac van dé thiét ké 16p data link
II. Cac giao thirc go1 nhan frame co ban
III. Cac k¥ thuat két noi mang mién rong
IV. Vi du giao thirc 16p data link

Giao thirc PPP




" A
I. Cac van dé thiét ké 16p data link

I[.1 Nhiem vu 16p data link

[.2 Cac dich vu cung cap cho 16p network
.3 Cac phuong phap tao frame

[.4 Cac k¥ thuat kiém soat 16i

[.5 Kiém soat luu luong




" A
I[.1 Nhiem vu 16p data link

m Cung cép dich vu go1 nhan dior li€u
(frame) tin cay gitra ha1 may lang giéng
hai mdy lang giéng: hai mady cé két noi vit Iy

m Kiém soat 101 va kieém soat luu luong

Sending machine Receiving machine
Packet Packet
l /Frame W
Header | Payload field Trailer Header | Payload field Trailer

L J .




" A |
I.2 Cac dich vu cung cap cho 16p network

m Goi nhan khong kiém soat
Unacknowledged connectionless service

m GO1 nhan ¢O xac nhan cua may nhan
Acknowledged connectionless service

m G6i nhan c6 két noi
Acknowledged connection-oriented
Service




" JE
(Go1 nhan khong kiém soat

May go1 tao frame va go1 cho may nhan




" J
(Go1 nhan co xac nhan cua may nhan

m May go1 tao frame (data frame) va goi
cho may nhan

mMay nhan go1 tra frame khac
(acknowledge frame, ACK) d€ xac nhan
da nhan duoc data frame.




" A
(GoO1 nhan co két no1

m May go1 va may nhan thlet lap két noi
(connection) trudc khi trao doi dir 11eu

m Moi frame dugc goi trén ket nodi c6 so thr
ty > khong sai, khong mat, khong dao
10n thtr tu.

Co ba gia1 doan trong go1 nhan frame:

m Thiét 1ap két n6i = khoi dong bién, ...
m GO1 nhan frame

m Huy két noi = giai phong bd nhd, ...




"
.3 Cac phuong phap tao frame

Co6 hai ky thuat co ban:

m Dém ky tu trong frame

m Dung cac ky tu dac bi¢t danh dau frame
Thuc té: dung két hop hai k§ thuat




"

Tao frame bang cach dém ky tu

/ / ﬁmﬂer count \ One c\ha‘ractar
511 6|7 9|8

[a} 213|415 8 0ol112(3|4|5|6|8|(7|8[9|0(1]2] 3
Frame 1 Frame 2 Frame 3 Frame 4
5 characters & characters 8 characters 8 characters
Ermor

/

(b)|5|11|2|3|4|7|6|7|8|9|8|0|1|2|3|4|5(6(8|7|8(2(0|1[2|3

Frar'na*l - Ft?am-a 2 Now a
(Wrong) character count

a. Khong c6 16i b. C6 10i tai counter frame 2

10




" JJd ]
Tao frame dung ky tu danh dau (FLAG)

FLAG| Header Payload field Trailer |FLAG
(a)

Original characters After stuffing

A FLAG B — | A ESC | |FLAG B

A ESC B — | A ESC | | ESC B

A ESC | |[FLAG B — | A ESC | | ESC | | ESC | |FLAG B

A ESC | | ESC B — | A ESC | |ESC | | ESC | | ESC B

(b)
a. Frame dugc danh dau bang flag
b. Vi du ky thuat chen ky tu (character stuffing)

11




[.4 Cac k¥ thuat kiém soat 10i

m Dung checksum

m Co xac nhan cua may nhan (ACK)

m Dinh thoi (timer)

m SO thur tu trinh tu (sequence number)

Kiém soat 101 bao dam vieéc go1 nhan frame:

h h
K

1 h
Kl

0ng sai

n0ng mat

h h
K

hong dao 10n thir tu.

12




" A
Checksum

m May go1 tao frame va tinh checksum
m May go1 s€ go1 frame cO checksum

m Nho vung checksum may nhan xac dinh
frame khong c6 10i

V61 checksum = khong sai

13




" J
ACK

m Khi nhan mot frame khong c6 16i thi may
nhan s& goi mot frame diéu khién (ACK)
cho may gdi dé xac nhan

m Néu khong c6 ACK thi may goi sé goi lai
frame

Vi ACK = khong mat

14




" A
Timer

m Sau khi go1 frame, may go1 kho1 dong
mot bo dinh tho1 (timer)

m Néu hét thoi gian (timeout) ma khong cé
ACK trr may nhan thi may go1 s€ gon lai
frame

15




"
Sequence number

m ACK tir may nhan c6 thé khong dén may
g1, va may go1 s¢ go1 la1 frame

m May nhan c6 thé nhan cung mot frame
nhiéu lan

m Pé tranh nhan trung frame, moi frame c6
mot so thir tu

m SO tht tu frame thudc vé mot khoang gia
tr1 xac dinh % sO thtr ty trinh tu

Vi du: dung sO thir tu 3 bit = ¢ so thir tu
tir 0 dén 7

16




[.5 Kiém soat luu luong

m Muc dich: may go1 khong nhanh hon may

nhan
m Hai ky thuat co ban:
May go1 cho ACK tir may nhan
May gdi hoat dong theo toc dd gidi han

17




" Jd
II. Cac giao thirc go1 nhan frame co ban

m Giao thirc don gian trén duong truyén
1 chiéu Iy tuong

m (G1ao thure stop-and-wait

m Giao thirc trén duong truyén 1 chiéu
thuc té

m Cac giao thurc dang sliding window

18




= @imonthire don gian

trén duong truyén 1 chiéu 1y tudng

Pudng truyén 1y tudng:

m Khong c6 16i = khong can kiém soat 10i

- Mg’ty nhan toc do vé han > khong can
ki€m soat luu luong

Pudng truyén 1 chiéu:

m dit liéu 1 chiéu tr may gdi dén may nhan

m simplex

May goi tao frame va goi cho may nhan

19




" A
Giao thirc stop-and-wait

Bu,(‘)’ng truyén: khong cé 16i va may nhéan
toc do hitru han

m May g6i tao frame goi dén may nhan

m May goi cho ACK tw may nhan

m May g6i géi frame tiép theo

Puong truyén 1 chiéu di ligu nhung c6
chi€u truyén ACK

- 2 chiéu khong dong thoi: half-duplex

20




= d@oenthirc don gian

trén duong truyén 1 chiéu thyc té

Pudng truyén thuc té:
Cé the co 16i
May nhan tbc do hitu han
m Mdy gdi tao frame, tinh checksum, ghi so
thir tw frame, khoi dong timer, géi dén
may nhan
m Néu c¢6 ACK thi g6i frame tiép theo
m Neu khong cé ACK thi goi lai frame

21




"
Cac giao thirc dang sliding window

Muc ticu:

m Sir dung duong truyén voi 2 chiéu dir liéu

-> full-duplex

m GO1 nhan theo nhom frame

Khai niém co ban:

m Piggybacking: cho go1 kem ACK vai

frame dir liéu tiép theo
m Sliding Window

22




Sliding window — cira so trugt

MOt may s€ go1 mot nhom frame trudc khi

cho ACK.

Danh sach so thir tu cac frame di goi chua

c0 ACK thuoc sending window

Tuong tu, danh sach so6 thir tu cac frame
cho nhan thudc ve receiving window

Vi du: sequence number 3 bit

Goi cac frame 1 dén4 0
Nhan ACK frame 1 0
Gdi tiép frame 5 0

1234

1234

567
567

1234

567

23




" A
Sliding window (tt)

Ky thuat sliding window con dugc dung
trén giao thirc TCP (chuong 5)

May goi truyén moi chudi dit liéu khong
can cho ACK cua tung dir licu

May nhan co thé nhan do licu chua ding
thur tu va sap xép lai trong khi chd dir licu
khac

Néu khong c6 ACK sau 1 khoang thoi gian
thi dir icu s€ duogc got lai

24




" A
Cac giao thirc dang sliding window co ban

Co6 hai dang co ban vo1 cach xu ly frame
c6 101 (mat, checksum error) khac nhau
m Go back n

May go1 s€ goi lai tat ca cac frame tir frame
co 101

m Sclective Repeat
M4y goi chi gdi lai frame ¢6 16i
May nhan phai luu lai cac frame tot sau
frame co 101

25




" A
[11. Cac k¥ thuat két ndi mang mién rong

®m Dung duong day dién thoai

m K&t noi truc tiép dung cable
m [SDN

(Integrated Services Digital Network)
m Két noi khong day

m Két nd1 qua ve tinh

26




K&t no1 dung duong day dién thoai

m Dang quay so (Dial-up)
m DSL (Digital Subcriber Line)

27




" J
Dang quay so

Thiét bi:

m Nguo1 st dung: modem

m Nha cung cap dich vu: modem

Giao thuc thong dung: PPP
(Point-to-Point Protocol)

Phan mém: tich hop trén cac hé diéu hanh
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Digital Modem Analog

% Ml scsessissnesscssniasaissnasnissnisscs Public te|eph,:.ﬂe T QER e rnnaee ok
5
x

-. Analog Modem Digital

Modem thuc hién diéu ché (MOdulation) khi gai
va giai diéu ché (DEModulation) khi nhan




" A
Modem (tt)

Cac dang modem:

m [nternal — mach diéu khién gan trong may
Két ndi véi 1/0 bus, vi du PCI
Tich hop trén mainboard

m External — Thiét bi dat ngoalt két ndi qua

cong COM hay USB
Mot s6 tiéu chuan modem theo ITU:
V34 — toc do 28.800 bps (bits per second)

V90 — toc do 56.600 bps
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" A
Digital Subcriber Line - DSL

m Dung chung két ndi mang trén dudng day

dién thoai

m Khong c6 quay so = két noi thuong truc

m Toc do cao hon so vo1 dung modem
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" A
DSL (tt)

Co cac dang:

m ADSL-Asymmetric DSL: thong dung
Toc do download: 384Kbps > 8Mbps
Toc do upload: 64Kbps > 1 Mbps
C6 gidi han vé khoang cach ~ 5.500 mét

m SDSL-Symmetric DSL
Toc d6 download va upload dén 3Mbps

m VDSL-Very High Data Rate DSL
Toc do download va upload dén 52Mbps
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" JE
ADSL

Thiét bi
m Nguo1 st dung:
ADSL modem/ ADSL router
m Nha cung cap dich vu: Access Multiplexer
Phan mém:
m Nguoi sir dung dung phan mém do nha san
xuat thiét bi cung cap

m Nha cung cap dich vu thuong dung k§ thuat
ATM (Asynchronous Transfer Mode)

ADSL 1a tiéu chuan cta 16p vat Iy
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ADSL (tt)

Voice \
switch /Telephone
Codec
Splitter Telephone Splitter
line
NID
Ei Computer
[ ] [ ] /
ADSL Ethernet
To ISP el
Telephone company end office Customer premises

Cau hinh co ban dung ADSL




" A
IV.Giao thire PPP (Point-to-Point Protocol)

Giao thirc PPP dung trong két noi gitta may tinh
ca nhan (PC) vd1 nha cung cap dich vu Internet
(ISP) qua duong dién thoai quay so0.

User's home Internet provider's office
S O T A O GO S P S P R
|
PC i Modems e
|
\ Client process ﬂ—%i
using TCP/IP i ==
T LT —

/ i
TCP/IP connection :
using PPP _E_@x(

Router Routing
process




" A
Cac dic diém cua giao thirc PPP

m Tao frame theo giao thec HDLC (High-level
Data Link Control), dung k¥ thuat chen ky tu,
c6 kiem soat 10i

m Dung giao thirc LCP (Link Control Protocol)
dé kiém soat két néi, thoa thuan tham so...

m Dung giao thac NCP (Network Control
Protocol) dé thiét 1ap tham s6 cho 16p
Network, dung dugc vol nhiéu loai mang nhu
TCP/IP, IPX/SPX, NetBEUI, Apple Talk
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" A
Cac budc may PC két noi Internet

m May PC thiét lap két noi vat Iy vai ISP
bang cach quay sO qua modem

m May PC go1 mot chudi LCP packet trén
cac PPP frame d¢ thoa thuan tham so

N May PC go1 mot chuo1 NCP packet trén
cac PPP frame dé thiét 1ap cau hinh hoat
dong 16p network

> may PC dugc cap mot dia chi IP dong
va tro thanh Internet host, ¢ thé goi nhan
dtr licu theo cac IP packet.
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" A i
Cac buoc may PC két no1 Internet (tt)

Khi két thiic phién lam viéc:
m Dung cac NCP packet dé huy két noi 16p
network va tra lai dia chi IP

m Dung cac LCP packet hily két ndi 16p
data link

m Huy két noi vat 1y bang 1énh ngat modem
ra kho1 duong day dién thoai

38




" A
Cac buoc may PC két no1 Internet(tt)

Carrier Both sides Authentication
detected agree on options successful

\ Establish \—r Authenticate

| | Failed
Dead Failed Network
Terminate 4/‘— Open —/\

Carrier Done NCP
dropped configuration

Cac gia1 doan hoat dong theo giao thirc PPP




" A
Vi du PPP frame

Dang frame diéu khién khong c6 so thu tu
m Flag: danh dau dau va cudi frame

m Address va Control: hang s6 do1 voi
control frame

m Protocol: xac dinh loa1 dir i¢u trong vung
payload

m Payload: dir lieu, kich thuoc do thoa
thuan, mac dinh la 1500 bytes

m Checksum: dung kiém soat 10i
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PPP Frame (tt)

Btes

1

1

1

for2  Vanable

{

204

1

01

e
1110

Address
1111111

Contro

0000001

Protoco

)

Payload
f

Checksurm

0111

ct

1110

)
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NHAP MON MANG MAY TINH

Chuong 3




" A
NoO1 dung chuong 3

.  Khai miém lop MAC

. Van dé cap phat kénh truyén

1. Giao thrce CSMA/CD

1v. Gidi thiéu cac tiéu chuan IEEE 802.x
v. Gidi thiéu vé Bridge, Switch




" A
I. Khai miém 16p MAC

Lop Physical va Data link (mo6 hinh OSI):
giai quyét van dé cac may dong thoi truy
cap duong truyén dang broadcast (quang
ba)

Du an IEEE 802: cac dac ta cua 2 16p nay
trén mang cuc b0

- ti€u chuan mang cuc bo




" A
Lop Data Link trong IEEE 802

7. Application layer
6. Presentation layer

b, DESSION layer

4 Transport layer

3. Network layer | Logical Link Control (LLC)

2. Data-fink layer —

1. Physical layer J L Media Access Control (MAC)




" A
Lop Data Link trong IEEE 802 (tt)

Gom 2 16p con (sublayer):

m Logical Link Control (LLC): thiét 1ap va
két thuc lién két, quan 1y truyén frame

m Medium Access Control (MAC): quan ly
truy cap duong truyeén, tao frame, kiém
soat 101, xac dinh dia chi




" J
Cac tiéu chuan IEEE 802.x

LRITY

—=
-

aoz.10" SEI

HITECTURE®

=
-

OWVERVIEWW & AR

a02®

2.1 MAMNAGSEMEMNT

80

802.2" LOGICAL LINK

302.1" BRIDGING

302.3"
MEDILUM
ACCESS

802.3
PHYSICAL

802.4"
M E I::' | U h‘l

ACCESS

802.4
[PHY SICAL

8025"
MEDIUM
ACCESS

802.5
PHYSICAL

8026
MEDIUM
ACCESS

802.6
PHYSICAL

502.11"
MEDIUM
ACCESS

802.11
PHYSICAL

802.12"
MEDIUM
ACCESS

802.12
PHYSICAL

802.16"
WEDIUM
ACCESS

802.16
PHYSICAL

DATA
LINK
LAYER

* Formerly |EEE Std 80214,

PHYSICAL
LAYER




" J
Cac tieu chuan IEEE 802.x chinh

m 302.2 - Logical Link Control

m302.3 - CSMA/CD Access Method and
Physical Layer Specifications

m302.5 - Token Ring Access Method and
Physical Layer Specifications

m302.11 - Wireless LAN Medium Access
Control (MAC) Sublayer and Specifications

m 302.16 - Standard Air Interface for Fixed
Broadband Wireless Access Systems




" J ]
II. Van dé cap phat kénh truyén

Muc dich: cap phat mot kénh truyén dang
quang ba cho nhi€u may cung su dung




" A
Mot sO thuat ngtr

m Duong truyén (Transmission line): vat 1y
m Kénh truyén (Communication channel):

luan ly

m Baseband: mot kénh truyén trén duong
truyén

m Broadband: nhiéu kénh truyén trén duong
truyén

m Multiplexing: ghép kénh tai no1 goi
m Demultiplexing: tach kénh ta1 no1 nhan




" J ]
Cac k¥ thuat cap phat kénh truyén

m Cap phat tinh: so kénh truyén co dinh

m Cap phat dong: so kénh truyén thay doi

> modt may truy cap duong truyén khong
lam anh huong cac may khac

10




S |
Cap phat tinh kénh truyén

Hai k¥ thuat thong dung:

m FDM — Frequency Division Multiplexing
(Ghép kénh phan chia theo tan so)

m TDM — Time Division Multiplexing
(Ghep kénh phan chia theo thot gian)

Ung dung: mang di¢n thoai co dién
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" J
Vi du FDM

a.
b.

C.

Channel 1

N

Channel 2

Attenuation factor

Channel 3
| ﬂ
g | ] |
300 3100 60 64 68 72
Frequency (Hz) Frequency (kHz)

@) ) (b)
Bang thong goc
Bang thong dugc nang tan so
Kénh sau khi ghép

Channel 2
Channel 1 Channel 3

IVV\

Frequency (kHz)
(c)
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" J
Vi du TDM

\Bit1 is

a framing
code

7 Data

bits per
channel
per sample

ol
Ny

\ Bit 8 is for

signaling

Ghep 24 kénh thoai trong 1 kénh T1

= 193-bit frame (125 usec) =
- Channel -l Channel -l Channel o Channel - - Channel o
1 2 3 4 24
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" J ]
Cap phat dong kénh truyén

m Ung dung trong mang may tinh, mang

dién thoai

m Co nhiéu giao thicc: ALOHA, CSMA,

WDMA, ...

14




" J .
Mo1 trueong cap phat dong kénh truyén

m MO hinh tram (station model)

* CoO N tram (may tinh, di¢n thoai) c6 thé tao
va truyeén frame

m Kénh truyén don (single channel)
o Céac tram dung chung 1 duong truyén
m  Xung dot (collision)
Neéu 2 tram truyén frame dong thoi
e TAat ca tram cé thé phat hién xung dot
+  Khong co két qua

15




" J .
MOo1 truong cap phat dong kénh truyén (tt)

m Thoi gian lién tuc — Continuous time
» Truyén frame tai thoi diém bat ky
m Thoi gian dugc phan khe — Slotted time
* Tho1 gian dugc chia thanh cac khe (slot)
» Truyén frame tai thoi diém bat dau mot khe
tho1 gian
m Cam nhan truyén tai — Carrier sense

o Cac tram c6 thé xac dinh kénh truyén dang
dugc su dung

16




" J .
MOo1 truong cap phat dong kénh truyén (tt)

m Khong cam nhan truyén tai — No carrier
SCINSC
» Cac tram khong thé xac dinh kénh truyén
dang dugc su dung

17




" A
I11. Giao thuc CSMA/CD

Carrier Sense Multiple Access with

Collision Detection

(Pa truy cip cam nhan truyén tai co phat

hieén xung dot)

Dung trong tiéu chuan mang IEEE 802.3

18




" JE
CSMA/CD (tt)

Contention
slots

!

% ¥
Y

Transmission Contention dle
period period period

/N
01 = =

Time —»

Ba trang thai ciia duong truyén: Transmission
(truyén), Contention (tranh chap), Idle (nghi)ss




" A
Hoat dong khi can truyén frame

m Kiém tra trang thai duong truyén (cam

nhan truyén tai)

m Néu dudng truyén ranh thi truyén frame

20




"
Xung dot va xu 1y xung dot

Xung dot:

m Néu c6 2 may truyén dong thoi thi tao
xung dot

m Xung dot duoc phat hién boi phan cimg

Xu ly xung dot:

m Huy frame d3 truyén

m Chd mot khoang thoi gian ngau nhién

C Kiém tra duong truyén, néu ranh thi
truyén lai

21




" J
Tho1 gian dé€ phat hi€én xung dot

A

Packet starts

/at time O
[

B

(2)

—

etf——

Packet almost

B

(c) Collision at

time T

(d)

A, B: 2 may xa nhau nhat trén mang

Tau (T): thoi gian truyén gitta A, B

r atBatt-€ \ B
[
(b)
Noise burst gets
A / backto A at2rt B
-—

> A phai truyén frame trong thoi gian>2 T
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" A ]
IV. G161 thicu cac tieu chuan IEEE 802

1. Mang Ethernet — 802.3

2. Mang Fast Ethernet

3. Mang Gigabit Ethernet

4. Mang Token Ring — 802.5

5. Mang Wireless Lan — 802.11

6. IEEE 802.2 — Logical Link Control
(LLC, Biéu khién lién két luan 1y)
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"
1. Mang Ethernet — 802.3

a.
b.

C.

G161 thieu mang Ethernet
Noi cap

Ma hoa bit

Giao thie 1o6p MAC

Giai quyét xung dot

24




" A
a. G101 thieu mang Ethernet

m Xuat phat tr mang LAN dang CSMA/CD
2.94 Mbps cua Xerox, mang Ethernet

m 1978, DEC, Intel, Xerox thiét lap ti€u
chuan mang Ethernet 10 Mbps, chuan
DIX

m 1983, chuan DIX trd thanh IEEE 802.3

m Mang Ethernet tiép tuc phat trién vdi cac
toc d0 cao hon 100 Mbps, 1000 Mbps, ...

25




"
b. NoO1 cap

Name Cable | Max.seg. | Nodes/seg. Advantages
10Based | Thickcoax | 500 m 100 | Original cable; now obsolete
10Base2 | Thin coax 185m 30 | Nohub needed
10Base-T | Twisted pair | 100m 1024 | Cheapest system
10Base-F | Fiber optics | 2000 m 1024 | Best between buildings

Cac loa1r day cap thong dung cua Ethernet

(Cap dong truc day, cap dong truc mong,

d6i day xoan, cap quang)
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" A
Mot s6 dang no1 cap

Transceiver

+ controller

Connector

a. lI0BASE2

Controller

PN

Twisted pair

4 O 0 e
Cdb 4 O
a4 .

]

<N

Hub
b. 1I0BASE-T

27




" A
Cac dang hinh hoc cua cap

A B =]
L _ | AB C D
K — T
y Tap :
( )_ D : Repeater
Backbone —*
@) (b) c) (d)

a. Tuyéntinh b. Puong truc c¢.Cay  d. Phan doan

28




" J
c. M3 hoa bit

Bit stream 1 0 0 0
Binary encoding
Manchester encoding
Differential
Manchester encoding
\ Transition here

indicates a 0

Ma hoa nhi phan (binary encoding)

\ Lack of transition here

indicates a 1

Ma hoa Manchester (Manchester encoding)

Ma hoa Manchester vi phan (Differential Manchester encoding)
2

9




"
d. Giao thuc lop MAC

mE CSMA/CD
m CAu truc frame theo IEEE 802.3

Biles 8 6 62 (1500 (-46 ]
(
| Destnaion| Soure : Check-
Preamblag ke lenghh|  Data Pad

adtrass
i | {{

sum

"
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" A
Cac truong trong Ethernet frame

m Preamble — M& dau: 7 bytes 10101010
SOF — Start Of Frame: 10101011
danh dau bat dau frame

m Destination address — P1a chi MAC may
nhan (6 bytes dia chi card mang)

m Source address — DPia chi MAC may goi
(6 bytes dia chi card mang)

m Length/Type: kich thudc/loal frame

31




" A
Cac truong trong Ethernet frame (tt)

m Data: dir icu
m Pad: can thém vao dé frame > 64 bytes,
tir yéu cau phan cing phat hién xung dot

m Checksum: dung trong phat hién 16i

32




"
¢. G1a1 quyet xung dot

m Theo giao thtc CSMA/CD

m Thoi gian chd ngau nhién theo giai thuat
dang ham mi nh1 phan (binary exponent
backoff)
don vi1 tinh 1a slotTime = 512 bit times

mang 10 Mbps, 1 bit time = 100 nanosec

33




" J
Gia1 quyéet xung dot (tt)

mNéu c6 xung dot, mdi may chd ngau
nhién trong thoi gian 0 = 1 slotTime

m Néu c6 xung dot 1an 2, mdi may cho ngau
nhién trong thoi gian 0 = 3 slotTime

m Néu c6 xung dot 1an i, mdi may cho ngau
nhién trong thoi gian 0 2 2! - 1 slotTime

m T xung dot 1an 10, moi may chod ngau
nhién trong thoi gian 0 = 1023 slotTime

m Néu xung dot dén lan 16 thi bao 16i
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" JdE
2. Mang Fast Ethernet

m Con goi 1a chuan IEEE 802.3u

m Gilt nguyén cau trac frame mang
Ethernet, giao thte CSMA/CD, tang toc

do 100 Mbps.
1 bit time = 10 nanosec

m Khong dung cap dong truc
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" A
Mot so loal cap mang Fast Ethernet

Name Cable | Max, segment Advantages
100Base-T4 | Twistedpair | 100m | Uses category 3 UTP
100Base-TX | Twisted pair | 100m | Full duplex at 100 Mops
100Base-FX | Floeroptics | 2000m | Full duplex at 100 Mops; long runs

36




" A
3. Mang Gigabit Ethernet

m Con goi 1a chuan IEEE 802.3z

m Mo rong mang dang Ethernet 1én toc do
1000 Mbps

m Giir cau truc frame, giao thirc CSMA/CD

37




"
Mot so loal cap mang Gigabit Ethernet

Name Cable Max. segment Advantages
1000Base-SX | Fiber optics h50m | Muttimode fiber (50, 62.5 microns)
1000Base-LX | Fiber optics 5000m | Single (10 11) or muttimode (50, 62,5 11)
1000Base-CX | 2 Palrs of STP 25m | Shielded twisted pair
1000Base-T | 4 Pairs of UTP 100m | Standard category 5 UTP
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" J
Hai dang két nd1 mang Gigabit Ethernet

Computer

(a)

a. Ha1 tram b. Nhiéu tram
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" A
Nhan xet ve cac loar mang Ethernet

m Don gian

* G1a thanh r¢

* Tin cay

* Dé b4o tri
m Hoat dong tot vai bo giao thirc TCP/IP
m Tiép tuc phat trién

40




" A
4. Mang Token Ring — 802.5

a. (G101 thieu mang Token Ring
b. Keét noi

c. So lugc hoat dong

41




" A
a. G101 thicu mang Token Ring

m Xuat phat tir mang Token Ring ctua IBM
- SNA (System Networks Architecture)

m Bao gom cac dang may tinh IBM: PC,
Midrange, Mainframe

m Tiéu chuan IEEE 802.5
Toéc do 4/16 Mbps ~ 802.5
100 Mbps 802.5t
1000 Mbps ~ 802.5v

42




"
b. Két n61 mang Token Ring

m Dung Hub, con go1 1a Wire center, MAU
(Multistation Access Unit) tao vong vat

ly
m Token Ring NIC
m UTP, STP v61 RJ-45

43




Vong vat ly dung Hub

Hub




"
Mot s6 dang cap

Type 1 cable

STP

UTP

45 meters

100 meters

101 meters

45




" A
c. So lugc hoat dong mang Token Ring

mCo 1 frame dic biét (token) truyén trén
vong
m Mot may can goi frame:
* Cho token
» Truyén data frame
» Data frame theo vong dén may nhén
 May nhan xac nhan trén frame
» Data frame theo vong tré vé may gai
 May go1 huy frame, go1 la1 token

46




" JJdE
Token xoay trén vong

02608c428197

e oL

02608c/ 41965

000105a1da735

02608c036592

400080865402




"
5. Mang Wireless Ethernet — 802.11

a. Gidi thiéu tiéu chuan IEEE 802.11
b. Két noi mang 802.11
c. So lugc hoat ddng mang 802.11

48




" A ?
a. (3101 thi€u t1€u chuan IEEE 802.11

mLa ti€u chuan cho mang cuc by khong

day (Wireless LAN)

m Dung song dién tir voi nhiéu k¥ thuat cho
l6p vat ly
m Cac dang toc do

* 5 Ghz

» 802.11¢g : twong duong 802.11a

1 2 2 Mbps : 802.11
1211

Mbps : 802.

band (~ 54 M

y

11b (Wi-Fi)

ps): 802.11a

49




" J ]
MOt phan cac giao thic theo chuan 802.11

, Upper
layers
W,
Logical link control
____________________________________________________________________ X Data link
layer
MAC
sublayer
802.11 802.11 802.11 802.11a 802.11b | 802.11g ! Physical
Infrared FHSS DSSS OFDM HR-DSSS| OFDM layer
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" J
b. Két nd1 mang 802.11

m Card mang khong day (Wireless NIC)
m Két noi:

* CO tram nén (base station/access point)

* Ngang hang (peer nodes / ad hoc)

51




" Jd
Hai dang két n6i mang khong day

Base | To wired network

station

a. Co dung base station, con goi1 la access point

b. Cac may goi nhan truc tiép, ad hoc networking
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" A
c. So luge hoat dong mang 802.11

m May tram phai lién két (associate) dé két
ndi vao mang (access point/peer)

m May tram c6 thé tach (disassociate) khoi
tram nén, hay thay d6i tram nén khac
(reassociate)

mMay tram c6 thé can ding nhap
(authenticate) trudc khi trao doi dit liéu

53




" A
So lugc hoat dong mang 802.11 (tt)

m Sau khi thiét 1ap két noi véi mang, moi
may cO thé go1 frame theo tieu chuan
802.11

m Dung giao thue CSMA/CA

(Carrier Sense Multiple Access/Collision Avoidance)
m Khi may gdi truyén frame, may nhan goi
ACK
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" J |
6. Di1€u khién lién két luan 1y (LLC)

m Chuan IEEE 802.2

m Giao thue LLC ¢ trén cac giao MAC:
» Che dau nhimg khac biét, tao khudn dang va
g1ao dien chung do1 voil 16p mang
* Thuc hién ‘kiém, soat 16i, kiém soat luu
lwong néu can thiét
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Quan h¢ gitra cac 1op

Network layer

Data LLC
link « Fr————————==—==-—1
layer MAC

Packet
LLC Packet
MAC | LLC Packet MAC

Physical layer
(a)

a. V1tri 16p con LLC

i

Network

(b)

b. Quan hé vé dir liéu
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" A
Cac dich vu cua 16p LLC

m Unacknowledged connectionless-mode
Géi nhan khong kiém soat
* C0 cac dang point-to-point, multicast,
broadcast

m Acknowledged connectionless-mode
(G0O1 nhan ¢6 xac nhan cua may nhan
* dang point-to-point

m Connection-mode
Gdi nhan c¢6 thiét 1ap két noi
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" J
V. G161 thi€u vé Bridge, Switch

1. Bridge (cau noi)

2. Switch (chuyén mach)
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"
1. Bridge

Muc dich:

m Két noi cac mang LAN khac loai

m Mo rOong khoang cach gitra cac may
m Chia mang 16n thanh cac mang nho
Hoat dOong: dang store-and-forward

m Nhan frame tir mang nguon

m Thuc hién cac xu 1y can thiét

m Chuyén frame dén mang dich
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" J
Nhic¢u LAN ket dung cac bridge

Backbone LAN @

—

a8

~

-

a8

Work-

station

File
server

Cluster on a

i single LAN

LAN
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" A
Hoat dong cua bridge tur 802.11 sang 802.3

Host A Host B
T ‘ T T 'S
Y
Network Pkt Pkt
Bridge 1
LLC Pkt Pkt ﬂ I Pkt
Y
MAC 802.11Q Pkt 802.11Q Pkt ||| 802.3 ! Pkt 802.3 B Pkt
A
Y
Physical ||802.1 1| Pkt 802.1 1' Pkt ||| 802.3 | Pkt 802.3 J§ Pkt
7 i ////// ////+ J _H—
D00 el 777 | el
. a7 2 EETS A (f
Wireless LAN Ethermnet
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" J
Ké&t no1 cac LAN tu xa dung bridge

Bridge

¢

Point-to-point line
LAN 1 > \

LAN 3

LAN 2

62




" A
2. Switch

Switch: bridge nhiéu port, toc do cao

Pic diém:

m Toc do cao

m Giam xung dot = chi xung dot gitra may
va switch port

m Hoat dong ¢ ché d6 full-duplex
- khong xung dot

m Co kha nang kiém tra checksum cua
frame
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" A
Vi du:

Gigabit | | ngsh Peranrmanne
Ethernet NICs™ - - erver Farm

Switch-to-Server Deplﬂ]f ments with
1000Mbps Fast Ethernet Switch or Hub

with Gigabit Ethernet uplinks

—
ot B

100NMibps ~ § 100Mbps
100Mbps HuL/’::,/

T T ] 10/100Mbps

| \ ‘ \ Switches
Ll L L 1L = =
LN AN\

100Mbps  100Mbps / \ l \
[dICd CdlLd ILdIGd IGdILS
10Mbps 100Mbps 10Mbps 100Mbps
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" A
So sanh Hub, Bridge, Switch

Al|B|[C||D Al|B|[C||D
\
Host
_Hub BrldgeH<>
+LAN

a. Hub b. Bridge

AllB||C||D
Switch—_
E||F||G||H
()
c. Switch
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Chuong 4




" A
NO1 dung chuong 4

. Cac van dé thiét ké 16p network
. Gidi thiéu vé dinh tuyén

n.  Cac van dé lién mang

Iv. Lop network trén mang TCP/IP
v. G101 thicu IPv6




"
I. Cac van dé thiét ké 16p network

1. Nhiem vu 16p Network
2. Céc dich vu cung cap cho 16p transport




" A
1. Nhi€ém vu 16p network

m Cung cép dich vu go1 nhan dt Li¢u
(packet) giita hai may bat ky
hai mdy bat ky cé thé trén cdc mang khdac nhau
m G141 quyét van dé dinh tuyén, l1én mang,
dinh dia chi mang




" Jd
Mo1 truong hoat dong 16p network

Router Carrier's equipment

H2

q? Ot Process P2

LAN

Process P1 Packet

m Host gdi packet dén router gan nhat
m Cac router truyén cac packet theo dang
store-and-forward




" A |
2. Cac dich vu cung cap cho 16p transport

m Dich vu khong két noi (connectionless)

m Dich vu c6 két no1 (connection-oriented)




Cac dic diém hai dang dich vu

Dich vu
cO két no1

Can =2 mach ao

Van dé Dich vu
khong két noi
Thiét 1ap két noi | Khong can
Pinh dia chi Moi packet‘chﬁ:a
dia chi nguon va
dia chi dich

Moi packet chtra

thong tin vé mach

ao

Dinh tuyén Moi -

packet dugc

dinh tuyén doc lap

Tuyén duoc chon
kh1 thiét 1ap mach

30. Tat ca packet

truyén trén tuyén.
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" J L
Vi du: dinh tuyén dang khong két no1

Packet Router Carrier's equipment

H2

(FP O a+ Process P2

LAN

Process P1

A's table
initially later C's table E's table
Al—||A]- Al A AC
B!B||B.B B | A B | D
cicllcic C!- c:C
D/ B||/D B DD DD
E!C||E!B E'E E:-
FIC||F!B FIE FiF




" A
II. G161 thi€u vé dinh tuyén

1. Khai niem dinh tuyén
2. Pinh tuyén tinh
3. Pinh tuyén dong




"
1. Khai niem dinh tuyén

m Dinh tuyén (routing): xac dinh con duodng
(tuyén, route) chuyén tiép dir liéu tur
mang nay sang mang khac

m Dinh tuyén 1a chitc niang cta 16p network

m Dinh tuyén duoc thuc hién tar bd dinh
tuyén (router)

m Router 12 thiét bi (hay phan mém trén mot
may tinh) két noi gitta cac mang

10




"

Router két nd1 cac mang cuc bo

Segment 2

Segment 1
- n | I

Hub Hub

‘.'-._,.l‘
S,




"

Router trén mang mi€n rong

Cable Modem

Modem
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" A
Cau truc co ban router

Processor emory
(Routing tables)

e Buffer
—5
e Buffer —

Input Output
Forts Ports
el Buffer —>»

—
Buffet
—* Switch Fabric

-

3




" A
Chirc nang router

mDuy tri cic bang dinh tuyén (routing
tables), duoc xay dung theo cac giao thirc
dinh tuyén (routing protocol)

m Khi nhan dr li¢u thi dung bang dinh
tuyén dé xac dinh ngd ra

14




'_“é’n (routed protocol)

Giao thitc dinh tuyén (routing protocol)

Routed protocol
b
routers to direct
user traffic

Examples: IP and IPX

roulars o maintain
lahbles




" J
Vidu: Node 1 can go1 du icu cho Node 2

m | route vo1 1 hop (1) —>
1 9 2 s “s_— Toend-stations
, - +—(s} — {2 )—>»
m 3 routes vo1 2 hops i i T LB T
12322 12452 Y s @Y i
12522 LA S

m 6 routes voi1 3 hops:
1232422 1232522 1252422

1242322 1252322 1242522
m 6 routes vo1 hops:

123242522 124232522
125242322 123252422
124252322 125232422

16




"
Cac dang dinh tuyén

m Dinh tuyén tinh
5 Tuyén do nguo1 quan tr1 mang thiét 1ap

m Dinh tuyén dong

» Tuyén do cac router thiét 1ap dong theo cac

giao thic dinh tuyén

17




" J
2. Pinh tuyén tinh

Gom 3 giai doan:

m Nguoi quan tri thiét 1ap cac tuyén

m Tuyén duoc cai dit trén router dudi dang

bang dinh tuyén

m Cac packet dugc dinh tuyén theo cac

tuyén co dinh

18




"
Dinh tuyén tinh (tt)

m Khi mang thay d6i, phai xac dinh lai cac
tuyén

m Chi dung cho mang ¢ dinh, quy mo nho

m Vi du giai thuat dinh tuyén tinh:
Giai thuat duong dan ngan nhat
(Shortest Path Routing)
theo Dijkstra, Moore, ...

19




"
3. Pinh tuyén dOng

m Tuyén duoc thiét 1ap tu dong dap tmg su
thay do1 cua mang

m Tuyén c6 dang toi vu

m G1ao thuc dinh tuyén 1a co dinh, dit liéu
(bang dinh tuyén) thay do1 thong qua viéc
trao do1 gitra cac router

20




" A
Giai thuat dinh tuyén

Gom 2 dang:
m Distance Vector Routing

Pinh tuyén vector khoang cach
m Link State Routing

Pinh tuyén trang thai lién ket

21




" A
Dinh tuyén vector khoang cach

m Con goi la giai thuat Bellman-Ford
m Nguyén tac:
» MJi router luu bang dinh tuyén cung cap:
s Khoang cach tot nhat dén dich
sDuong dé dén dich
» Cac router dinh ky trao ‘d& bang dinh tuyén
vO1 cac router lang giéng, cap nhat bang
dinh tuyén

22




" J
Dinh tuyén vector khoang cach (tt)

m Khoang cach: s router trén tuyén
-> Hop count
m Uu diém
* Pon gian
m Khuyét diem
» Thoi gian xay dung bang dinh tuyén 16n khi
mang quy mo 1on
» Dit liéu trao doi trén mang 16n

o Cac tuyén khong con sur dung co thé ton tai
trén bang dinh tuyén
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Vi du dinh tuyén vector khoang cach

m Dung trén mang ARPANET/Internet dén
1979 duoi tén RIP

(Routing Information Protocol)
m Dic diém RIP

* Dang dinh tuyén vector khoang cach

» Khoang cach: so hop

e Pac

e Pin]

cet bi hily |

<hi hop > 15

1 ky cap n

hat bang dinh tuyén: 30 gidy
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" A
Dinh tuyén trang thai lién két

Cong vi€c cua router:

m Tim cac router lang giéng va hoc dia chi mang
clia cac router lang giéng

m Xac dinh thoi gian tri hodn, chi phi truyén dir
liéu dén tung lang giéng

m Xay dung 1 gbi cho biét cac thong tin trén
(link state packet)

m Truyén go1 nay dén cac router khac

m Tinh duong dan ngan nhat dén mo1 router khac

25




S p
Dinh tuyén trang thai lién két(tt)

mDPic diém so véi dinh tuyén vector
khoang cach:

» Pap tng nhanh véi sy thay doi ciia mang

* Duy tri co s¢ dir licu phtrc tap vé hinh hoc
cua toan mang

» Router can nhiéu bd nhd hon, xir 1y nhiéu
hon

* Cap nhat thong tin khi co bién cb trén mang
- st dung it bang thong hon

26




" A
Vi du dinh tuyén trang thai lién két

Gi1ao thirc OSPF (Open Shortest Path First)

m Dang dinh tuyén trang thai lién két

m Dung giai thuat ,du:(‘)’ng dan ngan nhat dé
xac dinh cac tuyén

m Khi mang thay doi thi thong tin trang thai
duoc go1 tre‘lp ngap (flooding) dén cac
router lang giéng

27




" J
III. Cac van dé lién mang

1. Khai ni€ém li€n mang
Mot so thiet b 11€n mang
Khai ni€ém veé tunneling

Khai niém vé firewall

A

Khai ni€ém v€ mang riéng ao

28




" A
1. Khai niem li€én mang

m L1€én mang (internetwork): su két no1 cua
nhi€u mang

™~ Mainframe

SNA network

Router

Notebook
red computer

Connection
to Internet Ethernet 802.11

29




"
Su khac nhau cua cac loar mang

Théng sb Cac kha nang

Dang dich vu |C6 két noi, khong két nbi

Cac giao thuc |IP, IPX, ...

Pinh djachi | Phang (IEEE 802), c6 thr bac (IP)

Kich thude go1 | MO1 mang cO max riéng

Kiém soat 15i Truyén tin cay, co/khong co s6 thir tu

Aookock sk sk skskokook ok sk sk skskokookckskskskkoek
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" A
2. Mot so thi€t b1 11€n mang

m Repeater (bo 1ap lai): hoat dong tar 1op
physical

m Bridge (cau noi): hoat dong tai 16p data
link

m Switch (b0 chuyén mach): hoat dong tai
16p data link

m Router (b dinh tuyén): hoat dong ta1 16p
network

31




" Jd
Mot so thi€t b1 ién mang (tt)

m Gateway (cong noi): tén goi tong quat

thiét bi lién mang
* Hoat dOng ta1 mot 16p
Router: gateway tai 16p network
» Hoat ddng trén nhiéu 16p

32
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3. Khai niém vé tunneling (tao duong ham)

m X1 Iy lién mang tong quat rat phirc tap

m Truong hop don gian:
May go1 Vélméy nhan trén hai mang cung
loa1 dugc két no1 bo1 mot mang khac loai

vi du: dang LAN-WAN-LAN
- st dung k¥ thuat tao duong ham

33
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Vi du tunnel

| Acts like a serial ling :

= .
— --I

Multiprotacol Tunnel

Ethernet in Paris router Ethernet in Londan
WARN
: 6 /f ﬁ\l /_ 2 B O

E..I............... He.a,ﬂer i-...-..-.....-...i
— M= —_
[p] - |[r] | L]
Ethemet frame , ;_ Ethemet frame
IP packet inside payload
field of the WAN packe!

Hai router va mang WAN dong vai tro nhu
duong ham (tunnel) gitra ha1 mang Ethernet
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4. Khai ni€ém veé firewall

m L4 thiét bi lién mang
m Muc dich: kiém soat viéc trao doi dir liéu
m CAu tao co ban:
* Router loc dir li¢u (packet filtering router)
mLoai bo packet theo diéu kién xac dinh
» Cong noi tng dung (application gateway)

mHoat dong ta1 16p tng dung, vi du Mail
gateway

mKi€m tra nd1 dung dir liu

35




4

Cau truc firewall

Culside

Ingide

Securily

Corporate

parimeter

nefwaork
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5. Khai niém VPN (mang ri€ng ao)

m Mang rieng (Private Network): mang
dung riéng ctia mot to chirc

m Mang rieng ao (VPN, Virtual Private
Network) 12 mang riéng thiét 1ap trén nén
tang mang coOng cong vo1r ki  thuat
tunneling va firewall

37




"
Mang riéng ao

Office 1 Otlice 2 Office 1 Oifice 2

——__,\.\ Laasad Firve /,__.--— —-.__\ /,..—— Firewall Intemnet

Otfice 3 Otfice 3
(a) {b)

a. Mang riéng b. Mang riéng ao
(Private Network) (VPN)
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" J
IV. Lop network trén mang TCP/IP

1. G101 thicu

Giao thuc IP

Pia chi IP

Cac giao thuc diéu khién

A

Dinh tuyén trén Internet

39




" J
1. G161 thi€u

m Tai1 10p network, mang Internet 1a su két
noi clia cac mang doc lap

m L.op network trén mang TCP/IP go1 1a 16p
Internet

m Nhicm vu 16p Internet: chon tuyén dé
truyén dit liu (packet) gitta hai may bat
ky

40




" A
Cac giao thuce trén 10p Internet

m [P (Internet Protocol)
» Truyén cac géi dit liéu dang khong két noi
m ARP (Address Resolution Protocol)

» Chuyén d6i dia chi IP thanh dia chi 16p data
link (dia chi MAC)

m [CMP (Internet Control Message Protocol)

. Truyén cac thong tin trang thai, cac thong di¢p
dieu khién

41




" A
Mang Internet: su k€t no1 cac mang

Leased lines Leased A European backbone
to Asia A U.S. backbone transatlantic
line

"4—.\<.

Reglonal
network

C IP router
National

\ SNA network
/ network “ (

D
B Host

IP Ethernet IP Ethernet
LAN IP token ring LAN LAN
42




" A
Hoat dOng mang Internet

mLop transport nhan dir Liéu tu 1op
application, chia thanh cac go1 dir Licu,
g1a0 cho 16p network

m Lop network truyén cac goi dit liéu dén
may nhan, cac goi ban dau co thé duoc
chia thanh cac go1 nho hon

m Khi tat ca cac goi dir liéu dén may nhan,
l6p network tao lar cac go1 ban dau, dua
cho 16p transport va dén 16p application

43
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2. G1ao thuc IP

m Truyén dir liéu dang khong két noi
m Don vi1 dir lic¢u: go1 IP (IP packet)
[P Header = 20 bytes
* |P Data

Header Data

m Khi chuyén sang mang khac, gbi IP c¢6
the b1 chia thanh cac go1 nho hon

44




" A
IP header

= 32 Bits >
L1 || N Y N (R I I R | |
Version IHL Type of service Total length
|dentification I|I:) hFA Fragment offset
Time to live Protocol Header checksum

Source address

Destination address

((
))

Options (0 or more words)

((
)
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" A
3. Pi1a chi IP

d.

b.

Khai ni€ém

Cac 1op dia chi IP

Dia chi danh riéng, dia chi riéng
Subnet

CIDR (Classless InterDomain Routing)
bat dia chi IP

Dung chung két noi Internet
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" A
a. Khai niém

m Mdi may, bo dinh tuyén cO mot dia chi
luan ly 16p network, dia chi IP

(IP address)

m Hai may khong thé co cung dia chi IP

- M@t pléy cO thé ¢6 nhiéu dia chi IP néu
két no1 vao nhiéu mang

47




" A
Pia chi IP

m Gia tri nhi phan 32 bit, viét dudi dang

dotted-decimal
m Vi du:

11000000.10101000.00000001.00001000

192.168.1.8

m GOom 2 phan
* Network address
* Host address

32 bits

Network

Host

48




" A
Dia chi IP (tt)

m Network addresses do ICANN cap phat
dé tranh trung dia chi
(Internet Corporation for Assigned Names and Numbers)
m [CANN phan quyén cho cac ving, quoc
gia, vi du VNNIC (VN Network
Information Center), va ISPs
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" A
Cac dang dia chi IP

m Theo 16p (classful addressing)
—> cac 16p dia chi IP
—> khong con st dung

m Khong theo 10p (classless addressing)
-> dang CIDR

(Classless InterDomain Routing)

50




" JJdE
b. Cac lop dia chi IP

- 32 Bits
L1y IR A A B AR R I
Class
A |0 Network Host
B |10 Network Host
C 110 Network Host
D 1110 Multicast address
E 1111 Reserved for future use

Range of host
addresses

1.0.0.0 to
127.255.255.255

128.0.0.0 to
191.255.255.255

192.0.0.0 to
223.255.255.255

224.0.0.0 to
239.255.255.255

240.0.0.0 to
255.255.255.255
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" JdE
c. D1a chi danh riéng, dia chi riéng

m Dia chi danh riéng (reserved addresses):
khong dung lam dia chi may

m Dia chi riéng (private addresses)

dung trén mang riéng, khong cap phat
trén Internet

52




" JdE
Dia chi danh riéng

m Dia chi mang — Network address
* Dung xac dinh mang
* Vung host toan bit 0
m Dia chi quang ba — Broadcast address

» Dung dé gdi packet dén tat ca cac may trén mot
mang

* Vung host toan bit 1

m Dia chi vong — Loopback
» Dung dé kiém tra
e 127.X.y.z, g1a tr1 thong dung 127.0.0.1
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Vidu

g4 42 Bits e
Network Host
g Bits 2 Bits 2 Bits & Bits
1Byte 1By > T iBye o T 1By
M M H H
176 . 10 . 0 : 0

Metwork Address (host bits = all zeros)

M M H H

176 - 10 : 255 : 255

Broadcast Address (host bits = all ones)

DPia chi mang, dia chi quang ba cua mot mang 16p B
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Dia chi riéng

Lop A: 10.0.0.0 - 10.255.255.255
Lop B: 172.16.0.0 - 172.31.255.255
Lop C: 192.168.0.0 =2 192.168.255.255

Dung cho cac may:
m Trén mang intranet

m Mang dung riéng
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d. Subnet

m Dia chi mang trong dia chi IP la mang
luan ly

m Cac may trén cung mot mang phar co
cung phan dia chi mang (network) trong
dia chi IP

m Mang luan ly khong twong tng vo1 mot
mang cuc bo

m Subnetting 1a k§ thuat chia mang nhiéu
may thanh cac mang nho hon (subnet)
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131.108.3.0

o

131.108.2.0

. =

131.108.1.0

Cac subnet 131.108.1.0, 131.109.2.0, 131.108.3.0
trong network 131.108.0.0
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" A
Subnet mask

m Trong dia chi IP can c6 thém ving subnet
duoc lay tr vung host
m Subnet mask la gia tr1 xac dinh sO bit cua
vung network + vung subnet trong dia chi
IP
m Hinh thirc subnet mask:
e Dotted-decimal, vi du 255.255.252.0

e Slash: /n, véin 1a sb bit network+subnet
vidu /22
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= 32 Bits =

10 MNetwork Subned Host

1111111111111 1111111110000000000

Mot mang 16p B dugc chia thanh 64 mang nho
Subnet mask : 255.255.252.0 /22
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= aesdmhrgia tr1 subnet

tu dia chi IP va subnet mask

m Dung ham AND
m Vi du:
e Pia chi IP:
10000010.00110010.00001111.00000110

e Su
1111111.11111

1

bnet mask:

- Subnet:
10000010.00110010.00001100.00000000

130.50.15.6

255.255.252.0 /22
111.11111100.00000000

130.50.12.0

60




" A
e. CIDR

Cap phat cac khoi dia chi IP:
m co kich thudc thay doi
m khong theo 1op dia chi

m tOn tai nhu mot mang trén Internet
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Vidu
University | First address | Last address | How many | Written as
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20

C: 11000010.00011000.00000000.00000000
mask 11111111.11111111.11111000.00000000
E: 11000010.00011000.00001000.00000000
mask 11111111.11111111.11111100.00000000
O: 11000010.00011000.00010000.00000000
mask 11111111.11111111.11110000.00000000
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" JE
Vi du (tt)

m Xc¢t dia chi 194.24.17.4
11000010.00011000.00010001.00000100

m Thuc hi€én AND v61 cac mask cua 3 mang trén

- 194.24.17.4 thudéc mang Oxford
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" A
Tac dung cua CIDR

m Su dung hi¢u qua khong gian dia chi IP
m Giam s6 lugng mang

e Nhiéu mang 1op C ton tai nhu mot mang

» C6 thé két hop nhiéu mang thanh mot mang

Vi du: 3 mang trong vi du trén c6 thé duoc
ket hop thanh mot mang 194.24.0.0/19
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" A
f. bat dia chi IP

m Dia chi tinh
* Do administrator dat
m Dia chi dong
» Do DHCP server cap phat

m Cac thanh phan
[P address
* Subnet mask
» Default gateway address, ......
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" JE
Kiém tra dia chi IP

Cac cong cu:

m ipconfig, winipcig (windows 9x)

cung cap cac thong tin ip address, subnet

mask, default gateway, ...

B ping
kiém tra két ndi theo IP
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= gmiumgrchung két noi Internet

(Internet Connection Sharing)

m Cac may trén mot LAN, st dung dia chi
IP riéng

m(Co

mot két noi Internet, st dung dia chi

[P toan cuc
mCan khoi chuyén do6i dia chi NAT
(Network Address Translation), cé thé la:

o T

P

N1t b1

nan mém
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SA = Source Address

DPia chi dia phuong: 10.4.4.5, 10.4.1.1
Pia chi toan cuc: 2.2.2.2

— 10.4.1.1] | Iy
I - . P:,:@
MAT Table
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Hoat dOong cua kho1 NAT

m Khi mot may X go1 dir li¢u ra ngoai mang
thi goi dén khoi NAT
m Khoi NAT thay thé dia chi may goi trén
06i IP bang dia chi toan cuc
m Khi c6 dap tmg tir bén ngoai, khoi NAT:
* Nhan dir li€u
» Kién tra bang chuyén doi dia chi

» Thay thé dia chi may nhan trén goi IP bang
dia chi may X
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" B 9
4. Cac giao thirc di€u khién

d.

DHCP

(Dynamic Host Configuration Protocol)

ARP
(Address Resolution Protocol)
ICMP

(Internet Control Message Protocol)
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" J
a. DHCP

m DHCP server cap cac thong so dia chi IP
cho DHCP Client:

[P address
* Subnet mask
* Options: gateway address, DNS Server, ...

m Muc dich:
* Pon gian cOng viéc quan tr1 mang

e Str dung hi¢u qua dia chi IP
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"

C

ac giai doan cap dia chi IP dong

C © T O

o DHCPDISCOVER )
4B DHCPOFFER 2

9 DHCPREQUEST )

@ DHCPACK 0

HCPDISCOVER: client tim server
HCPOFFER: server cung cap thong so IP
HCPREQUEST: client thong bao da nhan

HCPACK: server chap nhin
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b. ARP

m Chuyén doi dia chi IP thanh dia chi MAC
dé truyén thong bén trong mot mang

m Can khoi thuc hién giao thirc ARP

m Khoi ARP xdy dung va duy tri mot bang
chita cac phan tir (IP address — MAC
address)
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c. ICMP

m Giao thuc IP dung dé goi dit lidu
m Giao thttc ICMP dung dé goi cac thong
bao 10i va cac thong tin diéu khién
m Vi du:
» Thong bao khong dén dugc may nhan
e Kiém tra mét may co ton tai

m Thong diep ICMP dugc goi trén go1 IP
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Mot s6 dang thong diep ICMP

Message type Description
Destination unreachable | Packet could not be delivered
Time exceeded Time to live field hit 0
Parameter problem Invalid header field
Source quench Choke packet
Redirect Teach a router about geography
Echo request Ask a machine if it is alive
Echo reply Yes, | am alive
Timestamp request Same as Echo request, but with timestamp
Timestamp reply Same as Echo reply, but with timestamp
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" JdE
5. Pinh tuyén trén Internet

mTai 10p Network, mang Internet 1a tap
hop cac mang doc lap (Autonomous
System)

m C6 2 dang giao thirc dinh tuyén:
* Interior Gateway Protocol

thuwc hién bén trong AS, vi du OSPF (Open
Shortest Path First)

« Exterior Gateway Protocol

thuc hign gitra cac AS, vi du BGP (Border
Gateway Protocol)
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Vi du

Backbone

Backbone
router

]

S A S TR A S R Y N S S e

BGP protocol

Internal router

connects the ASes

Area

border
router

A

——— e e

s e e e s s s i e it s ]

AS boundary router




" A
V. G161 thicu IPv6

mDung 128 bit dia chi, viét dudi dang
colon-hexadecimal
m Cac dic diém chinh, so véi IPv4:
» Khong gian dia chi 16n (~ 3.4%10°°)
» Phan header don gian hon
» Ho tro tot hon cac tiy chon (options)
 Bao mat

e Chat lwong dich vu t6t hon
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NHAP MON MANG MAY TINH

Chuong 3




" A
NO1 dung chuong 5

. Cac van dé thiét ke 16p transport
1. Lop transport trén mang TCP/IP

m. Gio1 thieu giao dien lap trinh mang
socket




" A
I. Cac van de¢ thiet ke 1op transport

1. Nhiem vu 16p transport
2. Dich vu 1op transport




" A
1. Nhi€ém vu 16p transport

m Cung cép dich vu g61 nhan dir li€u tin cay
gitta cac chuong trinh trén hai may bat ky
m Thuc hién:
* Chia va ghép dir li¢u tur 16p application
» Kiém soat 16i, kiém soat luu luong
m LOp transport cO val tro quan trong trén
kién tric mang nhiéu 16p




"
2. Dich vu 16p transport

a. Dich vu 16p transport
b. Cac thao tac co so




" J
a. Dich vu 10p transport

Host 1

Application
(or session)

layer Transport
4~ address

|

Transport

entity

l

Network —
address
Network layer

Quan h¢ gitra cac 16p

Host 2
Application
Application/transport (or session)
interface layer
TPDU ‘ ‘ ‘
- ] .| Transport
Transport entity
protocol l
b
Transport/network
interface

Network layer




" A
Cac thuat ngtr

m Transport entity: thuc thé 16p transport
m TPDU (Transport Protocol Data Unit):
don v1 dir 11€u giao thirc 10p transport
m Transport address: dia chi 16p transport

* Transport Service Access Point
* Port (mang TCP/IP)

m Network address: dia chi 16p network
* D1a chi IP (mang TCP/IP)




" A
Cac dang dich vu

m CO két no1 (connection-oriented service)

m Khong két nd1 (connectionless service)




" A
Don v1 dir icu giao thire 10p transport

Frame Packet TPDU
header header header
’/ / //
- —
TPDU payload
- Packet payload
b Frame payload

TPDU trong packet va frame




" A
b. Cac thao tac co so

(Transport service primitives)
m Cac thao tac co so cua dich vu don gian
m Vi du:

MO hinh client-server dang co két no1

10




" A
Cac thao tac co so cua dich vu don gian

Primitive Dt liéu gon Y nghia
LISTEN Khong co Cho process
khac két no1
CONNECT CONNECTION | Thiét lap két noi
REQUEST
SEND DATA Go1 dir 11€u
RECEIVE Khong ¢o Cho nhan dir i€u
DISCONNECT |DISCONNECTION | Yéu cau hiy két
REQUEST s




" A
MO0 hinh Client-Server dang co két no1

Connection request

Connect primitive

’__tfzqy_ce_c,‘_eiv_e_d_ __ IDLE executed

.l ]

1

i
PASSIVE ACTIVE

ESTABLISHMENT ESTABLISHMENT

PENDING PENDING

i Connect primitive Connection accepted J

TPDU received
S, executed | ESTABLISHED |l ooV
1
i
Disconnection ! Disconnect
request TPDU imiti
PASSIVE P said | p)r('m'“;’ed ACTIVE
DISCONNECT |sesmsmimmmmmims A \Execute ~| DISCONNECT

PENDING PENDING

|

1

1

1

1

I

e - IDLE -— :

Disconnect Disconnection request

primitive executed

TPDU received 12




" A
II. Lop transport trén mang TCP/IP

1. Griao thuc TCP

(Transmission Control Protocol)
2. Gi1ao thiac UDP

(User Datagram Protocol)

13




" A
1. Giao thuc TCP

a. G161 thicu TCP

b. MO hinh dich vu TCP
c. (Giao thire TCP

d. TCP segment header
e. Thiét 1ap két ndi TCP

14




" J
a. G101 thigu TCP

m Cung cap dich vu gai nhan chudi byte tin
cay gitra hai chuong trinh trén mang c6
thé khong tin cay

m Thuc thé TCP:

 Thu vién
e User process
» Kernel

m Chia dir icu tu process ung dung, goi

trén cac go1 IP

15




" A
b. M0 hinh dich vu TCP

m Dich vu TCP thuc hién trén két n6i TCP

(TCP connection)

m Két noi TCP bao gdom hai dau cudi (end-

point), dugc go1 la socket
m Socket number (socket address):
e Pia chi IP — 32 bit
* Port — 16 bt

16




" A
Port

m Khai niém triru tugng = nhiéu tng dung
TCP trén mot may

m Well-known ports: dung cho cac dich vu
chuan, vi du:
Port 21: FTP - File Tranfer Protocol
25: SMTP - Email
80: HTTP - Web

17




"
Két no1 TCP

m Full-duplex
m Point-to-point

m Byte stream

18




" A
c. Giao thuc TCP

m Don vi dir li¢u: TCP segment
* TCP header > 20 bytes
* TCP data > 0 bytes

m Kich thudc TCP segment b1 gi61 han bot:

 IP payload (65515 bytes)
« MTU (Maximum Transfer Unit)
Vi du: MTU mang Ethernet ~ 1500 bytes

19




" A
Giao thue TCP (tt)

m Moi byte truyén trén két noi TCP cé so
thtr tu trinh tu (sequence number) 32 bit
m G1ao thure co ban: sliding window
» Sender g1 segment, kho1 dong timer
. Rec,eiver g1 segment cO képl ACK number
1a sO thir tu byte chd nhan tiép theo
» Sender s& gdi lai néu khong c6 ACK khi hét
tho1 glan

20




"
d. TCP segment header

32 Bits

Source port

Destination port

Sequence number

Acknowledgement number

TCP U|lA|P|R|S|F
header R{C|S|S|Y]|I Window size
length G|K|H|T|N|[N

Checksum Urgent pointer

((
))

Options (0 or more 32-bit words)

((
J))

((
))

Data (optional)

((
J)

21




" J
e. Thiét 1ap két ndi TCP

Thiét 1ap két noi gitra
Host 1 (Client) va Host 2 (Server)
(Three-way handshake)
m Host 1 - Host 2:
seq=x, ack=0, SYN=1, ACK=0
m Host 2 - Host 1:
seq=y, ack=x+1, SYN=1, ACK=1
m Host 1 - Host 2:
seq=x+1, ack=y+1, SYN=0, ACK=1

22




So do thiét 1ap két nd1 TCP

- Time

Host 1 Host 2

SVN SEG = x

23




"
Huy bo két ndi TCP

m GO1 TCP segment vo1 FIN=1

mCan mot FIN segment va mot ACK

segment cho mot bén truyén thong

24




" A
2. G1ao thuc UDP

m Giao thic dang khong két noi

m Khong c6 kiém soat 101

> néu can thi thuc hién trén 16p

application

® Don vi1 dir li€u: UDP datagram/segment
 UDP header: 8 bytes
« UDP data

m Su dung khai niém port trong tu TCP

25




" A
UDP header

g

32 Bits

-

Source port

Destination port

UDP length

UDP checksum

Source port: dia chi port chuong trinh goi
Destination port: dia chi port chuong trinh nhan

UDP length: kich thuoc header+data

UDP checksum: phat hién 16i cho header+data

26




Khai niém RPC (Remote Procedure Call)

m MO hinh hoat dOong thong dung:

» Mot chuong trinh gdi thong diép yéu cau

(request) dén chuong trin!

1 trén may khac

* Cho thong di€p tra 101 (re

ly)

B Trou twong hoa mod hinh request-reply
thanh dang goi1 thu tuc tor xa (RPC)

* Client: no1 go1 thu tuc

e Server: no1 thuc thi thu tuc

27




Mo hinh RPC

Client CPU
= Client
Cliont | % stub
Operating system \

Server CPU
Server,
stub Vd '\
A Server
4

Network
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» Lim@iGimhiéurgiao dién 1ap trinh mang

socket

1. Khai niém Socket API

2. (G101 thieu Windows Sockets (WinSock)

29




" A
1. Khai niém Socket API

m API (Application Programming Interface)
Giao dign 1ap trinh ing dung: tap hop cac
ham cung cap cho chuong trinh trng dung

m Socket APIs triru tuong hoa viéc truyén

thong dang client/server trén by giao thirc
TCP/IP v61 mo hinh socket

m Socket API ¢co thé sir dung cho cac bd
g1ao thurc khac nhu IPX/SPX, DECNet,

)

30




" A
Ha1 dang Socket APIs

m Berkeley Sockets (BSD Sockets)

cung cap cac thao tac co sO (primitives)

dung trén UNIX
m Windows Sockets (WinSock)

CO cac mo rong ho trg co ché message-

driven cua Windows

31




Vidu
Primitive Meaning
SOCKET | Create a new communication end point
BIND Attach a local address to a socket
LISTEN Announce willingness to accept connections; give queue size
ACCEPT Block the caller until a connection attempt arrives

CONNECT | Actively attempt to establish a connection

SEND Send some data over the connection

RECEIVE | Receive some data from the connection

CLOSE Release the connection

Cac thao tac co so trén TCP cua BSD sockets

32




" A
2. G101 thieu WinSock

m WinSock: giao dién 13p trinh mang dung
trén hé diéu hanh Windows trén mo hinh
socket

m Chuong trinh st dung WinSock APIL, lién
ket véi thu vién WinSock

33




Kién trac TCP/IP trén Microsoft Windows

Windows Sockets NetBIOS
applications applications

Application
1CMP | IGMP | kst
ARP nterne

LAN technologies: WAN technologies:
Ethemet, Token Ring, Serial Lines, Frame Relay, |  Network
EDDI ATM interface

34




" A
Dich vu WinSock

m Cac thao tac co so
» Lién két chuong trinh ing dung véi socket
e Kho1 tao, chép nhan két noi
e G601 nhan dtr liéu
» Pong két noi
m Cac ham bat dong b
m Cac ham chuyén doi dit liéu

35




" A
Cac dang socket

m Stream socket

e Trao doi dit liéu tin cay 2 chiéu dung TCP
m Datagram socket

» Trao d6i dit liéu 2 chiéu dung UDP

Socket dugc dinh nghia theo:
m G1ao thirc su dung
m Dia chi

36




NHAP MON MANG MAY TINH

Chuong 6




" A
NO1 dung chuong 6

. G101 thi€u

1. Domain Name System (DNS)
m. Telnet

1v. File Tranfer Protocol (FTP)
v. E-Mail

vI. World Wide Web (WWW)




" J
I. G161 thigu

m Chuong trinh Ung dung thuc hién cac
dich vu mang
m Dich vu dugc dac ta boi giao thire
m Cac dich vu chuan trén mang TCP/IP:
« DNS
e TP
« SMTP
e HT'TP
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II. Domain Name System (DNS)

1. G161 thieu DNS
Khong gian t€én DNS
Dt licu DNS

Name servers

= »




" J
1. G161 thi€u DNS

m DN la so do dit tén:
* Dang text
* CoO thur bac
» Co s0 dir lidu tén dugc quan 1y phan bd
m Dung dé anh xa tén may vai dia chi IP,
c6 thé dung cho muc dich khac
m Duogc dinh nghia trong RFC 1034, 1035




" A
Hoat dong dang don gian

Chuong trinh (mg dung can dia chi IP cua
mot tén may:

m Go1 he‘qn thu vién resolver (DNS client),
tham sO la tén may

m Resolver goi yéu cau dén DNS server

m DNS server tra dia chi IP cho resolver

m Resolver tra dia chi IP cho chuong trinh
ung dung




" JdE
2. Khong gian t€n DNS

m Cau tric cay
m CoO cac top-level domain

m Trong top-level domain chia thanh cac
subdomain

m Trong subdomain co thé chia thanh céc
domain cap thap hon




"
Mot phan khong gian t€n DNS

|"'l Generic '-" ‘*— Countries —
int com edu gov mil org net ip us nl
| | /N 7\ /" \
sun yale acm ieee ac co oce vu
| /\ 7\ | |
eng Cs eng jack jill keio  nec CS
N | N
alu linda CS csl flits fluit
robot pc24
Vi du: eng.sun.com

robot.ai.cs.yale.edu
WWWwW.vnn.vn




" JdE i
Top-level domain (t€n mién cap 1)

Gom 2 phan:
m Tén mién quoc gia
(Country code top-level domains)
* Theo ISO 3166
 Vidu: .vn, .1, ...
m Tén mién chung
(Generic top-level domains)

* Do ICANN/IANA quy dinh
(Internet Assigned Numbers Authority)




"
Tén mieén chung

m com (commercial)

m cdu (educational institutions)

m gov (US gorvernment)

m int (international organizations)
m mil (US armed forces)

m net (network providers)

m org (nonprofit organizations)

10




" J
Tén mieén chung (tt)

m biz (businesses)

m info (1nformation)

m name (people’s name)

m pro (professions)

Tén mién danh riéng

m acro (acrospace industry)
B COoOp (co-operatives)

B museum (museums)

11




" J
3. Du ligu DNS

m Bao gom cac mau tin (resource record)
m Cau truc mau tin: ¢0 S truong

 Domain name: t€n mién

* Time to live: thot1 gian On dinh cua mau tin

* Class: luon 1a IN (Internet)
» Type: loai mau tin

* Value: gia tr

12




" A
Dir 11€u DNS (tt)

Loai (Type) Y nghia Gia tri (Value)
SOA Start of Authority |Cac thdng so
cla vung
NS Name Server Tén cua Name
Server
A IP address SO nguyén 32
bit

Mot s6 loai mau tin dir liéu DNS

13




" A
4. Name servers

m Khong gian t€n DNS duogc chia thanh cac
vung (zones) ro1 nhau

m Moi ving dugc quan 1y bdi cidc name
SErver:
* Primary name server

» Cac secondary name server

14




"
Vi du cac vung

‘* Generic I'-*| ‘*— Countries ——

Cnt> o> Cedud (govd (mid  Corgd Cnetd Cjpd (us> Cnld ...

robot pc24

yale (eee> ac) Ccod  Coced Cvu
N\
cS eng keio CS
N /N
Ti linda Ccs flits  fluit

15




" A
Hoat dong cua DNS

Resolver can dia chi IP cua mot t€n may:

m Resolver g1 y€u cau dén local name
server

C Neu cO thong tin, local name server cung
cap mau tin cho resolver

m Néu khong cO thong tin, local name
server goil yeu cau dén top-level name
server tuong u'ng, de cO thong tin tr name
server luu mau tin can tim

16




Vidu
VU CS Edu Yale Yale CS
Originator 1 name server ; name server ; name server . name server
. — —_—  — —
flits.cs.vu.n cs.vu.ni edu-server.net yale.edu cs.yale.edu
f— — f— Af—
8 / 0 5

May flits.cs.vu.nl can dia chi IP ctia may linda.cs.yale.edu

17




" A
II1.Telnet

m La ing dung chuan dang co két no1 trén mang

TCP/I

P

m Cho phep Telnet client (local host) dang nhap

vao T
thuc t

elnet server (remote host) tai port 23 va
11 cac Ieénh trén dong 1énh

2 su d

ung Network Virtual Terminal (NVT)

>client system co thé khac server system

® Duoc

dinh nghia trong RFC 854, 855

18




" A
Hoat dOng telnet

m Truyén cac phim an tir local host dén
remote host

m XU ly trén remote host

m Truyén man hinh két qua cho local host

19




" A
Cac dang tuong tu telnet

m VNC (Virtual Network Computer)
m Terminal Service

m Remote shell (RSH)

m Remote execution (REXEC)

20




" Jd
IV .File Transter Protocol (FTP)

1. Khai niém
2. MO hinh FTP

21




" A
1. Khai niém

m FTP la dich vu cho phep FTP client ket

noi véi FTP server dé truyén va quan 1y
file

m CAc tinh chat:
» Truy xuat dang tuong tac
e C6 2 ché d6 truyén: nhi phan va van ban

* Client phai cung cap username, password
anonymous user: khong can password

m Duogc dinh nghia trong RFC 959

22




" A
FTP Client

m Co 2 dang:
* Van ban: dung cac 1énh FTP ta1 dong 1énh
ftp, get, close, quat, ...

» D6 hoa: thao tac trén file nhu chuong trinh

quan 1y file

23




" J
TFTP (Trivial FTP)

m Dang khong két noi (dung UDP)
m Toc do cao hon FTP

m Khong tin cay

m [t chtrc niang hon FTP

24




" J
Cac dich vu tuong tu FTP

m Web Browser co thé thuc hién cac chuc

nang cua FTP Client
m Gopher
» Truyén file dang phan bo
* (31a0 dién menu

e Két hop vo1 cac dich vu tim kiém

25




" J
2. MO hinh FTP

W \|
|| User ||  —-—=————1
| | Interface|<--->| User |
R A e

—————————— | | |
| /=== v FTP Commands [/-——-V-—-—-}]
| | Server|<--——-——-——-----——- > | User ||
' PI || FTPF Replies || PI | |
| \==n===/| | \==m=n e/
| | | | | |

———————— | /==V==-\| Data | /====V==-\|  —mmmmm -

| File [<--->|Server|<----—————---—-————- >| Uszer | <--->] File |

| Syetem| || DTF || Connection | | DTF | | | Sy tem|

———————— | \==—===/| IN=mmmmm-m=/ ] o

cerver—FTPE USER-FTP

PI: Protocol Interface, DTP: Data Transter Process

26




'
M5 hinh FTP (tt)

Gom 2 loai két nbi:
m FTP control

» Server port 21, client port (>1023)

» Pugc thiét 1ap va duy tri trong phién lam
viec FTP

m FTP data

* Server port 20, client port nhu FTP control

» Puogc thiét 1ap khi co truyén file, va két thic
tu dOong

27




" A
V. Electronic Mail

1.

N

Khai niém

Kién trac hé thong mail
Khuon dang mail

Cac giao thirc truyén mail
Webmail

28




" A
1. Khai niém

m H¢é thong mail:
 Cho phép gdi nhan thong tin bat dong bo
gitra har nguo1 hay hai nhom nguon
» Cung cap phuong tién tao, truyén, xt Iy cac
thong tin
m C6 nhiéu hé thong mail
m Internet mail:
* Khuon dang mail theo RFC 822, 2822
» Giao thitc truyén mail theo RFC 821, 2821

29




" A
2. Kién trac hé thong mail

Gom 2 thanh phan
m User Agents — UA

* Chuong trinh dia phuong phia user
(Local program)

o Cung cap cac phuong tién tuong tac véi hé thong

mail
m Message Transfer Agents —-MTA
e Chuong trinh thuong tra phia server

(System daemon)
» Thyc hién viéc truyén mail

30




" JdE
Cac churc nang co ban cua hé thong mail

m Tao mail — Composition
m Truyén mail — Transfer

m Thong bao két qua cho nguodi gdi —
Reporting

m Thong bao trang thai cho ngudl nhan —
Displaying

m XU ly mail da nhan — Disposition

31




" J
T06 churc hé thong mail

Co cac mailbox:
m Inbox (Incoming mailbox)
m Outbox (Outgoing mailbox)
Cac dang mailbox dac biét:
m Bulk

e Chura thu rac — spam/junk e-mail
m Sent

32




" J
T0 churc h¢ thong mail (tt)

HO tro vé dia chi mail:

m Mailing list

m Address book

Pia chi mail — Mail account
m local-part(@domain

m mailbox(@host

33




" A
3. Khuon dang mail

GOm cac phan:
m Envelope — Bao thu/phong bi
m Message — Thong di€p
» Header: cac thong tin di€éu khién
* Body: n01 dung
Tiéu chuan khuén dang mail
m Internet message format - RFC 822/2822
m MIME — RFC 2045-2049

Multipurpose Internet Mail Extensions

34




Vidu

37¢

Mr. Daniel Dumkopf
18 Willow Lane
White Plains, NY 10604

United Gizmo
180 Main St
Boston, MA 02120

Sept. 1, 2002
Subject: Invoice 1081

Dear Mr. Dumkopf,

Our computer records
show that you still have
not paid the above invoice
of $0.00. Please send us a
check for $0.00 promptly.

Yours truly
United Gizmo

Name: Mr. Daniel Dumkopf
Street: 18 Willow Lane
City: White Plains

State: NY

Zip code: 10604

Priority: Urgent

Encryption: None

From: United Gizmo
Address: 180 Main St.
Location: Boston, MA 02120
Date: Sept. 1, 2002
Subject: Invoice 1081

Body —————»|<«—Header —-‘-— Envelope —

Dear Mr. Dumkopf,

Our computer records
show that you still have
not paid the above invoice
of $0.00. Please send us a
check for $0.00 promptly.

Yours truly
United Gizmo

(a)

a. Thu trén gidy

(b)

, Envelope

VAR

> Message

b. Thu dién tu

35




" A
Khuon dang mail theo RFC 822

m Khong phan biét phan envelope va phan

header, go1 chung 1a header

m Phan body 1a tuy y

36




" A
Céac thanh phan chinh trén RFC 822 header

To: Dia chi mail cac ngud1 nhan chinh
Cc: Cacbon copy
Dia chi mail cac ngu61 nhan phu
Bcc: Blind cacbon copy
Dia chi mail cac ngud1 nhan an
From: Tén ngud1 tao mail
Sender: Dia chi mail nguoi goi
Subject Noi dung tom tat
............ .




MIME
m Mo rOong khuon dang thong di¢p theo
RFC 822:
* NO1 dung thong di¢p voil cac bo ky tu khac
ASCII

* NO1 dung thong di¢p khong la ky tu (hinh
anh, am thanh, ...)

» Thong diép co nhiéu phan (multi-part)

» Phan header véi ky tu khac ASCII

38




MG rong phan header
Header Y nghia
MIME-Version Phién ban MIME

Content-Description

MO ta nd1 dung

Content-1D

S6 thir tu

Content-Transfer-
Encoding

Dang ma hoa cua nd1 dung

Content-Type

Loa1 va khuon dang cua no1 dung

39




"
Mot so loal dir 11éu theo MIME

Type Subtype Description
Toxt Plain Unformatted text
ex

Enriched Text including simple formatting commands
Gif Still picture in GIF format

Image ra— :
Jpeg Still picture in JPEG format

Audio Basic Audible sound

Video Mpeg Movie in MPEG format

o Octet-stream An uninterpreted byte sequence

Application : : : :
Postscript A printable document in PostScript
Rfc822 A MIME RFC 822 message

Message Partial Message has been split for transmission
External-body | Message itself must be fetched over the net
Mixed Independent parts in the specified order

_ Alternative Same message in different formats

Multipart - -
Parallel Parts must be viewed simultaneously
Digest Each part is a complete RFC 822 message




" A
Vi du

From: elinor@abcd.com

To: carolyn@xyz.com

MIME-Version: 1.0

Message-ld: <0704760941.AA00747 @ abcd.com>

Content-Type: multipart/alternative; boundary=qwertyuiopasdfghjklzxcvbnm
Subject: Earth orbits sun integral number of times

This is the preamble. The user agent ignores it. Have a nice day.

--qwertyuiopasdfghjklzxcvbnm
Content-Type: text/enriched

Happy birthday to you
Happy birthday to you
Happy birthday dear <bold> Carolyn </bold>
Happy birthday to you

--qwertyuiopasdfghjklzxcvbnm

Content-Type: message/external-body;
access-type="anon-ftp";
site="bicycle.abcd.com”;
directory="pub";
name="birthday.snd"

content-type: audio/basic
content-transfer-encoding: base64
--qwertyuiopasdfghjklzxcvbnm--

41




" JdE
4. Cac giao thue truyén mail

m SMTP - Simple Mail Transfer Protocol
MTA - MTA, UA - MTA

m POP3 - Post Office Protocol version 3
MTA - UA

m IMAP-Internet Message Access Protocol
MTA - UA

42




" J
SMTP

m Dugc dinh nghia trong RFC 821, 2821
m Dang client-server

m SMTP client thiét 1ap két néi TCP véi
SMTP server ta1 port 25

m Néu SMTP server dong y nhan mail:
« SMTP client go1 dia chi nguo1 go1, nguol

nhan

« SMTP client go1 mail
 SMTP server go1 ACK
» Huy két noi

43




MO hinh SMTP
—————————— }

pommm- t

| Uzer |«<--»

t------ t Client-

I } SMTE

| File |<--»

| Byeten|

I I e }

SMTE client

ST E
Commands/Replies
(- ;

and Mail

Herver-
SMTE

SMTP server
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" J
POP3

m Duogc dinh nghia trong RFC 1939, 2449

m Dung lay mail tir remote mailbox vé may

dia phuong

m Client thiét 1ap két noi TCP véi server tai

port 110

45




"
MO hinh POP3

SMTP  Internet  Message 0P POP3  User
)\ rangfer agent *_\
— SEIVer
! !

sending Mailbox™  15P's Diakup User's
host machine connection PC

46




" A
Cac gia1 doan hoat dong POP3

m Authorization — Cho ph¢ep

* Client go1 username, password

m Transaction — Giao dich

* Client y€u cau nd1 dung mail va xoa mail tai

Server
» Server go1 cac mail
m Update — Cap nhét
* Client go1 1énh thoat (quit)

» Server xoa cac mail, huy két no1

47




" J
IMAP

m Dugc dinh nghia trong RFC 2060

m Quan ly mail tap trung tar server, khong
di chuyén vé may dia phuong nhu POP3

- ¢6 thé truy xuat tir nhiéu may
m Client thiét 1ap két noi TCP vdi server tai
port 143

48




" J
Cac dac diém cua IMAP

m Cho phép tao, xo4, xur 1y nhiéu mailbox

tal server
m Co thé truy xuat tirng phan cua mail

m C6 thé truy xuat mail theo thudc tinh

49




" A
5. Webmail

m Web site cung cap dich vu mail

mCOo MTA tar port 25, nhan cac két nbi

SMTP

m User dung cac form trén trang web dé

twong tac véi hé thong:
* Pang nhap - Login
e 16t ké cac mail box

* Poc, x04, soan thao, ...mail

50




" A
VI. World Wide Web

1.

AN A e

Khai niém

Kién trac hé thong Web
Trang web tinh

Trang web dOng

Giao thire HTTP

Web khong day
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1. Khai niém

m Web 1a dich vu truy xuat cac vin ban co
lien két, trang web, tr cac may trén mang
Internet

m Do Tim Berners-Lee thiét ké nim 1989
ta1 CERN (trung tam nghi€n ctru hat nhan
chau Au)

m Nim 1994, CERN va MIT thanh lap to

chitc World Wide Web Consortium
(www.w3c.org) dé phat trien Web
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2. Kién truc h¢ thong Web

a. Hoat dOng phia client
b. Hoat dOng phia server
c. Tén trang web

d. Cookies
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M0 hinh dich vu Web

Server Server
Client abcd.com Xyz.com
Current page
displayed by
browser = T
: Hyperlink
to abcd.comm———_|
wenp| | Hyperlink it
Browser neuth [~ to xyz.com =™, (1|
program ) B
= » o
= A web _wes
Server Server

P TCP connection

_/—/—\

C

J
The Internet
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a. Hoat dong phia Client

m Web browser: chuong trinh hién thi cac

trang web phia client
m Hoat dong web browser:
» Lay trang web dugc yéu cau
* Thong dich n01 dung trang web
e Hién thi trén man hinh
m T¢n trang web cO dang URL

(Uniform Resource Locator)
Vi du: http://www.1tu.org’/home/index.html
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» \iisimmwebsbrowser 1ay va hién thi trang web

http://www.1tu.org/home/index.html

= ¥

A S I SR

Browser xac dinh URL

Browser yéu cau DNS cung cap dia chi IP may
WWW.1tu.org

DNS tra 101 156.106.192.32

Browser thiét 1ap két ndi TCP port 80 véi may
156.106.192.32

Browser goi yéu cau file /home/index.html
Server www.itu.org go1 file /home/index.html
Huy két ndi TCP

Browser hién thi phan text trong file index.html

Browser lay va hién thi cac hinh anh trong file (néu
cO)
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" A
Cac chirc nang cua browser

m Duy¢t cac trang web: back, forward,

history, favorites/bookmarks
m Luu trang web thanh file, 1n

m Cache cac trang web trén dia dia phuong

-> hoat dong offline
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" A
Plug-in

m Mo rong kha nang cua browser

m Doan chuong trinh luu trong thu muc
plug-in

m Duoc browser goi khi can hién thi cac
loai dir lieu khong 1a html, vi du PDF
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b. Hoat dong phia server

m Web server cho két noi TCP tai port 80

m Hoat dong web server:

* Chap nhan két no1 tu client (web browser)

* Nhan tén file dugc y€u cau
» Lay file (tur dia)
* GOt file cho client

» Huy két noi
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" A
Tang toc do web server

Hai k¥ thuat:

m Dung cache va server da ludong

m Dung nhiéu may lam web server (server

farm)
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Web server dang da luong

Web server machine

Cache

Processing, | [ I I
module [\
(thread)

\ I

Incoming Outgoing

request reply
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Nhi¢u may lam web server

Router Processing node Thread

\ / (separate computer) pipeline\

? (HHHHHI | (M| || | MWW || (HHH0 | | HHHHHD | | (HHHHHD

N

LAN

Front end
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c. Tén trang web

m Theo URL (Uniform Resource Locator)
Tén giao thuc://tén may/tén file
» Tén file: tén file dia phuong
* Tén may: theo DNS
» Tén giao thuc: co nhidu loai giao thirc

m Web browser co6 thé dung cho nhiéu dich
vu vOo1 URL
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Thanh phan t€n giao thirc trong URL

Name Used for Example

http Hypertext (HTML) | http://www.cs.vu.nl/~ast/

ftp FTP ftp://ftp.cs.vu.nl/pub/minix’README

file Local file file:///usr/suzanne/prog.c

news Newsgroup news:comp.o0s.minix

news News article news:AA0134223112 @ cs.utah.edu
gopher | Gopher gopher://gopher.tc.umn.edu/11/Libraries
mailto Sending e-mail mailto:JohnUser@acm.org

telnet Remote login telnet://www.w3.0rg:80
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d. Cookies

m Chtra thong tin trang thai cua phién lam
viec gitra web server va web browser

mLa chuoi ky tu luu thanh file tai may
client

m Khi g0’1 trang web cho client, server c6
thé gdi kém cookies dé Iuu cac thong tin
trang thai

m Khi goi yéu cau dén server, browser s¢
g1 kem cookies (n€u co)
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Vi du cookies

Domain Path | Content Expires Secure
toms-casino.com | /| CustomerlD=497793521 15-10:02 17:00 | Yes
ogs-storecom |/ | Cart=1-00501;1-07031;2-13721 | 11-10:02 1422 | No
aportalcom |/ | Prefs=Stk:SUNW+ORCL;Spt:Jets | 31-12-1023:59 | No
sneaky.com |/ | UserlD=3627239101 31-12-1223:59 | No

66




" A
3. Trang web tinh

a. HTML
b. Forms
c. XML
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a. HTML (HyperText Markup Language)

m Trang web duoc tao theo ngdn ngir
HTML (ngodn ngit danh dau siéu vin ban)
m Noi dung trang web c¢6 thé bao gom:
* Van ban
 Hinh anh
 Am thanh, hinh anh dong
» Cac siéu lién két (hyperlink)
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Pic diém HTML

m La ing dung SGML
(Standard Generalized Markup Language)

m Bao gom cac 1énh dinh dang, goi 14 tag
Vi du: <b> boldface </b>

m Cac browser ¢o thé dinh dang lai cho phu
hop vo1 mo1 truong

m C6 céc tiéu chuan HTML 1.0, 2.0, ..., 4.0
XHTML (eXtended HTML)
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Mot sO 1énh dinh dang

Tag Description
<html> ... </html> Declares the Web page to be written in HTML
<head> ... </head> Delimits the page’s head

<title> ... </title>

Defines the title (not displayed on the page)

<body> ... </body>

Delimits the page’s body

<hn> ... </hn>

Delimits a level n heading

<b> ... </b>

Set ... in boldface

<i> ... </i>

Set ... in italics

<center> ... </center>

Center ... on the page horizontally

<ul> ... </ul>

Brackets an unordered (bulleted) list

<Ol> ... </ol>

Brackets a numbered list

<li> Starts a list item (there is no </li>)
<br> Forces a line break here

<p> Starts a paragraph

<hr> Inserts a Horizontal rule

<img src="..."> Displays an image here

<a href="..."> ... </a> Defines a hyperlink




" A
b. Forms

mCotu HTML 2.0

m Form bao gom cac nut an (button), hop
(boxes) cho phep user nhap thong tin, lua
chon

m DU li¢u trén form dugc go1 lar server
dud1 dang string
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Vi du form

Widget Order Form

Name

Street address

City

Credit card #

Submit order

Expires

State

Country

Mm/Cc () Visa()

Widget size Big O Little Q Ship by express courier O

Thank you for ordering an AWI widget, the best widget money can buy!
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c. XML (eXtensible Markup Language)

m Muc dich:
» Thé hién cau truc trang web
* Mo ta thong tin
» C6 thé dung cho céc loai tmg dung khac
m Can co ché hién thi thong tin XML trén
browser dang HTML, vi du XSL
(eXtensible Style Language)
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Vi du van ban XML

<?xml version="1.0" ?>
<?xml-stylesheet type="text/xsl|" href="b5.xsl|"?>

<book_list>

<book>
<title> Computer Networks, 4/e </title>
<author> Andrew S. Tanenbaum </author>
<year> 2003 </year>

</book>

<book>
<title> Modern Operating Systems, 2/e </title>
<author> Andrew S. Tanenbaum </author>
<year> 2001 </year>

</book>

<book>
<title> Structured Computer Organization, 4/e </title>
<author> Andrew S. Tanenbaum </author>
<year> 1999 </year>

</book>

</book_list> 74




" A
4. Trang web dong

m Trang web tinh:
» Client goi yéu cau la tén file
» Server goi file da co

m Trang web doOng

* NO1 dung trang web dugc tao theo yéu cau,

thay vi da co trén dia
m Co 2 dang:
* Tao trang web dOng ta1 server
* Tao trang web dong ta1 client
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Tao trang web dOng ta1 server

Co cac dang:

m CGI (Common Gateway Interface)
vo1 cac script, vi du Perl, Python, ...

m Dung cac dang script trong trang web

(HTML-embedded scripting language)
« PHP (PHP: Hypertext Preprocessor)

» JSP (JavaServer Pages)

* ASP (Active Server Pages)
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Vi du: cac budce xu ly form dung CGI

1. Userfills in form
Data 2. Form sent back
GGl base 3, Handedto CGI

s Browser Server scgipt ondisk 4 e queries DB
5. Record found
6. CGI builds page

7. Page returned
8. Page displayed
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Vi du: tao trang web dong vo1 PHP

Browser Server

Y

/
(a) PHP module
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" A
Tao trang web dOng ta1 client

m Dung cac script trong trang web, thuc
hien ta1 may client dé€ tuwong tac truc tiep

VO1 user
m Cac cong nghe thong dung
 Javascript: client-side scripting language
» JavaApplets
* Microsoft ActiveX control
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" Jm@maorthuc HTTP
(HyperText Transfer Protocol)

m Dugc dinh nghia trong RFC 2616

m Quy dinh cac dang thoéng diép trao doi
gitra web browser va web server

m Moi trong tac bao gom:
» Yéu cau tir browser dang ASCII
* Pap ung tu server dang twong tu MIME

mYéu cau (request) con goi la Iénh
(command, method) va cO0 dap ung
(response)
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Mot sO dang yéu cau HTTP

Method Description
GET Request to read a Web page
HEAD Request to read a Web page’s header
PUT Request to store a Web page
POST Append to a named resource (e.g., a Web page)
DELETE Remove the Web page
TRACE Echo the incoming request
CONNECT | Reserved for future use
OPTIONS | Query certain options
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Dap irng HT'TP

Bao gom:

m Dong trang thai

m Thong tin (1 phan hay toan bd trang web)

Mot sO ma trang thai:

Code | Meaning Examples
1xx_ | Information | 100 = server agrees to handle client's request
2xXx | Success 200 = request succeeded; 204 = no content present
3xx | Redirection | 301 = page moved; 304 = cached page still valid
4xx | Clienterror | 403 =forbidden page; 404 = page not found
5xx | Servererror | 500 = internal server error; 503 = try again later
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6. Web khong day (Wireless web)

m Cung cap dich vu truy cip web dang
khong day cho dién thoar di dong, PDA
(Personal Digital Assistant), may tinh
xach tay

m Dic diém:
» Toc dd truyén thap
« BOnho it

 Man hinh kich thudc nho
m Tiéu chuan thong dung
« WAP (Wireless Application Protocol)
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Kién trac h¢ thong WAP

Base HTML to Web
station WML filter\

K

[

Internet

L WML

i |

'\

device WAP
gateway

WTP: Wireless Transaction Protocol
WML: Wireless Markup Language
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B0 giao thirc WAP 2.0
XHTML
WSP HTTP
WTP TLS
WTLS TCP
WDP IP
Bearer layer Bearer layer

WAP 1.0 protocol
stack

WAP 2.0 protocol
stack

WSP: Wireless Session Protocol
WTP: Wireless Transaction Protocol

WTLS: Wireless Transport Layer Security
WDP: Wireless Datagram Protocol
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NHAP MON MANG MAY TINH

Chuong 7




" A
NO1 dung chuong 7

I. G101 thieu vé quan tr1 mang

1. G161 thieu ve an toan thong tin mang




" A
I. G161 thiéu v€ quan tr1 mang

1. Kha1l niém
2. Cac budc thiét 1ap mang cuc bd
3. Vidu Windows 2000 Server
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1. Khai niém

m Cac loa1 mang: WAN, LAN
m Cac loa1 LAN:
* Peer-to-peer
* Server-based
» Dang t6 hop
m Quan tr1 mang co tinh chat dong:
» Quy md mang thay doi
» Cong dung mang thay doi




" A
Cong dung mang

m Chia s¢ ta1 nguyén

m Truy xuat c6 kiém soat tai nguyén

m Moi truong truyén thong

m Quan 1y cac hé thong may tinh tot hon




"
2. Cac budc thiet 1ap mang cuc bd

a. Lap ké hoach
b. Hién thuc mang

c. Quan tr1 mang




"
a. Lap ke hoach

Cac buoc lap ké hoach:

m Thu thap dit liéu can thiét

m Khao sat cac kha nang hién thuc

C Ch’()n oiai phap tot nhat vé gia ca va hiéu
suat




" A
Thong so mang LAN

m [.oal mang

m Kién trac mang

m Moi truong truyén vat 1y
m (G1ao thirc mang

m Phan mém mang

m An toan du licu
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b. Hién thuc mang

m Cai dat
m Kiém tra

mTap huan, dao tao




" J
Cai dat

m Cai dat phan cung
m Cai dit hé diéu hanh mang
» Hé diéu hanh mang doc 1ap

* Phan mém mang thém vao h¢ dieu hanh da
cO

m Ca1 dat cac dich vu mang

m Ca1 dat cac ung dung
» Ung dung mang dang multiuser
» Ung dung dung chung
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Kiém tra

Kiém tra cac thanh phan bang cach co 1ap
va kiém tra:

m Cac may tinh server

m Cac may tinh Client/Workstation

m Cac thiét bi ngoai vi

m Moi truong truyén vat 1y

m Phan mém client, phan mém server
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Tap huan, dao tao

Muc dich:

m Su dung mang hi€u qua

m Hoat dong on dinh

Poi taong tap huan, dao tao:

m Administrators — Nguo1 quan tri
m Users — Nguoi st dung
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" JdE
c. Quan tr1 mang

m Quan tr1 user
* Tao va duy tri cac ta1 khoan user
m Quan ly tai nguyén
» Hién thuc, ho tro sir dung tai nguyén
m Quan 1y cau hinh
e Bao tri, mo rong thong tin cau hinh
m Quan tr1 hicu suat
e Kiém tra hoat dong mang, tang hi¢u Suat
m Bao tri
» Ngin chin, phat hién, giai quyét 15i

13
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3. Vi du Windows 2003 Server

a.
b.

C.

Cac dang Windows 2003

Ca1 dat Windows 2003 Server

Quan 1y users, groups

Thiét 1ap cau hinh cac giao thirc mang

Thiét lap cau hinh céc dich vu ung dung

14




" A
a. Cac dang Windows 2003 Server

m Windows Server 2003 Standard Edition

m Windows Server 2003 Enterprise Edition
m Windows Server 2003 Datacenter Edition
m Windows Server 2003 Web Edition
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" A
Windows Server 2003 Standard Edition

m Dung cho doanh nghi¢p nho, trung binh
m Ho tro dén 4 CPU, 4GB RAM

mCo thé 1a File/Print/Web/Application

Servers

m Co thé 1a Domain Controller
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Windows Server 2003 Enterprise Edition

m Co cac kha nang nhu ban Standard
m Ho tro dén 8 CPU, 32GB RAM — 32 bit
HO tro dén 8 CPU, 64GB RAM — 64 bit

m Ho tro ghép cum (clustering) 8 nodes
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Windows Server 2003 Datacenter Edition

m Phat hanh vdi phan cung

m Co cac kha nang nhu ban Enterprise

m HO tro dén 32 CPU, 64GB RAM — 32 bit
Ho tro dén 32 CPU, 512GB RAM — 64 bit
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Windows Server 2003 Web Edition

m Su dung cho:

* Web applications

* Web pages

« XML services
m Ho tro ASP.NET, .NET framework
m Ho tro dén 2 CPU, 2GB RAM

m Khong c6 mot s6 chirc ning nhu Domain
Controller, Remote Installation Service,
DNS services, ...
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" A
Vai tro cua Windows 2003 Server

m Member Server: thanh vién cua domain,
khong Iuu trir thong tin directory

m Domain Controller: luu trr thong tin
domain, cung cép dich vu kiém ching

m Stand-alone Server: khong tham gia
domain, tu kiém chimg cac yéu cau ding
nhap

20




" A
b. Ca1 dat Windows 2003 Server

Cac yéu cau trudc khi cai dat:

m Yéu cau vé phan cung, tuong thich phan
cung

m Phan vung dia, chon he théng file

m Ban quyén CAL (Client Access License)

» Per-server: CAL cap cho server

» Per-seat: mdi may truy xuat Server c6 CAL

m Chon vai tro cua server
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" A
Cac dang ca1 dat

m Cai dit tr cac dia mém khoi dong
m Cai dit tir CDROM c6 thé khoi dong
m Cai dat tr dia cing, tr mang

22
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c. Quan ly users, groups

m Su dung cac cong cu Active Directory
m User accounts — User credentials

* Cho phe¢p user dang nhap vao may tinh hay
dang nhap vao mang

m Group account
* La tap hop cac user accounts
* G1up don gian hoa cac thao tac quan tri

» Khong thé ding nhap bang group account

23
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d. Thiét 1ap cau hinh cac giao thirc mang

Windows 2003 hd tro nhiéu bd giao thirc:
m TCP/IP

m [PX/SPX

m Apple Talk
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Thiét 1ap cau hinh TCP/IP

m Dat dia chi IP
e [P tinh
* [P dong
m DHCP Server
m DNS Server, DNS Client
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e. Thiét 1ap cau hinh dich vu Gtng dung

m Cac dich vu irng dung mo rong chirc nang

cua h¢ diéu hanh mang

m Windows 2003 co cac dich vu:

* [IS (Internet Information Services) vo1r Web

server, F'TP server

e Terminal service
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II. G161 thi¢u ve an toan thong tin mang

1. Kha1l niém
2. Cac dang tan cOng

3. Cac k¥ thuat an toan
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1. Khai niém

Su an toan (security) lién quan 2 van dé:
m Mat dit liéu

» Ldi thiét bi

» Ldi phan mém

» Loi do con ngudi
m Xam nhap trai1 phep

» Truy xuat khong hop 1é

e (314 mao
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" JdE
Cac muc ti€u cua an toan mang

m Tinh bi mat — Confidentiality

» Bao vé dir liéu trudc cac truy xuat khong

hop 1€
m Tinh toan ven — Integrity

» Khong thay doi hay mat dit liéu do truy xuat

khong hop 1€
m Tinh san sang — Availability
« HE théng hoat dong lién tuc
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2. Cac dang tan cOng

a. Cac nhuoc diém vé an toan
(Vulnerability / Weaknesses)

b. Mot sb dang tan cong
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a. Cac nhuoc diém veé an toan

m Nhuoc diém cong nghé
* BO gi1ao thirc TCP/IP khong an toan
o Cac hé diéu hanh khong hoan thién
e Céac thiét bj mang nhu router, firewall, ...
khong tuy€t do1 an toan
m Nhuoc diém vé cau hinh

o Administrator thiét 1ap cau hinh mang
khong an toan

m Nhuoc diém trong quan tr1, st dung mang
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b. Mot sO dang tan cong

m Reconnaissance — Do tham
* Thu thap thong tin hé théng bat hop 1€
m Eavesdropping — Nghe trom

* Nghe trom dit li€u trén mang phuc vu cac

dang tan cong khac
m Password Attacks
» Truy xuat tai nguyén khong duogc phép
(vi khong co password hop 1€)
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Mot sO dang tan cong (tt)

m Masquerade/IP spoofing
* Gi1a dang user hop 1€
m Back doors

» Tao duong vao hé thong khong hop 1é phuc

vu cac dang tan cong khac

m Session replay

» Luu chuodi packet hay chudi 1énh ing dung

va str dung lai dé truy xuat khong hop 1¢
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Mot sO dang tan cong (tt)

m Denial of Service (DoS)
* Ngan can nguol su dung h(.)’p, 1¢ bang cach
ticu thu tat ca tai1 nguyeén h¢ thong
* Vi du: Ping of death, SYN flood, E-mail
bombs, malicious applets, ...

m Distributed Denial of Service (DDoS)

 Lam nghén mach duodng truyén bang céc
thong tin gi1a mao
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3. Cac ky thuat an toan

m An toan mang la cong viéc thuong xuyén thue
hién dua trén cac chinh sach an toan
m Cac k¥ thuat lién quan phan ciing
* An toan vat 1y cho thiét bi
» Dung thiét bi du phong (RAID, Mirror, ...)
* Dung cac may tram khong dia (diskless
workstation)
m Cac k¥ thuat co so cho giai phap phan mém
* Ma hoa du lieu (data encryption)
o Kiém chimng (authentication)
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Cac gia1 doan trong chinh sach an toan

m Bao vé hé théng — Secure
» Kiém ching, cap quyén truy xuat
* Firewalls
e Stra chira cic nhuoc diém
m Giam sat hé thong — Monitor
* Phat hién cac xam nhap khong hop 1€
m Kiém tra hoat dong — Test
m Cai tien cac k¥ thuat bao vé hé thong —
Improve

36




