VW WLIEIN YT A ¥ VIO v ey

Khi doc qua tai ligu nay, néu phét hién sai s6t hoic noi dung kem chat luong
xin hdy thong bdo de chding toi stra chira hoac thay thé bang mot tai liéu clng
chu dé cua tac gla khac. Tai li¢u ndy bao gom nh1eu tai liéu nho co cung chu
dé bén trong nd. Phan ndi dung ban can c0 thé nam 6 giira hodc & cuoi tai lidu
nay, hiy st dung chirc nang Search dé tim ching.

Ban c6 thé tham khao nguon tai liéu duoc dich tir tiéng Anh tai day:
http://mientayvn.com/Tai_lieu da_dich.html

Thong tin lién hé:
Yahoo mail: thanhlam1910 2006 @yahoo.com

Gmail: frowrthes@gmail.com

Theo yéu ciu cia khich hing, trong mdt nim
qua, ching t6i di dijch qua 16 mén hoc, 34
cubn séch, 43 bai bio, 5 sb tay (chua tinh céic
tai liéu tir nim 2010 tré vé truéc) Xem & diy

DJCH VU Chi sau moét lan hién lac, viéce

DICH dich duoc tién hanh
TIENG

ANH
CHUYRN Gia ca: cé thé giam dén 10

A L L —
NH.ANH

NHAT VA Chat lu'(_)'ng:Te}.o dung niém tin cho

CHINH kh’éch hang bang c6ng nghé 1.Ban

XAC thay duoc tog‘tn bé ban dich: 2.Ba’n

NHAT danh gia chat luong. 3.Ban quyét
dinh thanh toan.
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CHUONG 1
MAT MA CO DIEN

1.1MO DAU - MOT SO HE MAT PON GIAN

Doi tuong co ban clia mat ma la tao ra kha nang lién lac trén mot kénh
khong mat cho hai ngudi sit dung (tam goi 1a Alice va Bob) sao cho doi
phuong (Oscar) khong thé hi€u dugc thong tin dugc truyén di. Kénh nay c6
thé 12 mot dudong day dién thoai hodc mot mang may tinh. Thong tin ma
Alice muén glii cho Bob (ban rd) ¢6 thé 12 mot van ban tiéng Anh, cdc dit
liéu bang s6 hodc bat ci tai liéu nao c6 cdu tric tuy y. Alice s& ma hod ban
rd bang mot khod dugc xdc dinh truéc va glri ban ma két qua trén kénh.
Oscar ¢6 ban ma thu trom duoc trén kénh song khong thé xdc dinh noi dung
cta ban rd, nhung Bob (ngudi da biét khoa mi) c6 thé giai ma va thu duogc
ban ro.

Ta s&€ mo ta hinh thic hoa noi dung bang cach dung khai niém toin hoc
nhu sau:

Dinh nghia 1.1
Mot hé mdt la mot bo 5 (®,C,K,E,D) thod man cdc diéu kién sau:
®la mot tdp hitu han cdc bdn ré cé thé.
C la mot tdp hitu han cdc ban md cé thé.
K (khong gian khod) la tdp hitu han cdc khod cé thé.
Doi véi méi ke K cé mot quy tdc md e,: P —> C va mot quy tdcv
gidi md tuong uing d, € D. Moi e,: ® — C va d,: C — ®la nhiing
ham ma:

R b~

de, (x)) = xvoi moi banré x € @,

Trong tinh chét 4 1a tinh chat chi yéu & day. Noi dung ctia né 1a néu
mot ban rd x duoc ma hod bang e, va ban ma nhan duoc sau d6 duoc giai ma
béng d, thi ta phai thu dugc ban ro ban ddu x. Alice va Bob sé dp dung thu
tuc sau dung hé mat khoa riéng. TruGe tién ho chon mot khoa ngiu nhién K
€ K . Diéu nay dugc thuc hién khi ho & cing mot cho va khong bi Oscar theo
do6i hoac khi ho ¢6 mot kénh mat trong truong hgp ho & xa nhau. Sau dé gia
sit Alice mudn gii mot thong bad cho Bob trén mot kénh khong mét va ta
xem thong bdo nay 1a mot chudi:
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X = XX 5.« X,
vGi s6 nguyén n > 1 nao d6. O day moéi ky hiéu cia mbi ban 16 x; € @, 1 <i
< n. Moi x; s&€ dugc ma hod bang quy tic mi e, v6i khoa K xéc dinh trude do.
Boi vay Alice sé tinh y; = e,(x;), 1 <i < n va chudi ban ma nhan dugc:

Y=YiY25 - ¥n
s€ duoc gui trén kénh. Khi Bob nhan duoc y,.y, ,. . .,y, anh ta s€ giai ma
bang ham giai ma d, va thu duogc ban rd goc x,,X, .. . .,X,. Hinh 1.1 1a mot vi

du vé mot kénh lién lac

Hinh 1.1. Kénh lién lac

[ Oscar ]

A

Bo ma hod | » Bo eidi ma Bob

4{ Kénh an toan ]—

[ Nguon khoa ]

RO rang la trong truong hop nay ham ma hoa phai la ham don anh ( tac la
anh xa 1-1), n€u khong viéc giai ma s€ khong thuc hién dugc mot cach tuong
minh. Vi du

y = ¢ (X)) = e (X,)
trong d6 x, # X, , thi Bob s& khong c6 cich nao dé biét liéu s& phai gidi ma
thanh x, hay x, . Chi ¥ rdng néu ®@ = ( thi mo6i ham ma ho4 12 mot phép hodn
vi, tc 1a néu tap cdc ban ma va tap cac ban rod 1a dong nhat thi moi mot ham
ma s€ 12 mot su sdp x€p lai (hay hodn vi ) cic phén tir cia tap nay.

1.1.1 Md dich vong ( shift cipher)
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Phan nay s€ mo ta ma dich (MD) dua trén s6 hoc theo modulo. Trudc
tién s& di€ém qua mot so dinh nghia co ban cua s6 hoc nay.

Dinh nghia 1.2

Gid sit a va b la cdc s6 nguyén va m la mot so nguyén duong. Khi do
ta viét a =b (mod m) néu m chia hét cho b-a. Ménh dé a =b (mod m) duoc
goi la " a dong du vdi b theo modulo m". S6 nguyén m duoc goi la mudulus.

Gia st chia a va b cho m va ta thu duoc thuong nguyén va phan du,
cdc phan du nam gitta O va m-1, nghia la a = q;m + r, va b = g,m + r, trong
d60< r;<m-1va0< r,<m-1. Khi d6 c6 thé dé dang thdy ring a = b (mod
m) khi va chi khi r; =, . Ta s€ dung ky hiéu a mod m (khong dung cac dau
ngoic) dé xac dinh phan du khi a duoc chia cho m (chinh 12 gid tri r, O trén).
Nhu vay: a = b (mod m) khi va chi khi a mod m = b mod m. Néu thay a bang
a mod m thi ta néi rang a dugc rit gon theo modulo m.

Nhdn xét: Nhiéu ngon ngit 1ap trinh cia mdy tinh xdc dinh a mod m 1a phan
du trong dai - m+1,.. ., m-1 ¢6 cling d4u vé6i a. Vi du -18 mod 7 s€ 1a -4, gia
tri nay khéac vé6i gia tri 3 1a gid tri duoc xac dinh theo cong thuc trén. Tuy
nhién, d€ thuan tién ta s& x4c dinh a mod m luon 1a mot s6 khong am.

Bay gio ta c6 thé dinh nghia s6 hoc modulo m: Z_ dugc coi 1a tap hop
{0,1,. . .,m-1} c6 trang bi hai phép todn cong va nhan. Viéc cong va nhan
trong Z _ duoc thuc hién giong nhu cong va nhan cac sé thuc ngoai trir mot
diém lacac két qua duoc rit gon theo modulo m.

Vi du tinh 11x 13 trong Z,, . Tuwong tu nhu véi cac s6 nguyén ta cé 11
x13 = 143. Dé rit gon 143 theo modulo 16, ta thuc hién phép chia binh
thuong: 143 =8 x 16 + 15, bdi vay 143 mod 16 = 15 trong Z, .

Cac dinh nghia trén phép cong va phép nhan Z  thao man hau hét cac
quy tic quyen thudc trong s6 hoc. Sau day ta s& liét ké ma khong ching
minh céc tinh chat nay:

1. Phép cong la dong, tic vGibatkiab e Z ,a+b e Z

2. Phép cong la giao hoan, titic 1a véi a,b batki € Z

a+b =b+a
3. Phép cong la két hop, tic 1a véi bat ki a,b,c € Z,
(a+b)+c = a+(b+c)

4. 0 la phan tir don vi ctia phép cong, c6 nghia la v6i a batki € Z

a+t0=0+a=a
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5. Phan ti nghich dao ctia phép congctia phan tir bat ki (a € Z,,, ) 1a
m-a, nghia la a+(m-a) = (m-a)+a=0véibatkiae Z .
Phép nhan la dong , ticlavéiabbatkie Z ,abe Z .
Phép nhan la gioa hodn , nghia la v6i a,b batki € Z , ab=ba
Phép nhan la két hop, nghia l1a véi a,b,c € Z_ , (ab)c = a(cb)
1 1a phan tir don vi ctia phép nhan, tic la véi batky a € Z
axl =1xa=a
10.Phép nhan c6 tinh chat phan phoi déi véi phép cong, tic 1a doi véi
a,b,c € Z_, (a+b)c = (ac)+(bc) va a(b+c) = (ab) + (ac)

o e

Céc tinh chat 1,3-5 néi 1én rang Z _ lap nén mot cau tric dai s6 duoc
goi 1a mot nhém theo phép cong. Vi c6 thém tinh chat 4 nhom duoc goi Ia
nhoém Aben (hay nhém gioa hoan).

Céc tinh chat 1-10 s€ thiét 1ap nén mot vanh Z_ . Ta s& con thdy nhiéu
vi du khédc vé cdc nhém va cédc vanh trong cudn sach nay. Mot s6 vi du quén
thuoc ctia vanh la cac s6 nguyén Z, cac so thuc R va cac so phic C. Tuy
nhién cic vanh nay déu vo han, con m6i quan tam cta chuing ta chi giGi han
trén cac vanh hiru han.

Vi phén tlr ngugc cua phép cong ton tai trong Z_ nén ciing cé thé trir
cac phan tir trong Z_ . Ta dinh nghia a-b trong Z_ 1a a+m-b mod m. Mot
cach tuong c6 thé tinh s6 nguyén a-b réi riit gon theo modulo m.

Vi du : D€ tinh 11-18 trong Z,,, ta tinh 11+13 mod 31 = 24. Nguoc lai,
c6 thé 14y 11-18 dugc -7 rdid sau d6 tinh -7 mod 31 = 24.

Ta s& mo ta ma dich vong trén hinh 1.2. N6 duge xac dinh trén Z, (do
c6 26 chit céi trén bang chit cdi ti€ng Anh) mic di c6 thé x4c dinh nd trén
Z. v6i modulus m tuy y. D& dang thdy rang, MDV s€ tao nén mot hé mat
nhu da xac dinh & trén, tic 1a dg (ex(X)) = X v6i moi Xx€ Z, .

Hinh 1.2: Ma dich vong

Gia st P=(C =K =2Z,,v6i 0 <k <25, dinh nghia:
ex(x) =x +K mod 26

va dg(x) =y -K mod 26

(X,y € Zy)
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Nhdn xét: Trong truong hgp K = 3, hé mat thuong dugc goi l1a ma Caesar da
tung duoc Julius Caesar su dung.

Ta s& stt dung MDV (v6i modulo 26) dé ma hod mot van ban tiéng
Anh thong thudng bing cdch thiét lap su tuong tnggiita cdc ki tu va cdc
thang du theo modulo 26 nhu sau: A <> 0.B < 1, ..., Z < 25. Vi phép
twong tng nay con diung trong mot vai vi du nén ta s& ghi lai d€ con tién
dung sau nay:

A/B ([C D |E |F |G |H|I |J |[K | L M
o1 (2 {3 {4 |5 (6 |7 |8 |9 |10]11 |12

N O |P |Q R |S |T |U |V |W X |Y |Z

13114 ({1516 |17 |18 |19 |20 |21 |22 |23 |24 |25

Sau day 1a mot vi du nho dé minh hoa
Vidul.l:
Gia str khoa cho MDV 1a K = 11 va ban r6 la:
wewillmeetatmidnight
Trudc tién bién d6i ban rd thanh diy cdc s6 nguyén nhd diing phép
tuwong tng trén. Ta co:

22 4 22 8 11 11 12 4 4 19
0 19 12 8 3 13 8 6 7 19

sau d6 cong 11 vao mdi gia tri réi it gon téng theo modulo 26

7 15 7 19 22 22 23 15 15 4
11 4 23 19 14 24 19 17 18 4

Cu6i cung bién déi day s6 nguyén nay thanh cdc ki tu thu duoc ban
ma sau:
HPHTWWXPPELEXTOYTRSE

Dé gia ma ban ma nay, trudc tién, Bob s& bién d6i ban ma thanh day
cac s nguyén roi trir di gia tricho 11 ( rit gon theo modulo 26) va cudi cung
bién déi lai ddy naythanh cdc ky tu.
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Nhan xét: Trong vi du trén , ta da dung céac chit in hoa ch o ban ma, cac chit
thudng cho ban rd dér tién phan biét. Quy tac nay con ti€p tuc st dung sau
nay.

Néu mot hé mat cé thé sir dung dugc trong thuc t€ thi né phao thoa
man mot soO tinh chat nhat dinh. Ngay sau day sé néu ra hai trong s6 do:

1. M6i ham ma hod e; va moéi ham giai ma dy phai ¢6 kha nang tinh
toan dugc mot cach hiéu qua.

2. Boi phuong dua trén xau ban ma phai khong c¢6 kha nang xac dinh
khoa K da dung hoac khong c6 kha nang xac dinh dugc xau ban ro x.

Tinh chat tht hai xdc dinh (theo cach khda map mo) y tudng y tudng
"bao mat". Qua trinh thir tinh khoa K (khi da biét ban ma y) dugc goi 1a ma
tham (sau nay khdi niém nay sé duc lam chinh xdc hon). Cin chi y rang, néu
Oscar c6 thé xdc dinh dugc K thi anh ta c6 thé giai ma dugc y nhu Bob bing
cach dung dy. Boi vay, viéc xac dinh K chi it cling kh6 nhu viéc xac dinh ban
10 X.

Nhan xét ring, MDV (theo modulo 26) 1a khong an toan vi n6 c6 thé
bi thim theo phuong phdp vét can. Do chi cé 26 khoa nén dé dang thr moi
khod di c6 thé cho t6i khi nhan dugc ban 16 c6 nghia. Diéu ndy duoc minh
hoa theo vi du sau:

Vidu 1.2
Cho ban ma

JBCRCLQRWCRVNBJENBWRWN
ta s€ thir lién tiép cac khoa giai ma d, ,d, .. . vay thu duoc:

jbcrclgqrwecrvnbjenbwrwn
tabgbkpgvbqumaidmavqvm
hzapajopuaptlzhclzupul
gyzozinotzoskygbkytotk
jxynyhmnsynrjexfajxsnsj
ewxmxglmrxmqgiweziwrmri
dvwlwfklgqwlphvodyhvqlqh
cuvkvejkpvkogucxgupkpg
btujudijoujnftbwfojof
astitchintimesavesnine

Téi day ta da xac dinh duoc ban ro va dung lai. Khoa tuong tng K = 9.
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Trung binh c6 thé tinh duoc ban rd sau khi thir 26/2 = 13 quy tac giai

Nhu da chi ra trong vi du trén , diéu kién d€ mot hé mat an toan 1a
phép tim kho4 vét can phai khong thé thuc hién duoc; tic khong gian khod
phai rit 16n. Tuy nhién, mot khong gian khod 16n van chua da dam bao do
mat.

1.1.2 Ma thay thé

Mot hé mat néi tiéng khac 1a hé ma thay thé. Hé mat nay da duoc sir
dung hang tram nam. Tro choi d6 chit "cryptogram" trong cac bai bdo la
nhitng vi du vé MTT. Hé mat nay duogc néu trén hinh 1.3.

Trén thuc t€ MTT c¢6 thé 14y ca @ va ¢ déu 1a bo chit céi tiéng anh,
gbm 26 chit cdi. Ta dung Z,, trong MDV vi cdc phép ma va giai ma déu la
cac phép toan dai so. Tuy nhién, trong MTT, thich hop hon 1a xem phép ma
va giai ma nhu cac hoan vi cua cac ki tu.

Hinh 1.3 Md thay thé

Cho @=(C=Z,, . K chita moi hoén vi c6 thé ciia 26 ki hiéu 0,1, . . . ,25
V6i moi phép hodn vi © € K, ta dinh nghia:
en(x) = m(X)

N

va

dn(y) =n"'(y)
trong d6 © ™' 1a hodn vi ngugc cua m.

Sau day 1a mot vi du vé phép hodn vi ngiu nhién r tao nén mot ham
ma hod (cling nhub trude, cdc ki hiéu ctia ban ré dugc viét bang chit thuong
con cac ki hiéu ctia ban ma la chit in hoa).

a b c d e f g h 1 ] k 1 M
X |IN |Y |A |[H |P O |G |Z Q |W |B T
n 0 p q r S t u \4 w X y Z
S F L R |C vV IM |U |E K |J D |I
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Nhu vay, e (a) = X, e (b) = N,. . . . Ham giai ma la phép hoan vi
nguoc. Diéu nay dugc thuc hién bang cdch viét hang thit hai Ién trudc roi sap
x€p theo thit tu chit cdi. Ta nhan duoc:

A |B C |D |E F G |H |I J K |L M
d 1 r y \ 0 h e z X w |p T
N |[O |P Q |R |S T u |V |w X Y |Z
b g f ] q n m |u S k a Cc I

Boi vay dn(A)=d,dn(B) =1, ...
Pé 1am bai tap, ban doc c6 gidi ma ban ma sau bang cach dung ham
giai ma don gian:

MGZVYZLGHCMHIMYXSSEMNHAHYCDLMH A.

Mobi khod cia MTT 1a mot phép hodn vi ctia 26 ki tu. S6 cic hodn vi
nay 1a 26!, 16n hon 4 x10?° 1a mot s6 rat 16n. Bai vay, phép tim kho4 vét can
khong thé thuc hién duoc, tham chi bing mdy tinh. Tuy nhién, sau ndy sé
thdy ring MTT c6 thé dé dang bi thdm bang cdc phuong phap khéc.

1.1.3 Md Affine

MDV la mot truong hop dac biét cia MTT chi gom 26 trong s6 26!
céc hodn vi c6 thé cuia 26 phan tir. Mot trudng hop dic biét khac cia MTT la
ma Affine duoc mo ta dudi day. trong ma Affine, ta gidi han chi xét cac ham
ma c6 dang:

e(x) = ax + b mod 26,
a,b € Z,, . Cadc ham nay duoc goi 1a cac ham Affine (chid y rdng khia =1, ta
c6 MDV).
Pé viec gidi ma c6 thé thuc hién dugc, yéu cu can thiét 12 ham Affine

phai l1a don anh. N6i cach khac, v6i bat ky y € Z,, ta muon c6 dong nhat
thirc sau:

ax + b=y (mod 26)
phai c¢6 nghiém x duy nhat. Pong du thic nay twong duong véi:

ax = y-b (mod 26)
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Vi y thay ddi trén Z,, nén y-b ciing thay doi trén Z,, . Boi vay, ta chi cin
nghién ctru phuong trinh dong dur:

ax =y (mod 26) (Ye Zy).

Ta biét rang, phuong tfinh ndy c¢6 mot nghiém duy nhat d6i véi moi y
khi va chi khi UCLN(a,26) = 1 (6 day ham UCLN la u6c chung 16n nhét cta
cdc bién cua nd). Trude tién ta gia st rang, UCLN(a,26) = d >1. Khi do,
dong du thic ax = 0 (mod 26) s€ c6 it nhat hai nghiém phén biét trong Z,. 1a
x =0 va x = 26/d. Trong truong hgp nay, e(x) = ax + b mod 26 khong phai la
mot ham don 4nh va bdi vay n6 khong thé 13 ham ma hod hop 1é.

Vi du, do UCLN(4,26) = 2 nén 4x +7 khong 1a ham ma hod hgp 1é: x
va x+13 s€ ma hod thanh cuing mot gia tri doi véi bat ki x € Z,g .

Ta gia thiét UCLN(a,26) = 1. Gia st vé4i X, va X, nao dé thao man:

ax, = ax, (mod 26)
Khi dé
a(x;- x,) = 0(mod 26)
boi vay
26 | a(x;- X,)

Bay gio ta s€ st dung mot tinh chat ctia phép chia sau: Néu USLN(a,b)=1 va
a |bcthia |c. Vi26 | ax,- x,) va USLN(a,26) = 1 nén ta c6:
26 | (X~ X,)
tic la
X, = X, (mod 26)

T6i day ta chiing to rang, néu UCLN(a,26) = 1 thi mot dong du thiic
dang ax =y (mod 26) chi ¢6 (nhiéu nhat) mot nghiém trong Z,, . Do d6 , néu
ta cho x thay déi trén Z,, thi ax mod 26 s& nhan duoc 26 gid tri khdc nhau
theo modulo 26 va dong du thic ax = y (mod 26) chi ¢c6 mot nghiém y duy
nhat.

Khong cé gi dic biét d6i voi s6 26 trong khang dinh nay. Béi vay,
bang cach tuong tu ta c6 thé chitng minh duogc két qua sau:

Pinh li 1.1
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Dong du thitc ax =b mod m chi c6 mot nghiém duy nhdt x € Z,, vdi
moi b € Z,, khi va chi khi UCLN(a,m) = 1.

Vi 26 =2 x13 nén cac gia tri a € Z,, thoa man UCLN(a,26) =1 1aa=
1,3,5,7,9, 11,13, 15, 17, 19, 21, 23 va 25. Tham s6 b c¢6 thé 12 mot phan tir
bat ky trong Z,, . Nhu vay, ma Affine c6 12 x 26 = 312 khoa c¢6 thé ( di
nhién con s6 nay qud nhi dé€ bao dam an toan).

Bay gio ta s€ xét bai toan chung véi modulo m. Ta cAn mot dinh nghia
khac trong 1y thuyét s6.

Dinh nghia 1.3

Gid swa > 1 va m > 2 la cdc s6 nguyén. UCLN(a,m) = 1 thi ta ndi
rang a va m la nguyén t6 cung nhau. SO cdc s6 nguyén trong Z, nguyén té
cung nhau voi m thuong duoc ky hiéu la ¢(m) ( ham nay duoc goi la ham
Euler).

Mot két qua quan trong trong 1y thuyét so cho ta gia tri cia ¢(m) theo
cac thira sO trong phép phan tich theo luy thira cac s6 nguyén t6 cua m. ( Mot
sO nguyén p >1 la s06 nguyén t6 néu n6 khong cé udc duong nao khac ngoai 1
va p. Moi s6 nguyén m >1 ¢6 thé phan tich duoc thanh tich cta cdc luy thira
céc s6 nguyeén t6 theo cdch duy nhat. Vidu60=2°x3 x5va98=2x7?).

Ta s€ ghi lai cong thiic cho ¢(m) trong dinh Ii sau:
Dinh ly 1.2. ( thiéu )

Gia su m=][]p,
Trong d6 cac s6 nguyén t6 p; khac nhau va e¢;>0 ,1

Dinh 1y nay cho thdy rang, s6 khod trong ma Affine trén Z_ bang
mad(m), trong dé ¢(m) duoc cho theo cong thiic trén. ( S6 cac phép chon cua
b la m va so6 cac phép chon cua a la ¢(m) véi ham ma hoa 1a e(x) = ax + b).
Vi du, khi m = 60, $(60) =2 x 2 x 4 = 16 va so cac khoa trong ma Affine la
960.

Bay gio ta s€ xét xem cac phép todn giai ma trong mat ma Affine véi
modulo m = 26. Gia sit UCLN(a,26) = 1. D€ gidi ma can giai phuong trinh
dong du y =ax+b (mod 26) theo x. Tir thao luan trén thay rang, phuong trinh
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nay ¢6 mot nghiém duy nhat trong Z,, . Tuy nhién ta van chua bi€t mot
phuong phap hitu hiéu dé tim nghiém. Diéu can thiét & day 1a ¢6 mot thuat
todn hitu hiéu d€ 1am viéc d6. Rat mayb 1a mot s6 két qua tiép sau vé s6 hoc
modulo s& cung cdp mot thuat toan giai ma hitu hiéu can tim.

Dinh nghia 1.4

Gid siwa € Z,, . Phan tit nghich ddo (theo phép nhdn) cia a la phan tit
a' €Z,sao cho aa”’ =a'a =1 (mod m).

Bing cac 1y luan tuong tu nhu trén, c¢6 thé ching to ring a c6 nghich
dao theo modulo m khi va chi khi UCLN(a,m) =1, va néu nghich dao nay ton
tai thi no phai 12 duy nhat. Ta ciing thay ring, n€ub=a'thia=b"'.Néupla
s6 nguyén t6 thi moi phan tir khac khong cua Z, déu c6 nghich dao. Mot
vanh trong d6 moi phan tlir déu c6 nghich dao duogc goi 1a mot trudng.

Trong phan sau s€ mo td mot thuat todn hitu hiéu dé€ tinh cic nghich
dao ctia Z, v6i m tuy y. Tuy nhién, trong Z, , chi biang phuong phdp thir va
sai cling c6 thé tim dugc cdc nghich ddo clia cdc phan tir nguyén t6 cling
nhau v6i 26: 1'=1,3" =9,5"'=21,7"'=15,11"=19, 17" =23, 25" = 25.
(C6 thé dé dang kiém ching lai diéu nay, vi du: 7 x 5 = 105 = 1 mod 26, bsi
vay 7 = 15).

Xét phuong trinh dong du y = ax+b (mod 26). Phuong trinh nay tuong
duong véi

ax = y-b ( mod 26)

Vi UCLN(a,26) =1 nén a c6 nghich dao theo modulo 26. Nhan ca hai v€ clia
déng du thic véi a’ ta co:

a'(ax) = a’'(y-b) (mod 26)
Ap dung tinh két hop ctia phép nhan modulo:
a'(ax)=(@'a)x = 1x =x.

Két qua 1a x = a'(y-b) (mod 26). Pay 12 mot cong thic tudng minh
cho x. Nhu vay ham giai ma la:

d(y) = a(y-b) mod 26
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Hinh 1.4 cho mo ta day du vé ma Affine. Sau day 1a mot vi du nho

Hinh 1.4 Mdt mdA ffine

Cho @=(C=7Z, va gia st
P=1{ (a,b) € Zyyx Z,, : UCLN(a,26) =1 }
Véi K = (a,b) e K , ta dinh nghia:
ex(x) = ax +b mod 26

va
dg(y) = a’'(y-b) mod 26,

X,y € Zye

Vidul.3
Gia stt K = (7,3). Nhu dd néu & trén, 7' mod 26 = 15. Him ma hod 12

ex(x) =7x+3
Va ham giai ma tuong tng la:
dy(x) = 15(y-3) = 15y -19

0 day, tat ca cdc phép toan déu thuc hién trén Z,. Ta s€ kiém tra liéu
dg(ex(x)) = x v61 moi x € Z,, khong?. Dung céc tinh toédn trén Z,, , ta co

dg(ex(x)) =dg(7x+3)
=15(7x+3)-19
=x+45-19
= X.

Dé minh hoa, ta hdy ma hod ban rd "hot". Trudc tién bién doi cac chit
h, o, t thanh cac thang du theo modulo 26. Ta duoc cac so tuong ting l1a 7, 14
va 19. Bay gio s€ ma hoa:

7x7+3mod26 =52 mod26=0
7 x 14 + 3 mod 26 = 101 mod 26 =23
7x19+3 mod26 =136 mod26=6
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Boi vay 3 ky hiéu cua ban ma Ia 0, 23 va 6 tuong tng véi xau ky tu
AXG. Viéc giai ma s€ do ban doc thuc hién nhu mot bai tap.

1.1.4 Ma Vigenére

Trong ca hai h¢ MDV va MTT (mot khi khoa da dugc chon) méi ky tu
s€ dugc anh xa vao mot ky tu duy nhat. Vi ly do d6, cac hé mat con duge goi
hé thay thé don biéu. Bay gi¢ ta sé& trinh bay ( trong hunh 1.5) mot hé mat
khong phai 1a bo chit don, d6 12 hé ma Vigenere ndi ti€éng. Mat ma nay lay
tén cua Blaise de Vigenere song vao thé ky XVI.

Str dung phép tuong ing A < 0,B<=1,...,7Z < 25 mo ta & trén, ta
c6 thé gin cho mdi khoa K véi mot chudi ki tu ¢6 do dai m duoc goi 1a tir
khod. Mat ma Vigenere s€ ma hoda dong thoi m ki tu: Moi phan tir clia ban ro
tuong duong v6i m ky tu.

Xét mot vi du nho
Vidul4

Gia sit m =6 va tr khoa 1a CIPHER. Tur khoa nay tuong tng véi day so
K =(2,8,15,4,17). Gia st ban r6 1a xau:

thiscryptosystemisnotsecure

Hinh 1.5 Mdt md Vigenere

Cho m la mot s6 nguyén duong co dinh nao d6. Binh nghia ?=C =K =
(Zye)™ . V6i khod K = (k;, ks, . . . ,k,,) ta x4c dinh :
ex(Xy, Xpy -« 2 X)) = (XK, X4k, .., XK

N

va

dK(yl’ Yo - - ’ym) = (YI'kl’ Y2'k2’ MR Ym'km)
trong do tat ca cac phép toan dugc thuc hién trong 7,

Ta s& bién d6i cdc phan tir cia ban 16 thanh cédc thing du theo modulo 26,
viét ching thanh cdc nhém 6 réi cong vai tir khod theo modulo 26 nhu sau:
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17 24 15 19 14 18 24
17 2 8 15 7 4 17

19
2

[0 BN |
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(9}
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21 15 23 25 6 8 0 23 8 21 22 15

20 1 19 19 12 9 15 22 8 I5 8 19

20 17 4
2 8 15
2225 19

Boi vay, day ky tu tuong Gng ctia xau ban ma s€ la:
VPXZGIAXIVWPUBTTMIPWIZITWZT

Dé giai ma ta c6 thé dung cung tir khod nhung thay cho cong, ta trir cho né
theo modulo 26.

Ta thay ring cdc tir khod c6 thé v6i s6 do dai m trong mat ma
Vigenere 1a 26™, bdi vay, tham chi véi cac gia tri m kha nhd, phuong phap
tim ki€m vét can ciing yéu cau thoi gian kha 16n. Vi du, néu m = 5 thi khong
gian khoa ciing ¢6 kich thudc 16n hon 1,1 x 107 . Lugng khod nay da du 16n
dé ngaen ngira viéc tim khod bang tay( chit khong phai dung may tinh).

Trong hé mat Vigenere c6 tir khod do dai m,méi ky tu c6 thé duoc anh
xa vao trong m Ky tu c6 thé co (gia su rang tir khod chita m ky tu phan biét).
Mot hé mat nhu vay dugce goi 1a hé mat thay thé da bi€u (polyalphabetic).
N6i chung, viéc tham ma hé thay thé da biéu s& khé khian hon so viéc tham
ma hé don biéu.

1.1.5 Mdt ma Hill

Trong phan nay s& mo ta mot hé mat thay thé da biéu khac duoc goi 1a
mat ma Hill. Mat ma nay do Lester S.Hill dua ra nam 1929. Gia st m la mot
s0 nguyén duong, dit @ = C = (Z,)™ . Y tudng & day 12 1dy m t6 hop tuyén
tinh cla m ky tu trong mot phan tir clia ban 16 dé tao ra m ky tu & mot phan
tir cua ban ma.
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Vi du né€u m = 2 ta c¢6 thé viét mot phan tir ciia ban rd 12 x = (x,,x,) va
mot phan tir cia ban ma la y = (y,,y,). 0 day, y,cling nhu y, déu 1a mot t6
hop tuyén tinh clia x,va x,. Chang han, c6 thé 1y

y, = 11x,+ 3x,
y, = 8X,+ 7X,

Tat nhién c6 thé viét gon hon theo ky hiéu ma tran nhu sau

11 8

(¥, ¥2) = (X, X5)
3 7

N6i chung, c6 thé 1y mot ma tran K kich thudc m x m 1am khod. Néu
mot phan tir & hang i va cot j cia K 1a k; ; thi ¢6 thé viét K = (k; ;), v6i x =
(Xy, X9y - .. X)) € PvaK €K, tatinhy =eg(x) =(y,, ¥a - - - »Y,,) DU sau:

k1,1 k1,2 kl,m
(Vo - o¥m) Kpy oo 00X k2’1 k2a2 k2,m
k .k .k

N61 mot cach khac y = xK.

Ching ta néi ring ban ma nhan duoc tir ban 6 nhd phép bién doi
tuyén tinh. Ta s& xét xem phai thuc hién giai ma nhu thé€ nao, tic la lam thé
nao dé tinh x tir y. Ban doc da lam quen vdéi dai s tuyén tinh s& thay ring
phai dung ma tran nghich ddo K' dé gia ma. Ban ma dugc gidi ma bing cong
thicc y K™ .

Sau day 1a mot s6 dinh nghia vé nhitng khai niém can thiét 1ay tir dai
sO tuyén tinh. Néu A = (x;;) 1a mot ma trén cap | x m va B = (b, ) 1a mot ma
tran cdp m x n thi tich ma tran AB = (¢, ) duoc dinh nghia theo cong thic:

m
Cip = 2 a;; b
=1
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Vé6i 1 <i<lval<k<1 Tiac la cac phan tor & hang i va cot thit k cia AB
duoc tao ra bang cach 1ay hang thi i cia A va cot thit k ctia B, sau d6 nhan
twong ting céc phan tlr v6i nhau va cong lai. Can d€ y ring AB 12 mot ma tran
capl xn.

Theo dinh nghia nay, phép nhan ma tran la két hgp (tic (AB)C =
A(BC)) nhung noia chung la khong giao hoan ( khong phai lic nao AB =
BA, tham chi d6 v6i ma tran vuong A va B).

Ma tran don vi m x m (ky hiéu 1a I ) 1a ma tran cdp m x m ¢6 cac s6 1
niam & dudng chéo chinh va cdc s6 0 & vi tri con lai. Nhu vay ma tran don vi

2% 2 Ia:
10
=[5 )

I, dugc goi la ma tran don vi vi Al = A véi moi ma tran cap 1 x m va I B =B
v6i moi ma tran cdp m x n. Ma tran nghich dao cia ma tran A cdp m x m (
néu ton tai) 12 ma tran A" sao cho AA" = A'A =1 _ . Khong phdi moi ma
tran déu c6 nghich dao, nhung néu ton tai thi né duy nhat.

Vi cdc dinh nghia trén, ¢6 thé dé dang xay dung cong thitc giai ma da
néu: Viy = xK, ta c6 thé nhan ca hai vé€ ctia dang thitc véi K va nhan dugc:

yK'= (xK)K! = x(KK™") = xI,, = x
( Chu y st dung tinh chat két hop)

C6 thé thdy rang, ma trin ma hod & trén c6 nghich dao trong Z,:

1 g ! 7 18

3 7] = |23 11
[12 8][8 18] _ [lix7+8x23 11x1848x11
3 72311 3xT+7x23  3x18+7x11
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1261 286 _ |1 O
- 1182 131 |0 1
(Hay nhé riang moi phép toan s6 hoc déu duoc thuc hién theo modulo 26).

Sau day 1a mot vi du minh hoa cho viéc ma hoa va iai ma trong hé mat
ma Hill.

Viadu 1.5

co . |11 8
Gia su khoa K —[3 7]

Tu cac tinh toan trén ta co:

NCART:
K= [23 11

Gia str cAn ma hoa ban rd "July". Ta c6 hai phén t&r cia ban 6 dé ma hoa:
(9,20) (tng vé6i Ju) va (11,24) (Gng véi ly). Ta tinh nhu sau:

(9,20) Bl 3] = (99+60, 72+140) = (3.4)

va
i1 8] _ B
(11,24) 3 7| = (121472, 88+168) = (11,22)
Boi vay ban ma ctia July 1a DELW. D€ giai ma Bob s& tinh
7 18
(3,4) [23 11 = 620
va

[l 1] = a2
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Nhu vay Bob da nhan duoc ban ding.

Cho t6i liic ndy ta da chi ra ring c6 thé thuc hién phép gidi ma néu K
c6 mot nghich dao. Trén thuc t€, dé phép giai ma 1a c6 thé thuc hién duoc,
diéu kién can 1a K phai cé nghich ddo. ( Diéu nay dé dang rit ra tir dai s6
tuyén tinh so cap, tuy nhién s€ khong chiing minh & day). Boi vay, chiing ta
chi quan tam tGi cac ma tran K kha nghich.

Tinh kha nghich cia mot ma tran vuéng phu thudc vao gia tri dinh
thiic ctia né. D€ tranh su tdng quat hoa khong can thiét, ta chi gi6i han trong
truong hop 2x2.

Dinh nghia 1.5
Dinh thiic ciia ma trdn A = (a ;) cdp 2x 2 la gid tri

detA=a,,a,,-0a,,a,,

Nhdn xét: Dinh thitic cia mot ma tran vuong cdp mm c6 thé dugce tinh theo
cdc phép todn hang so cap: hdy xem mot gido trinh bat ky vé dai s6 tuyén
tinh.

Hai tinh chit quan trong cta dinh thiic 1a det I = 1 va quy tic nhan
det(AB) = det A x det B.

Mot ma tran thic K 1a ¢é nghich dao khi va chi khi dinh thic ctia n6
khac 0. Tuy nhién, di€u quan trong can nhd la ta dang lam viéc trén Z,, . Két
qua tuong tng la ma tran K ¢6 nghich dao theo modulo 26 khi va chi khi
UCLN(det K,26) = 1.

Sau day sé& chiing minh ngan gon két qua nay.

Trudc tién, gia st raing UCLN(det K,26) = 1. Khi d6 det K ¢6 nghich
ddo trong Z,, . V6i 1 <i<m, 1 <j<m, dinh nghia K;; ma tran thu duoc tr K
bang cach loai bo hang thit i va cot thit j. Va dinh nghia ma tran K* ¢6 phén
tr (i,j) ctia n6 nhan gid tri(-1) det K, (K" duoc goi 12 ma tran bu dai s cla
K). Khi d6 c6 thé ching to ring:

K'=(detK)'K".

Boi vay K 1a kha nghich.

Nguoc lai K ¢6 nghich ddo K™ . Theo quy tic nhan cua dinh thitc
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1 =det I =det (KK') =detK det K!
Boi vay det K ¢6 nghich dao trong Z, .

Nhén xét: Cong thic doi v6i & trén khong phai 1a mot cong thic tinh toan c6
hiéu qua trir cdc trudng hgp m nho ( chang han m = 2, 3). Véim 16n, phuong

phép thich hop dé€ tinh cdc ma tran nghich dao phai dua vao cdc phép toan
hang so cap.

Trong truong hop 2x2, ta c6 cong thiic sau:
Dinh ly 1.3

Gid sit A = (a; ;) la mot ma trdn cdp 2 x 2 trén Z,s sao cho det A =
a, ,a,, - a;, a, , co nghich dao. Khi dé

Qo -4y
Al =(det A)!
o Ay,

Tro lai vi du da xét & trén . TruGe hét ta co:

det [11 ﬂ =11x7-8x3mod 2

3 =77 - 24 mod 26 = 53 mod 26
=1

Vi1l' mod 26 = 1 nén ma tran nghich dao la

11 8) P78
3 7| =123 11

Pay chinh la ma tran da c6 6 trén.
Bay gio ta s€ mo ta chinh xac mat ma Hill trén Z,, (hinh 1.6)

Hinh 1.6 Mdt ma HILL

Cho m la mdt s6 nguyén duong c6 dinh. Cho @ = =(Z,, )™ vacho
K = { cac ma tran kha nghich cAp m x m trén Z,,}
V6i mot khoa K € K ta xac dinh
ex(x) =xK
va di(y) = yK™!
Tat ca cac phép toan dugc thuc hién trong Z,,
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1.1.5 Ma hoan vi (MHYV)

Tat ca cdc hé mat thao luan & trén it nhi€u déu xoay quanh phép
thaythé: cdc ky tu cta ban rd duoc thay th€ bang cidc ky tu khéc trongban
ma. Y tudng cia MHV 1a giit cdc ky tu ctia ban rd khong thay déi nhung sé
thay doii vi tri clia ching bang cach sap xép lai cdc ky tu nay. MHV (con
dugc goi 1a ma chuyén vi) da dugc dung tir hang tram nam nay. That ra thi su
phan biét gitta MHV va MTT da dugc Giovani Porta chi ra tit 1563. Dinh
nghia hinh thitc cho MHV dugc néu ra trén hinh 1.7.

Khong giong nhu MTT, & day khong c¢6 cac phép toan dai s6 nao can
thuc hién khi ma hod va giai ma nén thich hgp hon ca la dung cac ky tu ma
khong dung cic thang du theo modulo 26. Du6i day 1a mot vi du minh hoa

Vidu 1.6
Gia sit m = 6 va khoa la phép hoan vi ( 7 ) sau:

1‘2‘3‘4‘5‘6

30 s 1] 6] a2
Hinh 1.7 Md hoan vi

Cho m la md s6 nguyén duong xac dinh nao d6. Cho @ =(C =(Z,, )" va

cho K gom tat ca cac hodn vi cua {1, ..., m}. D6i mot khoa 7 ( tic la
mot hodn vi) ta xdc dinh

Ex(Xp v ooy X ) = Xgpys « -+ s X))
va drc(Xl’ R Xm) = (Yn-l(l)’ cees Yn -l(m))

trong d6 ' 1a hodn vi ngugc cua w

Khi d6 phép hodn vi ngugc « ' s& la:

Bay gi¢ gia st ¢6 ban ro
Shesellsseashellsbytheseashore

Trude tién ta nhém ban 16 thanh cac nhom 6 ky tu:
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shesel | Isseas | hellsb | ythese | ashore
Bay gio mo6i nhoém 6 chit cdi duoc sap x€p lai theo phép hodn vi m, ta c6:
EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS
Nhu vay ban ma la

EESLSH SALSES LSHBLE HSYEET HRAEOS

Nhu vay ban ma da duoc ma theo cdch twong tu banirg phép hodn vi dao ©t ™.

Thuc t€ ma hoan vi la truong hop dac biét cia mat ma Hill. Khi cho

phép hodn vi 7t cta tap {1, . .. ,m}, ta cé thé xdc dinh mot ma tran hoén vi
m x m thich hgp K; = { k;;} theo cong thuc:

1 néuj=mn(@)
k =

L)
0 vé6i cdc truong hop con lai
( ma tran hodn vi 1a ma tran trong d6 moi hang va moi cot chi ¢6 mot s6 "1",
con tat ca cac gia tri khac déu 1a s6 "0". Ta c6 thé thu duoc mot ma tran hoan
vi tt ma trdn don vi bang cdch hodn vi cac hang hoac cot).

Dé dang thay rang, phép ma Hill ding ma tran K, trén thuc t€ tuong
duong vé6i phép ma hodn vi ding hoan vi ©. Hon nita K™= K. ! tiic ma tran
nghich ddo ctia K;; 12 ma tran hodn vi xdc dinh theo hodn vi m "'. Nhu vay,
phép giai ma Hill twong duong véi phép giai ma hodn vi.

Doi v6i hoan vi © duoc dung trong vi dun trén, cdc ma tran hoan vi két
hop la:

vaK! =

S~ OO OO
—_—_o oo OO
SO OO O
— O oo~ O

S OO — OO
—_ o oo oo
SO OO O =
S—= OO OO
SO OO~ O
SO —= OO O

SO OO O =

~
a
Il
"cooco—~oco"
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Ban doc c6 thé kiém tra dé thay rang, tich clia hai ma tran nay 12 mot
ma tran don vi.

1.1.7 Cac hé md dong

Trong cac hé mat nghién ctu & trén, cacb phan tir lién ti€p ctia ban rod
déu dugc ma hoa bang ciing mot khod K. Tdc xau ban ma y nhan duoc ¢
dang:

Y=Yy - =ex(X)) ex(Xy) ...

Cac hé mat thuoc dang nay thuong dugc goi Ia cac ma khoi. Mot quan
diém sir dung khdc 12 mat mi dong. Y tudng co ban & day 12 tao ra mot dong
khoé Z=12,Z,...vading n6 d€ ma hod mot xau ban rd x = x,X, . . . theo quy
tac:

Y =Y1Yae - - = €,(Xy) €(Xy). .

Ma dong hoat dong nhu sau. Gia st K €K 1a khoa va x = x;x,. . .1a
xau ban rd. Ham f; dugc diung dé tao z (z 1a phdn tir thi i clia dong khoa)
trong do6 f, 1a mot ham ctia khod K va i-1 1a ky tu dau tién cta ban ro:

z=f (K x;,.. ,X )

Phén tir z clia dong khod duoc ding dé ma x; tao ra y, = e (x,). Boi
vy, d€ mi hod xau ban 10 X, X, . . . ta phai tinh lién tiép: z,, ¥,, Z,, Y, -..

Viéc gidi ma xau ban ma y,y,. . . ¢6 thé duoc thuc hién bang cich tinh
lién ti€p: z,, X, Z,, X, ...
Sau day lab dinh nghia dué6i dang todn hoc:
Dinh nghia 1.6.
Mdt md dong la mot bo (P,C,K,L,F,E,D) thod man duoc cdc diéu kién
sau:
®la mot tdp hitu han cdc bdn ré cé thé.
C la tap hitu han cdc bdn md cé thé.
K la tdp hitu han cdc khod cé thé ( khong gian khoad)
L la tdp hitu han cdc bo chit ciia dong khod.
F=(f, f5...) la bo tao dong khod. Voii > 1
fi:KxP! oL
6. V6i méi z €L cé6 mot quy tic md e, € Eva mot quy tdc gidi ma
tuong ing d, eD . e, : ® -C vad, : C —-Pla ciac ham thod man
d(e(x))= x voi moi ban ré x € @.

SR~
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Ta c6 thé coi ma khoi 1a mot trudng hop dic biét clia ma dong
trong d6 dung khoa khong déi: Z, = K v6i moi i >1.

Sau day la mot s6 dang dac biét cua ma dong cung véi cac vi du minh
hoa. Ma dong dugc goi 1a dong bo néu dong khoa khong phu thudc vao xau
ban rd, titc 1a néu dong khoa duoc tao ra chi 1la ham cua khoa K. Khi dé ta
coi K 1a mot "méan" dé mé rong thanh dong khod z,z, . . .

Mot hé ma dong duoc goi la tuan hoan véi chu ky d néu z, = z, vGi sO
nguyén i > 1. Ma Vigenére véi do dai tir khoa m c6 thé coi 1a ma dong tudn
hoan véi chu ky m. Trong truong hop nay, khoa 1a K = (k,, . . . k,,). Ban than
K s& tao m phan tir dau tién ctia dong khoa: z, = k;,, 1 <i < m. Sau d6 dong
khod s& tu lap lai. Nhan thdy rang, trong ma dong tuong tng vSi mat ma
Vigenere, cac ham ma va giai ma duoc dung giong nhu cac ham ma va giai
ma dugc dung trong MDV:

e,(x) =x+zvad,(y)=y-z

Cac ma dong thuong dugc mo ta trong ciac bd chit nhi phan tic la @=
C=L=Z,. Trong truong hop nay, cic phép todn ma va giai ma la phép cong
theo modulo 2.

e,(x)=x+zmod 2 vad,(x)=y+zmod 2.
Néu ta coi "0" bi€u thi gid tri "sai" va "1" biéu thi gia tri "ding" trong dai so
Boolean thi phép cong theo moulo 2 s€ tng véi phép hoac c6 loai tri. Boi
vay phép ma (va giai ma ) dé dang thuc hién bang mach cing.

Ta xem xét mot phuong phéap tao mot dong khoa (dong bo ) khac. Gia
st bat dau véi (k,, .., k, ) vaz =k, 1 <i<m (cling giong nhu trudc day),
tuy nhién bay gio ta tao dong khoa theo mot quan hé dé quy tuyén tinh cap

m:
m-1
Ziym = 2. C; Z,;mod 2
=0
trong d6 ¢, . ., ¢, € Z,la ciac hang s6 cho trudc.

Nhdn xét:

Phép dé quy dugc néi 1a c6 bac m vi moi s6 hang phu thudc vao m s6
hang ding trude. Phép dé quy nay la tuyén tinh boi vi Z,, . 1a mot ham tuyén
tinh ctia cdc s6 hang ditng trudc. Chi ¥ ta ¢6 thé 14y c,= 1 ma khong 1am mat
tinh tong quat. Trong trudng hop nguoc lai phép dé quy sé 1a cé bac m-1.
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O day khod K gém 2m gid trik,, . ., k., Cgs . . » Cppe NEU (ks . . , k)=
(0, ..., 0) thi dong khoa s& chita toan céc s6 0. Di nhién phai tranh di€u nay
vi khi d6 ban ma s€ dong nhat véi ban ro. Tuy nhién néu chon thich hop cac
hang s6 ¢, . ., ¢, thi mot véc to khdi dau bat ki khac (k,, . . , k,,) sé tao nén
mot dong khod ¢6 chu ky 2™ -1. Bbi vay mot khod ngan s€ tao nén mot dong
khoa c6 chu ky rat 16n. Day la mot tinh chat rat dang Iuu tam vi ta s€ thay &
phén sau, mat ma Vigenére c6 thé bi tham nho tan dung yéu t6 dong khoa c6
chu ky ngan.

Sau day 1a mot vi du minh hoa:

Vidul.7

Gia stt m = 4 va dong khod dugc tao bang quy tic:

Z,4=127;+7,, mod 2
Néu dong khod bat ddu mot véc to bat ky khac vé6i véc to (0,0,0,0) thi ta thu
duoc dong khod c6é chu ky 15. Vi du bat ddu bang véc to (1,0,0,0), dong
khoad sé€ la:
1,0,0,0,1,0,0,1,1,0,1,0,1,1, 1

Mot véc to khoi dau khac khong bat ky khac s€ tao mot hoan vi vong (cyclic)
cua cung dong khoa.

Mot huéng dang quan tam khac cua phuong phap tao dong khod hiéu
qua bang phan cing 1a sir dung bo ghi dich hoi ti€p tuyén tinh (hay LFSR).
Ta dung mot bo ghi dich ¢c6 m tang. Véc to (k,, . . , k) s& duoc dung dé khoi
tao ( dat cac gia tri ban dau) cho thanh ghi dich. O mbi don vi thoi gian, cic
phép todn sau sé dugc thuc hién dong thoi.

1. k,duoc tinh ra dung lam bit tiép theo cua dong khoa.
2. k,, ..,k s& dugc dich mot ting vé phia trai.
3. Gid tri méi cia s€ duoc tinh bang:

m-1
2 Cjkj+1
i=0

(day 1a hoi ti€p tuyén tinh)

Ta thay rang thao tdc tuyén tinh s& duoc ti€n hanh bang cédch 1y tin
hiéu ra tir mot s6 ting nhat dinh cua thanh ghi (dugc xac dinh bdi cdc hing
s0 ¢;c6 gid tri "1" ) va tinh tong theo modulo 2 ( 1a phép hoic loai trir ). Hinh
1.8 cho mo ta ctia LFSR dung dé tao dong kho4 cho vi du 1.7.
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Hinh 1.8 Thanh ghi dich hoi tiép tuyén tinh (LFSR)

(+)

»
»

k, ks

A
<
=

— Kk

A
A

Mot vi du vé ma dong khong dong bo 1a ma khod tu sinh dugc cho &
hinh 1.9. Hinh nhu mat ma nay do Vigenere dé xuat.

Hinh 1.9. Mdt md khod tu sinh

Cho P=C=K="L = Zy

Choz,=Kvaz=x,_,(12>2)

V6i 0 <z <25 ta xdc dinh
e,(x) =x +zmod 26
d,(y) =y -zmod 26

(X,y € Zy )

Ly do str dung thuat nghit "khod tu sinh" 1a & chd: ban 16 duogc dung
lam khoa ( ngoai "khod khoi thuy" ban dau K).

Sau day 1a mot vi du minh hoa
Vidull:
Gia s khod la k = 8 va ban 16 12 rendezvous. Trudc tién ta bién doi
ban r6 thanh day cac s6 nguyén:
17 4 13 3 4 25 21 14 20 18

Dong khoa nhu sau:

8 174 13 3 42521 14 20
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Bay gio ta cong cdc phan tir twong tng roi rit gon theo modulo 26:

2521 17 16 7 3 20 9 8 12
Ban ma 6 dang ky tu 1a: ZVRQHDUJIM
Be:ly gio ta xem Alice giéi/mé ban ma nay nhu thé nao. Trudc tién Alice bién
doi xau ki tu thanh day so:

2521 171673209 8 12
Sau d6 co ta tinh:

X, =dg(25) =25 - 8 mod 26 = 17
va X,=d;(21)=21-17 mod 26 =4

va ct ti€p tuc nhu vay. Mbi khi Alice nhan dugc mot ky tu cta ban rd, co ta
s€ dung n6 lam phan tu ti€p theo ctia dong khoa.

Di nhién la ma dung khoa tu sinh l1a khong an toan do chi c6 26 khoa.
Trong phan sau sé€ thao luan cac phuong phap tham cac hé mat ma ma
ta da trinh bay.

1.2 MA THAM CAC HE MA CO DIEN

Trong phan nay ta s€ ban t6i mot vai ky thuat ma tham. Gia thiét
chung & day Ia luon coi doi phuong Oscar da biét hé mat dang dung. Gia
thiét nay duoc goi la nguyén ly Kerekhoff. Di nhién, n€u Oscar khong biét
hé mat dugc dung thi nhiém vu cta anh ta s€ khé khan hon. Tuy nhién ta
khong mudn do mat ctia mot hé mat lai dua trén mot gia thi€t khong chac
chan 1a Oscar khong biét hé mat dugc st dung. Do d6, muc tiéu trong thiét
k& mot hé mat 1a phai dat dugc do mat dudi gia thiét Kerekhoff.

Trudc tién ta phan biét cac mic do tdn cong khac nhau vao cac hé mat.
Sau day la mot s6 loai thong dung nhat.

Chi ¢6 ban ma:

Trang 26



Vietebooks Nguyén Hoang Cudng
Tham ma chi ¢6 xau ban ma y.

Bdn ro da biét:
Tham ma c6 xau ban r6 X va xau ban ma tuong ung y.

Bdn ré duoc lua chon:

Tham ma da nhan dugc quyén truy nhap tam thoi vao co ché ma hod.
Boi vay, tham ma c6 thé chon mot xau ban rd x va tao nén xau ban ma y
tuong Ung.

Bdn ma duoc lua chon:

Tham ma c¢6 dugc quyén truy nhap tam thoi vao co ché giai ma. Boi
vay tham ma c6 thé chon mot ban ma y va tao nén xau ban 1o x tuong tng.

Trong moi truong hop trén, doi tuong cin phai xac dinh chinh 1a khoa
da st dung. R6 rang 1a 4 mic tan cong trén da duoc liét ké theo do tang cua
stic manh tin cong. Nhan thiy rang, tdn cong theo ban ma duogc lua chon 1a
thich hop vé6i cac hé mat khoa cong khai ma ta sé néi tGi & chuong sau.

Trudc tién, ta s€ xem xét cach tdn cong yéu nhat, d6 1a tdn cong chi c6
ban ma. Gia st rang, xau ban rd 12 mot van ban tiéng Anh thong thudng
khong c6 chdm cau hoac khoang trong ( ma tham s€ khé khan hon néu ma ca
d&u cham cau va khoang trong).

C6 nhi€u ky thuat thim ma st dung cdc tinh chat thong ké ctia ngon
ngit tiéng Anh. Nhiéu tic gia da uGc luong tin s6 tuong doi cta 26 chit céi
theo cdc tinh todn thong ké tir nhiéu tiéu thuyét, tap chi va bao. Cic udc
luong trong bang 1.1 14y theo tai liéu ctia Beker va Piper.
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Bdng 1.1 Xdc sudt xudt hién cua 26 chir cdi:

Ki tu Xac sult Ki tu Xac suit Ki tu Xac suit

A 082 J .002 S .063

B 015 K .008 T .091

C 028 L .040 U .028

D .043 M .024 \% .010

E 0127 N 067 \ 023

F 022 O 075 X .001

G .020 P 019 Y .020

H 061 Q .001 Z .001

I .070 R .060

Tu bang trén, Beker va Piper phan 26 chit cdi thanh 5 nhém nhu sau:
1. E: c6 xdc suat khoang 1,120
2. T,A,O,ILN, S, H, R : mdi ky tu cé xac suat khoang 0,06 dén 0,09
3. D, L : mébiky tu ¢ xéc suat chimg 0,04
4. C,U,M, W, F,G,Y,P, B: mbi ky tu c6 xac suat khoang 0,015 dén
0,023

5. V,K,J, X, Q,Z mbi ky tu cé xdc suat nho hon 0,01

Viéc xem xét ciac day gom 2 hoic 3 ky tu lién ti€p ( dugc goi 1a bo doi
- diagrams va b0 ba - Trigrams )ciing rat hitu ich. 30 bo doi thong dung nhat
( theo hit tu giam dan ) 1a: TH, HE, IN, ER, AN, RE, ED, ON, ES, ST, EN,
AT, TO, NT, HA, ND, OU, EA, NG, AS, OR, TL, IS, ET, IT, AR, TE, SE, HI
va OF. 12 bo ba thong dung nhédt (theo tha tu giam dan ) la: THE, ING,
AND, HER, ERE, ENT, THA, NTH, WAS, ETH, FOR va DTH.

1.2.1 Tham hé ma Affine
Mat ma Affine 1a mot vi du don gian cho ta thiy cach tham hé ma nho
dung cac so liéu thong ké. Gia st Oscar da thu trom duge ban ma sau:

Bang 1.2: Tan sudt xudt hién cua 26 chit cdi cua ban ma

Kity | Tansuat| Kitr |Tansudt| Kite |Tansuat| Kitue | Tan suat

A 2 H 5 0O 1 U 2
B 1 I 0 P 3 \% 4
C 0 J 0 Q 0 W 0
D 6 K 5 R 8 X 2
E 5 L 2 S 3 Y 1
F 4 M 2 T 0 Z 0
G 0 N 1
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ViDu 1.9:
Ban ma nhan duoc tir ma Affine:

FMXVEDRAPHFERBNDKR XRSREFMORUDSDKDVSHVUFEDKPKDLYEVLRHHRH
Phan tich tan suit ctia ban ma nay duoc cho & bang 1.2

Ban ma chi ¢6 57 ky tu. Tuy nhién do dai nay cling di phan tich tham
ma doi v6i hé Affine. Cac ky tu ¢6 tan sudt cao nhit trong ban ma la: R ( 8
1an xuat hién), D (6 1an xudt hién ), E, H, K (mdi ky tu 51an ) va F, S, V (
méi ky tu 4 lan).

Trong phéng dodn ban dau, ta gia thiét raing R 1a ky tu ma cua chit e
vaDlaki twmi clat, vi e va t tuong tng 1a 2 chit cdi thong dung nhat. Biéu
thi bang so ta c6: ex(4) = 17 va e, (19) = 3. Nhd lai rang e (x) = ax +b trong
d6 a va b la cac so chua biét. Boi vay ta ¢6 hai phuong trinh tuyén tinh hai
an:

4a+b =17
19a+b=3

Hé nay c6 duy nhat nghiém a = 6 va b = 19 ( trong Z,. ). Tuy nhién
day 1a mot khoa khong hop 1€ do UCLN(a,26) = 2 1. Bai vay gia thiét cua ta
la khong dung.

Phong doan ti€p theo cua ta l1a: R 1a ky tu ma cta e va E 1a ma cua t.
Thuc hién nhu trén, ta thu dugc a =13 va day ciing 1a mot khoa khong hop 1€.
Boi vay ta phai thir mot 1an nita: ta coi rang R 1a ma hod cla e va H 1a ma
hod cta t. Diéu nay dan t6i a = 8 va day ciing 1a mot khod khong hop 1é. Tiép
tuc, gia st rang R 12 ma hoa clia e va K 12 ma hoa ctia t. Theo gia thiét nay ta
thu dugc a =3 va b =5 l1a khoéa hop 1¢.

Ta s€ tinh toan ham gidi ma ng véi K = (3,5) va gdi ma ban ma dé
xem liéu c6 nhan duoc xau ti€éng Anh c6 nghia hay khong. Di€u nay sé
khang dinh tinh hop 1é clia kho4 (3,5). Sau khi thuc hién c4c phép toan nay,
ta c6 dg (y) =9y - 19 va giai ma ban ma da cho, ta duoc:

algorithmsarequitegeneraldefinitionsof
arithmeticprocesses

Nhu vay khod x4c dinh trén 1a khod ddng.
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1.2.2. Tham hé ma thay thé

Sau dayta phan tich mot tinh huong phiic tap hon, d6 1a thay thé ban
ma sau
Vidu 1.10

Ban ma nhéan duoc tit MTT la:

YIFQFMZRWQFY VECFMDZPCVMRZWNMDZVEJBTXCDDUMJ
NDIFEFMDZCDMQZKCEYFCIMYRNCWIJCSZREXCHZUNMXZ
NZUCDRIXyYMTMEYIFZWDYVZVYFZUMRZCRWNZDZJT
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJY UCFWDINZDIR

Phan tich tin suat cia ban ma nay duoch cho & bang 1.3.

Bdng 1.3. Tan sudt xudt hién cua 26 chuz cdi trong ban md.

Kytu |Tansuat| Kytu |Tansudt| Kytu | Tansudt| Kytu | Tan suét

A 0 H 4 O 0 U 5

B 1 I 5 P 1 \% 5

C 15 J 11 Q 4 \\ 8

D 13 K 1 R 10 X 6

E 7 L 0 S 3 Y 10

F 11 M 16 T 2 Z 20

G 1 N 9

Do Z xuat hién nhi€éu hon nhiéu so vGi bat ky mot ky tu nao khac
trong ban ma nén c6 thé phong dodn ring, d,(Z) = e. céc ky tu con lai xuit
hién it nhat 10 14n ( méi ky tu ) 1a C, D, F, J, R, M, Y. Ta hy vong rang, cac
ky tu nay la ma khod cta ( mot tap con trong ) t, a, ¢, 0, i, n, s, h, r, tuy nhién
su khédc biét vé tan sudt khong du cho ta ¢6 duoc su phong doan thich hop.

Téi Iic nay ta phai xem xét cac bo doi, dac biét 1a cac bo doi c6 dang
-Z hodc Z- do ta da gia st rang Z s& giai ma thanh e. Nhan thdy rang cdc bo
doi thuong gip nhat & dang nay 1a DZ va ZW ( 4 1an mdi bo ); NZ va ZU ( 3
1an mdi bo ); vaRZ, HZ, XZ,FZ,7ZR,ZV,ZC,ZD va ZJ ( 2 1an m6i bo ). Vi
ZW xudt hién 4 1an con WZ khong xuét hién lan nao va néi chung W xuét
hién it hon so v6i nhiéu ky tu khac, nén ta c6 thé phong dodn 1a d (W) = d.
Vi DZ xuat hién 4 1an va ZD xuat hién 2 14n nén ta c6 thé nghi rang dg(D) €
{r,s,t}, tuy nhién van con chua r6 la ky tu nao trong 3 ky tu nay la ky tu
ding.
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Neéu tién hanh theo gia thiét dy(Z) = e va d (W) = d thi ta phai nhin tr&
lai ban ma va thdy rang ca hai bo ba ZRW va RZW xuat hién & gan dau cua
ban ma va RW xudt hién lai sau d6 vi R thuong xuat hién trong ban ma va nd
la mot bo doi thuong gap nén ta nén thir dg(R) = n xem la mot kha nang
thich hop nhat.

T6i lac nay ta co:
—————— end---------e----ned---e---------
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMJ
———————— e----€--------n--d---en----e----¢
NDIFEFMDZCDMQZKCEYFCIMYRNCWJCSZREXCHZUNMXZ
-e---N----- n------ ed---e------ ne -nd-e-e - -

-ed----- n---------- e---ed------- d---e--n
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJY UCFWDINZDIR

Budc tiép theo 1a thir dg(N) = h vi NZ 1a mot bo doi thuong gap con
ZN khong xudt hién. Néu diéu nay ding thi doan sau ctia ban ro ne - ndhe sé
goi y rang di(C) = a. K&t hop céc gia dinh nay, ta c6:

—————— end-----a---e-a--nedh--e------a-----
YIFQFMZRWQFY VECFMDZPCVMRZWNMDZVEJBTXCDDUMJ
h------- a---e-a---a---nhad-a--en-a- e-h--e
NDIFEFMDZCDMQZKCEYFCIMYRNCWIJCSZREXCHZUNMXZ
he-a-n------ n------ ed---e---e--neandhe -e - -
NZUCDRJXYYSMRTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
-ed -a---nh---ha---a-e----ed----- a-d--he--n
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJY UCFWDJINZDIR

Bay gio ta xét t6i M la ky tu thuong gap nhat sau Z. Poan ban ma
RNM ma ta tin 1a s& giai ma thanh nh- goi ¥ rang h- s& bat ddu mot tix, boi
vay chic 12 M s€ biéu thi mot nguyén am. Ta da sir dung a va e, boi vay,
phong doan rang dig(M) = i hoac o. Vi ai 1a bo doi thudng gdp hon ao nén bo
doi CM trong ban ma goi ¥ rang, trude tién nén thir d(M) = i. Khi d6 ta c6:

————— ilend-----a-1-e-a-inedhi-e------a--- -
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMJ
h----- i-ea-i-e -a---a -1-nhad-a-en--a-e-hi-e
NDIFEFMDZCDMQZKCEYFCIMYRNCWJCSZREXCHZUNMXZ
he -a-n----- in-i----ed---e---e-ineandhe -e - -
NZUCDRJXYYSMRTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
-ed-a--inhi--hai--a-e-i--ed----- a-d--he--n

XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJY UCFWDINZDIR
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Tiép theo thir xac dinh xem chit nao dugc ma hoa thanh o. Vi o 1la mot
chit thudng gap nén gia dinh rang chit cdi tuong (ing trong ban ma 1a mot
trong cac ky tu D,F,J,Y. Y c6 vé thich hgp nhit, néu khong ta s€ cé cac xau
dai cac nguyén am, chu yéu la aoi ( tt CFM hoac CIM ). Bai vay gia thiét
rang d(Y) =o.

Ba ky tu thuong gap nhat con lai trong ban ma la D,F,J, ta phan doan
s€ giai ma thanh r,s,t theo thit tu nao d6. Hai 1an xuat hién ctia b0 ba NMD
goi y rang di (D) = s {ing v6i bod ba his trong ban rd ( diéu nay phi hop véi
gia dinh truéc kia 1a di(D) e{r,s,t} ). Doan HNCMF c6 thé 12 ban mi cua
chair, diéu nay s€ cho dg(F) = (va dg(H) = ¢ ) va bdi vay (bang cédch loai
tre ) s€ co dg(J) =t.

Ta co:

o-r-riend - ro - - arise - a - inedhise - -t - - - ass - it

YIFQFMZRWQFYVECFMDZPCVMRZNMDZVEJBTXCDDUMIJ

hs - r -riseasi -e - a - orationhadta - -en - -ace -hi - e

NDIFEFMDZCDMQZKCEYFCIMYRNCWJCSZREZCHZUNMXZ

he - asnt - 0oo-in -i - o0-redso-e - ore -ineandhesett

NZUCDRIJXYYSMRTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ

- ed - ac - inhischair - aceti -ted - -to - ardsthes -n
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYUCFWDJINZDIR

Bay gio viéc xac dinh ban 1o va khoa cho vi du 1.10 khong con gi khé
khan ntra. Ban ré hoan chinh nhu sau:

Our friend from Pais examined his empty glass with surprise, as if
evaporation had taen place while he wasn't looking. I poured some more
wine and he settled back in his chair, face tilted up towards the sun.

1.2.3. Tham hé ma Vigenere

Trong phan nay ching ta s€ mo ta mot s6 phuong phap tham hé ma
Vigenere. BuGc dau tién la phai xac dinh do dai tir khod ma ta ky hiéu la m.
O day ding hai k§ thuat. K§ thuat tha nhét 13 phép thir Kasiski va k§ thuat
that hai st dung chi s6 trung hop.

Phép thlr Kasiski 1an dau tién dugc Kasiski Friendrich mo ta vao nam
1863. K¥ thuat nay dugc xay dung trén nhan xét 1a: hai doan giong nhau cta
ban r6 s€ dugc ma hoa thanh cing mot ban ma khi chiing xuat hién trong ban
ro cach nhau x vi tri, trong d6 x = o md m. Ngugc lai, néu ta thay hai doan
giong nhau cua ban ma ( moi doan cé do dai it nhat 1a 3 ) thi d6 1a mot dau
hiéu t6t dé néi ring ching tuong tng véi cac doan ban o gidng nhau.
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Phép thir Kasiski nhu sau. Ta tom trong ban ma cac cap gom cac doan
nhu nhau c6 do dai toi thiéu 1a 3 va ghi lai khoang cach gifta cac vi tri bat
ddu cuia hai doan. Néu thu duoc mot vai gid tri d,;, d, ,. . . thi ¢6 thé hy vong
rang m sé chia hét cho udc chung 16n nhét cla cac d..

Viéc xdc minh ti€p cho gid tri cia m ¢6 thé nhan dugc bang chi s6
trung hop. Khai niém nay da duoc Wolfe Friedman dua ra vao 1920 nhu sau:

Dinh nghia 1.7.

Gia st X = X;X, . . . X, 1a mot xau ky tu. Chi s6 trung hop cua x (ky
hiéu 1a I(x)) duoc dinh nghia la x4c sudt dé hai phan tir ngiu nhién cta x 1a
dong nhat. Néu ky hiéu cac tan suat cua A,B,C,. . . ,Z trong X tuong Gng la
fo.f, .. . . f,5, c6 thé chon hai phén tir clia x theo ??? cach. V6i méii, 0 <i <
25, ¢6 ??? cach chon hai phan tir 1a i. Boi vay ta cé cong thiic:

><

tuong tir mot tap n doi tuong.

Bay gio, gia su x 1a mot xau van ban tiéng Anh. Ta ki hiéu cac xac
sudt xudt hién cua cac ki tu A,B,. . .,Z trong bang 1.1 1a p,,...p,s. Khi d6:

>

do x4c suat dé hai phan tir ngiu nhién déu 1a A 1a p,?, x4c suat dé ca hai phan
tlr ndy déu biang B bang p,* . . . Tinh hinh tuwong tu ciing x4y ra néu x 12 mot
ban ma nhan dugc theo mot hé ma thay thé€ don bat ki. Trong truong hop
ndy, tiing x4c sudt riéng ré s& bi hodn vi nhung téng ??? s& khong thay déi.

Bay gio gia sit c6 mot ban ma y = y,y,. . .y, duoc cau tric theo mat ma
Vigenere. Ta xdc dinh cdc xau con m cua y(y,,y,.. . .,y,,) bang cdch viét ra
ban ma thanh mot hinh chit nhat c¢é kich thuéc mx(n/m). Cac hang ctia ma
tran nay 1a cac xau con y,, 1 <i < m. Néu m thuc su la do dai khod thi moéi
I(y,) phai x&p xi bang 0,065. Ngugc lai, n€u m khong phai 1a do dai khoa thi
cdc xau con y, s&€ ¢ vé ngau nhién hon vi ching nhan dugc bang cich ma
dich vong véi cdc khod khdac nhau. Xét thdy rang, mot xau hoan toan ngau
nhién s€ co:
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-

Hai gid tri 0,065 va 0,038 du c4ch xa nhau dé c6 thé xac dinh dugc do
dai tir khoa ding ( hoac xac nhan gia thuyét da duoc lam theo phép thu
Kasiski). Hai k§ thuat nay s€ dugc minh hoa qua vi du dudi day:

Vidu 1.11.
Ban ma nhan duoc tir mat ma Vigenere.

CHEEVOAHMAERATBTAXXWTNXBEEOPHBSBOQMQEQERBW
RVXUOAKXAOSXXWEAHBWGIMMQMNKGRFVGXWTRZXWIAK
LXFPSKAUTEMNDCMGTSXMXBTUIADNGMGPSRELXNJELX
VRVPRTULHDNQWTWDTYGBPHXTFEALJHASVBFXNGLLCHR

ZBWELEKMSJIKNBHWRIGNMGIJSGLXFEYPHAGNRBIEQJT
AMRVLCRRREMNDGLXRRIMGNSNRWCHRQHAEYEVTAQEBBI

PEEWEVKAKOEWADREMXMTBHHCHRTKDNVRZCHRCLQOHP
WQAIIWXNRMGWOIIFKEE

Trudc tién, ta hay thir bang phép thir Kasiski xau ban ma CHR xuét
hién & bon vi tri trong ban ma, bat dau & céc vi tri 1, 166,236 va 286. Khoang
cach tir 14 xuét hién dau tién téi 3 1an xuat hién con lai tuong tng 1a 165,235
va 285. UCLN cua 3 s6 nguyén nay 12 5, boi vay gia tri nay rit c¢o thé 1a do
dai tir khoa.

Ta hay xét xem liéu viéc tinh cac chi s trung hop c6 cho két luan
tuong tu khong. V6i m = 1 chi s6 tring hop 1a 0,045. V6i m = 2, ¢6 2 chi s6
1a 0,046 va 0,041. Vé6i m = 3 ta c6 0,043; 0,050; 0,047. V6i m = 4 céc chi s6
1a 0,042; 0,039; 0,046; 0,040. V6i m = 5 ta c6 cic gia tri 0,063; 0,068;
0,069; 0,061 va 0,072. Diéu nay cang ching té rang do dai tir khod 1a 5.

V6i gia thiét trén, 1am nhu thé nao dé xac dinh tir khod? Ta s€ sut dung
khdi niém chi s6 tring hop tuong hd cua hai xau sau:

Dinh nghia 1.8.

Gia st X = X;X,. . .X, VA Y = V,Y,. . .y, la cdc xau c6 n va n' ki tu
anphabet tuong tng. Chi s6 trung hop tuong hé ctia x va y ( ki hiéu Ia
MI (x,y)) duoc xdc dinh 1a x4c sudt d€ mot phan tir ngau nhién clia x giong
vGi mot phan tir ngau nhién cta y. Néu ta ki hiéu cac tan suat cua A,B,. . .,Z
trong x va y tuong ting 1a f,,f,,. . .,f,5 thi MI (x,y) s& duoc tinh bang:

><<
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Véi céc gid tri m da xdc dinh, cdc xau con y, thu dugc bing ma dich
vong ban rd. Gia st K = (k k.. . .,k,)) 1a tir khod. Ta s& xem xét c6 thé danh
gid MI(y;,y;) nhu thé nao. Xét mot ki tu ngu nhién trong y; va mot ki tu
ngiu nhién trong y; . Xdc sudt d€ ca hai ki tu 1a A bang p,;p,;, xdc sudt dé ca
hai 1a B bang p,; p4;- - -( Can chi y rang tat ca cac chi s6 dudi déu dugc riit
gon theo modulo 26). B&i vay ¢6 thé uéc luong rang:

25 25
Ml (YY) = Z Phoi Py = Z P Phki -k
h=o h=0

Ta thay ring, gid tri uéc lugng nay chi phu thuoc vao ki€u hiéu k-k;
mod 26 ( dugc goi la do dich twong doi ctia y; va y)). Ciing vay, ta thdy rang:

25 25
z Ph Phia :z Pr Pha
h=0 h=0

Bé6i vay do dich tuong doi / s€ dan dén cting mot udc lugng MI, nhu do dich
tuong doi 26-/ .

Ta lap bang cac udc luong cho do dich tuong doi trong pham vi tir O
dén 13.( Xem bang 1.4).

Bdng 1.4. Cdc chi sé trung hop tuong ho tinh duoc.

Do dich tuwong doi | Gia tri tinh duogc cua MI,
0 0.065
1 0,039
2 0,032
3 0,034
4 0,044
5 0,033
6 0,036
7 0,039
8 0,034
9 0,034
10 0,038
11 0,045
12 0,039
13 0,043
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Xét thdy rang, néu do dich twong doi khac O thi cdc u6c luong nay
thay doi trong khoang tir 0.031 dén 0,045; ngugc lai néu do dich tuong doi
bang 0 thi udc luong bing 0,065. C6 thé ding nhan xét nay dé tao nén mot
phong dodn thich hgp cho I = k;-k; (d0 dich tuong d6i cua y; va y;) nhu sau:
Gia sur co dinh y; va xét viéc ma hod y; bang e.e,.¢,. . . Ta ki hiéu cdc két qua
bang yy;',. . . D& dang dung cdc chi s6 MI(y,y®), 0 < g < 25 theo cong
thic sau:

zfifli—g
Ml (x,y?) ZiZOT

Khi g = [ thi MI, phai gan véi gid tri 0,065 vi do dich twong do6i cia y; vay,
bang 0. Tuy nhién, vdi cic gia tri g # [ thi MI_ s& thay doi gitta 0,031 va
0,045.

Bing k§ thuat ndy, c6 thé thu duogc cic do dich tuong doi ctia hai xau
con y; bat ky. Van dé con lai chi 12 26 tir khoa c6 thé va diéu nay dé dang tim
duoc bang phuong phép tim ki€m vét can.

Trd lai vi du 1.11 dé minh hoa.
Vidu 1.11( ti€p ):

O trén da gia dinh ring, do dai tir khod 12 5. Bay gid ta sé& thir tinh céc
do dich twong doi. Nho may tinh, dé dang tinh 260 gid tri MI(y,y), trong
d61<i<j<5;0<g<25. Céc gid tri nay duoc cho trén bang 1.5. VGi moi
cap (i,j), ta tim cdc gid tri cua MI(y;,y;) nao gan v6i 0,065. Néu c6 mot gid
tri duy nhat nhu vay( D6i véi mbi cap (i,j) cho trude), thi cé thé phan doan
d6 chinh 1a gia tri do dich tuong doi.

Trong bang 1.5 c6 6 gia tri nhu vay dugc dong khung. Chiing chiing to
kh4 ro rang 1a do dich tuong ddi cua y, va y, bang 9; do dich tuong doi cua
y, va y; bang 13; do dich tuong d6i cua y, va ys bang 7; do dich tuong doi
clia y; va ys bang 20; clia y, va ys bang 11. Tl day c6 cdc phuong trinh theo
5 an s0 K, K,, K;, K, K5 nhu sau:

K, -K,=9
K,-K,=16
K,-K,=13
K,-K,=17
K, - K, =20
K,-K;=11
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Diéu nay cho phép biéu thi cic K, theo K, ;

K, =K, +17
K;=K, +4
K,=K, +21
K=K, + 10

Nguyén Hoang Cudng

Nhu vay khod c6 kha nang 1a ( K, K,+17, K,+4, K,+21, K,+10) véi

gid tri K, ndo d6 € Z,,. Tir day ta hy vong rang, tir khoa 1a mot dich vong
nao d6 cia AREVK. Bay gio , khong t6n nhiéu cong stic 1dam ciing c6 thé
xac dinh dugc tr khoa 1a JANET. Giai ma ban ma theo khoa nay, ta thu duoc

ban ro sau:

The almond tree was in tentative blossom. The days were longer often

ending with magnificient evenings of corrugated pink skies. The hunting
seasun was over, with hounds and guns put away for six months. The
vineyards were busy again as the well-organized farmers treated their
vinesand the more lackadaisical neighbors hurried to do the pruning they
have done in November.

J

Gia tri cia ML (y,y;

Bdng 1.5. Cdc chi s6 trung hop tuong ho quan sdt duoc.

1

2

0,028
0,068
0,041

0,027 0,028 0,034 0,039
0,044 0,026 0,037 0,043
0,041 0,041 0,034 0,037

0,037
0,037
0,051

0,026
0,043
0,045

0,025
0,037
0,042

0,052
0,028
0,036

0,039
0,056
0,037

0,033 0,040 0,034 0,028
0,050 0,045 0,039 0,040
0,047 0,032 0,027 0,039

0,053
0,036
0,037

0,048
0,037
0,039

0,033
0,032
0,035

0,029
0,027

0,034
0,034
0,055

0,043 0,025 0,027 0,038
0,039 0,044 0,044 0,034
0,047 0,032 0,027 0,039

0,049
0,039
0,037

0,040
0,045
0,039

0,032
0,044
0,035

0,029
0,037

0,043
0,030
0,028

0,033 0,028 0,046 0,043
0,036 0,040 0,041 0,024
0,038 0,044 0,043 0,047

0,044
0,019
0,033

0,039
0,048
0,026

0,031
0,070

0,026
0,044

0,046
0,039
0,033

0,048 0,041 0,032 0,036
0,034 0,029 0,040 0,067
0,033 0,027 0,033 0,045

0,035
0,061
0,052

0,036
0,033
0,042

0,020
0,037
0,030

0,024
0,045

0,046
0,048
0,050

0,034 0,043 0,044 0,034
0,044 0,033 0,024 0,028
0,035 0,032 0,040 0,056

0,031
0,042
0,043

0,040
0,039
0,028

0,045
0,026
0,028

0,040
0,034

0,033
0,029
0,040

0,033 0,036 0,046 0,026
0,031 0,045 0,039 0,037
0,037 0,041 0,046 0,045

0,018
0,027
0,043

0,043
0,026
0,035

0,080
0,031
0,030

0,050
0,039

0,038
0,058
0,036

0,036 0,040 0,033 0,036
0,035 0,035 0,034 0,053
0,028 0,043 0,032 0,051

0,060
0,030
0,032

0,035
0,032
0,034

0,041
0,035
0,030

0,029
0,036

0,035
0,041
0,027

0,038 0,034 0,036 0,030
0,051 0,050 0,035 0,032
0,030 0,072 0,035 0,034

0,043
0,033
0,032

0,043
0,033
0,043

0,050
0,052
0,027

0,025
0,031

0,052
0,028
0,039

0,038 0,033 0,038 0,041
0,036 0,061 0,033 0,033
0,043 0,033 0,027 0,030

0,043
0,032
0,039

0,037
0,052
0,048

0,048
0,034
0,035

0,028
0,027
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1.2.4.Tdn cong voi ban ré dd biét trén hé mdt Hill.

Hé ma Hill 1a mot hé mat khé pha hon néu tdn cong chi v6i ban ma.
Tuy nhién hé mat nay dé bi pha néu tdn cong bang ban rd da biét. Trudc tién,
gia str rang, tham ma da biét duoc gid tri m dang st dung. Gia st thim ma cé
it nhat m cap véc to khdc nhau xj = (X j, Xy, » -+ s X)) VAY; = (Y1 jp Yo joreesYm))
(1 <j<m) sao cho y; = ex(x)), 1 <j<m. Néu xédc dinh hai ma tran: X = (x;;)
Y = (y;;) cdp mxm thi ta c6 phuong trinh ma tran Y = XK, trong d6 ma tran
K cap mxm la khod chua biét. Véi diéu kién ma tran Y 1a kha nghich. Oscar
c6 thé tinh K = X'Y va nho vay phd dugc hé mat. ( Néu Y khong kha nghich
thi can phai thir cac tap khac gobm m cap ro - ma).

Vi du 1.12.
Gia st ban rd Friday dugc ma hod bang ma Hill v6i m = 2, ban ma
nhan duoc la PQCFKU.

Ta c6 e (5,17) = (15,16), ex(8,3) = (2,5) va ex(0,24) = (10,20). Tur hai
cap ro - ma dau tién, ta nhan dugc phuong trinh ma tran:

15 16) (5 17K
2 5/ (8 3

Dung dinh 1y 1.3, dé dang tinh duoc:
5 17y (9 1
8 3) |2 15
« (9 L1Y15 16)_(7 19
(2 152 5 ) (8 3

Ta c6 thé dung cip ro - ma thi 3 dé kiém tra két qua nay.

Boi vay:

Vén dé & day 1a thdm ma phai 1am gi néu khong biét m?. Gia st rang
m khong qué 16n, khi d6 thdm mad c6 thé thir v6i m = 2,3,. . . cho tdi khi tim
dugc khod. Néu mot gia tri gia dinh cua m khong ding thi ma tran mxm tim
dugc theo thuét toan da mo ta & trén s€ khong tuwong thich véi cac cap 16 - ma
khac. Phuong phép nay, c6 thé xac dinh gid tri m néu chua biét.

1.2.5. Tham md hé ma dong xdy dung trén LFSR.
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Ta nhé lai ring, ban ma 1a téng theo modulo 2 cua ban rd va dong
kho4, tiic y, = x; + z, mod 2. Dong khoa duogc tao tu (z,,z,,. . .,z,) theo quan
hé dé quy tuyén tinh:

-1
Z,1=) C.Z, ,mod2

m+1 j

3

I
o

trong do c,,. . ..c,, € Z, (vac,=1)

Vi tét ca cac phép toan nay 1a tyuén tinh nén c6 thé hy vong ring, hé
mat ndy c6 thé bi phd theo phuong phdp tdn cong v6i ban o da bi€t nhu
truong hop mat ma Hill. Gia st rang, Oscar ¢6 mot xau ban rd x,X,. . .X, va
xau ban ma tuong Ung y,y,. . .y, . Sau dé anh ta tinh cac bit dong khoa z, =
X+y; mod 2, 1 <1i<n. Ta ciing gia thiét rang Oscar cling da biét gid tri cua
m. Khi d6 Oscar chi cén tinh ¢, . . ., ¢, d€ c6 thé tdi tao lai toan bo dong
khod. N6i cach khdc, Oscar cin phai c¢6 kha nang dé xac dinh céc gid tri cua
m an so.

Véii>1batkitacod:
m-1
Zpy = D.C;Z;,; mod2
j=0
12 mot phuong trinh tuyén tinh n 4n. Néu n > 2n thi ¢6 m phuong trinh tuyén
tinh m 4n c6 thé giai duoc.

Hé m phuong trinh tuyén tinh ¢6 thé viét duéi dang ma tran nhu sau:

z, z, . . . Z,
Z, Z 4
2 3 m+1
(Zm+l’zm+2""’z2m): (CO’Cl""'Cm—l
Zm Zm+l o ' ZZm—l

Né&u ma tran hé s6 c¢6 nghich dao ( theo modulo 2 )thi ta nhan dugc nghiém:

-1

z, z, . . . Z,

Z2 Z3 m+1
(00101""’Cm—1):(Zm+11zm+2""122m

Zm Zm+1' . . ZZm—l

Trén thuc t&€, ma tran sé cé nghich dao néu bac cta phép dé quy duoc
dung dé tao dong khod 1a m.(xem bai tap). Minh hoa diéu ndy qua mot vi du.

Vi du 1.13.
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Gia su Oscar thu dugc xau ban ma

101101011110010
tuong tng véi xau ban ro
011001111111001
Khi d6 anh ta c6 thé tinh dugc céc bit ctia dong khod:
110100100001010

Ta cling gia st rang, Oscar biét dong khod duoc tao tir mot thanh ghi dich
phan hoi (LFSR) c6 5 tang. Khi d6, anh ta sé giai phuong trinh ma tran sau (
nhan duoc tir 10 bit dau tién ctia dong khoa):

11010
101 00
(01,0,0,0)=(c,.¢,,C,,C5,C,)0 1 0 0 1
10 0 10
0 0 1 0 0]
C6 thé kiém tra duoc rang:
11 0 1 0] [010 0 1]
10100 10010
010 01| =0 0 0 01
10010 01 011
0 01 00/ (101 1 0]
Tu do6 ta co:
01 0 0 1]
10010
(c,.¢,,C,.,C5,¢,)=(01,000)0 0 0 0 1
01 011
101 1 0]

=(1,0,0,1,0)
Nhu vay phép dé quy duoc dung dé tao dong khoa la:
Z,s =7+ Z,, mod 2

1

1.3. CAC CHU GIAI VA TAI LIEU DAN

Nhiéu tai liéu vé mat ma cd dién di c6 trong cic gido trinh, chang han
nhu gido trinh ctia Beker va Piper [BP82] va Denning [DE82]. Xac suat danh
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gia cho 26 ki tu duogc lay cua Beker va Piper. Cling vy, viéc phan tich ma
Vigenere duoc sira doi theo mo ta ciia Beker va Piper. Rosen [R093] 12 mot
tai liéu tham khao tot vé 1y thuyét s6. Co s& ctua Dai s tuyén tinh so cap c6
thé tim thdy trong sach cua Anton [AN91]. Cu6n " Nhitng ngudi ma thdm "
ctia Kahn [KA67] 1a mot cau chuyén hap dan va phong phi vé mat ma cho
t6i nam 1967, trong d6 Kahn khing dinh ring mat ma Vigenére thuc su
khong phai 1a phat minh cta Vigenere.

Mat ma Hill 1an dau tién dugc mo ta trong [HI29]. Cac thong tin vé
mat ma dong c6 thé tim duoc trong sdch ctia Rueppel [RUS6].

BAI TAP

1.1. Du6i day 1a 4 ban ma thu dugc tir ma thay th€. Mot ban thu duoc tir ma
Vigenere, mot tir mat ma Affine va mot ban chua xac dinh. Nhiém vu & day
1a xac dinh ban rd trong moi truong hop.

Hay mo ta cdc budc cin thuc hién dé€ giai ma mdi ban ma ( bao gébm
tat ca cac phan tich thong ké va céc tinh todn can thuc hién).

Hai ban r6 dau 1ay tir cudn " The diary of samuenl marchbanks " cta
Robertson Davies, Clack Iriwin,1947; ban r6 thi tu 1dy tr " Lake wobegon
days" cua Garrison Keillor, Viking Penguin, 1985.

a) Md thay thé:

EMGLXUDCGDNCUSWY XFPHNSFCYKDPUMLWGYICOXYFIPJCK
QPKUGKMGOLICGINCGACKENIFACYKZSCKXECJCKFHYFXCG
OIDPKZCNKSHICGIWY GKKGKGOLDSILKGOIUFIGLEDFPWZU
GFZCCNDGY YFFUSZCNXEOJINCGYEOWEUPXEZGACGNFGLKNF
ACIGOYCKXCJUCIUZCFZCCNDGY YSFEUEKUZCSOCSZCCNC
IACZEINCFFZEJZEGMXCYHCJUMGKUSI

Chi ddn: F sé giai ma thanh W.

b) Hé maVigenere
KCCPKBGUFDPHQTYAVINRRTMVGRKDNBVFDETDGLLTXRGUD
DKBTMBPVGEGLTGCKQRACQCWDNAWCRXIZAKSTLEWRPTYC
QKYVXCHKFTPONCQQRHIVAJUWETMCMSPKQDYHJVDAHCTRL
SVSKCGCZQQDZXGSFRLFWCWSJTBHAFSIASPRJAHKJRJUMP
FFSQNRWXCVYCGAONWDDKACKAWBBIKFTIOVKCGGHJVLNHI
CWHIJVLNHIQIBTKHJVNPIST

Trang 41



Vietebooks Nguyén Hoang Cudng

C) Hé md Affine.
KQEREJEBCPPCJCRKIEACUZBKRVPKRBCIBQCARBJCVFCUP
KRIOFKPACUZQEPBKRXPEIIEABDKPBCPFCDCAFIEABDKP
BCPFEQPKAZBKRHAIBKAPCCIBURCCDKDCCJCIDFUIXPAFF
ERBICZDFKABICBBENEFCUPJCVKABPCYDCCDPKBCOCPERK
IVKSCPICBRKIJPKABI

d) Hé md chua xdc dinh duoc.
BNVSNSIHQCEELSSKKYERISJIKXUMBGYKAMQLIJTYAVFBKVT
DVBPVVRIJYYLAOKYMPQSCGDLFLLPROYGEFEBUUALRWXM
MASAZLGLEDFIBZAVVPXWYCGJIXASCBYEHOSNMULKCEAHTQ
OKMFLEBKFXLRRFDTZXCIWBJSICBGAWDVYDHAVFJXZIBKC
GJIIWEAHTTOEWTUHKRQVVRGZBXYIREMMASCSPBNLHJGBLR
FFJELHWEYLWISTFVVYFJCMHYURUFSFMGESIGRLWALSWM
NUHSIMY YITCCQPZSICEHBCCMZFEGVJYOCDEMMPGHVAAMU
ELCMOEHVLTIPSUYILVGFLMVWDVYDBTHERAYISYSGKVSUU
HYHGGCKTMBLRX

1.2. a) C6 bao nhiéu ma tran kha nghich cap 2x2 trén Z, .
b) Gia str p 1a s6 nguyén t6. Hay chiing to s6 cdc ma tran kha nghich
cép 2x2 trén Z, 1a (p*-1)(p*-p).
Chi dan: Vi p la s6 nguyén t6 nén Z, la mot truong. Hay sir dung khang dinh
sau: MOt ma tran l1a kha nghich trén mot truong 1a kha nghich khi va chi khi
céc hang ctia né 1a céc véc to doc lap tuyén tinh ( tiic khong ton tai mot t6
hop tuyén tinh céc hang khac 0 ma tong cua chiing 12 mot véc to toan s6 0).

c) Véi p la s6 nguyén t6 va m la mdt s6 nguyén > 2. Hay tim cong
thic tinh s6 cdc ma tran kha nghich cdp mxm trén Z,.

1.3. Doi khi chon mot khoa ma phép ma va giai ma la dong nhét rat hitu ich.
Trong trudng hop mat ma Hill, ta phai tim cdc ma tran K sao cho K= K™ (
ma tran nay duoc goi 1a ma tran do6i hop). Trén thuc t€, Hill da dé nghi st
dung cdc ma tran nay lam khoa trong cac hé mat cua minh. Hay xac dinh s6
cac ma tran doi hop trén Z,, trong truong hgp m = 2.

Chi ddn: Hay dung cong thic trong dinh 1y 1.3 va d€ y ring detA = + véi
mot ma tran doi hop trén Z,.

1.4. Gia str ta da biét rang ban 16 " conversation " s& tao nén ban ma "
HIARRTNUYTUS " ( dugc ma theo hé ma Hill nhung chua x4c dinh dugc m).
Hay xé4c dinh ma tran ma hoa.
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1.5. Hé ma Affine - Hill 12 hé ma Hill duoc stta d6i nhu sau: Gia sir m 1a
mot s6 nguyén duong va @ = C = (Z,,)". Trong hé mat nay, khoa K gom céc
cap (L,b), trong d6 L la mot ma tran kha nghich cap mxm trén Z,, va
be(Z,,)". V6i X = ( Xy,. . X, )ePvVa K =(L,b) € K, tatinh y = ex(x) = (yy5. -
..Ym) theo cong thitc y = xL + b. B6i vay, néu L = (/;)) vab = (b,.. . .,b,,) thi:

(Vyrer¥ )= (XpreeeX ) - . . |+(by,...nb,)

Gia st Oscar da biét ban 16 1a "adisplayedequation” va ban ma tuong tng la
" DSRMSIOPLXLJBZULLM". Oscar ciing biét m =3. Hinh tinh khod va chi ra
tat ca cac tinh toan can thiét.

1.6. Sau day la cach tham ma hé ma Hill sit dung phuong phap tin cong chi
vGi ban ma. Gia st ta bi€t m = 2. Chia cac ban ma thanh cac khoi ¢6 do dai 2
ki tu ( cac bo doi). M6i bo doi nay 1a ban ma cia mot bo doi ctia ban rd nho
dung mot ma tran ma hod chua biét. Hay nhat ra cac bo doi thuong gap nhat
trong ban ma va coi ring d6 12 ma clia mot bo doi thudng gap trong danh
sdch & bang 1.1 ( vi du TH va ST). V6i moi gia dinh, hay thuc hién phép tan
cong véi ban rd da biét cho t6i khi tim dugc ma tran giai ma dung.

Sau day 12 mot vi du vé ban ma dé€ ban giai ma theo phuong phdp da néu:

LMQETXYEAGTXCTUIEWNCTXLZEWUAISPZY VAPEWLMGQWYA
XFTCIMSQCADAGTXLMDXNXSNPJQSY VAPRIQSMHNOCVAXFV.

1.7. Ta s€ mo ta mot truong hop dac biét cuia ma hoan vi. Gia sit m, n la cac
s0 nguyén duong. Hay vi€t ban r6 theo thanh tiing hang thanh mot hinh chit
nhat mxn. Sau d6 tao ra ban ma bang cach 14y cac cot clia hinh chit nhat nay.
Vi du, n€u m = 4, n = 3 thi ta s€ ma hod ban rd "cryptography" bang cach
xay dung hinh chit nhat :
cryp
togr
aphy
Ban ma sé la: ' CTAROPYGHPRY'
a) Hay mo ta cach Bob giai ma mot ban ma ( véi m, n da biét)
b) Hay giai ma ban ma sau: ( nhan dugc theo phuong phap da néu):
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MYAMRARUYIQTENCTORAHROYWDSOYEOUARRGDERNOGW
1.8. C6 8 phép dé quy tuyén tinh bac 4 khac nhau trén Z, v6i ¢, = 1. Hay xac
dinh nhitng phép dé quy nao tao dugc dong khod c6 chu ky 15 ( véi véc to
khoi tao khac 0).
1.9. Muc dich cta bai tap nay dé chiing minh khang dinh & phan 1.2.5 1a :
ma tran hé s6 cap mxm c6 nghich d4o. Piéu nay tuong duong véi khiang dinh
rang, cac hang ma tran nay 1a cac véc to doc 1ap tuyén tinh trén Z,.

Gia st rang phép dé quy c6 dang:
m-1
Zpi = .C;Z;,; Mod2
i=0
(zy. . .,Z,,) 12 véc to khoi tao. V6ii > 1 ta xac dinh:
Vi = (Zi" . "Zi+m-1)

Chi ¥ rdng, ma tran hé s6 ¢6 cdc véc to v,,. . .,v,, 1a cdc hang ctia né. Bai vay,
nhiém vu cua ta la ching t6 rang m véc to nay la doc 1ap tuyén tinh.

Hiy chitng minh hai khing dinh sau:
a) V6ii> 1 bat ki:

-1
Vi = D.C;V;,; mod2
i=0
b)Chon h 12 s6 nguyén nho nhat sao cho ton tai mot t6 hop tuyén tinh

khong tdm thudng cla cdc véc to v,,. . .,v, c6 tong la véc to (0, . . . , 0) theo
modulo 2. Khi dé:

h-2
Vi, =>.C;V,.,mod2
j=0

( Cic o, khong dong nhit bang 0). D€ y rang, h < m+1 vi m+1 1a véc to bt
ky trong khong gian tuyén tinh m chiéu déu phu thudc tuyén tinh .

¢) Hay chiing t6 rang dong kho4 phai thao man phép dé quy:
h-2
Zy_y; =D.0,Z;,; mod2
j=0

voibatkii> 1.
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d) Ta nhan thdy rang, néu h < m thi dong khod thao man phép dé quy
tuyén tinh ¢6 bac nhé hon m. Diéu nay mau thuan. B6i viy h =m + 1 va ma
tran phai la kha nghich.

1.10. Hay giai ma ban ma sau ( thu dugc tir ma khod tu sinh ) bang phuong
phép tim khod vét can.

MALVVMAFBHBUQPTSOXALTGVWWRG
1.11. Ta s& mo td mot hé ma dong 12 bién thé clia ma Vigenére nhu sau. V6i
mot tir khoa do dai m cho truée ( ki,. . ..k, ), ta tao dong khod theo quy tac
z=k,(1 <i<m), z,,, = z+1 mod 26 (i > m+1). N6i cdch khac, m6i 1an dung
tir khoa ta sé thay méi ki tu bang ki tu ding sau né theo modulo 26. Vi du,
néu SUMMER 1a tir khoa thi ta ding SUMMER dé ma hoa 6 ki tu dau.,sau dé
duing TVNNFS dé ma ho4 6 ki tu ti€p theo va ci ti€p tuc nhu vay.

Hay mo ta cach c6 thé dung khdi niém chi s6 tring hgp nhu thé nao dé
trude hét 1a xac dinh do dai tir khoa va sau do 1a tim tir khoa.

Hay kiém tra phuong phédp ctia ban bing cdch bing cdch phan tich ban
ma sau:
IYMYSILONRFENCQXQJEDSHBUIBCJUZBOLFQYSCHATPEQGQ
JEINGNXZWHHGUFSUKULJQACZKKJOAAHGKEMTAFGMKVRDO
PXNEHEKZNKFSKIFRQVHHOVXINPHMRTIPY WQGJWPUUKFP
OAWPMRKKQZWLQDYAZDRMLPBJKJOBWIWPSEPVVQMBCRYVC
RUZAAOUMBCHDAGDIEMSZFZHALIGKEMJJFPCIWKRMLMPIN
AYOFIREAOLDTHITDVRMSE

Ban 16 dugc 14y tr "The codebreakers" cua D.Kahn, 1967.
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CHUONG 2

LY THUYET SHANNON

Nam 1949, Claude shannon da cong b mot bai bdo ¢6 nhan d¢ " Ly
thuyét thong tin trong cac hé mat" trén tap chi " The Bell System Technical
Journal". Bai bao da c6 anh huong 16n dén viéc nghién cttu khoa hoc mat ma.
Trong chuong nay ta s€ thao luan mot vai y tudng trong ly thuyét cua
Shannan.

2.1 PO MAT HOAN THIEN.

C6 hai quan diém co ban vé do an toan clia mot hé mat.
Do an toan tinh todn:

Do do nay lién quan dén nhitng nd luc tinh toén cin thiét d€ pha mot
hé mat. Mot hé mat 1a an toan vé mat tinh toan néu ¢6 mot thuat todn tot nhat
dé pha né can it nhat N phép toan, N 1a s6 rat 16n nao d6. Van dé 1a & chd,
khong c6 mot hé mat thuc t& da biét nao c6 thé dugc ching t6 12 an toan theo
dinh nghia nay. Trén thuc t€, ngudi ta goi mot hé mat 1a "an toan vé mat tinh
toan" néu c6 mot phuong phap tot nhat pha hé nay nhung yéu cau thoi gian
16n dén mic khong chap nhan duoc.(Diéu nay tit nhién 1a rat khac véi viéc
chiing minh vé€ d¢ an toan).

Mot quan diém ching minh vé do an toan tinh to4n 12 quy do an toan
ctia moOt hé mat vé mot bai todn da dugc nghién ctu ky va bai toan nay dugc
coi 1a khé. Vi du, ta c6 thé chitng minh mot khing dinh c6 dang " Mot hé
mat da cho 12 an toan néu khong thé phan tich ra thira s6 mot s6 nguyén n
cho truée"”. Cac hé mat loai nay doi khi goi 1a " an toan chitng minh duoc".
Tuy nhién can phai hi€u ring, quan di€m nay chi cung c4p mot chitng minh
vé do an toan co lién quan d€ mot bai toan khic chit khong phai 1a mot
chiing minh hoan chinh vé€ ¢ an toan. ( Tinh hinh nay ciing tuong tu nhu viéc
ching minh mot bai toan 1a NP ddy di: C6 thé ching to bai todn da cho chi
it cling khé nhu mot bai toan NP day du khac , song khong phai 1a mot
chiing minh hoan chinh vé d6 khé tinh toan cua bai toan).

Do an toan khong diéu kién.

Do do nay lién quan dén do an toan cua cac hé mat khi khong cé mot
han ché€ nao dugc dat ra vé khoi lugng tinh todn ma Oscar dugc phép thuc
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hién. Mot hé mat dugc goi 1a an toan khong diéu kién néu né khong thé bi
pha tham chi véi kha nang tinh todn khong han ché.

Khi thdo luan vé do an toan ctia mot mat, ta cling phai chi ra ki€u tan
cong dang dugc xem xét. Trong chuong 1 da cho thay riang, khong mot hé
mat nao trong cac hé ma dich vong, ma thay thé va ma Vigenere duoc coi la
an toan v€ mat tinh toan véi phuong phép tan cong chi v6i ban ma ( Véi khoi
luong ban ma thich hop).

Diéu nay ma ta sé lam trong phan nay la d€ phat trién 1y thuyét vé cic
hé mat c¢6 do an toan khong di€u kién véi phuong phdp tan cong chi véi ban
ma. Nhan thdy rang, ca ba hé mat néu trén déu 1a cidc hé mat an toan vo diéu
kién chi khi méi pkan tlr ciia ban rd dugc ma hod bang mot khod cho trudc!.

RO rang 1a do an toan khong diéu kién cia mot hé mat khong thé dugc
nghién ctu theo quan diém do phic tap tinh todn vi thoi gian tinh todn cho
phép khong han ché. O day 1y thuyét xdc suit 1a nén tang thich hop dé
nghién ctiu vé do an toan khong di€u kién. Tuy nhién ta chi can mot s6 kién
thitc so dang trong x4c suat; cac dinh nghia chinh s& duoc néu dudi day.

Dinh nghia 2.1.

Gid swXva Y la cdc bién ngdu nhién. Ki hiéu xdc sudt dé X nhdan gid
tri x la p(x) va dé'Y nhdn gid tri y la p(y). Xdc sudt dong thoi p(x,y) la xdc
sudt dé X nhdn gid tri x va Y nhdn gid tri y. Xdc sudt cé diéu kién p(x |y) la
xdc sudt dé X nhan gid tri voi diéu kién Y nhdn gid tri y. Cdc bién ngdu nhién
Xva Y dvoc goi la doc ldp néu p(x,y) = p(x) p(y) véi moi gid tri cé thé x cia
Xvaycual.

Quan hé gifta x4c sudt déng thoi va xdc suat c6 diéu kién duoc bi€u thi
theo cong thiic:
- p(x.y) = p(x | y) p(y)
Doichoxvaytacéd:

q p(x.y) = p(y | x) p(x)
Tir hai bi€u thic trén ta c6 thé rut ra két qua sau:(duoc goi la dinh ly Bayes)

Dinh ly 2.1: (Pinh ly Bayes).
Néu p(y) > 0 thi:

p(x) p(y | x)

p(x|y)=
p(y)
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Hé qua 2.2.
X va 'Y la cac bién doc lap khi va chi khi:
p(x | y) = p(x) v6i moi x,y.

Trong phan nay ta gia st ring, mot khod cu thé chi dung cho mot ban
ma. Gia sit c6 mot phan bo xac suit trén khong gian ban 16 @ Ki hiéu xac
sudt tién nghiém dé ban ro xuét hién 1a p, (x). Ciing gia st rdng, khoa K duoc
chon ( boi Alice va Bob ) theo mot phan bd xac sudt xac dinh nao dé. (
Thong thuong khod dugc chon ngau nhién, bdi vay tat ca cac khoa sé dong
kha nang, tuy nhién day khong phai 1a diéu bat buoc). Ki hiéu xdc sudt dé
khéa K dugc chon 1a p,(K). Can nhé rang khéa duge chon trude khi Alice
biét ban rd. Boi vay c6 thé gia dinh rang khod K va ban 16 x 1a cdc su kién
doclap.

Hai phan bo xac suit trén @ va K s€ tao ra mot phan bo xac suat trén (.
That vay, c6 thé dé dang tinh dugc xac suit py) v6i y 1a ban ma dugc gui
di. V6i mot khod K € K, ta xdc dinh:

CK)={ex(x):xe}
O day C(K) biéu thi tap cic ban ma c6 thé K 1a khéa. Khi d6 véi mbiy € ¢,
taco:
pc(y) = )y p«(K) pLdi (y))
(KyeCK))

Nhan thdy ring, v6i batkiy € Cva x € @, c¢6 thé tinh dugc xac suat ¢

diéu kién p(y | x).(Tic 1a x4c suéit d€ y 1a ban ma va6i diéu kién ban rd 1a x):

Ppe(yIx)= 2 pyK)
{Kix=dg(y)}
Bay gio ta c6 thé tinh dugc x4c suat c6 diéu kién p, (x | y ) ( tic xdc
sudt dé x 12 ban rd vdi diéu kién y 12 ban ma) bing cach dung dinh ly Bayes.
Ta thu dugc cong thic sau:

P, (x)= 2 pyK)

{K:x=dy(y)}

PO = TR pode 0)

{kU:yec(k)}

Cac phép tinh nay c6 thé thuc hién dugc néu biét dugc céc phan bo x4c sudt.

Sau day sé& trinh bay mot vi du don gian dé minh hoa viéc tinh todn cdc
phan b xac suat nay.
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Vidu?2.l.

Gia st @ = {a,b} v6i pja) = 1/4, p4b) = 3/4. Cho K = { K|, K,, K}
voi p(K,)) = 1/2, p(K,) = p(K;3) = 1/4. Gia sir ¢ = {1,2,3,4} va cdc ham ma
duoc x4c dinh 1a eg,(a) = 1, exy(b) = 2, exy(a) = 2, e,(b) = 3, exs(a) = 3,
exs(a) = 4. Hé mat nay duoc biéu thi bing ma tran ma ho4 sau:

allle
(o)
NN = |
-BU-)[\)U-

Tinh phan bo xic sudt p,. ta co:

pc(1)=1/8

P (2)=3/8 + 1/16 = 7/16

p.(3)=3/16 +1/16 = 1/4

po(4) =3/16
Bay gio ta da c6 thé cdc phan b6 xdc suat cé diéu kién trén ban 16 véi diéu
kién da bi€t ban ma. Ta c6 :
pal)=1 pbl11)=0 p(al2)=1/7  pAbl2)=6/7
p(al3)=1/4  pbl3)=3/4  pfald) =0 pbl4)=1

Bay gi0 ta da c6 du diéu kién dé x4c dinh khdi niém vé do mat hoan
thién. Mot cach khong hinh thiic, do0 mat hoan thién c6 nghia 1a Oscar véi
ban ma trong tay khong thé thu dugc thong tin gi vé ban r5. Y tudng nay sé
duoc 1am chinh xac béng céach phat bi€u n6 theo cac thuat ngit ctia cac phan
bd x4dc suat dinh nghia & trén nhu sau:

Dinh nghia 2.2.

Mot hé mdt ¢6 do mdt hoan thién néu p x| y) = p4x) voi moi x € @,
y € C. Tiic xdc sudt hdu nghém dé ban ré la x véi diéu kién dd thu duoc bdn
md y la dong nhdt véi xdc sudt tién nghiém dé ban ré la x.

Trong vi du 2.1 chi c6 ban ma 3 méi thoa man tinh chat do mat hoan
thién, cac ban ma khac khong c6 tinh chat nay.

Sau day s€ ching to rang, MDV c¢6 do mat hoan thién. V€ mat truc
gidc, diéu ndy dudng nhu qué hién nhién. V6i ma dich vong, néu da biét mot
phan tir bat ky ctia ban ma y € Z,, thi mot phan tir bat ky cua ban 10 x € Z,,
ciling c6 thé 1a ban ma da giai cta y tuy thudc vao gid tri ctia khod. Dinh ly
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sau cho mot khiang dinh hinh thitc hod va duoc chitng minh theo cic phan bo
X4c suat.

Dinh 1y 2.3.
Gid su 26 khod trong MDV ¢6 xdc sudt nhu nhau va bangl/26 khi dé
MDYV sé cé6 do mdt hoan thién véi moi phdn bo xdc sudt ciia bdn ro.

Ching minh: Ta cé @ = ¢ = K = Z,,va v6i 0 < K < 25, quy tdc ma hod e la
ex(x) =x +K mod 26 (x € 26). Trudc tién tinh phan bo @,.. Gid sty € Z,,
khi do:

pc(y) = )y p«(K) pLdi (y))

Ke Z,

=Y 126 pfy -K)

Ke Z,

=1/26 X pAy -K)

Ke Z,
Xét thiy véi y co dinh, cac gia tri y -K mod 26 s€ tao thanh mot hoan vi cua
7, va p,1a mot phan bo xac sudt. Boi vay ta co:

2 Ay -K) = 2 pAy)

KeZ, Y€ Zy

=1
Do d6 pc(y) = 1/26
voibatky y € Z,.

Tiép theo ta co:
pc (y1x) = pi(y -x mod 26)

=1/26
Voi moi X,y vi v6i mdi cap x,y, khéa duy nhat K (khoa dam béo e (x) =y )

12 khod K = y-x mod 26. Bay gio stt dung dinh 1y Bayes, ta c6 thé dé dang
tinh:

pAX) p. (¥Ix)
Pe (y)

pAX) . (1/26)
(1/26)

= pAX)

pAxly) =
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Boi vay, MDV c6 d0 mat hoan thién.

Nhu vay, ma dich vong 1a hé mat khong pha duoc mién la chi dung
mot khoa ngiu nhién d€ ma hod méi ky tu cuia ban rd.

Sau day s€ ngién cttu d0 mat hoan thién trong truong hop chung.
Tru6e tién thdy ring,(sir dung dinh ly Bayes) diéu kién dé p, (x | y) = p,(x)
vOi moi xe ®, ye®la tuong duong v6i p, (y | X) = p.(y) v6i moi xe P, yeP.

Gia st rang p, (y) > 0 v6i moi yeC (p, (y) = 0 thi ban ma s& khong
dugc dung va ¢6 thé loai khoi ). C6 dinh mot gid tri ndo dé6 xe®. V6i mbi
yeCtacod p.(y | x)=p,(y) > 0. Bdi vay, v6i mdi yeC phai c6 it nhat mot
khod K sao cho ey(x) = y. Diéu nay dan dén |K | > | C|. Trong mot hé mat
bat ky ta phai ¢6 |C| > | ®| vi mbi quy tic ma hod 1a mot don anh. Trong
truong hop gidi han, |K|=| C|=| ®|, ta c6 dinh 1y sau (Theo Shannon).

Dinh ly 2.4

Gia sut (P,C, K, E, D) la mot hé mdt , trong do /K /= /C/=/®/. Khi
do, hé mdt c6 do mdt hoan thién khi va moi khi khod K dvoc ding vdi xdc
sudt nhu nhau bang 1//K./, va méi x e®moi y €C cé6 mot khod duy nhdt K
sao cho eg(x) = y.

Ching minh
Gia st hé mat da cho c6 d6 mat hoan thién. Nhu da thiy & trén, véi
moi X e®Pvay €(, phai c6 it nhat mot khoa K sao cho ey(x) = y. Boi vay ta
c6 bat dang thifc:
| Cl =l{ex(x) K eC}|<| K]

Tuy nhién, ta gia stt rang | C| = |K| . Boi vay ta phai c6:
[{ex(x) K eC}| =] K]
Tic 1a & day khong ton tai hai khod K, va K, khdc nhau dé ey, (x) =

ex,(X) = y. Nhu vay ta da ching to duoc rang, v6i bat ky x e®@vay e ¢o
ding mot khod K dé€ e (x)=y.
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Ky hitun=| K|.Giast = { x;: 1 <i<n } vaco dinh mot gia tri y
eC. Ta ¢6 thé ky hiéu cdc khoa K,,K,,. . ..K sao cho ey, (x;) =y, 1 <i<n.
St dung dinh 1y Bayes ta co:

p Ayl X)) pp (X;)
pe(¥)

P«(K). (Py (X))
pe(y)

pAXly) =

Xét dieu kién do mat hoan thién p4x,ly) = p, (x;). Diéu kién nay kéo theo
p«(K) = p. (y) v6i 1 <i<n. Tic 1a khod dugc dung v6i xdc suat nhu nhau
(chinh bang p(y)). Tuy nhién vi s6 khod 1 | K| nén ta c6 p(K) =1/ |K | v6i
moi K e K.

Nguoc lai, gia sir hai diéu gia dinh déu thao man. Khi dé dé dang thay
dugc hé mat c6 do mat hoan thién véi moi phan bd xac suat bat ky cua ban
o ( twong tu nhu chuéng minh dinh 1y 2.3). Cac chi tiét danh cho ban doc
xem xét.

Mat ma khod st dung mot 1an cia Vernam (One-Time-Pad:OTP) Ia
mot vi du quen thuoc vé hé mat ¢6 do mat hoan thién. Gillbert Verman 1an
dau tién mo ta hé mat ndy vao nam 1917. Hé OTP dung dé ma va giai ma tu
dong cdc ban tin dién bdo. Diéu thi vi 1a trong nhiéu nam OTP dugc coi 1a
mot hé mat khong thé bi phd nhung khong thé chudéng minh cho t6i khi
Shannon xay dung dugc khdi niém vé do mat hoan thién hon 30 nam sau dé.

Mo ta vé hé mat ding mot 1an néu trén hinh 2.1.
Str dung dinh 1y 2.4, dé dang thay rang OTP ¢6 do mat hoan thién. He
thong nay rat hap dan do dé thuc hién ma va giai ma.

Vernam di diang ky phat minh ctia minh véi hy vong ring né s& c6
ting dung thuong mai rong rii. Dang ti€c 12 c6 nhudng nhitng nhugc diém
quan trong doi v6i cac hé mat an toan khong diéu kién, chang han nhu OTP.
Diéu kién |K| > | @] c6 nghia 1a luong khéa (can duoc thong bao mot cach bi
mat) ciing 16n nhu ban rd. Vi du , trong truong hop hé OTP, ta can n bit khoa
dé ma hod n bit clia ban 6. Véan dé nay s& khong quan trong néu c6 thé dung
cung mot khod dé ma hoa cdc ban tin khdc nhau; tuy nhién, do an toan cua
cdc hé mat an toan khong diéu kién lai phu thudc vao mot thuc t€ 1a moéi
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khoa chi dugc dung cho mot 14n ma. Vi du OTP khong thé ding vimng trudc
tdn cong chi v6i ban rd da biét vi ta ¢6 thé tinh dugc K bangf phép hoic loai
trir xau bit bat ky x va eg(x). Bai vay, can phai tao mot khéa méi va thong
bdo né trén mot kénh bao mat d6i v6i moéi ban tin trude khi gui di. Diéu
naytao ra kho khin cho van dé quan ly khod va gay han ché cho viéc sir dung
rong rdi OTP. Tuy nhién OTP van dugc ap dung trong linh vuc quan su va
ngoai giao, 6 nhitng linh vuc nay do an toan khong diéu kién cé tAm quan
trong rat 16n.

Hinh 2.1. Hé mdt su dung khod mét lan (OTP)

Gia sitn >1 1a s6 nguyén va = C= K= (Z,)". V6i K (Z,)", ta xac
dinh eg(x) 12 téng véc to theo modulo 2 cta K va x (hay tuong duong véi
phép hoac loai trir cuia hai day bit tuong tng). Nhu vay, néu x = (X,..., X, )
vaK = (K,,..., K,) thi:

ex(x) =(x; +K,,..., x, + K,) mod 2.
Phép ma hod 1a dong nhat véi phép giai ma. Néuy = (y,...., y, ) thi:

de(y) =y, +K,,...,y, + K, mod 2.

Lich st phat trién cia mat ma hoc 1a qu4 trinh cd ging tao cdc hé mat
c6 thé dung mot khoa dé tao mot xau ban ma tuwong doi dai (tic c6 thé dung
mot khod dé ma nhiéu ban tin) nhung chi it vin con dit duoc do an toan tinh
todn. Chuan ma dit liéu (DES) 1a mot hé mat thuoc loai nay (ta sé€ nghién citu
van dé nay trong chuong 2).

2.2. ENTROPI

Trong phan trude ta di thao luan vé khai niém do mat hoan thién va
dat moi quan tdm vao mot truong hop dac biét, khi mot khoa chi duoc dung
cho mot 14n ma. Bay gio ta s& xét diéu s& x4y ra khi ¢6 nhiéu ban 6 dugc ma
bing cung mot khod va biang cdch nao ma thdm ma c6 thé thuc hién co két
qua phép tan cong chi chi véi ban ma trong thoi gian da 16n.

Cong cu co ban trong nghién ctu bai todn nay la khai niém entropi.
DPay la khai niém trong ly thuyét thong tin do Shannon duu ra vao nam 1948.
C6 thé coi entropi 1a dai lugng do thong tin hay con goi 1a do bat dinh. N6
duogc tinh nhu mot ham phan bo xac suat.
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Gia st ta ¢6 mot bién ngau nhién X nhan cac gia tri trén mot tap hitu
han theo mot phan b6 xac suat p(X). Thong tin thu nhan dugc boi mot su
kién xay ra tuan theo mot phan bo p(X) la gi?. Tuong tu, néu su kién con
chua xay ra thi cai gi 1a do bat dinh va két qua?. Pai lugng nay duogc goi la
entropi ciia X va dugc ki hiéu 1a H(X).

Cac y tudng nay c6 vé nhu kha triu tuong, boi vay ta s€ xét mot vi du
cu thé hon. Gia st bién ngiu nhién X biéu thi phép tung déng xu. Phan bo
x4c sudt 1a: p(mat x4p) = p(mat ngita) = 1/2. C6 thé néi rang, thong tin (hay
entropi) cta phép tung déng xu la mot bit vi ta ¢6 thé ma hod mit xap bang
1 va mat ngita bing 0. Tuong tu entropi cia n phép tung dong tién c6 thé ma
hod biang mot xau bit ¢c6 do dai n.

Xét mot vi du phic tap hon mot chidt. Gia sur ta ¢c6 mot bién ngau
nhién X c¢6 3 gid tri c6 thé 1a X, X,, X; v6i X4c sudt twong ting bang 1/2, 1/4,
1/4. Cach ma hiéu qua nhat cua 3 bién c6 nay la ma hoa x, 1a 0, ma cta x, la
10 va ma cua x4 la 11. Khi d6 s6 bit trung binh trong phép ma hoa nay la:

12x14+1/4x24+1/4x2=3/2.

Céc vi du trén cho thdy ring, mot bién c6 xdy ra véi xdc suat 2™ c6 thé
mi hod duoc bing mot xau bit c6 do dai n. Téng quat hon, c6 thé coi rang,
mot bién cd xay ra véi xac sudt p c6 thé ma hod bang mot xau bit c6 do dai
xap xi -log, p. Néu cho truéc phan bs xac suat tuy y p;, py- - -» P, cla bién
ngau nhién X, khi d6 do do thong tin 1a trong so trung binh cla cac lugng
-log,p;. Di€u nay dén t6i dinh nghia hinh thdc ho4 sau.

Dinh nghia 2.3
Gid sit X la mot bién ngau nhién ldy cdc gid tri trén mot tdp hitu han
theo phdn bo xdc sudt p(X). Khi dé entropy ciia phdn bo xdc sudt nay duoc
dinh nghia la luong:
H(X) = - 2 p;log,p,
i=1

Néu cdc gid tri c6 thé ciia Xla x;,1 <i <n thi ta cé:

H(X) = -.§p(X=x,-)10g2p(X: X;)

Nhan xét
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Nhan thdy rang, log, p, khong xdc dinh néu p, =0. Boi vay doi khi
entropy duoc dinh nghia 1a tong tuong tng trén tat ca cdc xdc suat khac 0. Vi
lim,_,oxlog,x = 0 nén trén thuc t&€ ciing khong c6 tré ngai gi néu cho p, = 0
vGi gia tri i nao d6. Tuy nhién ta s€ tuan theo gia dinh 1a khi tinh entropy cua
mot phan bo xdc sut p;, tong trén s& dugc 14y trén céc chi s6 i sao cho p20.
Ta ciing thdy rang viéc chon co sO cua logarit 1a tuy y; co s6 nay khong nhat
thi€t phai 1a 2. Mot co s6 khéc s€ chi 1am thay déi gid tri clia entropy di mot
héng so.

Chd ¥y rang, néu p; = 1/n v6i 1 <i < n thi H(X) = log,n. Ciing dé dang
thay rang H(X) > 0 va H(X) = 0 khi va chi khi p, = 1 v6i mot gi4 tri i ndo do
vap; =0 v6i moi j # 1.

Xét entropy ctia cac thanh phan khdc nhau ctia mot hé mat. Ta c6 thé
coi khoa 1a mot bién ngau nhién K nhan cac gia tri tuan theo phan bd xac
sudt p, va boi vay c6 thé tinh duge H(K). Tuong tu ta c6 thé tinh céc entropy
H(P) va H(C) theo cac phan b6 xac suat tuong ting cua ban ma va ban ro.

Vidu 2.1: (tiép)

Ta co: H(P) = -1/4log,1/4 - 3/4log,3/4
=-1/4(-2) - 3/4(log,3-2)
=2 - 3/4log,3
~0,81

bang cdc tinh todn tuong tu, ta c6 H(K) = 1,5 va H(C) ~1,85.

2.2.1. Md huffman va entropy

Trong phan nay ta s& thao luan so qua vé quan hé giita entropy va ma
Huffman. Vi cdc két qua trong phan nay khong lién quan dén cac tng dung
trong mat ma clia entropy nén ta ¢ thé bo qua ma khong 1am mat tinh lién
tuc. Tuy nhién cdc hé qua & day c6 thé dung dé nghién ctu sau hon vé khdi
niém entropy.

O trén dd dua ra entropy trong boi cianh mi hod cdc bién c¢6 ngiu
nhién xay ra theo mot phan bo xac suat da dinh. Trudc tién ta chinh xac hoa
thém nhitng y tudng nay. Cling nhu trén, coi X la bi€n ngau nhién nhan cac
gia tri trén mot tap hitu han va p(X) la phan bo xac suat tuong ting.

Mot phép ma hoa X 1a mot anh xa bat ky:
f:X —-{0,1}"
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trong do {0,1}" ki hiéu tap tit ca cdc xau hitu han cdc s6 0 va 1. VGi mot
danh séch hitu han (hodc mot xau) cdc bién co x,, X, . . . , X,, ta ¢ thé mo
rong phép ma hoa f nho stir dung dinh nghia sau:
f(x Xpox, ) = f(x) | oo || fi(x,)
trong d6 ki hiéu phép ghép. Khi d6 c6 thé coi f 1a 4nh xa:
f:X"—{0,1}"

Bay gio gia st xau x,...x, dugc tao tir mot nguoén khong nhé sao cho
moi x; xay ra déu tuan theo phan bd xdc suat trén X. Diéu d6 nghia la xac
sudt cia mot xau bat ki x,...x, duoc tinh bing p(x,) x... x p(x,) (D€ y ring
xau nay khong nhat thiét phai gom cac gia tri phan biét vi nguon la khong
nhG). Ta c6 thé coi ddy n phép tung dong xu 1a mot vi du.

Bay gid gia su ta chudn bi dung 4nh xa f dé ma hoa cac xau. Diéu
quan trong & day la giai ma dugc theo mot cach duy nhéat. Boi vay phép ma f
nhat thié€t phai 1a mot don anh.

Vidu 2.2.
Gia sit X = {a,b,c,d} , xét 3 phép ma hoa sau:

f(a)=1 f(b)=10 f(c)=100 f(d) = 1000
g(a)=0 gb)=10 gc)=110 gd)=111
h(a)=0 h(b)=01 h(c)=10 h(d) =11

C6 thé thdy ring, f va g 1a cdc phép ma don 4nh, con h khong phai 1a mot
don 4nh. Mot phép mi ho4 bat ky dung f ¢6 thé dugc giai ma bang cdch bat
dau ¢ diém cudi va giadi ma nguoc trd lai: Mdi 1an gip s6 mot ta s& biét vi tri
két thic ctia phan tir hién thoi.

Phép ma ding g c6 thé dugc giai ma bing cach bat ddu & diém dau va
xur ly lién ti€p. Tai thoi diém bat ki ma & d6 c6 mot diy con 1a céc ki tu ma
cta a ,b,c hoic d thi c6 thé giai mi né va c6 thé cét ra khoi diy con. Vi du,
vGi xaul0101110, ta s€ giai ma 10 1a b, ti€p theo 10 1a b, r6i dé€n 111 1a d va
cudi cung 0 1a a. Boi vay xau da giai ma l1a bbda.

D¢ thay riang h khong phai 1a mot don dnh, chi can xét vi du sau:
h(ac) = h(bc) = 010
Theo quan diém dé dang gidi ma, phép mi g tot hon f. S& di nhu vay vi
néu dung g thi viéc giai ma co thé dugc 1am lién tiép tir ddu dén cudi va boi
vay khong can phai ¢6 bo nhé. Tinh chat cho phép giai ma lién ti€p don gian
ctia g dugc goi la tinh chat tién t6 doclap ( mot phép ma g dugc goi 1a cd tién
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t0 doc lap néu khong ton tai 2 phan tr x,y € X va mot xau z €{0,1}" sao cho
g(x) =g(y) |l 2).

Thao Iuan & trén khong lién hé gi dén entropy. Tuy nhién khong c6 gi
dang ngac nhién khi entropy lai c6 lién quan dén tinh hiéu qua cta phép ma.
Ta s& do tinh hiéu qua cta phép ma f nhu da lam & trén: d6 1a do dai trung
binh trong s6 ( dugc ki hiéu 1a [ (f) ) cia phép ma mot phan tlr ciia X. Boi vay
ta c6 dinh nghia sau:

1(f) =2 p(x) | f(x)]

xeX

Trong d6 lyl ki hiéu la do dai cua xau y.

Bay gio nhiém vu cha yéu cua ta l1a phai tim mot phép ma hoa don
4nh sao cho t6i thiéu hod dugc /(f) . Thuat todn Huffman 12 mot thuat toan
néi tiéng thuc hién dugc muc dich nay. Hon nita, phép ma f tao bdi thuat
toan Huffman 1a mot phép ma cé tién t6 doc lap va

H(X) < () < H(X) +1

Nhu vay, gia tri cua entropy cho ta ddnh gia kha chinh xdc vé do dai trung
binh ctia mdt phép ma don anh toi uu.

Ta s& khong ching minh cdc két qua da néu ma chi dua ra mot mo ta ngan
gon hinh thitc hod vé thuat toan Huffman. Thuat todn Huffman bat dau véi
phan bd xdc suat trén tap X va ma moéi phan tr ban dau la trong. Trong moi
budc lap, 2 phan tlr c6 xac suat thiap nhat s€ dugc két hop thanh mot phan tu
c6 x4c suat biang téng cta hai xdc suat nay. Trong 2 phan tir, phin tir c6 xéc
sudt nho hon sé dugc gan gia tri "0", phan tlr ¢ gia tri 16n hon s€ dugc gan
gia tri "1". Khi chi con lai mot phan tir thi ma cia x € X s€ dugc cau tric
biang diy cac phan tir ngugc tir phan tlr cudi cung tdi phan tir ban diu x.

Ta s€ minh hoa thuat todn nay qua vi du sau.
Vidu 2.3.
Gia st X = {a,b,c,d,e} c6 phan b6 xac suat: p(a) = 0,05; p(b) = 0,10;

p(c) = 0,12; p(d) = 0,13 va p(e) = 0,60. Thuat todn Huffman duogc thuc hién
nhu trong bang sau:
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A b c d e
0,05 0,10 | 0,12 | 0,13 0,60
0 1
0,15 0,12 | 0,13 0,60
0 1
0,15 0,25 0.60
0 1
0,40 0,60
0 1
| 1,0 |
Dicu nay dan dén phép ma hod sau:
X flx)
a 000
b 001
c 010
d 011
e |

Boi vay do dai trung binh cua phép ma hoa la:

() =0,05x3+0,10x3+0,12x3+0,13x3+0,60x1=1,8

So sanh gi4 tri nay vé6i entropy:

H(X) =0,2161 + 0,3322 + 0,3671 + 0,3842 + 0,4422
= 1,7402.

2.3. CAC TINH CHAT CUA ENTROPI

Trong phan nay s€ ching minh mot s6 két qua quan trong lién quan
dén entropi. Trudc tién ta s& phat biéu bat dang thic Jensen. Pay 1a
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mot két qua co ban va rat hitu ich. Bat dang thiic Jensen c6 lién quan
dén ham 16i ¢6 dinh nghia nhu sau.

Dinh nghia 2.4.
Mot ham c6 gid tri thuc f la 161 trén khodng I néu:

f(x+yj> f(x)+ f(y)
2 ) 2

voi moi x,y €l. f la ham 161 thuc su trén khodng I néu:

f(x+yj> f(x)+ f(y)
2 2

voi moi X,y € I.x #y.

Sau day ta s& phat biéu ma khong chiing minh bat dang thiic
Jensen.

Dinh ly 2.5.(Bdt ddng thiic Jensen).
Gid sit h la mot ham [oi thuc su va lién tuc trén khodng 1,

a=1

n
i
i=1

va a; >0,1 <i <n. Khi do:

Zn:aif(xi)s f[zn:aixiJ

"n__n

trong dé x, € I,1 <i <n. Ngoai ra ddu "=" chi xdy ra khi va chi khi
X=...= X,

Bay gio ta s€ dua ra mot sO két qua vé entropi. Trong dinh 1y
sau s& st dung khang dinh: ham log,x 12 mot ham 16i thuc su trong
khoang (0, «) (Diéu nay dé dang thdy duoc tir nhitng tinh todn so cap
vi dao ham cép 2 ctia ham logarith 1a am trén khoang (0, «)).

Pinh Iy 2.6.

Gid st X la bién ngau nhién cé phdn bo xdc sudt p,, p,,... , p,,
trong do p; >0,1 <i <n. Khi dé H(X) <log,n. Dou "=" chi xay ra khi
va chi khip,= 1/n, 1 <i <n.

Chitng minh:
Ap dung bat dang thiic Jensen, ta c6:
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H(X)=->plog, p; =Y plog,(d/ p;)
i=1 i=1

< IngZ(pi x1/p;)

i=1
= log,n
Ngoai ra, ddu "=" chi xay ra khi va chikhip,=1/n, 1 <i<n.

Dinh ly 2.7.
H(X.Y) <H(X) +H(Y)
Ddng thitc (ddu "=") chi xdy ra khi va chi khi Xva Y la cdc bién
co doc ldp

Chitng minh.

Gia s X nhan cédc gid tri x;,1 <i<m;Y nhén cdc gia tri y,1<j <
n. Ki hieu: p; =p(X=x;), | <i<mvaq;=p(Y =y;), 1<) <n. Kihi¢u
r;=pX=x;,Y=y;),1<i<m, 1 <j<n. (Day la phan bo xdc suat
hop).

Nhan thdy rang

(I1<i<m)va

(1<j<n).Taco

m

H(X) + H(Y) = (3 pilog, p, + 3d100,0,)

i=1

=->> rlog, p,+> > rlog,q;)

i=1 j=1 j=1i=1
m n

=-2.2_ %109, pa

i=1 j=1
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Mat khac

H (X ,Y) = _zzrij |092 f

i=1 j=1
K&t hop lai ta thu dugc két qua sau:

m n

HOGY) = HOO - H(Y) = > Y r log,@/) + > 3k log, p,

i=1 j=1 i=1 j=1

=>">"r;log,(pa; /1)

i=1 j=1

= Iogz ZZ Pid;

i=1 j=1
=log,1
=0

(6 day da 4p dung bat dang thitc Jensen khi biét ring céc r; tao nén
mot phan bo xac suat ).

Khi ding thic xéy ra, c6 thé thdy ring phai c6 mot hing s6 ¢
sao cho p;;/ 1;; = ¢ v6i moi i,j. Su dung dang thic sau:

=1 =
Diéu nay dan dén c=1. Boi vay dalmg thic (ddu "=") s& xay ra khi va
chi khi r; = p,q;, nghia la:

PX=x; Y =y;) =pX=x;)p(Y =y;)
v6i 1 <i<m, 1 <j<n.Diéunay cé nghia la X va Y doc lap.

Tiép theo ta sé dua ra khai niém entropi cé diéu kién
Dinh nghia 2.5.

Gid sw Xva Y la hai bién ngau nhién. Khi dé voi gid tri xdc dinh
bdt ky y cua Y, ta ¢6 mot phdn bo xdc sudt cé diéu kién p(X]y). RO rang
la :
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H(X |y)=-> p(x]|y)log, p(x]y)

Ta dinh nghia entropi cé diéu kién H(X]Y) la trung binh trong so (iing
VOi cdc xdc sudt p(y) ciua entropi H(X]y) trén moi gid tri cé thé y.
H(X]y) duoc tinh bang:

H(XY)==> > p(y)p(x] y)log, p(x]y)

Entropi ¢6 diéu kién do luong thong tin trung binh vé X do Y mang

lai.
Sau day 12 hai két qua truc ti€p ( Ban doc ¢6 thé tu chitng minh)
Dinh 1y 2.8.
H(XY)=H(Y) + HX/Y)
Hé quad 2.9.

H(X/Y) <H(X)
Ddu bang chi xdy ra khi va chi khi Xva Y doc lap.

2.4. CAC KHOA GIA VA KHOANG DUY NHAT

Trong phan nay ching ta s& dp dung cac két qua ve entropi & trén cho
cac hé mat. Trudc tién sé chi ra mot quan hé co ban gitta cac entropi cua cac
thanh phan trong hé mat. Entropi ¢6 diéu kién H(KIC) duoc goi 1a do bat
dinh vé khod. N6 cho ta biét vé luong thong tin vé khod thu duoc tir ban ma.

Pinh Iy 2.10.
Gia su(®, C, K, E, D) la mot hé mdt. Khi do:
H(K/C)=H(K) + H(P) - H(C)

Chitng minh:

Trudc tién ta thdy rang H(K,P,C) = H(C | K,P) + H(K,P). Do y = e(x)
nén khod va ban rd s€ xac dinh ban ma duy nhat. Diéu nay c6 nghia la
H(CIK,C) = 0. Bsi vay H(K,P,C) = H(K,P). Nhung K va P doc lap nén
H(K,P) = H(K) + H(P). Vi thé:

H(K,P,C) + HK,P) = H(K) + H(P)
Tuong tu vi khod va ban ma xac dinh duy nhat ban ro (tiic x = di(y)) nén ta
c6 H(P I K,C) = 0 va boi vay H(K,P,C) = H(K,P). Bay gio ta s€ tinh nhu sau:
H(K I C) = H(K,C) - H(C)
= H(K,P,C) - H(C)
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= H(K) + H(P) - H(O)
Pay la noi dung cta dinh 1y.

Ta s& quay lai vi du 2.1 d€ minh hoa két qua ny.

Vidu 2.1 (tiép)

Ta da tinh dugc H(P) = 0,81, H(K) = 1,5 va H(C) =1,85. Theo dinh 1y
210 tacé HK I C) = 1,5 + 0,85 - 1,85 = 0,46. C6 thé kiém tra lai két qua
nay bang cdch dp dung dinh nghia vé entropi ¢6 diéu kién nhu sau. Trudc
tién cdn phai tinh cdc xdc sudt xudt p(K; | j), 1 <i<3, 1 <j<4. DE thyc hién
diéu nay c6 thé dp dung dinh 1y Bayes va nhan duoc két qua nhu sau:

P(K,I1)=1 p(K,1 1) =0 p(K;11)=0
O PK,12)=6/7 pK,12) =1/7 pK;12)=0

P(K,13)=0 p(K,13) =3/4  p(K,13)=1/4

P(K,14)=0 p(K,14) =0 p(K,14)=1

Bay gio ta tinh:
HEKIC)=1/8x0+7/16 x 0,59 + 1/4 x 0,81 + 3/16 x 0 = 0,46
Gia tri nay bang gid tri duoc tinh theo dinh 1y 2.10.

Gia su (@, C, K, E, D) la hé mat dang dugc st dung. Mot xau cua ban
0 XX, . . .X, s€& dugc ma hod biang mot khoa d€ tao ra ban ma y,y, . . .y,.
Nhé lai ring, muc dich co ban ctia thim ma 1a phai x4dc dinh duoc khoa. Ta
xem xét cac phuong phap tan cong chi véi ban ma va coi Oscar ¢6 kha nang
tinh todn vo han. Ta ciing gia st Oscar biét ban rd la mdt van ban theo ngon
ngit tu nhién (chang han vian ban tiéng Anh). N6i chung Oscar ¢6 kha nang
rit ra mot s6 khod nhét dinh ( cic khod c6 thé hay cac khod chap nhan duoc)
nhung trong d6 chi ¢c6 mot khoa ding, cdc khod c6 thé con lai (ciac khod
khong ding) duoc goi la cac khoa gia.

Vi du, gia st Oscar thu duoc mot xau ban ma WNAJW mi bang
phuong phdp ma dich vong. D& dang thay rang, chi ¢ hai xau ban rd ¢6 ¥
nghia 1a river va arena tuong tng v6i cac khoa F( = 5) va W( = 22). Trong
hai khoa nay chi c6 mot khoa ding, khoa con lai 1a khoa gia. (Trén thuc té,
viéc tim mot ban ma cia MDV c¢6 d6 dai 5 va 2 ban giai ma c6 nghia khong
phai qua khé khin, ban doc c6 thé tim ra nhiéu vi du khac). Muc dich clia ta
la phai tim ra giGi han cho so trung binh cac khoa gia. Trudc tién, phai xac
dinh gia tri nay theo entropi (cho mot ki tu) cia mot ngdn ngit tu nhién L ( ki
hi¢éu la H, ). H; la lugng thong tin trung binh trén mot ki ty trong mot xau cé
nghia ctia ban rd. (Chid y rang, mot xau ngdu nhién céc ki tu cta bang chi
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céi s€ c6 entropi trén mot ki tu bang log, 26 ~ 4,76). Ta c6 thé 1ay H(P) 1a
xap xi bac nhat cho H;. Trong truong hop L 1a Anh ngit, st dung phan bo
xac sudt trén bang 1.1, ta tinh dugc H(P) ~ 4,19.

Di nhién cac ki tu lién tiép trong mot ngoén ngit khong doc lap véi
nhau va su twong quan gitra cac ki tu lién ti€p sé lam giam entropi. Vi du,
trong Anh ngft, chit Q luon kéo theo sau la chir U. Dé 1am x4p xi bac hai,
tinh entropi clia phan bo xdc sudt cua tat ca cac bo doi roi chia cho 2. Mot
cach tong quat, ta dinh nghia P" 1a bién ngiu nhién c¢6 phan bg xac suit cua
tat ca cac bd n cua ban ro. Ta s€ sir dung tat ca cac dinh nghia sau:

Dinh nghia 2.6
Gid sww L la mét ngoén ngit ty nhién. Entropi cua L duoc xdc dinh la
luong sau:

. H(P"
HL:“m (n )
D6 du ciia L la: R, =l-(H,/log,| ®])

Nhdn xét: H; do entropi trén moi ki tu clia ngon ngit L. Mot ngon ngit ngiu
nhién s& c6 entropi la log, 1?1 . Boi vay dai lugng R; do phan "ki tu vuot troi"
la phan du.

Trong truong hop Anh ngtt, dua trén bang chita mot s6 16n cac bo doi
va céc tan s0, ta ¢6 thé tinh duge H(P?). Uéc luong theo cdch ndy, ta tinh
dugc H(P?) ~3,90. Ctt ti€p tuc nhu vay bing cdch 1ap bang céc bo ba .v.v... ta
thu duoc uSc luong cho H;. Trén thuc t€, bang nhiéu thuc nghiém khéc
nhau, ta c6 thé di t6i két qua sau 1,0 < H,; <1,5. Tic 1a luong thong tin trung
binh trong ti€éng Anh vao khoang 1 bit tGi 1,5 bit trén moi ki tu!.

Gia sur lay 1,25 1a gia tri uéc luong cua gia tri cua H;. Khi d6 do du
vao khoang 0,75. Tic 1a ti€éng Anh ¢6 do du vao khoang 75%! (Diéu nay
khong c6 nghia loai bo tuy y 3 trén 4 kib tu cia mdt van ban ti€éng Anh ma
van ¢6 kha nang doc duoc né. N6 chi ¢6 nghia la tim dugc mot phép ma
Huffman cho cac b n vé6i n du 16n, phép ma nay sé nén van ban tiéng Anh
xuong con 1/4 do dai cua ban goc).

Vi cdc phan b6 xéc sudt da cho trén K va @. C6 thé x4c dinh phan b6
xéc sudt trén ("1a tap cac bo n ctia ban ma. (Ta da 1am di€u nay trong trudng
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hop n =1). Ta da xac dinh P" 1a bién ngiu nhién bi€u dién bo n cua ban rd.
Tuong tu C" 1a bién ngiu nhién biéu thi bo n clia ban ma.

Vé6iy € C", dinh nghia:
Ky)={Ke K Ix e @, pmXx) >0, ex(x) =y}

nghia la K(y) la tap cac khoa K sao cho y la ban ma ctia mdt xau ban ro do
dai n c6 nghia, tic 12 tap cdc khod "c6 thé" v6i y 1a ban ma da cho. Néu y 1a
day quan sat dugc cua ban ma thi s6 khoa gia sé 1a | K(y) I -1 vi chi ¢c6 mot
kho4 12 khod diing trong s6 cdc khoa c6 thé. S6 trung binh cdc khod gia (trén
tit ca cdc xau ban mi c6 thé do dai n) duoc ki hiéu 1a s, va né dugc tinh nhu
sau:

Si=2 o POIKY)]-D)

=3 PO KW=, . p(Y)

= zygcn p(y) [ K(y)[-1
Tur dinh 1y 2.10 ta c6:

H(KI C") =H(K) + H(P") - H(C").
C6 thé dung uGc luong sau:

H(P") = nH,; =n(1 - R))log,| @I
v6i diéu kién n du 16n. Hién nhién 1a:

H(C") <nlog,l CI.
Khi dé néul @1 =1 I thi:
H(KI C") > H(K) - nR, log, | @ 2.1)
Tiép theo xét quan hé cua lugng H(K | C") vé6i s6 khoa gia s,. Ta co:

H(K|C") = ZVECn P(Y)H(K[Y)
<D P0G, [K(Y) |

<log, >, . POY)IK(Y)|
= |ng(§+l)

& day ta ap dung bat datng thiic Jensen (dinh 1y 2.5) véi f(x) = log,x. Bai vay
ta c6 bat dang thic sau:

H(K |C") < log,(s, +1) (2.2)
Két hop hai bat ding thitc (2.1) va (2.2), ta cé :

log, (s, +1) = H(K)—nR_log, | P |
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Trong trudong hop cic khoa dugc chon dong xéc suat (Khi d6 H(K) cé gia tri
16n nhat) ta c6 két qua sau.

Pinh Iy 2.11

Gid sut (P, C, K, E, D ) la mot hé mdt trong dé | C | = | P | va cdc khod duoc
chon dong xdc sudt. Gid su R, la do du cua ngon ngit goc. Khi dé voi mot
xdu bdn md do dai n cho trudc ( n la sé du lon), s6 trung binh cdc khod gid
s, thod man bdt ddng thitc nhu sau:

s, 2{|K[/(P|nR)}-1
Luong IKI / IPInR, -1 tién t6i 0 theo hAm mii khi n tang. Udc luong nay
c6 thé khong chinh xdc véi cdc gid tri n nho. D6 1a do H(P")/ n khong phai 1a
mot udc luong tot cho H; néu n nho.

Ta dua ra day mot khéi niém nita

Dinh nghia 2.7.

Khodng duy nhdt cia mot hé mdt duoc dinh nghia la gid tri cua n ma
iing voi gid tri nay, s khod gid trung binh bang 0 (ki hiéu gid tri nay la n,).
Diéu dé c6 nghia la ny la do dai trung binh cdn thiét ciia ban ma dé tham ma
c6 thé'tinh todn khod mot cdach duy nhdt voi thoi gian dii 1on.

Néu dat s, =0 trong dinh 1y 2.11 va giai theo n ta s€ nhan dugc udc
luong cho khoang duy nhat:
n, =~ log,|Kl / R, log, |A
Vi du v6i MTT, ta c6 |A = 26 va IK] =26 !. Néu lay R, =0,75 thi ta
nhan duoc udc luong cho khoang duy nhat bang:
n, =~ 88,4/ (0,75 x4,7) = 25

Diéu d6 c6 nghia 1a thong thuong néu ma tham c6 dugc xau ban ma véi do
dai t6i thi€u 1a 25, anh ta c6 thé nhan dugc ban gidi ma duy nhat.
2.5. CAC HE MAT MA TICH

Mot phat minh khiac do Shannon dua ra trong bai bdo cuia minh nam
1949 1a y tudng két hop cdc hé mat bang céch tao tich cla ching. Y tudng

nay c6 tim quan trong to 16n trong viéc thiét k& cac hé mat hién nay ( ching
han chuin ma dit liéu -DES).
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Dé don gian, trong phin nay chi han ché xét cac hé mat trong d6 C=2:
cac hé mat loai nay duoc goi la tu dong cau. Gia su S,;= (@ @ K, E, D,) va
S,=(® @ K, E, D,) la hai hé mat tu dong ciu c6 cung cic khong gian ban
ma va ro. Khi do, tich cua S, va S, (ki hiéu 1a S, x S,) duoc xac dinh 1a hé
mat sau:

(@ @ K, x K, E D)
Khoa ctia hé mat tich c6 dang K = (K,,K,) trong d6 K, € K, va K, € K,. Cac
quy tic ma va giai ma cta hé mat tich duoc xac dinh nhu sau: Vi méi K =
(K1,K2), ta ¢c6 mot quy tic ma E, xdc dinh theo cong thiic:

€k, ky) (X) = &, (&, (X))
va quy tic giai ma:

d(Kl,Kz)(y) = dK1 (dKz (y)
Nghia la trudc tién ta ma hod x bang e, r6i ma lai ban két qua bang ey,. Qua
trinh giai ma tuong tu nhung thuc hién theo thit tu nguoc lai:

d(Kl,Kz)(e(Kl,Kz)(X) = d(Kl,Kz)(eKz (eK1 (X)))
= dKl (dK2 (eK2 (eK1 (X))

= dy, (e, (x)))

= X.

Ta biét rang, cdc hé mat déu c6 cdc phan b6 xdc sudt ing vGi cac
khong gian khoa cua chiing. Bai vay, can phai xac dinh phan b6 xac suat cho
khong gian khod K clia hé mat tich. Hién nhién ta c6 thé viét:

pK(Kl,K2)= p‘](](Kl) X pK2=(K2)
N6i mot cach khéc, ta chon K, ¢6 phan b6 p,, roi chon mot cach doc lap K,
c6 phan bo p,,(K,).

Sau day 12 mot vi du don gian dé€ minh hoa khai niém hé mat tich. Gia
str dinh nghia hé mat ma nhan nhu trong hinh 2.2 sau.
Hinh 2.2. Ma nhdn

Gilr st @ = C=Z,, va gia stur:

K={a Z,;; UCLN(a,26) =1}
Véi a € K, ta x4c dinh: e (x) = ax mod 26
va d,(y) =a'y mod 26
(X,y) € Zy.
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Cho M 1a mot hé ma nhan ( Vi cac khoa dugc chon dong xac suat) va
S 1a MDV ( véi cdc khod chon déng xac sudt). Khi d6 dé dang thdy rang
MxS chinh 1a hé ma Affine ( cing v6i cidc khoa dugc chon dong xac suat).
Tuy nhién viéc chudng to S xM ciing 1a hé ma Affine khé hon mot chut (
cling v6i cac khéa dong xdc suat).

Ta s& chitng minh céc khing dinh nay. Mot kho4 dich vong 14 phan tit
K €Z, va quy tac giai ma tuong tng 12 e (x) = x + K mod 26. Con khoa
trong hé ma nhan 1a phan tir a €Z,, sao cho UCLN(a,26) = 1. Quy tic ma
tuong ung la e,(x) = a mod 26. Boi vay, mot khod trong ma tich M x S ¢6
dang (a,K), trong d6

€ai(X) =a x + Kmod 26

DPay chinh la dinh nghia vé khod trong hé ma Affine. Hon nita, Xdc suat cua
mot khoa trong hé ma Affine 1a:1/312 = 1/12 x 1/26. D6 1a tich cua xac suat
tuong ung cua cac khoa a va K. Boi vay M xS 1a hé ma A ffine.

Bay gio ta s€ xét S xM. Mot khod nay trong hé ma nay c6 dang (K ,a)

trong do:
€k.o(X) =a(x+K) =a x + aK mod 26

Nhu vay khoa (K,a) cia ma tich SxM dong nhat véi khod (a, aK) ctia hé ma
Affine. Van dé con lai 1a phai chitng to ring moi khod cua ma Affine xuat
hién vé6i ciing xac suat 1/312 nhu trong ma tich SxM. Nhan thdy ring, aK =
K, khi va chi khi K = a'K,, ( hdy nhé lai ring UCLN(a,26) =1, boi vay a ¢
phan tir nghich dao). Né6i cach khac, khoa (a, K,) cia hé ma Affine tuong
duong v6i khod (a'K,,a) clia ma tich SxM. Bdi vay, ta ¢6 mot song anh giita
hai khong gian khod. Vi méi khoa 1a déng xdc suét nén c6 thé thay ring
SxM thuc su la ma Affine.

Ta ching minh ring M xS = S x M. Bdi vay, hai hé mat 1a giao hodn.
Tuy nhién khong phai moi cap hé mat déu giao hodn; c6 thé tim ta duoc cdc
cap phan vi du, Mit khéc ta thdy rang phép tich luon két hop:
(S; xS) xS;=8, x (S, xS5)
Néu lay tich cia mot hé mat tu dong cau véi chinh nd thi ta thu dugc
hé mat SxS (ki hiéu 12 S?). Néu 14y tich n 14n thi hé mat két qua 1a S”. Ta goi
S" 1a hé mat lap.

Mot hé mat S dugc goi 1a lu§ dang néu S* = S. C6 nhiéu hé mat da

nghién cttu trong chuong 1 12 hé mat luj dang. Chang han cic hé MDV,
MTT, Affine, Hill, Vigenére va hodn vi déu 13 lu§ dang. Hién nhién 13 néu
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hé mat S 1a luy ding thi khong nén sit dung hé math tich S* vi né yéu cau
luong khoa cuc 16n ma khong ¢6 d6 bao mat cao hon.

Néu mot hé mat khong phai 1a luj dang thi ¢6 kha nang 1am tang do
mat bing cdch lap nhiéu lan. Y tudng nay da duoc dung trong chuin ma dit
licu (DES). Trong DES dung 16 phép lap, tit nhién hé mat ban dau phai la
hé mat khong lu§ dang. Mot phuong phap cé thé xay dung cic hé mat khong
luy dang don gian la 14y tich cta hai hé mat don gian khdc nhau.

Nhdn xét:

C6 thé dé dang chiing t6 ring, néu c4 hai hé mat S, va S, 1a luy dang
va giao hodn thi S, va S, ciing 12 lu§ dang. Diéu nay rit ra tir cic phép toan
dai s0 sau:

(S; X S)) X(S; X S;) = §; x (S, X §y) xS,
=S, x (§; x S,) xS,
=(S; x §)) x (5, % S,)
=S, xS..
( Chua y dung tinh chat két hop trong chitng minh trén)

B&i vay, néu ca S, va S, déu la lu§ dang va ta mudn S, x S, 1a khong
lu§ dang thi diéu kién can 13 S, va S, khong giao hoan.

Rat may man 12 nhiéu hé mat don gian thoa man diéu kién trén. K§ thuat
thuong duoc st dung trong thuc t€ 12 1ay tich cdc hé ma kiéu thay thé va cdc
hé ma ki€u hodn vi. Trong chuong sau ta s& xét mot thé hién cu thé ciia k§
thuat nay.

2.5. CAC CHU GIAL

Khdi niém d6 mat hoan thién va viéc st dung cac k¥ thuat entropi
trong cac hé mat lan dau tién do Shannon dua ra trong [SH49]. Cac hé mat
tich cling dugc thao luan trong bai bao nay. Khai niém entropi ciing do
Shannon dwa ra trong [SH48]. Cic sich nhap moén tét vé entropi, ma
Huffman va cédc van dé c6 lién quan c6 trong céc tai liéu ciia Welsh [WES88]
va Goldie, Pinch [GP91]. Cac két qua trong phan 2.4 duoc 1dy theo
Beauchemin va Brassard [BB88], céac tdc gia nay da tong quat hod cac két
qua ban dau cta Shannon.
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BAI TAP

2.1. Cho n 1a mdt s6 nguyén duong. Mot hinh vuong Latin cip n (L) 1a mot
bang n x n cac s6 nguyén 1, ..., n sao cho mdi mot s6 trong n s6 nguyén
nay chi xuat hién ding mot 1an & mdi hang va moéi cot cua L. Vi du hinh
vuong Latin cap 3 c6 dang:

1 123
1] 2
2 1311

V6i mot hinh vuong Latin L bat ky cdp n, ta c6 thé x4c dinh mot hé ma
twong ing. Gia st P=C=K={1,...,n}. V6i 1 <i<n, quy tic ma hod e,
duoc xdc dinh 1a e,(j) = L(i,j). Do d6 m6i hang ctia L s& cho moét quy tic ma
hoa).

Hay chiing minh rang, hé mat hinh vuéng Latin nay c¢6 do mat hoan
thién.
2.2. Hay ching t6 rang ma Affine ¢6 do mat hoan thién
2.3. Gia sit mot hé mat dat dugc do mat hoan thién véi phan bo xac suat p,
nao do clia ban rd. Hay chiing té raing do mat hoan thién van con dir duoc doi
vGi moOt phan bo xac suat bat ki cua ban ro.
2.4. Hay chiing t6 rang néu mot hé mat ¢6 do mat hoan thién va |K| = |C| =
|®| thi moi ban ma 1a dong xac sudt.
2.5. Gia sur X 1a tap c6 luc lugng n, trong d6 2* < n < 2! va p(x) =1/n véi
moi x €X.

a/ Hay tim mot phép ma hod ¢6 tién t6 doc 1ap cua X (ki hiéu Ia f) sao
cho I(f) = k+2 - 2"!/n
Chi ddn: Hay ma hod 2"'-n cdc phan tir cia X bing cdc xau c¢6 do dai k va
ma hod cdc phan tir con lai bang céc xau c6 do dai k+1.

b/ Hay minh hoa c4u tric cua ban khi n = 6. Tinh /(f) va H(X) trong
truong hop nay.
2.6. Gia st X = {a,b,c,d,e} c6 phan b6 xac suit nhu sau: p(a) = 0,32, p(b) =
0,23 p(c) = 0,20, p(d) = 0,15, p(e) = 0,10. Hay dung thuat toan Huffman dé
tim phép ma hod toi uu c6 tién t6 doc 1ap cta X. So sanh do dai ctia phép ma
nay v6i H(X).
2.7. Hay chiing t6 ring H(X,Y) = H(Y) +H(XIY). Sau d6 chitng minh b6 dé
1a HXXIY) < H(X), dang thitc chi xay ra khi va chi khi X va Y doc lap.
2.8. Chitng minh riang, mot hé mat ¢6 do mat hoan thién khi va chi khi
H(PIC) = H(P).
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2.9. Chiing minh ring trong mot hé mat bat ky H(KIC) >H(P C) ( vé mat truc
gidc, két qua nay néi rang v4i ban ma cho trude, do bat dinh ciua thdm ma vé
khod it nhat ciing 16n bang do bat dinh khi thim ma ban rd).

2.10. Xét mot hé mat trong d6 P= {a,b,c}, K= {K K, ,K;} va = {1,2,3,4}.
Gia sir ma tran ma hoa nhu sau:

a| B | c
Kiy|1|]2] 3
K12 |3] 4
Kiy| 3|4 1

Gia str cac khod dugc chon dong xac suét va phan b xac suat cua ban
13 12 p(a) = 1/2, pAb) = 1/3, p,(c) = 1/6. Hily tinh H(P), H(C), H(K), H(KIC)
va H(PIC).
2.11. Hay tinh H(KIC) va H(KIP,C) cua hé ma Affine.
2.12. Xét hé ma Vigenere c6 do dai tir khoa 1a m. Hay ching té khoang duy
nhat 1a 1/R,, trong d6 R; 1a do du cta ngon ngit dang xét. (két qua nay dugc
hi€u nhu sau: Néu n,, 1a s6 ki tu cAn ma hod thi do dai cta ban rd 1a ny/m vi
moi phan tr cia ban rd gom m ki tu. Bdi vay, khoang duy nhat 1/R; tng véi
mot ban rd gom m/R; ki tu).
2.13. Hay chi ra riang, khoang duy nhat ctia hé ma Hill ( v6i ma tran ma hoa
mxm) 12 nho hon m/R; ( hdy chi y riang s6 ki tu trong mot ban rd ¢6 do dai
lam?/R,).
2.14. MTT trén khong gian o ( c6 kich thude n) s€ c¢6 K] = n!l. Cong thuc
Stirling cho uéc luong sau doi véi n:

n~+2m(n/e)

a/ Dung cong thic Stirling, dua ra mot khoang uée lugng cho khoang
duy nhét cuia MTT.

b/ Cho m >1 la mot s6 nguyén. MTT bo m la hé ma thay thé trong dé
cac khong gian o ( va ban ma) chita tat ca 26™ cac bo m. Hay danh gia
khoang duy nhat cia MTT bd m néu R, = 0,75.
2.15. Hay chiing minh rang MDYV Ia lu§ dang.
2.16. Gia su S, 1a MDV ( véi cac khoa dong xdac suat) va S, 1a MDV trong d6
cac khod dugc chon theo mot phan bo xac sudt p, nao d6 ( khong dong xac
suat). Hay ching to rang S,xS, = S,.
2.17. Gia su S, va S, la cac hé ma Vigenere c6 do dai tu khod tuong tng la
m, va m, trong d6 m,; > m.,.

a/Néum, | m, thichirarang S, x S, =S,.
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b/ Ta thir tong qudt hod két qua trén bang gia dinh rang S,xS, = S;, S;
la h¢ ma Vigenere c6 do dai tir khod 1a BCNN(m,,m,) ( BCNN - boi chung
nhoé nhat). Hay chiing to rang gia dinh nay 1a khong ding.

Chi ddn: Néu m, 20 mod m, thi s cdc khod trong hé ma tich S;xS,nho6 hon
s0 khoa trong S;.
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CHUONG 3

CHUAN MA DULIEU

3.1. MO PAU.

Ngay 15.5.1973. Uy ban tiéu chuidn quoc gia My da cong bo mot
khuyén nghi cho cac hé mat trong Ho so quan 1y lién bang. Di¢u nay cudi
cung da dan dén su phat trién ctia Chuan ma dit liéu (DES) va né da trd thanh
mot hé mat duge st dung rong rai nhat trén thé€ giéi. DES duoc IBM phat
trién va dugc xem nhu mot cai bién cua hé mat LUCIPHER. Lan dau tién
DES dugc cong bo trong Ho so Lién bang vao ngay 17.3.1975. Sau nhic¢u
cudc tranh luan cong khai, DES da duoc chdp nhan chon 1am chuan cho cic
ting dung khong duogc coi 1a mat vao 5.1.1977. K€ tir d6 ctt 5 nam mot lan,
DES lai dugc Uy ban Tiéu chuin Qudc gia xem xét lai. Lan d6i méi gan day
nhat cia DES Ia vao thang 1.1994 va ti€p t6i s& 1a 1998. Ngudi ta dodn rang
DES s& khong con 1a chuén sau 1998.

3.2. MO TA DES

Mo ta day du cta DES duoc néu trong Cong bo s6 46 vé cac chuin xir
1y thong tin Lién bang (M¥) vao 15.1.1977. DES ma hoa mdt xau bit x cua
ban o do dai 64 bang mot khod 54 bit. BAn ma nha duoc ciing 13 mot xau bit
c6 do dai 48. Trude hét ta mo ta & miic cao cua hé thong.

Thuat toan tién hanh theo 3 giai doan:
1.V6i ban rd cho trude x, mot xau bit x, s& dugc xay dung bang cach
hoan vi cac bit ctia x theo phép hoan vi c6 dinh ban dau IP. Ta viét:x,= IP(X)
=L,R,, trong d6 L, gobm 32 bit dau va R, 1a 32 bit cudi.
2. Sau d6 tinh toan 16 1an lap theo mot ham xac dinh. Ta sé tinh LR,,
1 <i<16 theo quy tic sau:
L =Ry,
Ri=L;; ® f(R;;,K)
trong d6 @ ki hiéu phép hoac loai trlr cua hai xau bit (cong theo modulo 2). f
la mot ham ma ta s€ mo ta & sau, con K,,K,, . .. , K¢ 1a cac xau bit do dai 48
duoc tinh nhu ham cua khod K. ( trén thuc t€ mdi K, 1a mot phép chon hodn
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vi bit trong K). K, . . ., K, s€ tao thanh bang khoa. Mot vong ctia phép ma
hoa duoc mo ta trén hinh 3.1.

3. Ap dung phép hodn vi nguoc IP' cho xau bit R,L,, ta thu duoc ban
mai y. Tic 1a y=IP" (R,(L,,). Hay chi y thit tw da ddo ctia L, va R .

Hinh 3.1. Mot vong cua DES

L\‘i-l /R'i-l
] K
TR

Ham f ¢6 hai bién vao: bién thit nhat A 1a xau bit do dai 32, bién tht
hai J 1a mot xau bit do dai 48. Pau ra ctia f 1a mot xau bit do dai 32. Cac
buéc sau dugc thuc hién:

1. Bién thit nhat A dugc mé rong thanh mot xau bit do dai 48 theo
mot ham mé rong ¢6 dinh E. E(A) gom 32 bit ctia A (duoc hoén vi theo cich
co dinh) v6i 16 bit xuat hién hai lan.

2. Tinh E(A) @ J va viét két qua thanh mot chudi 8 xau 6 bit =
B,B,B,B,B;B(B,B;.

3.Budc ti€ép theo dung 8 bang S;, S,, ... ,Sg ( dugc goi 1a cac hop S ).
Véi méi S; 1a mot bang 4x16 ¢6 dinh ¢6 cdc hang 1a cic s6 nguyén tir 0 dén
15. Vi xau bit ¢6 do dai 6 (Ki hiéu B, = b,b,b;b,bsby), ta tinh S(B;) nhu sau:
Hai bit b,b, xdc dinh bi€u dién nhi phan ctia hang r ctia S; (0 < r < 3) va bon
bit (b,b;b,bs) xdc dinh biéu dién nhi phan cua cot ¢ cua S;(0<c¢<15).Khi
d6 S(By) s& xdc dinh phan tir S(r,c); phan tlr nay vi€t dudi dang nhi phan la
mot xau bit ¢ do dai 4. ( Boi vay, méi S; c6 thé duoc coi 1a mot ham ma ma
dau vao 1a mot xau bit c6 do dai 2 va mot xau bit c6 do dai 4, con dau ra la
mot xau bit c6 do dai 4). Bing cach tuong tu tinh cic C; = §(B), 1 <j < 8.

4. Xau bit C = C,C,... C; c6 do dai 32 dugc hoan vi theo phép hoan vi
co dinh P. Xau két qua 1a P(C) duoc xac dinh 1a f(A,J).
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Ham f dugc mo ta trong hinh 3.2. Chu yé€u n6 gobmg mot phép thé ( st
dung hop S), ti€p sau d6 1a phép hoan vi P. 16 phép lap cua f s€ tao nén mot

hé mat tich néu nhu & phan 2.5.

Hinh 3.2. Ham f cua DES

L2 ]

[ E(A) ]

B, B, | B, | B, | B, | B, | B, | By
vy v v v vy vy
S, S, S S, Ss S S; 8

V1 []]/

v

‘61“02|C‘3‘C4 Cs‘c6‘c7|cx‘

O
1

fAJ)

Trong phan con lai clia muc nay, ta s€ mo ta ham cu thé duoc dung
trong DES. Phép hoan vi ban dau IP nhu sau:
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1P
585042342618 102
605244 362820124
62 5446383122146
64 56 48403224 16 8
574941332517 91
595143352719113
615345372921135
635547393123157

Bang nay c6 nghia la bit thir 58 ctia x 1a bit dau tién cta IP(x); bit thit
50 cua x la bit tha hai cua IP(x), .v.v. ..

Phép hodn vi nguoc IP™' 1a:

P
40 8 48 16 56 24 64 32
39747 1555236331
38646 14 54 22 62 30
3754513532161 29
3644412522060 28
3534311511959 27
342421050 18 58 26
33141 949175725

Ham ma& rong E dugce xac dinh theo bang sau:

Bang chon E bit
321 2 3 4 5
4 5 6 7 8 9
8 910 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Tam hop S la:
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S,
4 4 13 1 2 15 11 8 3 10 3 12 5 9 1 7
1 15 7 414 2 13 110 6 12 11 9 5 3 8
4 1 14 813 6 2 1115 12 9 7 3 10 5 O
1512 8 2 4 9 1 7 5 11 3 14 10 0 613
S,
151 8 14 6 11 3 4 9 7 21312 0 5 10
313 4 715 2 81412 0 110 6 9 11 5
014 7 1110 413 1 5 812 6 9 3 2 15
13 810 1 3 15 4 211 6 7 12 0 5 14 9
S,
100 9 14 6 315 5 1 1312 7 11 4 2 8
137 0 93 4 6 10 2 8 514 12 11 15 1
36 4 98 5 3 0 11 1 212 510 14 7
1 10 13 0 6 9 8 7 4 1514 3 11 5 2 12
S,
7 1314 3 0 6 910 1 2 8 5 11 12 4 15
13 811 5 615 0 3 4 7 212 1 10 14 9
106 9 01211 7 1315 1 3 14 5 2 8 4
3 15 0 610 1 13 8 9 4 5 11 12 7 2 14
S5
2 12 4 1 7 1011 6 8 5 3 15 13 0 14 9
411 212 4 7 13 1 5 015 10 3 9 8 6
4 2 11110 13 7 8 15 912 5 6 3 0 14
11 812 7 1 14 2 13 6150 9 10 4 5 3
Ss
12 110159 2 6 8 0 13 3 4 14 7 15 11
1015 4 27 12 9 5 6 11314 011 3 8
9 1415 52 812 3 7 0 410 113 11 6
4 3 2129 51510 11 14 11 7 6 0 & 13
S;
4 11 12 1415 0 8 13 3 12 9 7 5 10 6 1
130 11 74 9 1 1014 3 5 12 2 15 8 6
1 4 11 1312 3 7 14 10 15 6 8 O 5 9 2
6 11 13 81 410 7 9 5 015 14 2 3 12
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S,
1328 4 61511 110 9 3 14 5 0 12 7
I 1513 810 3 7 412 5 6 11 0 14 9 2
71 4 1 9 1214 2 0 6 10 13 15 3 5 8
2 114 7 4 10 813 1512 9 0 3 5 6 11

Va phép hoan vi P c¢6 dang:

P
16 7 20
29 12 28
I 15 23
5 18 31
32 27 3
19 13 30
22 11 4

Cu6i cung ta cAn mo ta viéc tinh toan bang khoa tir khoa K. Trén thuc
t€, K 1a mot xau bit do dai 64, trong do6 56 bit 1a khod va 8 bit dé€ kiém tra
tinh chdn 1€ nham phat hién sai. Cc bit & cdc vi tri 8,16, . . ., 64 duoc xac
dinh sao cho méi byte chita mot s6 1é cac s6 "1". Boi vay mot sai s6t don 1€
c6 thé phat hién dugc trong mdi nhém 8 bit. Cac bit ki€ém tra bi b qua trong
qua trinh tinh toan bang khoa.

1. V6i mot khoa K 64 bit cho trudce, ta loai bd cac bit kiém tra tinh
chan 1é va hodn vi cdc bit con lai ctia K theo phép hoan vi ¢6 dinh
PC-1. Ta viét:

PC-1(K) = C,D,

2. V6i i thay dai tir 1 dén 16:

3.

G =LS(C.)
D, = LS,(Di-1)

Viéc tinh bang khod dugc mo ta trén hinh 3.3

Cac hoan vi PC-1 va PC-2 dugc dung trong bang khoa Ia:
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PC-1
57 49 41 33 25 17
1 58 50 42 34 26
10 2 59 51 43 35
19 11 3 60 52 44
63 55 47 39 31 23
7 62 54 46 38 30
14 6 61 53 45 37
21 13 5 28 20 12

Hinh 3.3 Tinh bang khod DES.

x|

(e
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PC-2
14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 353
46 42 50 36 29 32

Bay gio ta s€ dua ra bang khod két qua. Nhu da néi & trén, moi vong
stt dung mot khod 48 bit gdbm 48 bit nim trong K. Cic phan tlr trong cic
bang dudi day bi€u thi cac bit trong K trong cic vong khod khéc nhau.

Vong 1
10 51 34 60 49 17 35 57 2 9 19 42
3 35 26 25 44 58 59 1 36 27 18 41
22 28 39 54 37 4 47 30 5 53 23 29
61 21 38 63 15 20 45 14 13 62 55 31

Vong 2
2 43 26 52 41 9 25 49 59 1 11 34
60 27 18 17 36 50 51 58 57 19 10 33
14 20 31 46 29 63 39 22 28 45 15 21
53 13 30 55 7 12 37 6 5 54 47 23

Vong 3
51 27 10 36 25 58 9 33 43 50 60 18
44 11 2 1 49 34 35 42 41 3 59 17
61 4 15 30 13 47 23 6 12 29 62 5
37 28 14 39 54 63 21 53 20 38 31 7

Vong 4
35 11 59 49 9 42 58 17 27 34 44 2
57 60 51 50 33 18 19 26 25 52 43 1
45 55 62 14 28 31 7 53 63 13 46 20
21 12 61 23 38 47 5 37 4 22 15 54
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Vong 5
19 60 43 33 58 26 42 1 11 18 57 51
41 44 35 34 17 2 3 10 9 36 27 50
29 39 46 61 12 15 54 37 47 28 30 4
S 63 45 7 22 31 20 21 55 6 62 38

Vong 6
3 44 27 17 42 10 26 50 60 2 41 35
25 57 19 18 1 51 52 59 58 49 11 34
13 23 30 45 63 62 38 21 31 12 14 55
20 47 29 54 6 15 4 5 39 53 46 22

Vong 7
52 57 11 1 26 59 10 34 44 51 25 19
9 41 3 2 50 35 36 43 42 33 60 18
28 7 14 29 47 46 22 5 15 63 61 39
4 31 13 38 53 62 55 20 23 38 30 6

Vong 8
36 41 60 50 10 43 59 18 57 35 9 3
58 25 5251 34 19 49 27 26 17 44 2
12 54 61 13 31 30 6 20 62 47 45 23
55 15 28 22 37 46 39 4 721 14 53

Vong 9
57 33 52 422 35 51 10 49 27 1 60
50 17 44 43 26 11 41 19 18 9 36 59
4 46 53 5 23 22 61 12 54 39 37 15
47 7 20 14 29 38 31 63 62 13 6 45

Vong 10

41 17 36 26 51 19 35 59 33 11 50 44
34 1 57 27 10 60 25 3 2 58 49 43
55 30 37 20 7 6 45 63 38 23 21 62
31 54 4 61 13 22 15 47 46 28 53 29
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Vong 11
25 1 49 10 35 3 19 43 17 60 34 57
18 50 41 11 59 44 9 52 51 42 33 27
39 14 21 4 54 53 29 47 22 7 5 46
15 38 55 45 28 6 62 31 30 12 37 13

Vong 12
9 50 33 59 19 52 3 27 1 44 18 41
2 34 25 60 43 57 58 36 35 26 17 11
23 61 5 55 38 37 13 31 6 54 20 30
62 22 39 29 12 53 46 15 14 63 21 28

Vong 13
58 34 17 43 3 36 52 11 50 57 2 25
51 18 9 44 27 41 42 49 19 10 1 60
7 45 20 39 22 21 28 15 53 38 4 14
46 6 23 13 63 37 30 62 61 47 5 12

Vong 14
42 18 1 27 52 49 36 60 34 41 51 9
35 2 58 57 11 25 26 33 3 59 50 44
54 29 4 23 6 5 12 62 37 22 55 61
30 53 7 28 47 21 14 46 45 31 20 63

Vong 15
26 2 50 11 36 33 49 44 18 25 35 58
19 51 42 41 60 9 10 17 52 43 34 57
38 13 55 7 53 20 63 46 21 6 39 45
14 37 54 12 31 5 61 30 29 15 4 47

Vong 16
18 59 42 3 57 25 41 36 10 17 27 50
11 43 34 33 52 1 2 9 44 35 26 49
30 5 47 62 45 12 55 58 13 61 31 37
6 27 46 4 23 28 53 22 21 7 62 39

Phép giai ma dugc thuc hién nho dung cung thuat toan nhu phép ma
néu dau vao la y nhung dung bang khoa theo thit tw nguoc lai K,q,...K,. Pau
ra cta thuat toan sé 1a ban ro x.
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3.2.1. Mét vi du vé DES.
Sau day 1a mot vi du vé phép ma DES. Gia st ta ma ban r6 (6 dang ma
hexa - hé d€m 16):
0123456789 ABCDEF
Bing cdch ding khoa
123457799BBCDFF1
Kho4 & dang nhi phan ( khong chita cac bit kiém tra) la:

00010010011010010101101111001001101101111011011111111000

St dung IP, ta thu dugc L, va R, (6 dang nhi phan) nhu sau:

L,=1100110000000000110010011111111
L, =R,=11110000101010101111000010101010

Sau d6 thuc hién 16 vong cua phép ma nhu sau:

E(Ry) =011110100001010101010101011110100001010101010101

K, =000110110000001011101111111111000111000001110010

ER,) ® K, =011000010001011110111010100001100110010100100111
S-box outputs 01011100100000101011010110010111
f(Ry,K;)=00100011010010101010100110111011
L,=R,=11101111010010100110010101000100

E(R,)=011101011110101001010100001100001010101000001001
K,=011110011010111011011001110110111100100111100101
E(R, ®K,=000011000100010010001101111010110110001111101100
S-box outputs 11111000110100000011101010101110
f(R,K;,)=00111100101010111000011110100011
L; =R, =11001100000000010111011100001001

E(R,) =111001011000000000000010101110101110100001010011

K;=010101011111110010001010010000101100111110011001

E(R,) ®K,;=101100000111110010001000111110000010011111001010
S-box outputs 00100111000100001110000101101111
f(R,,K3)=01001101000101100110111010110000
L,=R;=10100010010111000000101111110100

E(R;) =01010000010000101111100000000101011111111010100
K,=011100101010110111010110110110110011010100011101
E(R;) ®K,=001000101110111100101110110111100100101010110100
S-box outputs 00100001111011011001111100111010
f(R3,K;)=10111011001000110111011101001100
L;=R,=01110111001000100000000001000101
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ER,)=101110101110100100000100000000000000001000001010

Ks=011111001110110000000111111010110101001110101000

E(R,) @ K, =110001100000010100000011111010110101000110100010
S-box outputs 01010000110010000011000111101011
f(R,K;5)=00101000000100111010110111000011
Ls=R5= 10001010010011111010011000110111

E(R;) =110001010100001001011111110100001100000110101111

K¢=011000111010010100111110010100000111101100101111

E(R;) @ K¢=101001101110011101100001100000001011101010000000
S-box outputs 01000001111100110100110000111101
f(R5,Ks)=10011110010001011100110100101100
L,=Rs=11101001011001111100110101101001

E(R¢) =111101010010101100001111111001011010101101010011

K;=111011001000010010110111111101100001100010111100

ER¢) © K;=000110011010111110111000000100111011001111101111
S- box outputs 00010000011101010100000010101101
f(R¢,K7) =10001100000001010001110000100111
L; =R, =00000110010010101011101000010000

E(R;) =000000001100001001010101010111110100000010100000

Kg=111101111000101000111010110000010011101111111011

E(R;,) ©Ky=111101110100100001101111100111100111101101011011
S-box outputs 01101100000110000111110010101110
f(R5,Kg) =00111100000011101000011011111001
L,=R;=11010101011010010100101110010000

E(Ry) = 011010101010101101010010101001010111110010100001

K,=111000001101101111101011111011011110011110000001

E(Ry) ® K, = 100010100111000010111001010010001001 101100100000
S-box outputs 00010001000011000101011101110111
f(Ry.Ky) = 00100010001101100111110001101010
L,, =R, =00100100011111001100011001111010

E(R,) = 000100001000001111111001011000001100001111110100

K, =101100011111001101000111101110100100011001001111

E(R,) ® K,, = 101000010111000010111110110110101000010110111011
S-box outputs 11011010000001000101001001110101
f(Ro,K,,) =01100010101111001001110000100010
L,=R,,=10110111110101011101011110110010

ER,)=010110101111111010101011111010101111110110100101

K,,=001000010101111111010011110111101101001110000110

ER,) ®K;;=01111011101000010111100000110100001011100010001 1
S-box outputs  01110011000001011101000100000001
SR ,K;;) =11100001000001001111101000000010
L,=R,;;=11000101011110000011110001111000
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E(R,,) = 011000001010101111110000000111111000001111110001

K, =011101010111000111110101100101000110011111101001

ER,) ®K,,=000101011101101000000101100010111110010000011000
S-box outputs 01110011000001011101000100000001
£(R,1,K) = 11000010011010001100111111101010
L,,=R,,=01110101101111010001100001011000

E(R,,) =001110101011110111111010100011110000001011110000

K,;=100101111100010111010001111110101011101001000001

ER,,) ®K,;=101011010111100000101011011101011011100010110001
Sbox outputs 10011010110100011000101101001111
f(R;,,K,5) =11011101101110110010100100100010
L., =R, = 00011000110000110001010101011010

E(R,;) = 000011110001011000000110100010101010101011110100

K,;=010111110100001110110111111100101110011100111010

ER,; ® K,, =010100000101010110110001011110000100110111001110
S-box outputs 01100100011110011001101011110001
f(R,3K,5) = 10110111001100011000111001010101
L, =R, = 11000010100011001001011000001101

E(R,,) =111000000101010001011001010010101100000001011011

K;s=101111111001000110001101001111010011111100001010

ER,) ®K;s=010111111100010111010100011101111111111101010001
S-box outputs 10110010111010001000110100111100
f(R4,K;5)=01011011100000010010011101101110
R, =01000011010000100011001000110100

E(R,5) = 0010000001 101010000001000001 101001000001 10101000

K,o= 110010110011110110001011000011100001011111110101

ER,5) ® K,o= 111010110101011110001111000101000101011001011101
S-box outputs 10100111100000110010010000101001
AR ;5K ) = 11001000110000000100111110011000
R, = 00001010010011001101100110010101

Cuo6i cung 4p dung IP"' vao LR ta nhan dugc ban ma hexa la:
85E813540F0AB405

3.3. TRANH LUAN VE DES.

Khi DES dugc dé xudt nhu mot chuan mat ma, da c6 rat nhiéu y kién
phé phan. Mot 1y do phan doi DES c¢6 lién quan dén cac hop S. Moi tinh toan
lién quan dén DES ngoai trir cac hop S déu tuyén tinh, tic viéc tinh phép
hoac loai trir ctia hai diu ra ciling giong nhu phép hoac loai trir cia hai dau
vao roi tinh téan dau ra. Cac hop S - chita dung thanh phan phi tuyén cta hé
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mat I1a yéu t6 quan trong nhat doi v6i do mat ctia hé thong( Ta da thay trong
chuong 1 1a cidc hé mat tuyén tinh - chang han nhu Hill - c6 thé dé dang bi
ma thdm khi bi tdn cong bang ban rd da biét). Tuy nhién tiéu chuin xay dung
cac hop S khong dugc biét day du. Mot s6 ngudi da goi y 1a cac hop S phai
chita cac "cua sap" duoc dau kin, cho phép Cuc An ninh Quoc gia My (NSA)
giai ma dugc cac thong bao nhung van gitt duoc mic do an toan ctia DES. Di
nhién ta khong thé bac bd dugc khing dinh nay, tuy nhién khong cé mot
ching ¢6 nao duoc dua ra dé ching to rang trong thuc t€ ¢ cdc clra sap nhu
vay.

Nam 1976 NSA di khang dinh ring, céc tinh chat sau ctia hop S 1a
tiéu chuan thiét ké:
P, Méi hang trong m6i hop S 1a mot hodn vi cua céc s6 nguyénO, 1, ..., 15.
P, Khong mot hop S nao 1a mot ham Affine hoac tuyén tinh cac dau vao cta
no.
P, Viéc thay d6i mot bit vao ctia S phai tao nén su thay daéi it nhat 1a hai bit
ra.
P, Dai v6i hop S bat ki va véi dau vao x bat ki S(x) va S(x @ 001100) phai
khéc nhau t6i thiéu 1a hai bit ( trong dé x 1a xau bit do dai 6 ).
Hai tinh chat khdc nhau sau day ctia cdc hop S c6 thé coi 1a dugc it ra tir
tieu chudn thiét k& cia NSA.
P, V6i hop S bat ki, dau vao x bat ki va véie, f €{0,1}: S(x) #S(x @ 11ef00).
P5 Vé6i hop S bat ki , néu ¢6 dinh mot bit vao va xem xét gia tri cia mot bit
ddu ra c6 dinh thi cdc mau vao dé bit ra ndy bing 0 s& x4p xi bang s6 miu ra
dé bit d6 bang 1.( Chi y rang, néu c6 dinh gia tri bit vao thit nhat hoac bit
vao thi 6 thi c6 16 mau vao 1am cho mot bit ra cu thé bang 0 va ¢ 16 méiu
vao lam cho bit nay bang 1. Vi céc bit vao tir bit thit hai dén bit thi 5 thi
diéu nay khong con ding nita. Tuy nhién phan bo két qua van gan véi phan
b6 déu. Chinh xdc hon, véi mot hop S bat ki, néu ta ¢6 dinh gid tri cia mot
bit vao bat ki thi s6 mau vao lam cho mot bit ra c¢6 dinh nao dé c6 gia tri 0
(hodc 1) luén nam trong khoang tir 13 dén 19).

Ngudi ta khong biét rd 1a lieu cé con mot chudn thiét k€ nao diy du
hon duogc dung trong viéc xay dung hop S hay khong.

Su phan d6i xdc dang nhat vé DES chinh la kich thudc ctia khong gian
khoa: 2°° 1a qua nho dé dam bao an toan thuc su. Nhiéu thiét bi chuyén dung
da dugc de xudt nham phuc vu cho viéc tan cong v6i ban ro da biét. Phép tan
cong nay chu yéu thuc hién tim khoa theo phuong phap vét can. Tic véi ban
o X 64 bit va ban ma y twong ting, mdi khod déu c6 thé duoc ki€ém tra cho t6i
khi tim duoc mot khoa K thao méan ey (x) = y. Can chd y 13 c6 thé c6 nhiéu
hon mot khoa K nhu vay).
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Ngay tir nam 1977, Diffie va Hellman da goi y rang c6 thé xay dung
mot chip VLSI (mach tich hop mat do 16n) c6 kha ning kiém tra duogc
10°kho4/giay. Mot mdy c6 thé tim toan bo khong gian khoa c& 10° trong
khoang 1 ngay. Ho udc tinh chi phi d€ tao mot may nhu vay khoang 2.107$.

Trong cudc hoi thao tai hoi nghi CRYPTO'93, Michael Wiener da dua
ra mot thiét k€ rat cu thé vé may tim khod. May nay xay dung trén mot chip
tim khod, c6 kha nang thuc hién dong thoi 16 phép ma va toc do t6i 5x10’
khod/giay. Véi cong nghé hién nay, chi phi ché tao khoang 10,5$/chip. Gia
ctia mot khung may chita 5760 chip vao khoang 100.000$ va nhu vay né c6
kha nang tim ra mot khoa ctia DES trong khoang 1,5 ngay. Mot thiét bi dung
10 khung may nhu vay c6 gia chimg 10° $ s& giam thoi gian tim ki€m kho4
trng binh xuéng con 3,5 gio.

3.4. DES TRONG THUC TE.

Mic du viec mo ta DES kh4 dai dong song ngudi ta ¢6 thé thuc hién
DES rit hita hiéu bang ca phan cting 1an phan mén. Cac phép todn duy nhat
can duogc thuc hién 1a phép hoac loai trir cic xau bit. Ham m& rong E, céac
hop S, cac hodn vi IP va P va viéc tinh todn céc gid tri K,,.. . ,K,; déu co thé
thuc hién dugc cling lic bang tra bang ( trong phidn mén ) hoic bang cach noi
ctng ching thanh mot mach.

Ciac tng dung phan ciing hién thoi c6 thé dat dugc toc do ma hod cuc
nhanh. Cong ty Digital Equipment da thong bdo tai hoi nghi CRUPTQO'92
ring ho s& ché tao mot chip ¢6 50 ngan tranzistor ¢6 thé ma hod véi toc do 1
Gbit/s bang cich dung nhip c6 toc do 250MHz. Gi4 cua chip nay vao khoang
300$. T6i nam 1991 da c6 45 tng dung phan ciing va chuong trinh co s& clia
DES duoc Uy ban tiéu Chuin quoc gia M§ (NBS) chap thuan.

Mot tng dung quan trong cua DES Ia trong giao dich ngan hang My -
(ABA) DES dugc ding dé ma ho4 céc s6 dinh danh c4 nhan (PIN) va viéc
chuyén tai khoan bing mdy thi quy tu dong (ATM). DES ciing duoc He
thong chi tra giita cdc nha bang cia Ngan hang hoi dodi (CHIPS) dung dé
xdc thuc céc giao duch vao khoén trén 1,5x10'2 USA/tudn. DES con dugc su
dung rong rdi trong céc t6 chitc chinh phi. Chang han nhu bo nang lugng, Bo
Tu phap va Hé thong du trit lién bang.

3.4.1. Cdc ché do hoat dong cua DES.
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C6 4 ché do 1am viéc da dugc phat trién cho DES: Ché do chuyén ma
dién tir (ECB), ché do6 phan hoi ma (CFB), ch€ do lién két khoi ma (CBC) va
ché do phan hoéi dau ra (OFB). Ché do ECB tuong tng véi cach dung thong
thudng ctia ma khdi: véi mot day cac khoi ban 16 cho trude x,,X,,. . .( moi
khoi ¢6 64 bit), mbi x; s& dugc ma hod biang cung mot khod K dé tao thanh
mot chubi cdac khoi ban ma y,y, ... theo quy tic y; = ex(y, ,@x;) i > 1. Viéc sir
dung ché d6 CBC dugc mo ta trén hinh 3.4.

Hinh 3.4. Ché do CBC.

X] X’)
IV=y, | 5@ %@ RO
Ma hoa o o
Encrypt ul l
Vi N2
Vi N2
Giali ma d. d.
Decrypt
IV:Vn BGD %G—) —> e o o
X] X’)

Trong cac ché do OFB va CFB dong khoa dugc tao ra sé duoc cong
mod 2 vGi ban ro (tic 1a n6é hoat dong nhu mot hé ma dong, xem phan 1.1.7).
OFB thuc su 1a mot hé ma dong dong bd: dong khod duoc tao bdi viec ma
lap véc to khoi tao 64 bit (véc to IV). Ta xac dinh z, =IV va r6i tinh dong
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khod z,z, . . . theo quy tic z, = e(z_,), i=1. Day ban rd XX, . . . sau d6 sé
duoc ma hod bang cich tinh y, = x, ® z,i >1.

Trong ché€ do CFB, ta bat diu véi y, = IV (1a mot véc to khoi tao 64
bit) va tao phan tlr z, ciia dong khod bang cdch ma hod khoi ban ma trude do.
Ttc z, = ex(y,,), 1 1. Ciing nhu trong ché d6 OFB: y, = x, ® z,i >1. Viéc st
dung CFB dugc mo ta trén hinh 3.5 (chud y rang ham ma DES e, duoc dung
cho ca phép ma va phép giai ma & cac ch€ do CFB va OFB).

Hinh 3.5. Ché' do CFB

X4 X,
IV=y, > e« %@ e [ >
Ma hoa ¢ J
Encrypt \£ Y-

\4 Ys
IV=vy, | e, %@ Cv %é S e e
Giai ma ¢ J
Decrypt X, X,

Ciing con mot so bién tau ctia OFB va CFB duoc goi la cac ché€ do
phan héi K bit (1 < K < 64 ). O day ta di mo ta cic ché do phan héi 64 bit.
Céc ché do phan hoi 1 bit va 8 bit thuong dugc dung trong thuc t€ cho phép
ma hoa dong thoi 1 bit (hoac byte) so liéu.

B6n ché do cong tic c6 nhitng uu, nhuge diém khéac nhau. O ché do
ECB va OFB, su thay doi cia mot khoi ban rd x; 64 bit s€ 1am thay d6i khoi
ban ma y, tuong Ung, nhung cic khoi ban ma khac khong bi anh hudng.
Trong mot s6 tinh huéng day 1a mot tinh chat ddng mong muon. Vi du, ché
do OFB thuong dugc dung dé ma khi truyén vé tinh.
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Mat khac & cac ché do CBC va CFB, néu mot khoi ban ro x; bi thay
d6i thi y; va tat ca cdc khoi ban ma tiép theo s& bi anh hudng. Nhu vy céc
ch& do CBC va CFB c6 thé duoc sir dung rat hiéu qua cho muc dich x4c thuc.
Dic biét hon, cdc ché do nay c6 thé duoc dung dé tao mi xdc thuc ban tin (
MAC - message authentication code). MAC dugc gan thém vao cdc khoi ban
1o dé thuyét phuc Bob tin ring, diy ban rd d6 thuc su 1a cia Alice ma khong
bi Oscar gia mao. Nhu vdy MAC dam bao tinh toan ven (hay tinh xac thuc)
cua mot ban tin ( nhung tit nhién 124 MAC khong dam bao d6 mat).

Ta s& mo ta cachb sir dung ché do BCB dé tao ra mot MAC. Ta bat dau
bang véc to khoi ta IV chia toan s6 0. Sau dé dung ché do CBC dé tao cic
khoi ban ma y,,. . . ,y, theo khod K. Cuéi cung ta xdc dinh MAC la y,. Alice
s€ phat di day cac khéi ban 16 x,,X,,. . . ,X, cung véi MAC. Khi Bob thu dugc
X,. . .X, anh ta s& khoi phuc lai y,. . .y, bang khod K bi mat va xdc minh xem
liéu y, c6 giong v6i MAC ma minh da thu dugc hay khong.

Nhan thdy Oscar khong thé tao ra mot MAC hop 1¢ do anh ta khong
biét khoa K ma Alice va Bob dang dung. Hon nita Oscar thu chan duogc day
khoi ban 18 x,. . .x, va thay déi it nhiéu noi dung thi thi chic chin 1a Oscar
khong thé thay déi MAC dé duoc Bob chap nhan.

Thong thuong ta mudn két hop ca tinh xac thuc 1an do bao mat. Dicu
d6 c6 thé thuc hién nhu sau: Trudce tién Alice ding khod K, dé tao MAC cho
X;. . . X, . Sau d6 Alice xdc dinh x_,, 14 MAC r6i ma hoa day x1. . .x,,, bang
kho4 thit hai K, d€ tao ra ban ma y,. . .y,,, . Khi Bob thu dugc y1. . .y, ,
tru6c tién Bob s& giai ma ( bang K,) va kiém tra xem x,,, ¢6 phai 1a MAC
doi vai day x,. . .x, dung K, hay khong.

Nguoc lai, Alice c6 thé ding K, dé ma hod x,. . .x, va tao ra dugc
...y, , sau d6 dung K, dé tao MACy,,, d6i vdi ddy y,. . .y,. Bob s€ dung K,
dé xac minh MAC va dung K, dé gidimay,. . .y,.

3.5. PHEP TOI UU HOA THOI GIAN - BO NHO.

Trong phan nay s€ mo ta phép t6i uu hoa thoi gian - bé nhé kha 1y thd
khi phd DES béang tdn cong ban rd chon loc. Ta nhé lai rang, trong phép tén
cong ban r6 chon loc, Oscar da thu dugc cap ré - ma duge tao badi khoa K
(chua biét). Boi vay, Oscar ¢ x vay, trong d6 y = e, (X) va anh ta mudn xac
dinh duoc K.
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Mot dic diém cua phép t6i uu hoa thoi gian - bo nhé nay 1a né khong
phu thudc vao "cau tric" cua DES trén moi phuong dién. Khia canh duy nhat
cua DES c¢6 quan hé t6i phép tan cong nay la cac ban rd va cac ban ma 64 bit
trong khi cac khod c6 56 bit.

Ta da thio luan vé y tudng tim khod bing phuong phdp vét can: véi
mot cap 16 - ma cho trudc, hay thir tit ca 2°° khod cu thé. Diéu nay khong
yéu cau bo nhg, nhung trung binh phai thir 2% khod trudc khi tim duoc khod
ding. Mat khdc, v6i mot ban 16 x cho trudc, Oscar c6 thé tinh truée yy =
ex(x) doi véi toan bo 2% khod K va xay dung mot bang cic cap (yg,K) duoc
sap x€p theo céc tao do ddu cua chiing. Sau d6 khi Oscar thu dugc ban ma y (
la két qua cua phép ma ban ro x), anh ta phai nhin vao gia tri y trong bang va
lap tic tim dugc khod K. Nhu vay trong truong hgp nay viéc tim dugc khoa
K chi yéu cau mot thoi gian ¢6 dinh nhung ta phai ¢6 mot boé nhé ¢6 dung
luong 16n va cén thoi gian tinh todn truéc 16n ( chd y 1a quan di€ém nay
khong c6 loi the vé thoi gian tinh todn téng cong néu chi can tim mot khod,
bai vi viéc xay dung bang ciing mat nhiéu thoi gian nhu viéc tim khéa vét
can. Phuong phédp nay chi ¢6 loi khi cin tim nhiéu khoa trong mot khoang
thoi gian vi ta chi cdn dung mot bang cho tét ca cac truong hop).

Phép t61 uu hoa thoi gian - bd nhé sé c6 thoi gian tinh toan nho hon
phép tim kiém vét can va ¢ yéu cau bo nhé nho hon viéc 1ap bangr tra ciu.
Thuat toan c6 thé mo ta theo hai tham s6 m va t 1a cic s6 nguyén duong.
Thuat todn cAn mot ham rit gon R dé rit gon mot xau bit c6 do dai 64 thanh
mot xau bit c6 do dai 56 ( chang han R phai vit bd 8 trong 64 bit). Gia st x
la moOt xau ban ro ¢6 dinh 64 bit. Hay xac dinh ham g(K,)) =R (e (X)) v6i mot
xau bit K, ¢6 do dai 56. Chi y ring g 1a mot ham thuc hién dnh xa 56 bit
sab\ng 56 bit.

Trong giai doan tién xur 1y, Oscar chon m xau bit ngau nhién c6 do dai
56 duoc ki hiéu 1a X(1,0), 1<1 <m. Oscar tinh x(i,j) v6i 1 <j <t theo quan hé
truy toan sau: X(i,j) = g(X(i,j-1)), 1 <ix <m, 1 <j <t nhu chi trén hinh 3.6.
Hinh 3.6. Tinh X(i,j)

X (L,0)—2> X (L) —2>..—2 > X (L1)
X (2,0)—%5 X (2.1)—%—>..— 8 5> X (2,1)

X (m,0)—— X(m)—..—2> X (m,t)
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Sau d6 Oscar xay dung mot bang cac cap T = (X(i,t), X(i,0) dugc sap
x€p theo toa do dau ctia chung( tic 1a chi luu giit cot dau va cot cudi cua X).

Sau khi thu dugc ban ma y ( 1a ban ma cta ban rd x da chon). Oscar
cin phai x4dc dinh K va anh ta sé€ xdc dinh dugc néu K nim trong t cot diu
ctia bang X, tuy nhién anh ta chi l1am diéu nay bang cdch chi nhin vao bang
T.

Gia str rang K = X(i,t-j) v6i j nao d6, 1 < j <t ( tic gia st rang K nam
& t cot dau tién ctia X). Khi d6 r6 rang 1a g'(K) = x(i,t), trong d6 g' ki hiéu
ham nhan duoc bang cédch 1ap g mot s6 1an bang j. Bay gio ta thay rang:

g'(K) = g"'(g(K))
= 2" (R(ex(x)))
=" (R(y))

Gia str tinh y;,1 <j <, tir quan h¢ truy todn

R(y) néuj=1
Yi=
g(y;1) néu2<j<t

T d6 rit ra rang y, = X(i,t-j) néu K = X(i,t-j). Tuy nhién can chd y
rang y; = X(i,t) chua dii d&¢ ddm béo 1a K = X(i,t-j). S di nhu vay vi ham rit
gon R khong phai 12 mot don 4nh: mién xdc dinh ciia R ¢6 luc luong 2% va
gid tri cha R ¢6 luc lugng 2°°, bdi vay tinh trung binh c¢6 2% = 256 nghich 4nh
ctia mot xau bit bat ki cho truée ¢6 do dai 56. Boi vay can phai ki€ém tra xem
Y = €xqi.j(X) hay khong dé biét lieu X(i,t-j) ¢6 thuc su 1a khoa hay khong. Ta
khong luu trix gid tri X(i,t-j) nhung c6 thé dé dang tinh lai né tir X(i,0) bang
cach lap t-j 1an ham g.

Oscar sé thuc hién theo thuat toan dugc mo ta trén hinh 3.7.
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Hinh 3.7. Phép toi wu hod boé nho - thoi gian trong DES.

1. Tinhy, =R(y)
2. for j=1to tdo

3. if y,=X(,t-j) voi gid tri i nao d6 then
4. Tinh X(i,t-j) tr X(i,0) bang cich lap t-j 1an ham g.
5 if y=eX(,t-j)(x) then

dat K =X(,t-j) va QUIT
6. Tinhy,, =g(y)

Bing cdch phan tich x4c suét thanh cong cua thuat toan, cé thé ching
t6 ring néu mt* ~ N = 2% thi xdc suit dé€ K = X(i,t-j) v6i i, j nao d6 sé& vao
khoang 0,8moi truong/N. Thira s6 0,8 tinh theo di€u kién khong phai tat ca
c4acX(i,t) déu phan biét . Diéu nay goi ¥ cho ta nén ldy m ~ t ~ N'” va xay
dung khoang N bang, mdi bang dung mot ham rit gon R khac nhau. Néu
thuc hién duoc diéu nay thi yéu ciu vé bo nhé 1a 112xN" bit ( vi ta can Iuu
trit 2xN?* s6 nguyén, mdi s6 c6 56 bit). Thoi gian tién tinh todn dé dang thay
la cd O(N).

Viéc phan tich thoi gian chay cua thuat toan c6 khé hon hon mot chuit:
Trudc hét ta thay ring, budc 3 ¢ thé chay trong mot thoi gian khong doi (str
dung phép ma hash) hoic trong trudng hop xau nhat, buéc 3 c6 thé chay véi
thoi gian O(logm) khi dung phép tmf ki€m nhi phan. Néu budc 3 khong thoa
min (tic 1a phép tim ki€m khong thanh cong) thi thoi gian chay 1a O(N?).
Céc phan tich chi ti€t hon ching to rang, ngay ca khi tinh ca thoi gian chay
ctia cdc budc 4 va5 thi thoi gian chay trung binh chi tang mot luong 1a hang
s0.

3.6 THAM MA VI SAI (DC).

Phuong phap DC do Biham va Shamir dua ra 1a mot phuong phap tan
cong DES rat ndi tiéng. Pay 12 mot phép tédn cong vé6i ban rd chon loc. Mic
du phuong phdp nay khong cho mot phuong phap thuc t€ dé pha DES 16
vong thong dung, nhung né c6 thé thuc hién thanh cong trong viéc pha DES
c6 s6 vong ma hoa it hon. Chang han DES 8 vong c6 thé phi duoc trong
vong vai phit trén mot may tinh c4 nhan nho.

Bay gi¢ ta s€ mo ta nhiing y tudng co ban dung trong ky thuat nay, ta
c6 thé bo qua phép hoa vi ban dau IP va phép hoan vi nguoc cua né ( khong
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anh hudng t6i viéc phan tich ma). Nhu da ndi & trén, ta chi xét han ché DES
n vong vé6i n < 16. Boi vy, véi cdc diéu kién trén, ta coi LR, 1a ban rd va
L R, 1a ban ma trong DES n vong ( cin chu ¥ rang ta khong can dao L R, ).

Phuong phap DC xoay quanh viéc so sanh két qua phép hoac - loai trir
cua hai ban r6 v6i két qua ctia phép hoac - loai trir ciia hai ban ma tuong ung.
Dai thé ta s& xét hai ban 16 L,R, vaL, R, véi gi4 tri clia phép hoic - loai trir
L,R, = L,R, ®L, R,". Trong phan nay ta s& st dung ky hiéu (') dé chi phép
hoac - loai trirt (XOR) ctia hai xau bit.

Dinh nghia 3.1

Gid sit S; la mot hop S (1<j <8 ). Xét mot cdp da sap xép ciia cdc xdu
bit d¢ dai 6 ( ky hiéu la B;, B). Ta néi rang XOR vao (cia S; ) la B; @B;" va
XOR ra ( ciaS;) la S(B;) @S(B;").

Chi y rang XOR vao 1a mot xau bit ¢6 do dai 6 va XOR ra 1a mot xau
bit c6 do dai 4.

Dinh nghia 3.2
Vi bt ky B/ @ (Z,)°, ta dinh nghia tap V(B;') gom cdc cdp dugc sdp
xép (B,B;") c6 XOR vao la By.

Dé dang thdy rang mot tap V(B,') bat ky déu chita 2°= 64 cap va
V(B)) = ((B,B,®B/) : B, €(Z,)"}

V6i méi cap trong V(B) ta c¢6 thé tinh XOR ra ciia S; va lap bang phan bé
két qua. C6 64 XOR ra phan b6 trong 2* = 16 gid tri ¢6 thé. Tinh khong déu
ctia cac phan bd nay la co s cho phép tan cong.

Vidu 3.1.

Gia st xét hop S dau tién S; va XOR vao 110100, khi d6:
V(110100) = {(000000,110100), (000001,110100), ... ,(111111,110100)}
Vé6i mbi cap duoc sap trong tapV(110100) ta tinh XOR ra cua S,. Vi du
S,(000000) = E,, = 1110 va S,(110100) = 9,, = 1001, bai vay XOR doi véi
cap (000000,110100) 1a O111.

Né&u lam cong viéc nay cho tat ca 64 cap trong V(110100) thi ta s€ thu
dugc phan bo sau cua cac XOR ra:
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0000 | 0001 | 0010 | 0011 | 0100 | 0101 | 0110 | O111
0 8 16 6 2 0 0 12

1000 | 1001 | 1010 | 1011 | 1100 | 1101 | 1110 | 1111
6 0 0 0 0 8 0 6

Trong vi du 3.1 chi ¢6 8 trong 16 XOR ra c6 thé xuét hién trén thuc t€.
Vi du cu thé nay c6 phan bo rit khong déu. N6i chung néu ta ¢6 dinh mot
hop S1a S; va mot XOR vao B, thi trung binh ¢6 khoang 75-80% cdc XOR ra
12 c6 thé xuat hién.

Pé mo ta va dua ra cdc phan bo nay, ta can phai c6 thém mot s6 khéi
niém thich hop. Sau d6 1a mot s6 dinh nghia.

Dinh nghia 3.3

Voi l <j <8 vavoi cac xdau bit B;' ¢6 do dai 6 con C;" ¢6 do dai 4, ta
dinh nghia:

IN(B;,C/) = { Bj €(Z,)° : S(B;) @S(B,@B;) = C,}

va
N(B/,.C;) =/ IN(B/,C/ ) |.

Ni(B,C;' ) 1a s6 cdc cap c6 XOR vao bing B va c6 XOR ra bang C;' v6i hop
S;. Céc cap thuc t€ c6 cac XOR vao xac dinh va tao nén cdc XOR ra xdc dinh
c6 thé nhan duoc tir tap INy(B;,C;' ). Ta thay rang, tap nay c6 thé duoc phan
thanh N;(B;',C;' )/2 cap, mdi cap c6 s6 XOR vao bing B,

Chd y rang phan b6 duoc 1ap bang & trong vi du 3.1 chita cdc gid tri
N,(110100,C,"), C,' e(Z,)*. Cac tap IN,(110100,C,") dugc liét ké trén hinh
3.8.

V6i méi hop trong 8 hop S c6 64 XOR va c6 thé. Boi vay c6 thé tinh
dugc tat ca 512 phan bo va dé dang dung mdy tinh dé 1ap bang cdc phan bo
nay.

Can nhd lai rang, ddu vao cua cdc hop S & vong thit i 1a B = E @J,
trong d6 E = E(R, ;) 1a mot ham m& rong cua R, va J = K, 1a cac bit khoa
cuia vong thit i. Bay gid s6 XOR vao (cho tit ca 8 hop) ¢ thé dugc tinh nhu
sau:

BO®B' =(E®))DE DJ)
=E®FE
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C6 thé thay mot diéu rat quan trong 12 XOR vao khong phu thudc vao céc bit
khod J ( tuy nhién chéc chan XOR ra s& phu thudc vao céc bit khda nay.

Hinh 3.8. Cdc xdu vao co thé véi XOR vao la 110100.

Cac XOR ra Cac xau vao co thé
0000
0001 000011,001111,011110,011111,

101010,101011,110111,111011

0010 000100,000101,001110,010001,

010010,010100,011010,011011,

100000,100101,010110,101110,
101111,110000,110001,111010

0011 000001,000010,010101,100001,

110101,110110

0100 010011,100111

0101

0110

0111 000000,001000,001101,010111

011000,011101,100011,101001

101100,110100,111001,111100

1000 001001,001100,011001,101101

111000,111101

1001
1010
1011
1100
1101 000110,010000,010110,011100
100010,100100,101000,110010

1110
1111 000111,001010,001011,001100
111110,111111

Ta viét cac E,B, va J 1a mot day ghép ké ti€p 8 xau 6 bit:
B=B,B,B, B, B, B, B, B

E=E,E,E,E,EEE, E,
1=1,1,3,3,13.3, 1,

Trang 24



Vietebooks Nguyén Hoang Cudng

va viét B, E',J" theo cdch tuong tu. Né&u biét cac gid tri E; va E;” véi j nao do,
1 <j<8, vagidtri XORra(cua§;)laC' =S5(B) @ Sj(Bj*). Khi d6 chic
chén rang:
E, ®J; e INVE/,C)
trong d6 E | = E; ®E;".
Gia st ta xdc dinh tap test; nhu sau:

Dinh nghia 3.4. |
Gid sit E; va E; la cdc xdu bit Ao dai 6 va C;" la xdu bit do dai 4. Ta
dinh nghia:
test(E;, Ej*, C/')={B; @E;: B, eIN(E/,C/)}

trong do E;’ = E; E;
Nghia 1a 1dy XOR E; v6i moi phan tir cia tap IN;(E;,C)).
K&t qua sau day la mot hé qua truc ti€p rut ra tr suy luan & trén.

Dinh ly 3.1
Gid sit E; va E;" la hai xdu vao ciia hop S; con XOR ra ciia S; la C,. Ki
hiéu EJ.’ = Ej @Ej* . Khi do cac bit khoa JJ s€ nam trong tdap test (Ej, Ej* , Cj’).

Nhan thdy rang c6 ding Ni(E;,C;' ) xau bit d6 dai 6 trong tap
test(E,E;",C;); gid tri diing ctia J; phai la mot trong cdc kha nang nay.

Vidu 3.2.
Gia s E, = 000001, E,” = 110101 va C,' = 1101. Vi N,(110100,1101)
= 8 nén c6 ding 8 xau bit trong tap test,(000001,110101,1101). T hinh 3.8
ta thiy rang:
IN,(110100,1101) =
{000110,010000,010110,011100,100010,100100,101000,110010}
Boi vay
test,(000001,110101,1101) =
{000111,010001,010111,011101,100011,100101,101001,110011}.

Néu ta ¢c6 mot bo ba E,,E,",C,' thtt hai nhu vay thi cé thé thu duoc tap
test, thit hai chita cac gia tri c6 thé chita cac bit khod trong J,. Gia tri ding
ctia J, phai ndm trong phin giao cta hai tap nay. Néu ta c6 vai bo ba nhu vay
thi ¢6 thé nhanh chéng xéc dinh dugc céc bit khod trong J,. Phuong phdp don
gian dé lam diéu nay 12 tao mot day 64 bo dém bi€u dién 64 kha niang clia 6
bit khod trong J, . B0 dém s& dém tang moi khi cac bit khod tuong ting xuit
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hién trong tap test, véi mot bo ba cu thé. Vi t bo ba, ta tin ring s& tim duogc
bd d€m duy nhit c6 gid tri t tuong ting véi gia tri ding cta cac bit khoa trong
J

3.6.1. Tdn cong DES 3 vong

Bay gio ta xét xem viéc tng dung cdac y tudng cta phan truGc trong
phép tdn cong ban ro chon loc 1én mot hé DES 3 vong. Ta bat ddu ang mot
cap cdc ban 16 va ban ma tuong ung L,R,, L, R, L;R;, va L;'R;" . C6 thé
biéu thi R, nhu sau:

R;=L, ®f(R,K,)
=R, ® 1 (R,,K;)
=L, ®f (R,,K)) & f(R,,K;)

Bi€u dién R, theo c4ch tuong tu nhu vay
R, =L, @ f (R,K,) ®f(R,"K,) @ f (R,K,) ® f (R, K,)

Bay gi0, gia st ta da chon dugc céc ban rd sao cho R, =R, , nghia la dé
R, =00...0
Khi d6 f(R.K,) =f (R,"K,) v nhu vay:
R, =L, @ f(R,.K;) @ f(R," K,).
Liic nay R;' da biét vi ¢6 thé tinh dugc nd tir hai ban ma. L, cling da biét do
c6 thé tinh duoc nd tir hai ban rd. Diéu ndy c6é nghid 1a ta c6 thé tinh
f(R,,Ky)®f(R,",K,) tir phuong trinh:
f(Rz,Ks)@f(Rz*,K3) =R;/® L)

Bay gio ta ¢6 f(R,,K;) = P(C) va f(R,",K;) = P(C"), trong d6 C va C ky
hiéu tuong tng 2 day ra cta 8 hop S (' hdy nhé lai rang P 1a mot phép hodn vi
co dinh cong khai ). Boi vay:

P(CO)@P(C)=R,;@L,

va do do:

C=Co®C=P'R;y®L,)) (3.1)
Pay 1a XOR ra ctia 8 hop S & vong thi 3.
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Bay gid R, =L, vaR," = L, cling da biét ( chiing 12 mot phan clia cdc
ban ma). Boi vay, c6 thé tinh

E=E(L, (3.2)
va E'=E(L,) (3.3)

bang cach diing ham mé& rong E duoc biét cong khai. Day 1a cac miu vao cac
hot S & vong thit 3. Nhu thé ta da biét E va E* va C ' ctia vong thit 3 va c6 thé
thuc hién ( nhu & phan trudc) dé xay dung céc tép test,, . .., testg chita cdc gid
tri ¢4 thé cuia cac bit trong J,,. . ..J; .

Mo ta dang gia ma cua thuat toan nay dugc cho & hinh 3.9.

Hinh 3.9. Cdch tin cong DC lén DES 3 vong.

Pau vao LR,,L,R,", L;R; va L;'R;", trong d6 R, =R,
I. TinhC'=P'R, ® L)
2. Tinh E = E(L,) v E* = E(L,")
3. For j=1to8do
Tinh test(E; E;, C)

Trong phuong phdp tidn cong nay s& phai dung mot s6 bo ba E, E',C '
nhu vay, Ta phai thiét 1ap 8 day bo dém va nho vay xac dinh dugc 48 bit
trong khod K, ( khod cua vong thi 3). Sau dé tinh 56 bit trong khéa theo
cach tim ki€m vét can trong 2° = 256 kha nang cho 8 bit kho4 con lai.

Ta s& xem xét mot vi du dé minh hoa.
Vidu 3.3.

Gia str ta c6 3 cap cac ban rdo va cac ban ma, trong d6 cac ban ro cé
céac phép XOR x4c dinh, ching duoc ma hod bing ciing mot khoa. DE cho
gon ta sé& biéu thi du6i dang ma Hexa:

Ban ro Ban ma
748502CD38451097 03C70306D8A0O9F10
3874756438451097 78560A960E6D4CB
486911026 ACDFF31 45FA285BE5SADC730
375BD31F6ACDFF31 134F7915AC253457
357418DA013FEC86 D8A31B2F28BBC5CF
12549847013FEC86 0F317AC2B23CBY%44
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Tit cap dau tién, tinh cac dau vao cta hop S ( cho vong 3 ) theo céac
phuong trinh (3.2) va (3.3). Ta c6:

E =000000000111111000001110100000000110100000001100
E*=101111110000001010101100000001010100000001010010

XOR ra cua cac hop S dugce tinh theo phuong trinh (3.1) la:
C'=10010110010111010101101101100111
Tir cap tha hai, ta tinh dugc cac dau vao ctia cac hop S la:

E =101000001011111111110100000101010000001011110110
E*=000001011110100110100010101111110101011000000100

va XOR ra cua cac hop S la:
C'=11010101011101011101101100101011

Tiép theo, lap bang cac gia tri trong 8 day bd dém cho tung cap. Minh
hoa thu tuc nay véi ddy bd dém cho J, theo cap dau tién. Trong cap nay ta
c6: E'=101111 va C' = 1001. Khi d6 tap:

IN,(101111,1001) = {000000,000111,101000,101111}

vi E; = 000000 né ta co:
J, etest,(000000,101111,1001) = {000000,000111,101000,101111}
Boi vay ta s€ tang cac gia tri 0,7,40 va 47 trong day bo dém cho J,.

Bay gio s€ trinh bay cac bang cudi cung. Néu coi mot xau bit do dai 6

nhu biéu dién nhi phan clia mot s6 nguyén nam giita 0 va 63 thi 64 gid tri
tuong ung 12 0,1,. . . ,63. Cac mang bo dém sé nhu sau:

1

SO O =
S = OO
SO OO
SO OO
SO OO
O == =
SO —=O
SO O~
S~ OO
SO OO
SO OO
SO = O
SO = O
SO OO
SO OO
_—w O O
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T
00000OO0OO0OO0OO0O0OOOOO0OO0OO
00000O0OO0OO0OO0O0O0O0OO0OO0OO0OO0OO
00000OO0OO0OO0O1O0T1TO0OO0OT1O01
0300001000000O0O0O01

Trong s6 8 mang bo d€m ( trong 8 mangt & trén) cé duy nhat mot bo
dém c6 gia tri 3, cac vi tri ctia cac bd dém nay s€ duoc xac dinh cac bit khoa
trong J,,.. ., Jo. Céc vi trf nay tuong ung 1a 47,5,19,0,24,7,7,49. Déi cac s6

nguyén sang dang nhi phan ta nhan dugc J,, . . ., Jg:
J,=101111
J, =000101
J,=010011
J, =000000
Js=011000
Jo=000111
J,=000111
J; =110001

Bay gid ta ¢6 thé xay dung 48 bit clia khod bing céch nhin vao bang khoa
doi va6i vong 3. Khi d6 K ¢6 dang:

0001101 0110001 01?01?70 1700100
0101001 0000?70 111?117 2100011

& day ta da bo qua céc bit kiém tra chan 1& va"?" chi bit khod chua biét. Khoa
ddy du ( 6 dang hexa gom ca bit kiém tra chin 18) 1a:

1A624C89520DEC46

3.6.2. Tdn cong DES 6 vong

Trong muc nay ta s€ m& rong cac y tudng & trén cho phép tin cong
xéc sudt doi DES 6 vong. Y tudng & day 13 phai chon cdn than mot acip ban
rd vGi mot phép XOR chi ra trude roi xac dinh cac xdc suat clia mot day xac
dinh cic XOR qua cdc vong ma. Bay gio ta s€ dinh nghia mét khdi niém
quan trong.

Dinh nghia 3.5.
Cho n > 1 la mot so nguyén. Mot ddc trung n vong la mot danh sdch
cédang: L, R,),L,/R,'p,...L, R, D,

n?
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thdo man cdc tinh chdt sau:

I. Li'=R ,'voil <i <n.

2. Chol <i<nvagidasuL,, R ,vaL, R, duocchon sao cho L.
,@L., =L,/ vaR &R, =R, Gid sit L,R, va LR, duoc tinh bing cdch
dp dung mot vong md hod ciia DES; Khi dé xdc sudt dé'L; @ L = L; va
R.@R" = R/ diing bdang p, ( chii ¥ rang xdc sudt nay duoc tinh trén moi bo 48
J=J,...J5cothé).

Xdc sudt cia ddc trung nay sé duoc xdc dinh bang tich:
P = DP1XP2X. .. XPy

Nhan xét: Gia sur ta chon L,,R, va L,",R, sao cho L/®L, =L, va R@@®R," =
R,. Ap dung n vong mi hod ctia DES dé thu duoc L,,. . ., L, vaR,,. . .R..
Khi d6 khong thé khang dinh ring x4c xuit dé L®L," = L, va R®R," = R/
voimoii, (1 <i<n)la p=pXx...xp, S&di nhu vay vi cac bo 48 trong
bang khod K,. . .K, khong doc 1ap v6i nhau ( né€u n bd 48 nay duoc chon
ngiu nhién va doc 1ap v6i nhau thi khéng dinh trén 1a ding). Tuy vay, ta vn
hy vong rang, p,x.. .xp, 1a mot uéc lugng kha chinh xédc cho xac suét nay.

Ciing cin phai thdy rang, cic x4c suat p, 6 mot dic trung sé xac dinh
theo mot cap ban ro tuy y ( nhung c¢6 dinh) cho phép XOR xdc dinh trudc.
Tai day 48 bit khod cho mot vong ma DES sé& thay ddi trén toan bo 2% kha
nang. Tuy nhién thim ma lai dang cd gang xdc dinh mot khod ¢6 dinh (
nhung chua biét). Anh ta s€ chon ngau nhién cac ban rd ( sao cho chiing ¢6
ciac XOR xdc dinh) vé6i hy vong ring, cdc xdc suat dé cac XOR trong n vong
ma phu hgp véi cac XOR duoc xac dinh trong dac trung phai kha gan véi cac
Pis- - - 5P, tHONg ng.

Vi du don gian trén hinh 3.10 1a mot dac trung mot vong, né 1a co s&
cho phép tan cong lén DES 3 vong ( ciing nhu trudc kia, ta ding biéu dién
hexa). Hinh 3.11 m6 ta mot dac trung mot vong khac.

Hinh 3.10. Ddc trung mot vong.

L, = bat ki R, = 00000000,
L,' = 00000000, R,/=L, p=1

Hinh 3.11. Mét ddac trung mot vong khdc.

L, = 00000000, R, = 60000000,
L,' = 60000000, R,' = 00808200,
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Ta s€ xem xét k¥ hon cac dac trung trong hinh 3.11. Khi f(R,K,) va
f(R,"K,) dugc tinh, budc dau tién 13 phai m& rong R, va R, . Két qua clia
phép XOR hai mé rong nay la:

001100. . .0
Bai vay XOR vao cua S, 1a 001100 va cdc XOR vao cta 7 hop S khac déu la
000000. Cac XOR cua S, t6i S; déu 1a 0000. XOR ra cua S, s€ 1a 1110 v6i
xac sudt biang 14/64 ( vi ¢6 thé tinh dugc N,(001100,1110)= 14). Nhu vay ta
duoc:
C' = 1110000000000000000000000000000

vGi xdc sudt bang 14/64. Sir dung P ta ¢6 :

P(C) @ P(C") = 00000000100000001000001000000000
dudi dang hexa gia tri nay 1a 00808200,.. Khi gid tri nay duoc XOR vé6i L
ta s€ nhan dugc R,' chi ra v6i xac suat 14/64. Di nhién ta luon c6 L,' =R,

Viéc tan cong DES 6 vong s€ dua trén dac trung 3 vong cho & hinh
3.12.

Hinh 3.12. Mét ddc trung 3 vong.

L, = 40080000,, R, = 04000000,
L, =04000000,, R, =00000000,, p=1/4
L,' = 00000000,, R, =04000000,, p=

L, =04000000,, R, =40080000,, p=1/4

Trong tdn cong 6 vong ta s& bat diu véi LR, L, R,", LR, L, R, ,
trong d6 da chon cdc ban 16 dé L, = 40080000,, va R, = 04000000, . C6
thé biéu thi R, nhu sau:

R =Ls @ {(R5.Ko)
=R, ® {(R5,Ky)
=L, ® f(R,K,) ® f(R.K,)

R, c6 thé biéu thi theo cach tuong tu va bdi vay:
Ry =L ® f(R;K,) @ f(R;"K,) ® f(R5,K¢) ® f(R5"Ky) (3.4)

( hay chi y su tuong tu v4i phép tan cong 3 vong)
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R, da biét. Tur dac trung nay ta thdy rang L;' = 04000000,, va R;' =
40080000, v6i xac suatl/16. Néu day la truong hgp thuc t€ thi XOR vao cua
c4 hop S trong vong 4 c6 thé tinh dugc theo ham md rong béng:

001000000000000001010000. . .0

Cic XOR vio clia $,,8:,5.,S, va S, déu 12 000000 va bdi vay & vong 4,
cdc XOR ra cua 5 hop nay déu 1a 0000. Diéu d6 c6 nghia 1a c6 thé tinh cdc
XOR ra cta 5 hop S nay & vong 6 theo (3.4). Boi vay gia st ta tinh:

C,'GC,'C,'C,'/C{C,C,C,' =P (R, @ 04000000 ,)
trong d6 moi C,' 1a mot xau bit ¢6 do dai 4. Khi d6, v6i xac sudt 1/16 cac xau
bit C,,Cs', C', C,' va Cy' twong ung 1a cac XOR ra cua S,,S,S,,S, va Sg & vong
6. Cdc ddu ra clia cdc hop S & vong 6 c6 thé dugc tinh 1a E,, Es, Eg, E;, Eg va
E,,Es,E,,E, vaEy , trong dé :

E1,E2 Fs E;:4 Eg E6,E7F8 =*E(1§5) = E(LG) .
va E;"E, E; E, E5 E¢ E; Ey =E(Ry5) =E(Lg)

c6 thé duoc tinh theo cidc ban ma nhu da mo ta trén hinh 3.13.

Hinh 3.13. DC doi voi DES 6 vong.

DPau vao LR,,L, R, LR,,va L, R, trong d6
L, = 40080000, va R, = 04000000
1. Tinh C' =P'(R{ ® 40080000,,)
2. Tinh E = E(L,) vA E* = E(L,")
3. For €{2,5,6,7,8} do
Tinh test,(E;, E;", C/)

Bay gio ta muon xac dinh 30 bit khoa trong J,, Js, J, J, va J nhu cach da lam
trong tan cong 3 vong. Van dé ¢ day 1a XOR dugc gia dinh cho vong 6 chi
ding véi xac suat 1/16. Bai vay 15/16 thoi gian ta chi thu dugc céac bit ngau
nhién khong phai 12 cdc bit khod c6 thé. Bing mot cdch nao dé ta phai c6 kha
nang xdc dinh dugc cdc khod ding bang céc so liéu di cho ( trong do ¢6
15/16 céc s6 liéu sai). Diéu nay c6 vé khong sdng sua cho lam, song rat may
maén 12 vién canh cta ta khong toi tam nhu vay.
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Dinh nghia 3.6.

Gid sitLy @L, =L,/ va R, ®R,” = R,". Ta ndi rdng cdp bdn ro L R,
va L,’R," la cdp diing ting véi mot ddc trung néu L.@L," = L va R.@R,” = Ri’
voi moi i, 1 <i <n. Nguoc lai, cap nay duoc xdc dinh la cdp sai.

Hy vong riang khoang 1/16 cdc cap la ding va cdc cidp con lai 1a sai
ting véi dic trung 3 vong.

Chién thuat cua ta la tinh E,, E va C/ ( nhu dd mo ta ¢ trén ) sau d6
xac dinh cac test(E;, E G) voi j = 2 5, 6, 7 8. Néu bat ddu biang mot cap
dung thi céac bit khoa dung cho moi J; s€ nam trong tap test;. Néu cap nay sai
thi gla tri ctia C;' s& khong ding va gla dinh rang moi tap test s€ chu yéu la
ngau nhién c6 the coilacély:

C6 thé nhan ra mot cip sai theo phuong phép sau: Néu | test; | = 0 voi
bat ki j €{2, 5, 6, 7, 8} thi chic chan 1a ta ¢c6 mot cap sai. Bay gio , v6i mot
cip sai cho trudc, c6 thé thay rétng xdc suéit dé test; = 0 v6i gié tri j nhat dinh
s€ xap xi bang 1/5. Day la mot gia dinh hop ly b01 vi Ny(E[,C') = | test; | va
nhu da néi & trén, xdc suat dé N, {(E;,C/) = 0 xép xi bang 1/5 Xac suat de tat
ca 5 tap test; ¢6 luc lugng duong duoc udc luong bing 0,8° ~ 0,33. Boi vay
x4c suat dé 1t nhat mot tap test; c6 luc lu’ong biang 0 s& vao khoang 0,67. Nhu
vay ta hy vong loai bd dugc 2/3 s cap sai bang cich quan sat don gian nay (
ta s& goi 1a phép loc ). Ty 1é cdc cap diing con lai sau phép loc x4p xi bang

(1/16)/(1/3) = (3/16).

Vidu 3.4.
Gia str ta c6 cap ma - 10 sau:

Ban ro Ban ma
86FA1C2B1F51D3BE 1E23ED7F2F553971
C6F21C2B1B51D3BE 296DE2B687AC6340

Nhan thdy rang L, = 40080000,, va R,' = 04000000, . Cac dau vao va
cac dau ra cta cac hop S 6 vong 6 dugc tinh nhu sau:
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Ei Ei* Ci'
111100 | 010010 | 1101
111101 | 111100 | 0001
011010 | 000101 | 0010
101111 | 010110 | 1100
111110 | 101100 | 1101

00 ~J O\ W DO [&=-

Khi do tap test; (2, 5, 6, 7, 8) la:

test;
14, 15, 26, 30, 32, 33, 48,52

7,24, 36,41, 54, 59

o |J|n N~

34, 35,48, 59

Ta thay tap test va test, 1a cc tap rong, boi vay cap nay la mot cap sai
va s& bi loai bo bang phép loc.

Bay gio, gia sl rang ta c6 mot cap sao cho | test; | >0, véij=2,5,6,7,
8, d€ no con ton tai lai sau phép loc ( tuy nhién van chua biét cap nay dung
hay sai ). Ta n6i rang xau bit J, J; J, J, J; ¢6 do dai 30 1a xau bit duoc goi y
bdi cap trén néu J; € test; véi j = 2,5,6,7,8. SO cdc xau bit dugc goi y la:

><

Thong thuong so cac xau bit dugc goi y ¢6 gia tri qua 16n ( vi du: > 80000).

Gia st ta da 1ap bang tit ca cac xau bit duoc goi y thu duoc tir N cap (
khong bi loai bo bai phép loc). Vi mot cap ding, xau bit ding J, J J J, Jg
s€ 1a mot xau bit dugc goi y. Xau bit ding nay s€ xuit hién vao khoang
3N/16 l1an. Cac xau bit khong ding thuong xuat hién it hon nhiéu do ching
co ban 1a xudt hién mot cach ngiu nhién c6 2°° kha nang ( mot s6 rat 16n).

Viéc 1ap bang tat ca cac xau bit duoc oui ¥ sé rit cong kénh, boi vay ta
s€ dung mot thuat toan yéu ciu it thoi gian va khong gian ( bd nhd). Ta cé
thé ma tap test; bat ky bang véc to T; c6 do dai 64, trong do6 tao do thit i clia
T, duoc dat vé gia tri 1 ( v6i 0 <i<63) néu xau bit do dai 6 ( 1a biéu dién nhi
phan ctia i ) nam trong tap test; . Trong trudng hop nguoc lai, toa do thi i
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dugc dat vé 0 ( giong nhu cach biéu dién mang bo dém da dung trong phép
tan cong 3 vong).

V6i moéi cap con lai ta xay duong cdc véc to ndy nhu dd mo ta & trén
v€ ky hiéu ching la Tji ,j=25678,1<i<N.Vé6ilc{l,... N} tanoi
rang I 1a tap dugc phép néu v6i moi j €{2,5,6,7,8} ¢6 it nhat mot toa do bang
| T1trong véc to 2Tj (v6ij € D).

Néu cap thit i 1a mot cap ding véi moi i € 1 thi I s€ 1a tap duoc phép.
Bai vay ta tin rang s& ¢6 mot tap dugc phép vdi kich thude xap xi 3N/16 chita
céc bit khod ding va ngoai ra khong c6 mot tap nao khac. C6 thé dé dang
xay dung céc tap duoc phép I bang mot thuat todn dé quy.

Vidu 3.5.

Mot s6 chuong trinh mdy tinh da duoc thuc hién dé kiémr tra phuong
phap nay. Trong d6 da tao ra mot mau ngau nhién gobm 120 cap ban rd véi
cdc XOR xdc dinh va cac ban rd nay da dugc ma hod bang cing mot khod (
ngau nhién ). Bang 3.1 dua ra 120 cap céac ban rd va cac ban ma tuong Gng &
dang ma hexa.

Khi tinh céc tap duoc phép ta thu duoc n, tap dugc phép c6 luc luong
nhu sau:

n;
111
180
231
255
210
120
45
10

1

— O 00 1O\ DN =~ W™

o

Tap duoc phép duy nhat c6 luc lugng 10 la:
{24,29,30,48,50,52,55,83,92,118}

Thuc t€ tap duoc tao ra theo 10 cap ding. Chi c6 tap dugc phép nay
mdi chira céc bit khod ding cho J,, Js, J¢, J,, J;. Ching c6 gid tri nhu sau:
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J,=011001
J, = 110000
J, = 001001
J,=101010
J, = 100011

Chud y ring tat ca cac tap dugc phép co luc lugng t6i thiéu 1a 6 khong ké 3
tap dugc phép c6 luc luong 1a 5 sinh ra tir cac cap ding boi vi

>

v61 6 <1< 10.

Phuong phdp nay s€ cho ta biét 30 bit trong 56 bit khod. Bang mot dic
trung 3 vong khdc ( néu & hinh 3.14 ), ta c6 thé tinh thém 12 bit khoa nita (
cdc bit nay nam trong J, va J,). Bay gid chi con lai 14 bit khod chua biét. Vi
2'* = 16384 1a mot s6 qud nho nén c6 thé dung phép tim ki€m vét can dé xac
dinh not ching.

Hinh 3.14.
L, = 00200008 R, = 00000400,
L,' = 00000400, R,' = 00000000, p=1/4
L, = 00000000, R, = 00000400, p=1
L,' = 00000400, R = 00200008, p=1/4

Toan bo khoa ( & dang hexa, ké ca céc bit kiém tra chin 1€ ) sé& la:
34E9F71A20756231
Nhu da néi & trén, 120 cap dugc cho & bang 3.1. Trong cot thi hai, dau
(*) ki hiéu cap ding, dau (**) ki hiéu cap sai nhan biét duoc va no s€ bi loai
bd bodi phép loc. Trong s6 120 cap, cé 73 cap duoc xac dinh la cac cap sai
nh¢ qua trinh loc, bdi vay 47 cap con lai s& 1a cac cap ding c6 thé.

3.6.3. Cdc vi du khdc vé DC.

Ciac k§ thuat DC c¢6 thé duoc st dung dé tan cong DES c¢6 trén 6 vong.
V6i DES 8 vong cin 2'* ban 16 chon loc, DES 10, 12, 14, 16 vong c6 thé ph4
duoc vé6i tuong tng 1a 224, 23!, 2%° va 2*7 ban 1o chon loc. Vao thoi diém hién
tai, tdn cong DES c6 trén 10 vong la khong thuc té.
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Mot loai ma tich hodn vi - thay thé khac v6i DES ciing ¢6 thé dung DC
dé ph4 ( & mic do khdc nhau ). Trong cac hé ndy, c6 mot s6 hé mat hoén vi -
thay thé€ da duoc dua ra trong nhitng nam gan day nhu FEAL,REDOC-II va
LOKI.

Ghi chi ( cia nguai dich ): theo cong b6 cua Micheal Wiener vao 1993, véi
107 USD c6 thé xay dung thiét bi chuyén dung dé phd DES trong khoang 21
phiit. V6i 10® USD, céc ban tin DES c6 thé bi phd trong khoang 2 phit. Nhu
vay, DES khong con bi mat doi v6i NAS. Tuy nhién ciing khong can mot
thiét bi chuyén dung dit tién nhu vay dé pha DES. Cac thong bido dugc ma
hod bing DES c6 thé bi phd bing cidc mdy tinh thong thudng trén véi diéu
kieen c6 vé siéu thuc: c6 trén 2* x 2° bit rd - ma v6i mot khod 56 bit co dinh,
tuy nhién ban phai cho lau hon.

Trong hoi nghi CRYPTO'94 M.Matsui da trinh bay mdt ky thuat pha
DES méi duge goi la " thim ma tuyén tinh". Sir dung 2%
(8.796.093.022.208) ban ma da biét. Matsui c¢6 thé phd mot khoa DES trong
50 ngay biang mot may tinh ¢4 nhan.

3.7. Cac chu giai va tai liéu dan.

Smid va Branstad da c6 mot bai bdo hay vé lich sur ciia DES [SB 92].
Céc cong b6 vé Chudn xtr ly thong tin lién bang (FIPS) lién quan dén DES
gom: mo ta DES [NBS 77]; ting dung va st dung DES [NBS 81]; cac ché do
lam viéc ctia DES [NBS 80]; x4c thuc bang DES [NBS 85].

Mot s6 tinh chat ctia cac hop S dugc Brickell, Moore va Purtill
[BMP87] nghién cttu. Chip giai ma DES dugc mo ta trong [EB 93]. Thiét bi
tim khoa ctia Wiener dugc mo ta & CRYPTO' 93 [Wi 94]. Phép t6i uu hoa
thoi gian - bo nhé tdng quat hon dugc trinh bay bdi Fiat va Naor trong [FN
91]. K§ thuat DC dugc phat trién bdi Biham va Shamir [BS 91] ( cling ¢6 thé
xem [BS93A] va sach cua ho [BS 93] trong d6 ciing thao luan thdm ma hé
mat khéac). Cach trinh bay vé DC trong chuong nay phan 16n dua trén [BS93].
Mot phuong phdp ma tham mdi c6 thé ding dé tdn cong DES va cdc hé mat
tuong tng khac la phuong phap thim ma tuyén tinh ctia Matsui [MA 94],
[MA 94A].

Cac mo ta vé hé mat hodn vi - thay th€ khac c6 thé tim trong cac tai

liéu sau: LUCIFER [FE 73], FEAL [MI 91], REDOC-II [CW 91] va LOKI
[BKPS 90].
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Bang 3.1. Ma tham DES 6 vong.

CAP CAP PUNG BAN RO BAN MA

1 *% 86FA1C2B1F51D3BE 1E23ED7F2F551971
C6F21CC2B1B51D3BE | 296DE2BG87AC6310

2 ok EDC439EC935E1ACD OF847EFE90466588
ADCC39EC975E1ACD | 93E84839E374440B

3 ok 9468 A0BE00166155 3D6A906A6566D0OBF
D460A0BE04166155 3BC3B23698379E1

4 ok D4FF2B18ASA8AACB | 26B14738C2556BA4

94F72B18A1A8BAACS 15753FDE86575ABF
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BAI TAP
3.1.Hay ching minh ring phép gidi ma DES c¢6 thé thuc hién bang cach dp
dung thuat todn ma hod DES cho ban ro véi bang khoa dao ngugc.

3.2.Cho DES(x,K) 1a phép ma hod DES ctia ban rd x v6i khoa K. Gia sty =
DES(x,K) va y' = DES(c(x),c(K)) trong d6 c(.) ki hiéu l1a phan bu theo cac bit
cta bién. Hay ching minh rang y' = c(y) ( titc 1a néu 1ay phan bu cta ban rd
va khod thi ban mi két qua ciing 12 phan bu clia ban ma ban dau). Chd y rang
két qua trén c6 thé chitng minh dugc chi bing céach sit dung mo ta "miic cao"
cia DES - cau tric thuc t€ cua cac hop S va cac thanh phan khac cua hé
thong khong anh hudng t6i két qua nay.

3.3.M4 kép 1a mot cdch dé 1am manh thém cho DES: vdéi hai khéa K, va K,
cho trudc, ta xac dinh y = ey, (ex,(x)) (di nhién day chinh la tich cia DES véi
chinh n6. Néu ham ma hoa ey, giong nhu ham giai ma dy, thi K, va K, dugc
goi la cac khoa doi ngau ( day la truong hop khong mong muoén doi véi phép
ma kép vi ban ma két qua lai truing véi ban ro). Mot khoa dugc goi 1a tu doi
ngau néu né doi ngau véi chinh no.

a/ Hay chiing minh rang néu C, gdm toan cac s6 0 hoac gdém toan cac
s0 1 va D, ciing vay thi K 1a tu d6i ngau.

b/ Hay tu chiing minh rang cdc khod sau ( cho & dang hexa) 1a tu doi
ngau:
0101010101010101
FEEFEFEFEFEFEFE
1F1F1F1FOEOEOEOE
EOEOEOEOF1F1F1F1

¢/ Hay chiing t6 rang néu C, = 0101. . . 01 hoac 1010. . .10 ( & dang
nhi phan) thi XOR céc xau bit C, va C,, 12 111. . .11, voi 1 <i <16 ( khing
dinh tuong tu cling ding doi véi D).

d/ Hay ching t6 cac cap khoa sau l1a d6i ngu:
EOO1EOO1F101F101 O1EOO1EOO01F101F1
FE1FFE1FFOEFEOE 1FFE1FFEOEFEOEFE
EO1FEO1FFF10FF10 1FEO1FEOOEF10EF1

3.4.C6 thé tao mot ma x4c thuc thong bao bing ché do CFB ciing nhu ché

do CBC. Cho day cac khoi ban 16 x,. . .X, , gia su ta xac dinh véc to khai dau
IV 1a x, . Sau d6 ma hod x,. . .x, bing khod K & ché¢ do CFB dé thu dugc

Trang 45



Vietebooks Nguyén Hoang Cudng

y;...¥,; (chi ¥ rang chi ¢6 n-1 khoi ban ma ). Cudi cung xac dinh e(y, )
lam MAC. Hay chiing minh raing MAC nay dong nhat véi MAC dugc tao
trong phan 3.4.1. dung ch& do CBC.

3.5.Gia st mot day cac kh6i ban 16 x,. . .x, duoc ma hoa bang DES, tao ra
cac khoi ban ma y,. . .y, . Gia st ring mot khoi ban ma ( chang han y,) bi
phat sai ( tic 12 ¢6 mot s6 s6 1 bi chuyén thanh s6 0 va nguoc lai). Hay chi
ra rang s6 cdc khoi ban ro bi giai ma khong ding bang mot néu ta dung cac
ché¢ do ECB va OFB dé ma ho4; va bang hai néu dung cdc ché do CBC va
CFB dé ma hoa.

3.6.Bai tap nay nham nghién cttu mot phép t6i wu hod thoi gian - bd nhé don
gian doi v6i phép tan cong ban rd chon loc. Gia sit c6 mot hé mat trong d6 @
= (C = K va dat duogc do mat hoan thién. Khi do ey (x) = ey,(x) c6 nghia la K =
K,.KihieuP=Y = {y,,.. .,yx}. Cho x la ban rd c6 dinh. Dinh nghia ham g:
Y=Y theo quy tic g(y) = e,(x). Ta xdc dinh mot do thi c6 huéng G chita tap
dinh Y, trong d6 tap canh chita tit ca cac canh c¢6 hudng c6 dang (y,g(y,), 1
<i<N.

a/ Hay chiing minh ring G gém tét ca cic chu trinh ¢6 hudng khong
lién thong.

b/ Cho T 1a mot tham s6 thoi gian mong mudn. Gia st ta c6 mot tap
cac phan tt Z = {z,,. . .,z,} < Y sao cho v6i mdi phan tr y, € Y nam trong
mot chu trinh ¢6 do dai t6i da 1a T hoac ton tai mot phan tit z; # y; sao cho
khoang céch tir y; t6i z trong G t6i da la T. Hay chiing to rang ton tai mot tap
Z nhu vay sao cho: | Z | < 2N/T va nhu vay | Z | = O(N/T).

¢/ V6i moi z; € Z ta xdc dinh g”(z) 1a phén tir y; sao cho g'(y)) = z ,
trong d6 g' 12 mot ham gém T phép lap cua g. Hay xay dung mot bang X
gbm céc cap (z,27(z)) dugc sap x€p theo céc toa do dau cta ching.

Mot mo ta gia ma ciia mot thuat toan tim K véi y = e (X) cho trude

dugce trinh bay & hinh 3.15. Hay chiing to thuét toan nay tim K trong t6i da la
T budc ( boi vay c¢d ctia phép t6i vu hod thoi gian - bo nhé 1a O(N)).
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Hinh 3.15. Phép toi wu hod thoi gian - b6 nhd.

Yo =Y
Backup = false
While g(y) # y,, do
if y =z v6i moi jnao d6 and not backup then
y=g'(z)
backup = true

A S

else

y=g(y)
K=y

®© N

d/ Hay mo ta thuat todn giai ma dé xay dung mot tdp Z mong mudn
trong thoi gian O(NT) khong dung mot mang c¢6 kich thude N.

3.7. Hay tinh céc xac suat ctia dac trung 3 vong sau:

L, = 00200008,, R, = 00000400,
L,'=00000400,, R, =00000000,
L,' = 00000000, R, =00000400,
L,' = 00000400, R =00200008,

a=la=le
n
R R |

3.8. Sau day l1a mot phép tan cong vi sai doi véi DES 4 vong sut dung dac
trung sau ( day la mot truong hop dac biét ctia dac trung dugc trinh bay &
hinh 3.10).

L, =20000000,, R, = 00000000,
L, =00000000,,  R,'=20000000,, p=1

a/ Gia su rang thuat toan sau ( duoc néu & hinh 3.16) dugc dung dé
tinh cdc tap test,,. . .,testg. Hay chiing to rang J; € test; v6i 2 <j < 8.
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Vao: LR, L, R,", L;R; vaL,'R;", trong d6
L, = 10000000, va R, = 00000000,

1. Tinh C'=P'(R,)

2. TinhE=E(L,) VAE' =

3. For j=2 to 8 do

Tinh testj(E,E;",C/)

E'(L,)

b/ Véi cac cap ban ré - ma sau, hay xac dinh cac bit khoa trong

I
Ban ro Ban ma

18493 AC485B8DY9A0 E332151312A18B4F
38493 AC485B8DY9A0 87391C27E5282161
482765DDD7009123 B5DDDS833D82D1D1
682765DDD7009123 81F4B92BD94B6FD8
ABCD098733731FF1 93A4B42F62EAS59E4
8BCD098733731FF1 ABA494072BF411E5
13578642 AAEDCB FDEB526275FB9D9%4
33578642 AAFFEDCB CC8F72AAE685FDBI1

¢/ Hay tinh toan bo khoa ( 14 bit khod con lai can phai xac dinh c6 thé

tim theo phuong phap tim ki€m vét can).
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CHUONG 4
KIEM TRA TINH NGUYEN TO XAC SUAT

Dé thiét 1ap hé mat RSA, ta phai tao ra cdc s6 nguyén t6 ngau
nhién 16n (chang han c6 80 chit s6). Trong thuc t&, phuong cich thuc
hién diéu ndy la: trudc hét phai tao ra cdc s6 ngdu nhién 16n, sau do
kiém tra tinh nguyén thuy cua ching bing cach dung thuat todn xdc
suat Monte- Carlo thdi gian da thiic (chang han nhu thuat todn
Miller- Rabin hoac la thuat toan Solovay- Strasen). Ca hai thuat toan
trén déu duoc trinh bay trong phan nay. Ching la cdc thuat todn
nhanh (ttic 12 mot s6 nguyén n duoc kiém tra trong thoi da thitc theo
log,n, 12 s6 cdc bit trong biéu dién nhi phan ctia n). Tuy nhién, van c6
kha nang 1a thuan todn cho rang n 1a s6 nguyén to trong khi thuc t€ n
12 hop 1€ s6. Boi vay, bing cach thay doi thuat todn nhiéu 14n, c6 thé
giam xac sudt sai s6 duéi mot mic ngudng cho phép (sau nay sé thao
luan k§ hon mot chiit vé van dé nay).

Mot van dé quan trong khdc: 1a cin phai ki€ém tra bao nhiéu s6

nguyén ngau nhién (vé6i kich thuoc xac dinh)cho t6i khi tim dugc mot
s6 nguyén t6. Mot két qua noi tiéng trong 1y thuyét s6 (duoc goi la
dinh 1y s6 nguyén t6) phat biéu ring: s6 cdc s6 nguyén t6 khong 16n
hon N xap xi bang N/In N. Béi vay, néu p dugc chon ngau nhién thi
xac sudt p 1a mot s6 nguyén to s€ vao khoang 1/In p. V6i mot modun
512 bit, ta ¢6 1/In p = 1/77. Diéu nay c6 nghia 1a tinh trung binh, cu
177 s6 nguyén ngiu nhién p véi kich thude tuong tng s€ c6 mot so la
sO nguyén to. Di nhién, né€u chi han ch€ xét cac s6 nguyén Ié thi xac
suit s€ tang gdp doi t6i khoang 2/177). BGi vay trén thuc t€, hoan
toan c¢6 kha nang tao duoc cac nguyén té du 16n va do dé vé mat thuc
thé ta c6 thé thiét 1ap duoc mot hé mat RSA. Sau day sé tiép tuc xem
xét dieu nay dugc thuc hién nhu thé nao.
Mot bai toan quyét dinh 1a mot bai toan todn trong dé mot cau hoi
can duoc tra 1oi “c6” hoac “khong”. Mot thuat toan xac sudt 1a mot
thuat toan bat ky c¢6 st dung cac s6 ngau nhién (nguoc lai, thuat toan
khong st dung cdc s6 ngau nhién sé dugc goi 1a mot thuat toan tat
dinh). Cac dinh nghia sau c6 lién quan t6i cac thuat toan xac suat cho
cac bai toan quyét dinh.

Dinh nghia 4.1

Thuat toAn Monte Carlo dinh hudng “c6” 1a mot thuat todn x4c
sudt cho mot bai toan quyét dinh, trong d6 cau tra 161 “c6” luén ludn
1a ding con cau tra 10i “khong” ¢ thé 1a sai. Thuat todn Monte Carlo
dinh huéng “khong* cling dugc dinh nghia theo céch tuong tu.
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Ching ta néi rang, mot thuat toan Monte Carlo dinh hudng “cé” ¢6
x4c suat sai bing £ néu véi bat ky mot trudng hop nao ma cau tra 10i
la “c6” thi thuat toan c6 cau tra 1oi sai “khong” véi xac sudt khong
16n hon € (xac suat nay dugc tinh trén moi phép chon ngau nhién, c6
thé thuc hién bdi thuat todn v6i mot cau vao da cho).

Bai toan quyét dinh & day la bai toan hop 1é€ s6 mo ta & hinh
4.5.

Can chi y rang mot thuat toan quyét dinh chi ¢6 cau tra 16i “c6” hoac
“khong” dac biét trong bai todn hop 1€ s6 la ta khong yéu cau thuat
toan tinh tich thira s6 khi n 1a hop 1¢ s6.

Trudc tién ta s€ mo ta thuat todn Soloway- Strasson. Pay la
mot thuat toan Monte- Carlo dinh huéng “cé” cho bai toan hop so6 ¢6
Trude tién ta s€ mo ta thuat todn Soloway- Strasson. Day la mot
thuat toan Monte-Carlo dinh huéng “c6” cho bai todn hop sd va xac
xudt sai 1/2. Bai vay, néu thuat toan tra 101 “c6” thi n la hogp so;
ngugc lai n€u n 1a hop so thi thuat toan tra 16i “c6” véi xac xuat toi
thi€u 1/2.

Hinh 4.5. Bai toan hop so.

Pac trung ctia bai toan: mot s6 nguyén duong n > 2
Cau hoi: n ¢6 phai 1a hop s6 khong ?

Hinh 4.6. Bai todn vé céc thang du bac hai.

Pac trung ctia bai toan: cho p 1a mot s6 nguyén to 1€ va
mot s6 nguyén x sao cho 0 < x < p-1
Cau hoi: x c6 phai la thang du bac hai phép modulo p ?

Maic du thuat toan Miller-Rabin (ta s€ xét sau) nhanh hon
thuat todn Soloway-Strasson (S-S) nhung ta s€ xét thuat todn S-S
truéc vi né dé hiéu hon vé khadi niém, déng thoi lai lién quan t6i mot
s6 van dé cua ly thuyét s6 (ma ta s€ con dung trong cac chuong trinh
sau). Ta s& xay dung mot s6 nén tang sau sac hon trong 1y thuyét s6
trude khi mo ta thuat toan.
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Dinh nghia 4.2.

Gia st p 1a mot s6 nguyén t0 1¢ va x 1a mot s6 nguyén, 1 < x <
p-1. x dugc goi la thang du bac hai theo modulo p néu phuong trinh
déng du y* = x (modulo p) c6 mot nghiém yeZ, x dugc goi la thang
du khong bac hai theo modulo p néu x ??? 0 (mod p) va x khong phai
la thang du bac hai theo modulo p.

Vidu 4.6.

Céc thang du bac hai theo modulo 11 1a 1,3,4,5 va 9. Can dé y ring,
(£1)’=1, (£5)*=3, (¥2)’=4, (+4)*=5, (£3)*=9 (& day tat ca cac phép so
hoc déu thuc hién trong Z,,).

Bai toan quyét dinh thang du bac hai duoc trinh bay trén hinh
4.6 s& dugc thady mot cach twonngf minh nhu sau:

Trudc hét, ta s& chitng minh mot két qua- fiéu chudn Euler —
tao nén thuat todn tat dinh theo thoi gian da thic cho bai todn vé céc
thang du bac hai.

Dinh 1y 4.8. (Tiéu chuan Euler)
Gia str p 1a mot s6 nguyén to, khi d6 x 1a mot thang du bac hai
theo modulo p khi va chi khi:
x?2 =1 (mod p)
Chtng minh:
Tru6c hét gia st ring, x=y*(mod p). Theo hé qua 4.6, néu p la
s6 nguyén to thi xP'=1 (mod p) véi moi x\ = ( (mod p). Boi vay ta co :
x P2 = (y2)(P-1)/2 (mod P)
=y"!(mod p)
=1 (mod p)

Nguoc lai, gia st ring x*"2=1 (mod p). Cho p 1a mot phan tir
nguyén thuy theo modulo p. Khi d6 x=b' (mod p) v6i gid tri i nao do.
Ta co

xPD2 = (bi)(p-l)/2 (mod P)
=b'*Y2(mod p)
Vi p ¢6 bac bang p-1 nén p-1 phai 1a uGe cta i(p-1)/2. Boi vay i la s6
chén va nhu vay cén bac hai cta x 1a +b"2.[]
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Dinh 1y 4.8 sé dan t6i moét thuat toan thoi gian da thic cho cac
thang du bac hai nho st dung k¥ thuat “binh phuong va nhan” cho
phép 14y luy thira theo modulo p. Do phiic tap cta thuat toan khoang
O((log p)’).

Sau day ti€p tuc dua ra mot s6 dinh nghia tur 1y thuyét so:

Dinh nghia 4.3.
Gia su p 1a s6 nguyén t6 1€. V6i mot s6 nguyén to bat ky a >0,

ta a

. ~ . P
dinh nghia ky hiéu Legendre nhu sau:
0 néu a=0 (mod p)

a
(BJ = 1 néu la thang du bac hai theo modulo p
-1 néu la thang du khong bac hai theo

modulo p

Ta da biét 1a a®"?= 1 (mod p) khi va chi khi a 12 mot thang du
bac hai theo modulo p. Néu a 12 boi ctia p thi rd rang a®"?= 0(mod
p). Cudi cing, né€u a la mot thang du khong bac hai theo modulo p thi
a®V= -1 (mod p) vi a”'=1(mod p). B6i vay, ta c6 két qua cho phép
xay dung mot thuat toan hitu hiéu dé€ déanh gid cic ky hiéu Legendre
nhu sau

Dinh Ly 4.9.

a
Gia str p 1a mot s6 nguyén t6. Khi d6 (5} = a®Y2 (mod p).

Sau day 1a mot dinh nghia tong qudt hoia cho ky hiéu
Legendre.

Dinh nghia 4.4.

Gia st n 1a mot s6 nguyén duong 1é va phan tich theo cac luy
thirangt (o) ‘chanlapS ... pc™ . Gia str a > 0 1a mot s6 nguyén.
Ky hieu |5

T

Jacobi dugc dinh nghia nhu sau:
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K el
a a
n) 1=l p;
Vidu4.7.
f 1 1ot ; 6278 . . P
Xét ky hiéu Jacobi (%j Phan tich luy thira nguyén t6 cua
9975 1a: 9975=3 x 5*x 7 : vay ta co:

(6278] B (6278)( 6278]2 (6278)[ 6278]
9975 3 5 7 19

=(-D)(-1)*(-1)(-1)
= 1.

Gia st n > 1 1a mot s6 1é. Néu n 1la mot s6 nguyén to thi

a™Y2 (mod n) vé6i a bat ky. Mat khdc néu n 1a mot hop so thi dén (EJ
thitc trén c6 thé ding hodc khong. Néu phuong trinh d6 van dun \"
a duogc goi

la s6 gia nguyén t6 Euler theo co s6 n. Vi du: 10 la s6 gia nguyén to
Euler

theocoso 91 vi
(91) =-1 =10 mod 91

Tuy nhién c6 thé chitng t6 ring, véi mot hop so 1é n bat ky, sé
cop nhi€u nhat mot nira cic s6 nguyén a (sao cho 1 <a <n-1) la cac
s6 gia nguyén t6 Euler co s6 n (xem cac bai tap). Diéu d6 ching to
rang, viéc kiém tra tinh nguyén t0 theo thuat todn Soloway-Strasson
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dugc néu & hinh 4.7 1a thuat toan Monte-Carlo dinh huéng “c6’véi
X4c xuat sai toi da la 1/2.

bén day van chua xac dinh rd thuat toan ttrén c6 theo thoi gian da
thirc hay khong.

Ta da biét cdch ddnh gid a®" (mod n) trong thoi gian da thiic
O((log n)*), tuy nhién c4n phai 1am thé nao dé tinh céc ky hiéu Jacobi
mot cach cé hiéu qua. Vi ky hiéu Jacobi duoc xac dinh theo céc thira
so trong phan tich ctia n. Tuy nhién néu c6 thé phan tich duoc n thi ta
da bi€t no co phal la sO nguyén t0 hay khong, bdi vay cach lam nay
s& dan t6i mot vong ludn quan.

Hinh 4.7. Thuat todn kiém tra tinh nguyén t6 Solova-Strassen véi sO
nguyén 1é n.

1. Chon mot s6 nguyén ngau nhién a, 1 <a<n-1

2. Néu = a"™D2 (mod n) thi
(3) ra 16i “ n 12 s6 nguyén to ”
Neéu k

11a 101 “ n 1a mot hop s6

Rat may 1a ¢6 thé ddnh gid ky hiéu Jacobi ma khong can phai
phan tich n nho sit dung mot so két qua cua ly thuyét so, trong do két
qua quan trong nhat 12 tinh chét 4 (t6ng quét hod luat tuong hd bac
hai ).

Ta s€ liét ké ma khong chiing minh céc tinh chat nay.
1. Néu n la mot s6 nguyén to 1€ va m, = m, (mod n) thi:

%]
n
2. Néu n 1a mot s6 nguyén 1é thi

‘ 1 néun=+1 (mod )
-1 néun=+3 (mod 8)

3. Néu n 1a mot s6 nguyén 1é thi
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m,m, m, | m,
n n n
Dic biét néu m=2"t véi t 1A mot s6 18 thi:

-G

4. Gia sum va n la cac sd nouvén 1&. khi do:
(

néum =n =3 (mod 4)

trong cac truong hop con lai

VR

D

|
3= 2|

vi du
Dé minh hoa cho viéc 4p dung cdc tinh chit trén , ta s& danh
gid ki

hiéu Jacobi (%) nhu trong bang dudi day. Can chd y 1a trong vi
du

nay, ta da st dung lién ti€p cac tinh chat4, 1,3 ,va 2.
N6i chung, biang cdch 4p dung 4 tinh chat trén, ¢4 thé tinh
toanki

n

hiéu Jacob (mj thoii gian da thitc. Céc phép tinh s6 hoc ding & day

chi 1a rit gon theo modulo va phan tich ra cac luy thira clia thuét toan
dugc biéu dién dudi dang nhi phan thi viéc phan tich ra cdc luy thira
cua hai sO chinh la viéc xac dinh s6 cac so 0 tiép sau. Boi vay, do
phic tap cua thuat toan duogc xac dinh boi s6 cac phép rit gon theo
modulo cén tién hanh. Khong khé khin 1am c6 thé ching t6 ring,
can thuc hién nhiéu nhat 1a.
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(mlj _ _(9283) theo tinh chat 4
9283 7411
_ (15372) theo tinh chat 1
7411
2 Vur ‘ 4
— ( } (} theo tinh chat 3
7411) \ 7411
_ [ 117 j theo tinh chat 2
7411
_ (741 lj theo tinh chét 4
117
_ ( 1407 J theo tinh chat 1

theo tinh chat 3

o 3 SN
I
/ﬁ\
p—
SIS
~
\—/
/_\\
-
5o
\‘
N——

theo tinh chat 2
theo tinh chat 4

j theo tinh chat 1

theo tinh chat 2

F— S N S}

Can phai than trong hon khi su dung céc tinh toan xac suét. Ta sé
dinh nghia cac bié€n ngau nhién sau:

a- Chi su kién “ s6 nguyén 1é n ¢6 kich thudc da dinh 1a mot hop

sO
b- Ch1 su kién ““ thuat toan tra 16i n 1a s6 nguyén t6 m lan lién ti€p

Diéu chic chan 1a prob(b| a)2™. Tuy nhién xac suit ma ta thuc su
quan tam la prob(a/b), xdc suadt nay thuong khong giong nhu
prob(b/a).
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CHUONG 5

CAC HE MAT KHOA CONG KHAI KHAC

Trong chuong nay ta s€ xem xét mot s6 hé mat khoa cong khai khac.
Hé mat Elgamal dua trén bai todn logarithm roi rac 1a bai todn dugc dung
nhiéu trong nhiéu thi tuc mat ma. Boi vay ta s&€ danh nhiéu thoi gian dé thao
luan vé bai todn quan trong nay. & cidc phan sau sé€ xem xét so lugc mot s6 hé
mat khod cong khai quan trong khac bao gobm cédc hé thoong loai Elgamal
dua trén cac truong hitu han va cac duong cong elliptic, hé mat xé&p ba 16
Merkle-Helman va h¢ mat McElice.

5.1. HE MAT ELGAMAL VA CAC LOGARITHM ROI RAC.

Hé mat Elgamal dugc xay dung trén bai toan logaithm roi rac . Ching
ta s&€ bat diu bang viéc mo ta bai todn bai khi thiét 1ap moi trudng hitu han
Z,, p 12 s6 nguyeén t6 ( hinh 5.1) ( Nh6 lai rang nhém nhan Z" 1a nhém cyclic
va phén tir sinh ctia Z,” dugc goi 1a phan tlf nguyén thuy).

Bai toan logarithm roi rac trong Zp la d6i tuong trong nhiéu cong trinh
nghién cttu va duoc xem 1a bai toan khé néu p duogc chon céan than. Cu thé
khong c6 mot thuat todn thoi gian da thirc nao cho bai toan logarithm roi rac.
Dé gay kho khin cho cdc phuong phap tan cong da biét p phai ¢6 it nhat 150
chit s6 va (p-1) phai c6 it nhat mot thira s6 nguyén td 16n. Loi th€ ctua bai
todn logarithm roi rac trong xay duong hé mat la khé tim dugc céc logarithm
roi rac ,song bai todn nguoc 14y luy thira lai ¢ thé tinh todn hiéu qua theo

thuat todn "binh phuong va nhan". N6i cich khac , luy thira theo modulo p 1a
ham mot chi€u véi cac s6 nguyén t6 p thich hop.

Elgamal di phét trién mot hé mat khod cong khai dua trén bai todn
logarithm roi rac. Hé thong nay dugc trinh bay trén hinh 5.2.

Hé mat nay 1a mot hé khong tit dinh vi ban ma phu thudc vao ca ban

rd x 1an gia tri ngau nhién k do Alice chon. Béi vay, sé c6 nhiéu ban ma duoc
ma tir cing ban r0.
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Hinh 2.6 Bai toan logarithm roi rac trong Zp

Pac truong cua bai toan: I = (p,a.,) trong do6 p la s6 nguyén to,
o € Zp la phan tir nguyén thuy , B Zp*
Muc tiéu:Hay tim mot so6 nguyén duy nhat a, 0 < a < p-2 sao
cho:
o' = P (mod p)
Ta sé xac dinh s6 nguyén a bang loga B

Hinh 2.7 Hé mdt khoa cong khai Elgamal trong Zp*

Cho p la s6 nguyén t6 sao cho bai toan logarithm rdi rac trong Zp la
kho giai. Cho a € Zp* la phan tir nguyén thuy.Gia su P = Zp* ,
C= Zp* X Zp* . Ta dinh nghia:
K= {(p, a,a,p): p=a’(modp)}
Céc gié tri p, o, dugc cong khai, con a giit kin
Vé6i K = (p, a,a,3) va mot s6 ngau nhién bi mat k € Zp-1, ta xac
dinh:

e (X.K) =(y,.¥2)
trong do

y, = o mod P
y, = XBk mod p
voiy,,y, € Zp>k ta x4c dinh:
di(y,.¥2) =Y (3’1a )_1 mod p

Sau day s€ nmo ta so lugc cach lam viéc ctia hé mat Elgamal .Ban ro x
duoc "che dau" bang cach nhan né véi Bk dé tao y, Gia tri o cling dugc gui
di nhu mot phan ciia ban ma. Bob -ngudi biét s6 mil bi mat a ¢6 thé tinh dugc
Bk tir o . Sau dé anh ta s& "thdo mat na" bang céch chia y, cho Bk dé thu
duoc x.

Vidu5.1
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Cho p =2579, a =2, a=765. Khi d6

B =27 mod 2579 = 949
Bay gio ta gia st Alice muon gui thong bao x = 1299 t6i Bob. Gia sir s6 ngau
nhién k ma co6 chon la k = 853. Sau do6 co ta tinh

y; = 2%? mod 2579
=435

y2 = 1299 x 949853 mod 2579
=2396

Khi d6 Bob thu dugc ban ma y = (435,2396), anh ta tinh

x = 2396 x (435"°)" mod 2579
= 1299

Po6 chinh 12 ban rd ma Alice da ma hoa.

5.1.1. Cac thudt toan cho bai todn logarithm roi rac.

Trong phan nay ta xem rang p 1a s6 nguyén t6, o 1a phan tir nguyén
thuy theo modulo p. Ta thdy rang p va a 1a cdc s6 c¢6 dinh. Khi d6 bai todn
logarithm rdi rac ¢6 thé dugc phat biéu dudi dang sau: tim mot s6 mii a duy
nhat, 0 < a <p-2 sao cho o* =f (mod p), v6i B € Zp* cho trudc.

R rang 1 bai toan logarithm rdi rac (DL) ¢6 thé giai bing mot phép
tim ki€m vét can véi thoi gian ¢& O(p) va khong gian ¢& O(1) ( bo qua cac
thira so logarithm). Bang céch tinh todn tat ca cdc gid tri o c6 thé va sap xép
cac cap co tht tu (a, a* mod p) c6 luu y dén céc tao do thit hai cua ching, ta
c6 thé giai bai todn DL véi thoi gian ¢d O(1) bing O(p) phép tinh todn trudc
va O(p) bo nhG ( van bod qua cac thira s6 logarithm). Thuat todn khong tam
thuong dau tién ma ching ta s€ mo ta la thuat toan toi wu hoa thoi gian - bo
nhé cua Shanks.

Thudt toan Shanks
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Hinh 5.3. Thudt toan Shanks cho bai toan DL.

1. Tinh o™ mod p, 0 <j<m-1

2. Sap x&p m cap thit tu (j,a™ mod p) c6 luu ¥ t6i cdc tao do thit hai
clia cac cap nay, ta sé thu dugc mot danh sach L,

. Tinh Ba’ mod p, 0 <i<m-1

4. Sap xép m cap thi tu (i, Bo’ mod p) ¢6 luu ¥ t6i cac toa do thit hai

clia cdc cap duoc sip nay, ta s& thu dugc mot danh sach L,

5. Tim mét cap (§,y) € L, va mot cap (i,y) € L, ( tiic 1a mot cap c6 tao

do thi hai nhu nhau).

Xéc dinh log,3 = mj + i mod (p-1)

(98]

N

- Néu can, cic buéc 1 va 2 ¢6 thé tinh todn trudc ( tuy nhién, diéu nay
khong anh hudng t6i thoi gian chay tiém can)
- Tiép theo can dé y la néu (j,y) € L, va (i,y) € L, thi
amj =y= B O(,_i
Boi vay
O(,mj+i — B
nhu mong muon. Nguoc lai, d6i v6i B bat ki ta c6 thé viét
log,3 = mj+i
trong d6 0 <j,i <m-1. Vi th€ phép tim ki€ém & buGe 5 chic chan thanh cong.
C6 thé 4p dung thuat todn nay chay véi thdi gian O(m) va véi bo nhé
cd O(m) ( bd qua cdc thira s6 logarithm). Chud y 1a budc 5 ¢6 thé thuc hién
mot cach ( dong thoi ) qua timg danh sach L, va L,.
Sau day 1a mot vi du nho dé minh hoa.
Vidu5.2.

Gia str p = 809 va ta phai tim log;525. Tacé o = 3, B =525 vam =
[V8081=29. Khi dé:
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a®’ mod 809 =99

Trudc tién tinh cac cap duoc sip (j,99° mod 809) véi 0 < j<28. Ta nhan
duogc danh sach sau:

(0,1) (1,99) (2,93) (3,308)  (4,559)
(5,329) (6,211) (7,664) (8,207)  (9,268)
(10,644) (11,654) (12,26) (13,147) (14,800)
(15,727) (16,781) (17,464) (18,314) (19,275)
(20,582) (21,496) (22,564) (23,15) (24,676)
(25,586) (26,575) (27,295) (28.81)

Danh sach nay s& dugc sép xép dé tao L,.

Danh s4ch thit hai chita céc cap duoc sap (1,525%(3")! mod 809), véi 0
<1< 28. Danh siach nay gom:

(0,525) (1,175) (2,328) (3,379) (4,396)
(5,132) (6,44) (7,554)  (8,724) (9,511)
(10,440) (11,686) (12,768) (13,256) (14,,355)
(15,388) (16,399) (17,133) (18,314) (19,644)
(20,754) (21,496) (22,564) (23,15) (24,676)
(25,356) (26,658) (27,489) (28,163)

Sau khi sap xép danh sach nay, tacé L, .
Bay gio néu xur Iy dong thoi qua ca hai danh sach, ta sé tim dugc ( 10,644)
trong L, va (19,644) trong L,. Bay gid ta 6 thé tinh

log,525 =29x10+19
=309

C6 thé kiém tra thiy ring qua thuc 3°” = 525 (mod 809).

Thudt toan Pohlig - Hellman.
Thuat toan ti€p theo ma ta nghién ctu la thuét toan Pohlig - Hellman. Gia sit

><

p; la s6 nguyén t6 dac biét. Gia tri a = log,3 dugc xac dinh mot cach duy
nhat theo modulo p-1. Trudc hét nhan xét ring, néu cé thé tinh a mod p& véi
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mbi 1, 1 <1<k, thi c6 thé tinh a mod (p-1) theo dinh 1y phan du China. Dé
thuc hién diéu do ta gia st ring q 12 s6 nguyén to.
p-1 =0 (mod q°)

p-1 #0 (mod )

Ta s€ chi ra cach tinh gia tri
x =amod q°
0 < x <@°-1. Ta ¢6 thé biéu dién x theo co s6 q nhu sau:

trong d6 0 < a, < g-1 v6i 0 <i < c-1. Ciing ¢6 thé biéu dién nhu sau:
a=x+('s
vOi s 1a mot s6 nguyén nao do.
Bude dau tién cta thuat toan tinh a,. K&t qua chinh & day la:

B(p-l)/q = OL(p—l)aO/q(mOd 1))

Dé thdy rd diéu d6 can chd ¥ ring:

Diéu nay du dé cho thay:

Két qua nay ding khi va chi khi:

Tuy nhién
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D6 chinh 1a diéu can ching minh.
Do d6 ta s& bat diu bang viéc tinh B4 mod p. Néu
BPVAa =1 (mod p)
thi a,=0. Nguoc lai ching ta s€ tinh lién ti€p cac gia tri:
v =P mod p, y* mod p.. . .,
cho t6i v = BV (mod p).
vGi mot gia tri i nao d6. Khi di€u nay xay ra ta ¢6 a, =i.

Bay gio néu ¢ = 1 thi ta da thuc hién xong. Nguoc lai, néu ¢ > 1 thi
phai tiép tuc xac dinh a,. Dé 1am diéu do6 ta phai xdc dinh

Bi=Pa™
va ki hiéu
X, = log,3; mod q°
Dé dang thay ring

><

Vi thé dan dén

Nhu vay ta s& tinh ,%"%* mod p va réi tim i sao cho

Khi d6 a, = i.

Néu ¢ =2 thi cong viéc két thic; n€u khong, phai lap lai cong viéc nay

c-2 lan nita dé tim a,,. . .,a_,.

Hinh 5.4 12 mo6 ta giai ma cua thuat toan Pohlig - Hellman. Trong
thuat todn nay, a 1a phan tt nguyén thuy theo modulo p, q 1a s6 nguyén to .
p-1=0 (mod q°)

N

va

p-1#0 (mod q**)
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Thuat toén tinh cac gia tri a,, . . ., a_, trong do
logay mod qc

>

Hinh 5.4. Thudt todn Pohlig - Hellman dé tinh log ,f mod q°.

1. Tinhy=oa®Ymodpv6i0<i<qg-1
2. Patj=0vap =p

3. While j<c-1 do

4. Tinh & = ;""" mod p

5. Tim i sao cho 6 =7,

6. 8= 1

7. B = B; ¥ mod p

8. joj+l

Chiing ta minh hoa thuat toan Pohlig - Hellman (P - H) qua mot vi du nho.

Vidu5.3
Gia st p=29; khi d6
n=p-1=28=2-7"
Gia st oo = 2 va 3 = 18. Ta phai xac dinh a = log,18. Trudc tién tinh a mod 4
roi tinh a mod 7.
Ta s& bat ddu bang viec dat q = 2, ¢ = 2. Trudc hét

Yo =1
va v, = a** mod 29
= 2" mod 29
=28
Tiép theo
& = B**? mod 29
= 18" mod 29
=28

Vi a, = 1. Tié€p theo ta tinh:
B, = Byar! mod 29
=9

B,** mod 29 = 9’ mod 29
=28
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Vi
v, =28 mod 29
Tacoa, = 1. Boi vay a=3 ( mod 4).
Tiép theodatq=7vac=1,taco
B**7 mod 29 = 18* mod 29

=25
va v, = o mod 29
=2*mod 29
= 16.
Sau do6 tinh: v, =24
Y3=7
Y4 =25
Boi vay ay=4 vaa=4 (mod 7)
Cuoi cung giai hé phuong trinh
a=3(mod4)
a=4(mod?7)

bang dinh 1y phan du China, ta nhan duoc a = 11( mod 28). Diéu nay c6
nghia la da tinh duogc log,18 trong Z,4 1a 11.

Phuong phap tinh todn chi so.

Phuong phép tinh chi s6 kha giong v4i nhi€u thuat toan phan tich thira
s0 tot nhat. Trong phan nay s& xét tom tat vé phuong phap. Phuong phap nay
chi ding mot co s nhdn tw 1a tap @ chida cac s6 nguyén to nhd. Gia st B =
{P1,Pss- - -» Ps}- Budc dau tién ( bude tién xur 1y) 1a tim cac logarithm ctia B s
nguyén to trong co s& nhan tu. Budc thit hai 1a tinh cac logarithm roi rac ctua
phan tir B bang cdch dung céc hiéu biét vé cdc log cua cdc phan tir trong co
sO.

Trong qud trinh tién xu 1y, ta s€ xay dung C = B +10 dong du thic
theo modulo p nhu sau:

o = p,Mip2*. . . pg™(mod p)
1 <j<C. Can dé y riang, cac dong du nay c6 thé viét tuong duong nhu sau:

X; = ajlogep,+ . . . + aglogepg (mod p-1)
1 <j<C. C dong du thicc duogc cho theo B gia tri log,p; (1 <i < B) chua biét.
Ta hy vong ring, c6 mot nghiém duy nhét theo modulo p-1. Néu ding nhu
vay thi c6 thé tinh cdc logarithm clia cdc phan tir theo co s& nhan tu.
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Lam th€ ndo dé tao cidc doéng du thiic c6 dang mong muon?. Mot
phuong phdp so ding 12 chon mot s6 ngiu nhién x, tinh o* mod p va x4c dinh
xem liéu o mod p cé tat ca cac thira s6 ctia né trong B hay khong. (Vi du
bang cach chia thi).

Bay gio gia st rang da thuc hién xong budc tién tinh todn, ta s& tinh
gid tri mong muon log,B bing thuat toan xdc suat kiéu Las Vegas. Chon mot
sO ngau nhién s ( 1 < s <p-2) vatinh :

v =P o’ mod p
Bay gio thir phan tich y theo co s& 3. Néu lam duogc diéu nay thi ta tinh duogc
dong du thic dang:
. Po’ =p,“'p,”. . . pg™ (mod p)
bicu doé tuong duong vé6i
log,B + s =c,logyp,+ . . . + cglogypg ( mod p-1)
Vimoi gia tri déu da biét trir gid tri log,B nén c6 thé dé dang tim duoc log,p.

Sau day la mot vi du minh hoa 2 budc cua thuét toan.

Vidu5.4.

Gia st p =10007 va a = 5 1a mot phan tir nguyén thuy dugc dunglam
co s& cua cac logarithm theo modulo p. Gia st 1y B = {2, 3, 5, 7} lam co s6.
Hién nhién 12 log,5 = 1 nén chi c6 3 gia tri log clia cdc phan tif trong co s&
can phai x4c dinh. D€ 1am vi du, chon mot vai s6 mii "may méan" sau: 4063,
5136 va 985.

Vi x = 4063, ta tinh

5%% mod 10007 = 2x3x7
ting vGi dong du thiic

logs2 + logs3 + logs7 = 4063 ( mod 10006).
Tuong tu, vi

5°%% mod 10007 = 54 = 2x3°
va 5%%% mod 10007 = 189 = 3°x7

ta tim duoc hai dong du thic nita:

logs2 + 3logs3 = 5136 ( mod 10006)
3logs3 + logs7 = 9865 ( mod 10006)
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Bay gio ta ¢6 3 dong du thic theo 3 gia tri log chua biét. Giai cac
phuong trinh dong du nay, ta c6 logs2 = 6578, log:3 = 6190, logs7 = 1301.

Bay gio gia su ta can tim log:9451, ta chon s6 mi "ngau nhién"
s=7736 va tinh:
9451x57°° mod 10007 = 8400

Vi 8400 = 2*3'5%7" c4c thira s6 trong B nén ta nhan duoc:
log9451 = 4logs2 + logs3 + logs5 + logs7 - s mod 10006
=4x6578 + 6190 + 2x1 + 1310 - 7736 mod 10006
= 6057.
Kiém tra lai ta thdy ring 5°°" = 9451 ( mod 10007).

D3 ¢6 nhiéu nghién citu phan tich md mam nhiéu kié€u thuat todn khdc
nhau. Véi gia thiét hgp ly, Thoi gian chay tiém can cua giai doan tién tinh
todn nay cd

—__
va thoi gian dé tinh mot gid tri logarithm i rac riéng 1a khoang

Hinh 5.5. Bit thiv i cua logarithm roi rac.

Bdn chdt cua bai todn: 1 = (p, a, B, i) trong d6 p la s6 nguyén to ,
agZp la phan tr nguyén thuy, B € Z, va i 1a mot s6 nguyén sao cho 1
<i< Llogz(p-l)J.

Muc tiéu:Tinh L,(B) 1a bit thap nhat tha i cia log,p. (v6i a va p cho
trudc)

5.1.2. D6 bdo mdt tung bit cua cdc logarithm roi rac.

Bay gio ta xem xét van dé vé thong tin bo phan cua cdc logarithm roi
rac va thir xem viéc tinh cédc bit riéng ctia cac logarithm roi rac 1a kho hay dé.
Cu thé , xét bai todn trinh bay trén hinh 5.5. Bai todn ndy dugc goi 1a bai toan
ve bit thi i.
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Trudc tién, ta s& chi ra rang, bit thap nhat cta cdc logarithm roi rac rat
dé tinh todn. N6i cdch khac, néu i = 1 thi bai toan vé bit thit i ¢6 thé gidi
dugc mot cach hiéu qua. Diéu nay rit ra tir tiéu chuin Euler lién quan dén
thang du binh phuong theo modulo p, véi p 1a s6 nguyén to .

Xét anh xa f: Z,” 27 duoc dinh nghia nhu sau:

f(x) = x> mod p
Néu ki hiéu QR(p) 1a tap cac thang du binh phuong theo modulo p thi
QR(p)={x*modp:x € Z,'}

Trudc tién ta thiy rang, f(x) = f(p-x). Ti€p theo xét thdy:

w? = x> mod p
khi va chi khi p | (W-x)(W+X)

diéu nay sé xay ra khi va chi khi w = + x mod p. Tir day rit ra:
I £(y)1=2

vGi moi y € QR(p) va bai vay:
| QR(p) = (p-1)/2

Di€u d6 c6 nghia la c¢6 ding mot nita cac thang du trong Zp* l1a cac thang du
binh phuong va mot nita khong phai.

Bay gio gid sl ring, oo 12 mot phan tir nguyén thuy cta Z,~ . Khi d6
o*eQR(p) néu a chidn. Vi (p-1)/2 phan tt o’ mod p, o> mod p,. . .,o"* mod p
déu 1a cédc phan tir khdc nhau nén:

QR(p) = {a* mod p: 0 <i < (p-3)/2})
Bai vay, B 1a thang du binh phuong khi va chi khi log,f 1a chan, tic khi va
chi khi L,(B) = 0. Tuy nhién theo tiéu chuan Euler B 1a thang du binh phuong

khi va chi khi
BP V2 =1 (mod p)
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Nhu vay, ta da c6 cong thic hitu hiéu sau dé tinh L,(B):

0 néuBP"?=1(mod p)
L,(B)=
1 trong c4c truong hop con lai
Bay gio xét viéc tinh L,(B) v6ii > 1. Gia st
p-1=2°t

trong do t 1a s 1&. Khi do c6 thé chi ra ring, dé dang tinh duoc L.(B) néu
1<s. Mt khac, viéc tinh L ,,(B) chdc chan 1a kho néu dung thuat todn gia
dinh bat ki cho viéc tinh L, (B) d€ tinh céc logarithm roi rac trong Z,,.

Ta s€ chiing minh két qua nay trong truong hgp s = 1. Chinh x4c hon,
néu p = 3 (mod 4)la s6 nguyén t6 thi ta s€ chi ra cach sit dung mot thuat toan
gia dinh bét ki tinh L,(B) d€ gidi bai todn logarithm rdi rac trong Z,.

Néu B 1a mot thang du binh phuong trong Z, va p = 3 ( mod 4) thi
+B%Y2 mod p 1a hai gid tri cin bac hai ciia modulo p. Mot chi ¥ ciing quan
trong la véi bat ki 3 # 0:

L,(B) = L,(p-P).

néu p = 3 (mod 4). Ta s€ thay di€u d6 nhu sau. Gia su
o' =3 (mod p)

thi a2 = B (mod p)

Vi p =3 (mod 4) nén s6 nguyén (p-1)/2 1la mot so 1¢. Tur day rit ra két qua.

Bay gio gia stt f = o v6i s6 mi chan a (chua biét) nao d6. Khi d6

hoac:
B(p+l)/4 = Ota/2 (mod p)
hodac
q _B(p+l)/4 = O(a/2 (mod p) q
Ta ¢6 thé xac dinh gia tri nao trong hai gia tri c6 thé nay la ding néu biét gia
tri L,(B), vi
\ L,(B) =L, (@)

biéu nay dugc khai thac trong thuat toan dugc mo ta trong hinh 5.6.

O cu6i thuat todn, cdc gid tri x, 12 céc bit bi€u dién nhi phan cla
log,f3, nghia la:

>
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Duéi day 1a mot vi du nhé dé minh hoa.

Vidu5.5.

Gia st p =19, oo = 2 va 3 = 6. Vi trong vi du nay, cac gia tri qua nho
nén c6 thé 1ap bang cdc gia tri ctia L,(y) va L,(y) v6i moi moi gid tri yeZ,q .(
N6i chung L, c¢6 thé tinh duoc mot cach hiéu qua bang tiéu chuan Euler, con
L, dugc tinh theo thuat toan gia dinh). Cac gia tri nay dugc cho trén bang
5.1. Thuat toan duoc tién hanh nhu trén hinh 5.7.

Boi vay, log,6 = 1110, = 14, ta c6 thé dé dang kiém tra dugc gid tri

nay.

Hinh 5.6. Tinh cac logarithm roi rac trong Z, voi p =3 ( mod 4) khi
biét trudc thudt todn gid dinh L,(p).

1. xo=L,(B)

2. B=p/a*mod p

3. i=1

4. While =1 do

5. x; = L,(B)

6. y = B** (mod p)
7. if L,(y) =x; then
8. B=y

9. else

10.  P=p-v

11. B = pB/o* mod p
12. i=i+1

Bang 5.1. Cac gia trictaL, vaL, v6ip =19, a =2

Y Ly | L, Y Ly | LK Y Ly | LK
1 0 0 7 0 1 13 1 0
2 1 0 8 1 1 14 1 1
3 1 0 9 0 0 15 1 1
4 0 1 10 1 0 16 0 0
5 0 0 11 0 0 17 0 1
6 0 1 12 0 0 18 1 0
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C6 thé dua ra mot ching minh hinh thiic cho tinh diing dan cua thuat
todn bang phuong phap quy nap. Ki hiéu

>

Vé6i1 20, ta dinh nghia:
Yi — |_X/2i+lJ

Hinh 5.7 Tinh log,6 trong Z,,

X, =0
B =6
i=1
x,=L,(6)=1
Y=35
L,(5)=0=#x,
B=14

1=2

i=2

. X =L,(7) =1
=11
L,(11)=0=#x,
0. p=8

11. p=4

12. 1=3

5. x3=L,4)=1
6. y=17

7. Li(17)=0=#x,
10. B=2

11. B=1

12. 1=4

4. DONE

—_—== 3 N W
— N Do AR

Ciing vay ta xac dinh 3, 1a gia tri cua & budc 2 trong thuat toan; va véi i1,
ta xac dinh [3, 1a gia tri cia B & budc 11 trong budc 1ap thit i cia vong While.
C6 thé chiing minh bing phuong phép quy nap ring:

Bi = a*¥i (mod p)
v6i moi i>0. Bay gio d€ y ring: 2Y, =Y, - x;
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diéu nay kéo theo
X1 = Lo(By) , 120

Vi riang x,,; = Ly(B) nén thuat todn 1a ding. Céc chi tiét danh cho doc gia
xem Xét.

5.2. TRUONG HOU HAN VA CAC HE THONG PUONG CONG
ELLIPTIC.

Chung ta da danh thoi gian ddng ké dé xét bai toan logarithm roi rac
(DL) vao viéc phan tich s6. Ta s€ con trd lai hai bai todn nay trong cac loai
hé méat va cic giao thiic ma khac nhau. Bai todn DL da dugc nghién ctu
trong truong hitu han Z, tuy nhién viéc xét bai todn nay theo céc thi€t lap
khac nhau ciing rat ¢6 ich va la chu dé ctia phan nay.

Hé mat Elgamal c6 thé dugc 4p dung trong mot nhém bat ki ma bai
toan DL la kho giai. Ta da dung nhém nhan ZP* tuy nhién cic nhom khéc
ciing 1 nhiing tng cir vién thich hgp. Trudc hét ta phat biéu bai todn DL
trong mot nhém hitu han néi chung G (hitu han) va & d6 ki hiéu phép lay

nn

nhom 1a dau ".". Dang bai todn téng quat hod nhu vay trinh bai trén hinh 5.8.

Dé dang xac dinh mot hé mat Elgamal trong nhém con H theo cich
tuong tu dd mo ta trong Zp* va dugc trinh bay trén hinh 5.9. Chd y riang phép
ma hod yéu cau dung s6 nguyén k ngau nhién sao cho 0 <k <IH - 1. Tuy
nhién, néu Alice khong biét cap cia nhém con H thi ¢6 ta c6 thé tao mot so
nguyén k thod min 0 <k <1 G | -1, khi d6 s& khong c6 bat ki su thay déi nao
trong qua trinh ma va giai ma. Cling can chd y 1a nhém G khong phai 1a
nhém Aben (Tuy H van 1a nhém Aben vi né 1a nhém cyclic).
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Hinh 5.8. Bai todn logarithm roi rac trong (G,0)

Pdc trung cua bai todn: 1= (G, a, B), trong d6 G la mot nhém hiru
han v6i phép 1dy nhém o, a € G va B € H, trong dé

H={a:i>0]}
1a mot nhém con sinh boi o.
Muc tiéu: Tim mot s6 nguyén duy nhiatasaochoO<a<I|HI-1 va

o =B, v6i ki hiéu a* co nghiala oto. ..o o (alin)
Ta s€ ki hiéu s6 nguyén a nay bang log,f3

Bay gio ta s& trd lai bai toan DL tong quat hoa . Nhém con H dugc sinh boi
phan tir a. tuy ¥ € G di nhién phai 1a nhém con cyclic cap | H |. Béi vay, dang
bat ki ctia bai todn theo mot nghia nao dé déu tuong duong véi bai todn DL
trong mot nhom cyclic. Tuy nhién, do kho cua bai todin DL duong nhu phu
thuoc vao cdch bi€u dién nhém dugc dung.

Xét mot vi du vé cach biéu dién ma vdi nd, bai toan logarithm i rac
rat dé giai. Xét nhém cong cyclic Z, va gia st UCLN(a,n) = 1, bdi vay a la
phan tr sinh ctia Z_. Vi phép toan trong nhém la cong theo modulo n nén
phép lay mii s€ la nhan véi a theo modulo n. Vi thé trong cach xay dung nay,
bai toan logarithm roi rac s€ la tim s6 nguyén a sao cho.

oa =3 (mod n)
Vi UCLN(a,n) = 1 nén a c6 phan tit nghich dao nhan theo modulo n va ta c6
thé dé dang tinh o' mod n bang thuat toan Euclide. Sau d6 c6 thé giai dé tim
a va nhan duoc
log, =B o' modn
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Hinh 5.9. Hé mdt khod cong khai Elgamal tong quadt

Gia st G 1a mot nhém hitu han ¢6 phép 14y nhom .. Gia st o € G la mot

phan tr sao cho bai toan DL trong H 1a khé; & day H = {a,, i > 0} 1a mot

nhém con sinh bdi a.. Bat = G, = GxG va dinh nghia:
={(G,a,a,p):B=0a’}

Céc gia tri o, B cong khai, con a dugc gitr kin.

Vé6iK = (G, a, a, B) va v6i mot s6 ngau nhién bi mat k € Z ta xac dinh:

ex(X.K) = (y1,y>)

trong dé y, =af

va ¥, = (X0 B

Véi ban ma y = (y,,y,) ta xac dinh:

de(¥) = y,0 ()"

O phan trén ta da nghlen ctiu bai todn DL trong nhém nhan Z voipla
la s6 nguyén t6 . Nhém nay la nhém cyclic cap p-1 va boi vay no dang cau
v6i nhém cong Z, ;. Theo thao luan & trén, ta da biét cach tinh cdc logarithm
roi rac mdt cach hiéu qua trong nhém cOng nay. Diéu dé goi y kha nang giai
bai todn DL trong Z, bing céch quy n6 vé bai todn giai dugc dé dang trong
Z,,.

Ta hday xem xét di€u nay duoc thuc hién nhu thé nao?. Khi néi rang,
(Z, , x) 1a dang c&u v6i (Z,., +) c6 nghia 1a ¢6 mot song dnh :
0:Z, >7Z,
sao cho  ¢(xy mod p) = (¢(x) + ¢(y)) mod (p-1)
Dicu d6 kéo theo:
¢(a* mod p) = a ¢(cv) mod (p-1)

p-1°

Boi vay
B=0a"mod p < ad(a) = () (mod p-1)
Do d6 néu tim a theo mo ta & trén, ta co:

logaf = ¢(B) (¢(a))" mod (p-1)

Bay gi®, néu c6 mot phuong phap hitu hiéu dé tinh phép dang caiu ¢ thi
ta s& c6 mot thuat toan hitu hiéu dé tinh cac logarithm r0i rac trong Z, . Kho
khian & day 12 khong ¢6 mot phuong phdp chung da biét ndo dé tinh hleu qua

phép dang cau ¢ véi s6 nguyén to tuy y. Ngay ca khi da biét hai nhém 1a
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dang cau thi vAn khong thé biét mot thuat todn hiéu qua dé mo ta tuong minh
phép dang cau.

Phuong phap nay c6 thé dp dung cho bai todn DL trong mot nhém G
tuy y. Néu c6 mot phuong phép hiéu qua tinh phép ding cau gitta H va Z
thi bai toan DL trong G mo ta & trén co thé giai dugc mot cdch hitu hiéu.
Nguoc lai, dé dang thdy rang, mot phuong phép tinh cac logarithm roi rac ¢6
hiéu qua s& tao ra phuong phap hiéu qua tinh phép dang cau giita hai nhém.

Thao luan & trén chi ra ring, bai toan DL c6 thé dé hoidc khé (xétbé
ngodi) tuy thudc vao bi€u dién cua nhém cyclic duge dung. Nhu vay, s& tot
hon né€u xem xét cac nhém khac véi hy vong tim dugc cac thiét lap khac
nhau dé€ bai todn DL c¢6 vé khé. C6 hai 16p nhém nhu vay.

1. Nhom nhan cta truong Galois GF(p")
2. Nhém clia mot duong cong elliptic xac dinh trén moét truong hitu
han.
Ta hay xem xét hai 16p nhém nay & phan sau.

5.1.2. Truong Galois

Ta da biét rang, néu p la s6 nguyén t6 thi Z, s& 1a mot truong. Tuy
nhién ¢6 nhi€u truong hitu han khic khong cé dang trén. Thuc t€ ¢6 cédc
truong hitu han q phan tr néu q = p", trong d6 p 1a s6 nguyén t6 , n > 11a s6
nguyén. Bay gid ta s€ mo ta ngidn gon cdch xay dung mot trudng nhu vay.
Trudc tién ta s€ dua ra mot vai dinh nghia.

Dinh nghia 5.1

Gid sit p la so nguyén t6. Goi Z,[x] la tdp tdt cd cdc da thiic bién x.
Bdng cdch xdy dung phép cong va nhan da thiic theo quy tdc thong thuong (
va rit gon hé so theo modulo p) ta sé tao nén mot vanh.

Vi f(x), g(x) € Z,[x], ta noi rang, f(x) chia hét cho g(x) ( ki hiéu f(x) |
g(x)) néu ton tai q(x) € Z,[x] sao cho:

g(x) = q(x)f(x)

Véif(x) € Z,[x], ta xdc dinh bdc cuia f ( ki hiéu la deg(f)) la s6 mii cao
nhdt cé trong cdc s6 hang cua f.

Gid su f(x), g(x), h(x) € Z,[x] va deg(f) = n 21, ta dinh nghia:

g(x) =h(x) (mod f(x))

néu Jx) [ (8(x) - h(x)).
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Chu y su tuong tu giita dinh nghia vé dong du ctia cac da thic véi dinh nghia
vé dong du cta cdc sO nguyén.

Bay gio ta s€ dinh nghia vanh céc da thiic theo modulo f(x). (ta ki hiéu
vanh nay la Z [x]/f(x)). Viéc xay dung Z [x]/f(x) tit Z [x] dya trén khéi niém
vé cdc dong du thitc theo modulo f(x) va nd tuong tu nhu viéc xay dung Z
tir Z.

Gia str deg(f) = n. Néu chia g(x) cho f(x), ta thu duoc thuong q(x) va
phan du r(x), trong do:
£(x) = qEOF(X) +1(x)
va deg(r) <n.
Diéu nay c6 thé thuc hién theo cach chia cdc da thitc thong thudng. Boi vay,
mot da tha bat ki trong Z,[x] déu dong du theo modulo f(x) v6i mot da thic
duy nhat c6 bac <n-1.

Bay gio ta s€ xdc dinh cdc phan tir cia Z[x]/f(x) 1a p" cic da thiic
trong Z,[x] co6 bac nhi€u nhét 1a n-1. Phép cong va nhan trong Z,[x]/(f(x))
dugc xac dinh nhu trong Z [x], sau d6 thuc hién rat gon theo modulo f(x).
V6i phép toan nay, Z [x]/(f(x)) s€ tao thanh mot vanh.

Can nhd lai rang, Z_ 1a mot trudng khi va chi khi m 1a s6 nguyén t6 va
céc phan tir nghich ddo nhan c6 thé tim dugc qua thuat toan Euclide. Tinh
hinh ciing tuong tu xdy ra doi v6i Z [x]/(f(x)). Su tuong tu clia cdc s6 nguyén
to v6i cac da thic bat kha quy duoc xac dinh nhu sau:

Dinh nghia 5.2
Da thiic f(x) € Z,[x] duoc goi la bdt khd quy néu khong ton tai cdc da
thiic fi(x), f»(x) € Z,[x] sao cho

1) = i) x).
trong do deg(f,) > 0 va deg(f,) > 0.

Mot thuc t€ rat quan trong la Z [x]/(f(x)) 12 mot truong khi va chi khi
f(x) bat kha quy. Hon nita, cdc phan tir nghich dao nhan trong Z [x]/(f(x)) c6
thé tinh dugc bing cdch dung thuat todn Euclide md rong c6 bién déi doi
chut.

Sau day 1a moét vi du minh hoa cho van dé néu ra.

Vidu 5.6

Trang 20



Vietebooks Nguyén Hoang Cudng

Xay dung mot trudng 8 phan tir. Diéu nay c6 thé thuc hién bing cdch
tim mot da thic bat kha quy bac 3 trong Z,[x]. Ta chi cAn xem xét cac da
thitc ¢6 thanh phin hang s6 bang 1 vi mot da thic bat ki ¢ thanh phan hang
s6 bang 0 s& chia hét cho x va bdi vay né 1a mot da thitc bat kha quy . C6 tat
ca 4 da thic nhu vay.

f(x)=x>+1
,x)=x+x+1
f(x)=x+x*+1
f,x)=x+x*+x+1

X¢ét thay f,(x) 1a kha quy vi:
x? +1 = (x+ 1) (x*+x+1)

(can dé y 1a tat ca cdc hé so duogc rit gon theo modulo 2). Tuong tu, f,(x)
cling kha quy vi:

x24x+1 = (x+1D)(x%+1)

Tuy nhién ca hai da thic f,(x) va f3(x) lai déu la da thdc bat kha quy va c6
thé dung hai da thic nay dé xay dung trudng 8 phan tir .

Gia sir dung f,(x) dé xay dung truong Z,[x]/(x’+x+1). 8 phan tlt clia
truong 12 8 da thic : 0, 1, x, x+1, x?, x>+1, x*+x, x> +x+1

D¢ tinh tich cua hai phin t&r clia trudng, nhan hai da thic v6i nhau va
rit gon theo modulo x*+x+1 (tic chia cho (x*+x+1) va tim da thic du). Vi ta
chia mot da thdc bac 3 nén da thitc du ¢d bac nhiéu nhat 1a 2 va vi thé nd la
mot phan tir cla truong.

Vi du, ta hdy tinh (x*+1)(x*+x+1) trong Z,[x]/(x*+x+1). Trudc hét tinh
tich trong Z,[x] 1a x*+x’+x+1. Khi chia cho x*+x+1, ta nhan dugc bi€u thitc
sau:

X 34x41 = (x+D)(C+x+1) +x%4x

Boi vay, trong trudong Z,[x]/(x*+x+1) ta c6 :

(*+1D)(x+x+1) = x*4x
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Duéi day sé& dua ra bang ddy du cho c4 phan tir khdc 0 cta trudng. Dé don
gian, ta viét da thic : a,x*+a,x+a, theo bo ba duoc sip a,a,a,.

001 010 o011 100 101 110 111
001 | 001 010 011 100 101 110 111
010 | 010 100 110 O11 001 111 101
011 | 011 110 101 111 100 001 O10
100 | 100 O11 111 110 010 101 001
101 | 101 001 100 010 111 O11 110
110 | 110 111 001 101 O11 010 100
111 | 111 101 010 001 110 100 O11

Viéc tinh cac phan tir nghich dao duoc tuc hién theo thuat toan Euclide
mo rong c6 bién doi doi chit.

Cudi cing, ta thay rang nhém nhan cla cdc da thdc khdc O trong
truong 1la mot nhom cyclic cap 7. Vi 7 1a s6 nguyén t6 nén suy ra moi phan
tr khac O cua truong déu la phan tir sinh cia nhém nay (tic la phan th
nguyén thuy).

Vi du, néu tinh céac luy thira cua x, ta co:

x'=x

x? =x>

x> = x+1
x*t=x%+1

X0 = X+ x+1
x% = x*+1
x'=1

s€ bao gom tat ca cac phan tu khac 0 ctia truong.

Vén dé con lai 1a su ton tai va tinh duy nhat cua céc truong dang nay.
C6 thé chi ra ring, c6 it nhat mot da thic bat kha quy bac bat ki n >1 trong
Z,[x]. Bi vay, s€ c6 mot truong hitu han p, phan tit doi v6i moi nguyén t6 p
va moi s6 nguyén n>1. Thong thuong cé kha nhiéu da thitc bat kha quy bac n
trong Z [x]. Tuy nhién, nhiing truong hitu han dugc xay dung tu hai da thic
bat kha quy bat ki bac n déu c6 thé chiing t6 dugc ching 1a dalimg ciu véi
nhau. Bdi vay, chi ¢6 mot truong hitu han duy nhat cap p" tuy y (p - sO
nguyén td, n> 1) la truong GF(p"). Trong truong hop n = 1, truong GF(p)
cling chinh 1a Z,. Cugi ciing, c¢6 thé chi ra rang, khong ton tai mot trudng hitu
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han r phan ti trir phi r = p" véi p la s6 nguyén t6 , n 1a s6 nguyén nao do
(n>1).

Ta da nhan thay 1a nhém nhan Zp* (p - s6 nguyén t6) la mot nhém
cyclic cap p-1. Thuc t€, nhém nhan cta truong hitu han bat ki déu 1a nhém
cyclic: GF(p")\{0} 1a mot nhéom cyclic cap p"-1. Nhém nay s€ cho cac vi du
vé cac nhém cyclic trong d6 bai toan DL c6 thé dugc nghién citu.

Thuc t&€ cac truong hitu han GF(2") da dugc nghién ctu kha ki. Ca hai
thuat todn logarithm rdi rac Shanks va Pohlig-Hellman déu lam viéc trén céc
truong GF(2"). Phuong phdp tinh todn chi s6 ¢ thé sira d6i dé lam viéc trén
cdc truong nay. Thoi gian tién tinh todn cta thuat todn tinh todn chi so
khoang

O (e(1,405+o(1))n“ 3(nn)?' 2 )
con thoi gian dé tim mot gid tri logarithm rdi rac riéng khoang

O (e(1,098+0(1))n1/ 3(nn)?' 3 )
Tuy nhién, v6i céc gid tri n 16n (n > 800), bai todn DL trong GF(2") dugc coi
12 khé c& 2" phai c6 it nhat mot thira s6 nguyén t6 "Ién" ( dé gay khé khin
cho céch tan cong Pohlig - Hellman).

5.2.2. Cac duong cong Elliptic
Ta bat dau bing viéc dinh nghia khai niém duong cong elliptic.

Dinh nghia 5.3
Cho p >3 la s6 nguyén t6. Puong cong elliptic y’ = X'+ax+b trén Z,
la mot tdp cdc cdp (x,y) €Z,xZ, thod man dong du thiic
¥ =X +ax+b (mod p) (5.1)
trong dé a, beZ, la cdc hang s6 sao cho 4a3+27b2 £0 ( mod p) cung voi
mot diém ddc biét O duoc eoi la diém vo cuc.

[Phuong trinh (5.1) ¢6 thé dung dé xdc dinh mot dudng cong elliptic
trén mot truong bat ki GF(p") véi p - 1a s6 nguyén t6 16n hon 3. Puong cong
elliptic trén GF(2") hodc GF(3") dugc xdc dinh bang mot phuong trinh khac
doi chut)].

Pudng cong elliptic E c6 thé tao thanh mot nhém Aben bang cach xic
dinh mot phép toan thich hgp trén cdc diém clia né. Phép todn nay la phép
cong va dugc xac dinh nhu sau ( & day moi phép toan s6 hoc dugc thuc hién
trén Z,).
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Gia st
, P=(xp,y) va Q = (X5,y,)
la cac diém trén E. Néu x,=x, va y,=-y, thi P+Q = O; nguoc lai P+Q = (X;,y;)
trong do:
X3 = AM-X,-X,

Y3 = MX;-X3)-Y,
va (YryD/(xpx)  néuP=Q
A=
(3x,*+a)/2y, nfuP=Q

Cudi cung ta xac dinh

P+O=0+P=P
doi voi moi P € E. V6i dinh nghia phép cong nhu vay, c6 thé chi ra ring, E
12 mot nhém Aben véi phan tir don vi O. ( phan 16n céc phép kiém tra déu
kha don gian song viéc chiing minh tinh két hop lai rat kho).

Can dé€ y 1a cac phan tlr nguoc (nghich ddo) rat dé tinh todn. Phén tir
nghich dao ctia (x,y) 1a (x,-y) v6i moi (x,y) € E ( ta ki hiéu phan tr nay la -
(X,y) do phép nhom la phép cong)

Xét vi du sau.

Vidu5.7

Gia st E 1a mot duong cong elliptic y* = x’+x+6 trén Z,,. Trudc tién ta
xdc dinh céc diém trén E. Dé 1am diéu d6, xét moéi gid tri c6 thé x € Z,,, tinh
x>+x+6 mod 11 va thir gidi phuong trinh (5.1) d6i v6i y. Vé6i gia tri x cho
truée, ta 6 thé ki€ém tra xem liéu z = x*+x+6 mod 11 ¢ phai 1a mot thang du
binh phuong hay khong bang cach ap dung tiéu chuidn Euler. Ta da c6 mot
cong thitc tudng minh dé€ tinh cdc cian bac hai cua céc thang du binh phuong
theo modulo p véi cic s6 nguyén t6 p = 3 (mod 4). Ap dung cong thic nay,
ta c6 cac can bac hai cia mot thang du binh phuong z la:

2" mod 11 =z’ mod 11

K&t qua cua cac phép tinh nay duoc néu trén bang 5.2

Nhu vay, E c6 tit ca 13 diém. V6i mot nhom bat ki cap nguyén t6 déu
12 nhém cyclic nén din dén E dang ciu vé6i Z,; va mot diém bat ki ( khong
phai diém vo cuc) déu 1a phan tir sinh ciia nhém E. Gia st ta 14y phan ti sinh
12 (2,7) = a.. Khi d6 ta c6 thé tinh cdc "lu§ thira" ciia o ( chinh 1a céc boi cla
o vi phép nhém 1a phép cong). Dé tinh 20 = (2,7) + (2,7), trudc hét ta tinh:

Trang 24



Vietebooks Nguyén Hoang Cudng

A= (3x2°+1)(2x7)" mod 11
=2x3"mod 11
=2x4 mod 11
=8
Sau do6 ta c6: X;=8>-2-2mod 11
=5
va y; = (8(2-5)-7) mod 11
=2
Boi vay 2o = (5,2)

Bdng 5.2 Cdc diém trén duong cong elliptic y* = X’+x+6 trén Z

X x3+x+6 mod 11 | C6 trong QR(11)? y
0 6 Khong

1 8 Khong

2 5 Co 4,7
3 3 Co 5,6
4 8 Khong

5 4 Co 2,9
6 8 Khong

7 4 Co 2,9
8 9 Co 3,8
9 7 Khong

10 4 Co 2,9

Boi tiép theo 1a 3o = 2040 = (5,2) + (2,7). Ta lai bat ddu bang viec
tinh A.
A= (7-2)(2-5)" mod 11
=5x8"mod 11
=5x7 mod 11
=2
Khi dé ta c6 X;=2%-5-2mod 11
=8
va y;=2(5-8)-2mod 11
=3
Boi vay 3o = (8,3)
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Tiép tuc theo cdch twong tu, c6 thé tinh duoc cdc boi con lai nhu sau:

a=27) 20=(05,2) 3a=(8,3)

4o =(10,2) Sa=(3,6) 60=(79)
To=(7,2) 8a=(3,5) 9a=(10,9)
10a=(8,8) 1la=(59) 120=(24)

Do d6 a = (2,7) thuc su 1a phan t&r nguyén thuy.

Mot dudng cong elliptic xdc dinh trén Z, (p 1a s6 nguyén t6 >3) s€ c6
khoang p diém. Chinh x4c hon, theo mot dinh 1y néi tiéng ctia Hasse, s6 cdc
diém trén E ( ki hiéu 12 #E) thdo min bat dang thiic sau:

p+1-2/p <HE <p+1+2/p
Viéc tinh todn chinh xdc gia tri cua #E c¢6 khé hon nhung da cé mot
thuat todn hitu hiéu do Schoof dua ra gitp tinh todn dé dan hon.( Nghia hitu
hiéu & day dugc hiéu 1a thoi gian chay cia thuat todn 1a thoi gian da thic
theo log p. Thuat todn Schoof ¢6 thoi gian chay khoang O((log p)*) phép tinh
trén bit va ¢ thé thuc hién doi v6i cdc s6 nguyén to p ¢o vai tram chit s6).

Bay gid gia st ¢6 thé tinh duoc #E. Van dé ti€p theo la phai tim mot
nhém con cyclic trong E sao cho bai toan DL trong né la khé. Béi vay ta
phai bi€t mot vai diéu vé cau tric cua nhém E. Dinh 1y sau day cung cdp mot
thong tin d4ng ké vé cdu tric nhém cua E.

Dinh ly 5.1

Cho E la mét duong cong elliptic trén Z,, p la so nguyén t6 > 3. Khi
do, ton tai cdc s6 nguyén n, va n, sao cho E la dang cdu véi Z,,xZ,,. Ngodi
ran,/n;van,/ (p-1).

Boi vay néu c6 thé tinh dugc cdc s6 n, va n, thi ta s& biét ring E c6
mot nhém con cyclic dang ciu véi Z,, va c6 thé dung E dé thiét 1ap mot hee
mat Elgamal.

Chd y 1a néu n, = 1 thi E 1a m6t nhom cyclic. Ciling vay, néu #E la mot
sO nguyén t0 hoac Ia tich ctia cac s6 nguyén t6 khac nhau thi E 1la nhom

cyclic ¢6 chi s6 nhém cyclic.

Cac thuat toan Shanks va Pohlig - Hellman c6 thé dp dung cho bai
toan roi rac trén duong cong Elliptic song t&i nay van chua ¢ mot thuat toan
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thich hop cho phuong phép tinh chi s6 do6i v6i cac duong cong Elliptic. Tuy
nhién, di c6 mot phuong phdp khai thic diang cdu mot cdch tuong minh giita
cac duong cong Elliptic trong truong hitu han. Phuong phap nay dan dén cac
thuat toan httu hiéu doi véi mot so 16p cac duong cong Elliptic. K¥ thuat nay
do Menezes, Okamoto vd Vanstone dua ra va c6 thé d4p dung cho mot s6
truong hop riéng trong mot 16p dac biét cac duong cong Elliptic (duoc goi la
cac duong cong siéu bién, ching da duoc kién nghi st dung trong cac hé
thong mat ma). Tuy nhién, néu tranh cac duong cong siéu bién thi lai xuat
hién mot dudng cong Elliptic c6 mot nhém con cyclic ¢d 2'% |, dudng cong
nay s€ cho phép thiét 1ap an toan mot hé mat mién 1a bac clia nhém con phai
1a boi cha it nhat mot thira s6 nguyén t6 16n ( nham bao vé hé mat khoi
phuong phap tan cong ctia Pohlig - Hellman).

Xét mot vi du vé phép ma Elgamal sir dung dudng cong elliptic néu
trén vi du 5.7.

Vidu5.8.

Gia str oo = (2,7) va s6 mil mat ciia Bob 1a a = 7. Boi vay:

B=Ta=(72)
Phép ma hod thuc hién nhu sau
ex(x,k) = (k(2,7),x+k(7,2))
trong d6 xeE va 0 <k < 12 con phép giai ma thuc hién nhu sau:
dg(¥1,Y2) = ¥>-7y,

Gia st Alice muon ma ban tin x = (10,9) ( 12 mot diém trén E). Néu co

chon gia tri ngau nhién k=3 thi co6 tinh

yl=3(2,7)
=(8,3)
va y, = (10,9) + 3(7.,2)
= (10,9) + (3.,5)
=(10,2)

Boi vay, y = ((8,3),(10,2)). Bay gio néu Bob nhan dugc ban ma y thi
anh ta giai ma nhu sau:
x = (10,2) - 7(8,3)

= (10,2) - (3,5)
= (10,2) + (3,6)
= (10,9)

DPay chinh la ban rd ding.
Trén thuc t€ c6 mot s6 kho khan khi 4p dung hé mat Elgamal trén

duong cong Elliptic. Hé thong nay dugc ap dung trong Zp ( hoac trong
GF(p") v6in > 1) s€ c6 hé s6 md rong ban tin 1a 2. Viéc ap dung duong cong
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Elliptic s€ c6 thira s6 mé rong khoang 4 1an. Di¢u nay 1a do ¢6 xap xi p ban
10, nhung méi ban ma lai gom bon phan tir clia trudng. Mot trd ngai 1a khong
gian ban 10 chia cdc diém trén dudong cong E va khong cé phuong phap nao
xac dinh tudng minh céc diém trén B

Menezes va Vanstone da tim ra mot phuong an hiéu qua hon. theo
phuong 4n nay dudng cong Elliptic dung dé "che dau", con cic ban rd va ban
ma hop 1€ 1a cac cap duoc sap tly y cdc phan tir khdc khong cla trudng( tic
1a ching khong doi hoi phai 1a cdc diém trén E). Diéu nay s€ tao hé s6 md&
rong ban tin 1a 2 gidng nhu trong hé mat Elgamal ban dau. Hé mat Menezes
- Vanstone dugc mo ta trén hinh 5.10.

Néu tré lai dudong cong y> = x* + X + 6 trén Z,, ta s& thdy ring hé mat
Menezes - Vanstone c¢6 10x10 = 100 ban rd, trong khi d6 hé mat ban dau chi
c6 13 ban r6. Ta s€ minh hoa phép ma va giai ma trong hé mat nay bang
cach str dung duong cong trén.

Hinh 3.6 Hé mait trén duong cong Elliptic cua Menezes - Vanstone

Gia st E 1a mot duong cong Elliptic trén Zp (p 1a s6 nguyén t6 > 3) sao
cho E chita mot nhém con cyclic H, trong d6 bai todn DL 1a bai toan
kho.
Gia st @= Zp* X Zp* ,C=E x Zp>k X Zp* ,ta dinh nghia:
K={(Eoap):p=aa}
trong d6 aeE. Cic gid tri o va B dugc cong khai, con a dugc giit kin.
boi v6i K = (E,a,a,f3), v6i s6 ngau nhién bi matk € Z, 4,
VA X = (X},X,) € Z, % Z., ta xédc dinh:
ek (X,K) = (Yo,¥15Y2)

Yo=ka

(c,c)) =k B

Y1 =¢;X; mod p
va y, = ¢y, mod p

Véiban may = (y,,y,,y,), ta dinh nghia

dg(y) = (yic;" modp, y,c,’ modp)
trong d6  ay,=(c,,C,)
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Vidus.9

Ciing nhu vi du trude, gia su o = (2,7) va s6 mii mat cua Bob la 7. Khi
do

B=Ta=(72)
Gia stir Alice muon ma hod ban rd sau:
X =(X,X) =(9,1)

(Can chd y 12 x khong phai 1a mot diém trén E) va co chon gi4 tri ngiu nhién
k = 6. Dau tién co tinh:

Yo =ka =6(2,7) = (7,9)
va kB =6(7,2) = (8,3)
Nhu vay, ¢, =8 con ¢, = 3.

Tiép theo Alice tinh:
yi=c¢x,modp=8x9mod 11 =6
va Yy, =C,X, mod p=3xl mod 11 =3

Ban ma ma co6 giti cho Bob la:

y = (YOaY1’Y2) = ((7’9)’ 6’ 3)
Khi Bob nhan dugc ban ma nay, Trudc tién anh ta tinh:

(€1, =(ay,) =7(7,9) =(8,3)
va sau do tinh:
X= (3’101_1 mod p, 3’202_1 mod p)
= ((6x8"'mod 11, 3x3' mod 11)
=(6x7mod 11, 3x4 mod 11)
=(9,1).

Hinh 5.11. Bdi todn tong cdc tdp con

DPdc trung cua bai todn: 1= (s, S,, . ..,s,, T) trong d6s,, ..., s, vaTIla
céc s6 nguyén duong. Cdc s; dugc goi 1a cdc ¢, T duoc goi 1a tong dich.

Vin dé: Liéu c6 mot véc to nhi phan x = (x,, . . ., X,) sao cho:
n
> x5 =T?
i=0

Day chinh la ban rd ding.
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5.3. HE MAT XEP BA LO MERKLE - HELLMAN
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CHUONG 6
CAC SO PO CHUKI SO

6.1 GIOI THIEU.

Trong chuong nay, ching ta xem xét cac so do chit ki s6 (con duogc goi
1a chit ki s6 ). Chit ki viét tay thong thudng trén tal liéu thudng duge dung dé
x4c ngudi ki né. Chit ki duoc ding hang ngay chang han nhu trén mot biic thu
nhan tién tir nha bang, ki hop dong...

So d6 chit ki 1a phuong phap ki mot bic dién luu dudi dang dién tir.
Chang han mot biic dién cé ky hiéu dugc truyén trén mang mdy tinh. Chuong
trinh nay nghién ctu vai so do chit ki. Ta sé& thao luan trén mot val khac biét
co ban gitra cac chit ki thong thudng va chit ki so.

DAu tién 1a mot van dé ki mot tai liéu. V6i chit ki thong thudng, né 1a
mot phan vat 1y cla tai liéu. Tuy nhién, mot chit ki s6 khong gén theo kiéu
vat 1y vao buc dién nén thuat toan dugc dung phai ”khong nhin thay” theo
cach nao dé trén biic dién.

Thit hai 1a van dé vé kiém tra. Chit ki thong thudong dugc ki€ém tra bing
céch so sanh né véi cdc chit ki x4c thuc khac. vi du, ai d6 ki mot tdm séc dé
mua hang, ngudi ban phai so sdnh chit ki trén manh gidy véi chit ki ndm & mat
sau cla thé tin dung dé kiém tra. Di nhién, day khong phai la phuog phdp an
toan vi né dé dang gia mao. Mit khac, cdc chit ki s6 c6 thé duoc kiém tra nho
dung mot thuat todn kiém tra cong khai. Nhu vay, bat ky ai ciing c6 thé kiém
tra dugc chit ki s6. Viéc ding mot so d6 chit ki an toan c6 thé sé ngin chin
duoc kha nang gia mao.

Su khéc biét co ban khac gitta chit ki s6 va chit ki thong thuong ban
copy tai liéu duoc ki bang chit ki s6 dong nhat véi ban gdc, con copy tai liéu
c6 chit ki trén gidy thudng c6 thé khic véi ban goc. Diéu nay c6 nghia la phai
cé4n than ngan chin mot biic ki s6 khoi bi dung lal. Vi du, Bob ki mot biic dién
xdc nhan Alice c6 kha nang lam diéu d6 mot 1an. Vi thé€, ban than biic dién
can chia thong tin (chang han nhu ngay thing) dé ngan né khoi bi dung lai.

Mot so d6 chit ki s6 thuong chira hai thanh phan: thuat toan ki va thuat
todn xdc minh. Bob c6 thé ki dién x dung thuat todn ki an toan. Chit ki sig(x)
nhan dugc c6 thé kiém tra bang thuat todn xdc minh cong khai ver. Khi cho
trude cap (x,y), thuat todn xadc minh c6 gid tri TRUE hay FALSE tuy thudc
vao chit ki duogc thuc nhu thé nao. Duéi day la dinh nghia hinh thitc cta chit
ki:

Dinh nghia 6.1
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Mot so do chit ki s6 1a bo 5( P,ct, X,8,70) thoa man céc diéu kién duéi

1.  la tap hitu han cdc biic dién c6 thé.

2. ot 12 tap hitu han cdc chit ki c6 thé.

3. X khong gian khoa 12 tap hitu han céc khod c6 thé.

4. V6i moi K thudc X ton tal mot thuat todn ki sig, € & va 1a mot thuat
todn x4c minh ver, € @. MAi sig, : P —> ot va ver,: PxcA —>{true,false} 1a
nhiing ham sao cho méi biic dién xe P va moéi chit ki y € o thoa man phuong
trinh dudi day.

True néu y=sig(x)
ver,
False néu y# sig(x)

Véi moéi k thudoc & ham sig, va ver, 1a cdc ham thoi than da thic.
Ver, s€ la ham cong khai sig, 1a mat. Khong thé dé dang tinh todn dé gia mao
chir ki ctia Bob trén biic dién x. Nghia 1a x cho trudc, chi c6 Bob mdi c6 thé
tinh dugc y dé ver, = True. Mot so d6 chit ki khong thé an toan vo diéu kién vi
Oscar c6 thé kiém tra tat ca cdc chit s6 y c6 thé c6 trén biic dién x nhd dung
thuat toan ver cong khai cho dén khi anh ta tim thay mot chit ki ding. Vi thé,
néu c6 du thoi gian. Oscar luon ludn cé thé gid mao chit ki ctia Bob. Nhu vay,
giong nhu truong hop hé thong ma khoa cong khai, muc dich ctia chiing ta 1a
tim cac so d6 chit ki s6 an toan vé mat tinh toén.

Xem thdy ring, hé thong ma khod cong khai RSA c6 thé dung lam so
do6 chir ki s6, Xem hinh 6.1.

Nhu vay, Bob ki biic dién x dung qui tic gidi ma RSA 1a d,,. Bob la
ngudi tao ra chit ki vi d, = sig, 1a mat. Thuat todn xdc minh dung qui tic ma
RSA e,. Bitki ai cing ¢6 xac minh chit ki vi e, duoc cong khai.

Chu y réing, ai d6 c6 thé gia mao chit ki cia Bob trén mot bic dién
ngiu nhién” x bing cich tim x=e,(y) v6i y nao do; khi dé y= sig,(x). Mot
phdp xung quanh vén dé kh6 khan nay 1a yéu cdu bic dién chua da phan du dé
chir ki gia mao kiéu nay khong tuong ting véi biic dién day nghia 12 x trir mot
xdc sudt rat bé. Co6 thé dung cdc ham hash trong viéc két noi véi cac so do chir
ki s6 s€ loai trir dugc phuong phdp gia mao nay (cac ham hash dugc xét trong
chuong 7).

Hinh 6.1 so do chit ki RSA
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Cho n= pq, p va q la cac s6 nguyén td. Cho P =c#=Z,, va dinh
nghia = {(n,p,q,a,b):=n=pq,p va q 1a nguyén td, ab =1(mod(¢(n))) }.
Céc gid tri n va b 1a cong khai, ta ding nghia :

sig,(x)=X% mod n
va ver, (X,y)= true < x= yb (mod n)
(x,y € Zp)

Cudi cuing, ta xét tom tét cac két hop chit ki va ma khod cong khai. Gia
str rang, Alice tinh todn chu ki cla ta y= sig,;..(X) va sau d6 ma ca x va y bang
ham ma khoa cong khai ey, clia Bob, khi d6 c6 ta nhan dugc  z = eg, (X,y).
Ban ma z s& dugc truyén tGi Bob. Khi Bob nhan duoc z, anh ta s& truGc hét sé
gidi ma ham dg,, dé nhan dugc (x,y). Sau d6 anh ta dung ham x4c minh cong
khai clia Alice dé kiém tra xem ver,;,.(X,y) c6 bing True hay khong.

Song néu dau tién Alice ma x r6i sau dé mdéi ki tén ban ma nhan duoc
thi sao?. Khi dé6 co tinh :

. Y= 812 xjice(€pob(X))-
Alice s€ truyén cap (z,y) tGi Bob. Bob sé giai ma z, nhan x va sau d6 xac minh
chit ki y trén x nhd ding ver, ;... Mot van dé tiém 4n trong bién phdp nay 1a
néu Oscar nhan dugc cap (x,y) kiéu nay, dugc ta ¢ thay chit ki y ctia Alice
béng chit ki ciia minh.

y’ = SigOscar(eBob(X))°

(chd y ring,Oscar c6 thé ki ban ma €pop(X) Ngay cd khi anh ta khong bi€t ban
1o x). Khi d6 néu Oscar truyén(x, Y ) dé€n Bob thi chit ki Oscar dugc Bob xdc
minh bang vero,., va Bob ¢6 thé suy ra rang, ban rd x xuét phat tir Oscar. Do
khé khan nay, hau hét nguoi st dung duoc khuyén nghi néu ki trude khi ma.

6.2 SO PO CHU Ki ELGAMAL

Sau day ta s& mo ta so do chit ki Elgamal da timg dudi thiéu trong bai
bdo nam 1985. Bén ca tién cha so d6 nay da dugc Vién Tiéu chuin va Cong
Nghé Qudc Gia My (NIST) chdp nhan lam chit ki s6. So d6 Elgamal (E.) duoc
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thiét k& v6i muc dich danh riéng cho chit ki s6, khiac so d6 RSA dung cho ca
hé thong ma khod cong khai 1an chit ki so.

So d6 E, 1a khong tat dinh giong nhu hé thong ma khoa cong khai
Elgamal. Di¢u nay c6 nghia 1a c6 nhi€u chit ki hgp 1¢ trén bic dién cho truoc
bat ky. Thuat todn xac minh phai c6 khai nang chap nhan bat ki chit ki hgp 1&
khi xdc thuc. So d6 E. dugc mot ta trén hinh 6.2

Néu chit ki dugc thiét 14p ding khi xac minh s€ thanh cong vi :

By’ = a7 o(mod p)
= o*(mod p)
la & day ta dung hé thc :
ay+ko =x(modp-1)
Hinh 6.2 so do chit ki s6 Elgamal.

Cho p la s6 nguyén t6 sao cho bai todn log rdi rac trén Z, 1a khé va gia
stta. € Z,la phan tr nguyén thuy =7, ,c#=7Z, xZ, vadinhnghia:

X ={(p,o ;a8 ):p = o'(mod p)}.
Gi4 tri p,a ,3 1a cong khai, con a la mat.
Véi X = (p,a ,a,p ) va mot s6 ngau nhién (mat) ke Zp.;. dinh nghia :
Sigy(x,y) =(y .0),
trong dé Y= o* mod p
va S =(x-a) k™! mod (p-1)

Véix,y € Z,vad € Zy , tadinh nghia :

p-1-
Ver(x,y,8 ) = true < B’ y8 = o (mod p).

Bob tinh chit ki bang céch dung ca gia tri mat a (1a mot phan cta khod)
14n s6 ngéu nhién mat k (ding dé ki 1én biic dién x ). Viéc xdc minh c¢6 thuc
hién duy nhét bang thong bdo tin cong khai.

Chuing ta hay xét mot vi du nho minh hoa.

Vidu6.1
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Gia stt cho p =467, a. =2,a = 127; khi d6:
B =a"mod p
=2'"""mod 467
=132
Néu Bob mudn ki 1én buc dién x = 100 va chon s6 ngau nhién k =213
(chu y 1a UCLN(213,466) =1 va 213" mod 466 = 431. Khi d6
v =2"13 mod 467 = 29
va 8 =(100-127 x 29) 431 mod 466 = 51.
Bat ky ai cling ¢6 thé xdc minh chit ki bing c4c kiém tra :
132% 29°" = 189 (mod 467)
va 2'% =189 (mod 467)
Vi thé chit ki 1a hogp 1é.

Xét do mat ctia so do chit ki E. Gia str, Oscar thir gia mao chit ki trén
btic dién x cho trude khong biét a. Néu Oscar chon y va sau d6 thir tim gia tri
d tuong ting, anh ta phai tinh logarithm r0i rac log, o*f” Mat khédc, néu dau
tién ta chon & va sau d6 thir tim y va thir giai phuong trinh:

By’ = aX(mod p).

dé tim y. Day 1a bai todn chua c6 10i gidi nao: Tuy nhién, dudng nhu né chua
dugc gan véi dén bai todn da nghién cttu ki ndo nén van ¢6 kha nang c6 cach
nao do dé tinh & va y dong thoi dé (8, y)la mot chit ki. Hién thoi khong ai tim
duoc cach giai song cling ai khong khang dinh dugc ring né khong thé gidi
dugc.

Né&u Oscar chon & va y va sau d6 tu giai tim x, anh ta s€ phal doi mat
v6i bai toan logarithm roi rac, tic bai toan tinh log, ??? Vi thé Oscar khong
thé ki mot bic dién ngiu nhién bang bién phap nay. Tuy nhién, c6 mot cich
dé€ Oscar c¢6 thé ki Ién biic dién ngdu nhién bang viéc chon y, § va x déng thoi:
gia thi€t i va j la cac s6 nguyén 0 <i<p-2,0 < j < p-2 va UCLN(,p-2) = 1.
Khi dé thuc hién céc tinh todn sau:

y=0o' B mod p

8 =-yj' mod (p-1)

X =-yij' mod (p-1)
trong d6 j'1 duoc tinh theo modulo (p-1) (& day doi hoi j nguyén td ciing nhau
v6i p-1).

Trang 5



Vietebooks Nguyén Hoang Cudng

Ta néi rang (y, & )1a chit ki hop 1é ctia x. Diéu nay dugc chiing minh qua
viéc kiém tra xdc minh :
777

Ta s& minh hoa bang mot vi du :
Vidu6.2.

Giong nhu vi du trude cho p =467, a =2, f =132. Gia sit Oscar chon i
=99,j = 179; khi do j'1 mod (p-1) = 151. Anh ta tinh todn nhu sau:
y=2%132""mod 467 = 117

0 =-117 x151 mod 466 = 51.
X =99 x41 mod 466 =331

Khi d6 (117, 41) 1a chit ki hgp 1€ trén buc dién 331 hu thé€ da xdc minh qua
phép kiém tra sau:

1327 117* = 303 (mod 467)
va 2331 =303 (mod 467)

Vi thé chit ki 1a hop lé.

Sau day 1a ki€u gia mao thit hai trong d6 Oscar bat dau bang bic dién
duoc Bob ki trude day. Gia st (y, 6 ) la chit ki hop 1€ trén x. Khi d6 Oscar c6
kha nang ki 1én nhiéu bitc dién khic nhau. Gia st i, j, h 1a cdc s6 nguyén, 0 <
h,i,j<p-2 vaUCLN (hy-j9, p-1) = 1. Ta thuc hién tinh toan sau:

X=yhoci Bj mod p
u=8\(hy -j8)" mod (p-1)
x' = AM(hx+i5) ' mod (p-1),

trong do (hy —j8)'1 duoc tinh theo modulo (p-1). Khi d6 dé dang kiém tra diéu
kién x4c minh :
B* =X (mod p)

vi thé (A, wla chit ki hop 1¢ cua x’.

Ca hai phuong phdp trén déu tao céc chit ki gia mao hop 1é song khong
xuat hién kha nang doi phuong gia mao chit ki trén biic dién c6 su luu chon
ctia chinh ho ma khong phai giai bai toan logarithm roi rac, vi th€ khong cé gi
nguy hiém vé do an toan ctia so do chit ki Elgamal.
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Cudi cling, ta s& néu vai cdch ¢6 thé phéi dugc so d6 ndy néu khong ap
dung né mot cach cén than (c6 mot s6 vi du nita vé khiém khuyét clia giao
thitc, mot so trong d6 1a xét trong chuong 4). Trudc hét, gia tri k ngau nhién
duoc dung dé tinh chit ki phai gitt kin khong dé 10. vi néu k bi 10, kha don gian
dé tinh :

A =(xk y)5 " mod (p-1).

Di nhién, mot khi a bi 10 thi hé théng bi pha va Oscar c6 thé dé dang gia mao
chit ki.

Mot kiéu dung sai so do nita 1a dung cung gia tri k dé ki hai biic dién
khéc nhau. diéu nay cing tao thuan 1gi cho Oscar tinh a va pha hé théng. Sau
day 1a cach thuc hién. Gia st (y, 0,) 1a chit ki trén x, va (y, O,) 1a chit ki trén
X,. Khi d6 ta c6:

B’y =™ (mod p)

va BYVSZ = o*(modp).

Nhu vay
oM = 0(8"62 (mod p).
Néu viét y = oX, ta nhan dugc phuong trinh tim k chua biét sau.

oX17% = g6 %) (mod p)
tuong duong v6i phuong trinh
X - Xo =k( 8;- 8,) (mod p-1).

Bay gid gia sit d =UCLN(S;- 8,, p-1). Vid | (p-1) vad | (0;-0,) nén suy rad |
(X1-X5). Ta dinh nghia:

X = (X~ Xp)/d

8: = (0;- 0,)/d

p=(p-1)d
Khi d6 dongdu thitc trg thanh:

x =k & (modp)

vi UCLN(3, p ) = 1,nén ¢ thé tinh:
e=(5)" modp

Khi d6 gid tri k xdc dinh theo modulo p’ sé la:
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k=x e¢mod p

Phuong trinh nay cho d gid tri ¢6 thé cta k
k=x ¢+ip modp

v6i indo d6, 0 <i<d-1. Trong s6 d gid tri c6 c6 thé nay, c6 thé xéac dinh dugc
mot gid tri ding duy nhat qua viéc kiém tra diéu kién
y =0 (mod p)

6.3 CHUAN CHUKi SO.

Chuén chit ki s6(DSS) 1a phién ban cai tién ctia s6 d6 chit ki Elgamal. N6
dugc cong bo trong HO So trong lién bang vao ngay 19/5/94 va dugc lam
chudn vao 1/12/94 tuy da dugc dé xuat tir 8/91. Trudc hét ta s& néu ra nhitng
thay déi clia n6 so vdi so do Elgamal va sau d6 s& mo ta cach thuc hién no.

Trong nhiéu tinh huéng, thong bao c6 thé ma va gidi ma chi mot 1an nén
n6 phit hop cho viéc diing véi hé mat Bat ki (an toan tai thoi diém dugc ma).
Song trén thuc t€, nhiéu khi mot bitc dién duoc dung lam mot tai liéu doi
chitng, chang han nhu ban hop dong hay mot chic thu va vi thé cin xdc minh
chit ki sau nhiéu nam ké tir liic biic dién dugc ki. Boi vay, diéu quan trong 1a
c6 phuong dn du phong lién quan dén su an toan ctia so d6 chit ki khi d6i mat
vGi hé thong ma. Vi so d6 Elgamal khong an toan hon bai todn logarithm roi
rac nén can dung modulo p 16n. Chic chin p c4n it nhat 1a 512 bit va nhiéu
ngudi nhat tri 12 p nén 1dy p=1024 bit d€ ¢6 do an toan tot.

Tuy nhién, khi chi 1dy modulo p =512 thi chit ki s& c¢6 1024 bit. D6i véi
nhiéu tng dung dung thé thong minh thi can lai ¢6 chit ki ngan hon. DSS cai
tién so d6 Elgamal theo huéng sao cho mot biic dién 160 bit duoc ki bang chit
ki 302 bit song lai p = 512 bit. Khi d6 hé thong 1am viéc trong nhém con Zn*
kich thudc 2'®. Do mat ctia hé thong dua trén su an toan clia viéc tim cic
logarithm rdi rac trong nhém con Zn*.

Su thay déi ddu tién 1a thay dau “ - “ bing “+” trong dinh nghia 3, vi thé:
&= (x +a.y )k mod (p-1)

Trang 8



Vietebooks Nguyén Hoang Cudng

thay déi kéo theo thay ddi diéu kién xac minh nhu sau:

o’ B'=y" (modp) (6.1)
Néu UCLN (x + ay, p-1) =1thi 8" mod (p-1) ton tai va ta c6 thé thay ddi
diéu kién (6.1) nhu sau:

X8 Br8" =y (mod )p (6.2)

Day Ia thay déi chu yéu trong DSS. Gia st q 1a s6 nguyén t6 160 bit sao cho q
| (g-1) va a la can bac q cua mot modulo p. (Dé dang xay dung mot o nhu
vay: cho a 1a phan tir nguyén thuy ctia Z, va dinh nghia o = a,,"" mod p).

Khi d6 3 va y cling s€ 1a can bac q cta 1. vi th€ cac s6 mi Bat ky cia a,
B va y c6 thé rit gon theo modulo @ ma khong anh hudng dén diéu kién x4c
minh (6.2). Diéu ric roi & day 12 y xudt hién dudi dang s6 mi & v€ tri cua
(6.2) song khong nhu vay & v€ phai. Vi thé, néu y rit gon theo modulo q thi
ciing phai rit gon toan bo vé trdi ctia (6.2) theo modulo q dé thuc hién phép
kiém tra. Nhan xét ring, so do (6.1) s& khong 1am viéc néu thuc hién rit gon
theo modulo q trén (6.1). DSS dugc mo ta day du trong hinh 6.3.

Chd y can ¢c6 6 % 0 (mod q) vi gi4 tri 5! mod q cén thiét d€ xdc minh chit
ki (diéu nay tuong véi yéu cdu UCLN(S, p-1 ) =1 khi bién déi (6.1) thanh
(6.2). Néu Bob tinh 6 = 0 (mod q) theo thuat toan chit ki, anh ta s€ loai di va
xay dung chit ki mdéi v6i s6 ngiu nhién k méi. Can chi ra rang, di€u nay c6 thé
khong gan véin dé trén thuc t€: x4c xut d€ 8 = 0 (mod q) chic s& xdy ra c& 2
1% nén né sé hau nhur khong bao gio xdy ra.

Dud6i day 1a mot vi du minh hoa nhé

Hinh 6.3. Chuén chit ki so.
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Gia st p la s6 nguyén t6 512 bit sao cho bai toan logarithm roi rac
trong Z,, khong Giai dugc, cho p 1a s6 nguyén t6 160 bit la udc cta (p-1).
Gia thi€t a. € Z, la can bac q cua Imodulo p: Cho P =Z,, . A =Zx Z, va
dinh nghia :

ot ={(p.g,a.ap): p=0a" (modp)}
cac so p, q, a va 3 1a cong khai, c6 a mat.

Vé6i K = (p,g,a ,a, )va v6i mot s6 ngau nhién (mat) k ,1 <k <qg-1,
ta dinh nghia:

sigy (x,k) = (y,9)

trong dé Y =(0Lk mod p) mod q

va 0= (x +ay)k'l mod q

Véix € Z,vay,b € Z, qua trinh xdc minh s& hoan toan sau cic
tinh toan :

€= x5 mod q
€= 78'1 mod q
ver(x, v, 8) = true <>( a°'B mod p) mod q =y

Vidu 6.3:
Gia st q =101, p =78 g+1 =7879.3 la phan ti nguyén thuy trong Z,¢;,
nén ta cé thé lay: o= 3’° mod 7879 =170
Gia st a =75, khi dé :
B = o mod 7879 = 4576
Bay gio gia sit Bob mudn ki bic dién x = 1234 va anh ta chon s6 ngau nhién k
=50, vi thé :
k™' mod 101 =99

khi d6 v =(170%° mod 7879) mod 101
=2518 mod 101
=94

va 0 =(1234 475 x 94) mod 101
=96

Chit ki (94, 97) trén bic dién 1234 dugc xdc minh bing cdc tinh todn sau:
8" =97"mod 101 =25
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e; =1234 x 25mod 101 =45

e, =94 x25 mod 101 =27

(170" 4567%" mod 7879)mod =2518 mod 101 = 94
vi thé chir ki hop 1é.

Khi DSS dugc dé xuat nam 1991, da ¢6 mot vai chi trich dua ra. Mot y
kién cho rang, viéc xtr 1y Iva chon ctia NIST 1a khong cong khai. Tiéu chuin
da dugc Cuc An ninh Quéc gia (NSA) phat trién ma khong c6 su tham gia clia
khoi cong nghiép My. Bét chip nhiing wu thé cuia so d6, nhiéu nguoi da déng
chat ctra khong ti€p nhan.

Con nhiing chi trich vé mat ki thuat thi chu yé&u 1a vé kich thuéc modulo p
bi ¢6 dinh = 512 bit. Nhiéu ngudi mudn kich thuée nay c6 thé thay ddi duoc
néu can, c6 thé dung kich c& 16n hon. Dap tng nhitng doi hoi nay, NIST da
chon tiéu chuén cho phép c6 nhiéu ¢ modulo, nghia 1a ¢c& modulo bat ki chia
hét cho 64 trong pham vi tir 512 dén 1024 bit.

Mot phan nan khéac vé DSS 1a chit ki dugc tao ra nhanh hon viéc xac
minh nd. Trong khi d6, néu dung RSA 1am so d6 chit ki v6i s6 mii xdc minh
cong khai nho hon (chang han = 3) thi ¢6 thé x4c minh nhanh hon nhiéu so
vGi viéc 1ap chit ki. Diéu nay dan dén hai vén dé lién quan dén nhiing tng
dung ctia so d6 chit ki:

1.Biic dién chi dugc ki mot 1an, song nhiéu khi lai cAn xdc minh chit ki
nhiéu lan trong nhiéu nam. Diéu nay lai goi y nhu cau c6 thuat todn xdc minh
nhanh hon.

2 Nhimng kiéu may tinh nao c6 thé dung dé€ ki va xac minh ?. Nhiéu tng
dung, chang han céc thé thong minh c6 kha nang xi 1y han ché lai lién lac v6i
mdy tinh manh hon. Vi thé ¢6 nhu ciu nhung thiét k€ mot so d6 dé c6 thuc
hién trén thé mot vai tinh toan. Tuy nhién, c6 nhiing tinh huéng can hé thong
minh tao chit ki, trong nhiing tinh hudng khéc lai can thé thong minh xéac
minh chit ki. Vi thé c6 thé dua ra gidi phdp xdc dinh & day.

Su ddp tng ctia NIST d6i véi yéu cau vé s6 14an tao xdc minh chit ki thuc
ra khong c6 van dé gi ngoai yéu cau vé téc do, mién 1a ca hai thé thuc hién d
nhanh.
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6.4 CHUKI MOT LAN

Trong phan, nay chidng ta mo ta cach thiét 1ap don gian mot so do chit ki
mot 1an tir ham mot chiéu. Thuat ngit “mot 1an” ¢6 nghia 1a biic dién duoc ki
chi mot 1an (di nhién chit ki ¢6 thé xac minh nhiéu Ian tuy ¥). So d6 mo ta la
so d6 chit ki Lamport néu hinh 6.4.

So d6 lam viéc nhu sau: Biic dién duoc ki 1a mot bic dién nhi phan k bit.
Mot bit duge ki rieng biét nhau. Gid tri z; ; twong ting v4i bit thit i cla bic dién
c6 gid tri j (j =0,1). M6i z;; 1a anh hudng dén y; ; du6i tac dong ctia ham mot
chiéu f. Bit thit i cta bic dién dugc ki nho 1a anh goc(nghich anh - priemage)
yij Cua z;; (twong tng véi bit thit i ctia bic dién ). Viéc xdc minh chi don gian
12 ki€ém tra xem mdi phan tir trong chit ki ¢6 12 anh g6c ctia phan tir

Hinh 6.4. So do chit ki Lamport

Cho k 1a s6 nguyén duong va cho » = {0,1 }k .Giasuf:Y > Zla
ham mot chiéu va cho o = YX. Cho ¥ij € Y duoc chon ngau nhién.
1 <i<k,j=0,1 va gia skt z;; = f(y;; ). Khod K gom 2k gid tri y va 2k gid
tri z. Cac gid tri clia i gilt bi mat trong khi céc gia tri cua z cong khai.

V6iK = (y;,2;: 1 £i<k,j=0,1) , ta dinh nghia :

sigi( X .... X ) = (7777ty danh vao)
vaver (X .... X ,a; .... a) = true < f(a;) =7?7?77ty danh vao

kho4 cong khai thich hgp hay khong.
Sau day s& minh hoa so d6 bang viéc xem xét mot thuc hién ding ham mii
f(x) = o mod p. o 12 mot phan ti nguyén thuy modulo p.

Vidu 6.4
7879 1a s6 nguyeén t6 va 3 1a phan ti nguyén thuy thuoc Z,47. Dinh
nghia:
f(x) = 3" mod 7879
Gia st Bob mudn ki mot buc dién c6 3 bit. Anh ta chon 6 s6 tu nhién (mat)
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Yio=5831 Yo = 2467

Y1 =735 Yao = 4285

Yoo =803 Y3, = 6449
Khi d6, anh ta tinh cac anh cta y dudi ham f

z,,=2009 z,, =4721

z,, =3810 z;, =268

z,,=4672 z;,=5731

Cac anh ctia z nay dugc cong khai. Bay gio gia sit Bob mudn ky buc dién
x=(1,1,0)

chit ki trén x la:
(Y1,1, Yo, Vi) = (735, 2467, 4285)

Pé xac minh chit ki, chi can tinh todn nhu sau:

373 mod 7879 = 3810

3475 mod 7879 = 4721

24285 mod 7879 = 268
Vi thé, chit ki hop 1&.

Oscar khong thé gia mao chit ki vi anh ta khong thé dio dugc ham mot
chiéu f(x) dé c6 cdc gia tri y mat. Tuy nhién, so d6 dugc dung dé ki chi mot
biic dién. Bbi vi néu cho trude chit ki ctia 2 biic dién khac nhau. Oscar sé dé
dang x4y dung chit ki cho btic dién khac.

Vi du, gia st cdc biic dién (0, 1, 1) va (1, 0, 1) déu duoc ki bang cing mot
so do. Bic dién (0, 1, 1) ¢6 chit ki (y, ¢, Y2, ¥3,,) con bic dién (1,0,1) c6 chit ki
(Y1.1> Y200 Y3.1)- N€u cho trude 2 chit ki nay, Oscar c6 thé xay dung cdc chit ki
cua bic dién (1,1,1) 1a (y, ;, ¥»., ¥3,) va chit ki cho bitc dién (0,0,10 1a (y, ,
Y205 ¥3.0-

Mic du so do nay hoan toan tot song né khong dugc sur dung trong thuc
do kich thudce chit ki. Vi du, néu ta dung ham s6 mii modulo nhu trong vi du &
trén thi yéu cau an toan doi hoi p dai it nhat 512 bit. Diéu nay, c6 nghia moéi
bit cua bic dién chit ki dung 512 bit. K&t qua chit ki dai hon bic dién 512 1an.

Bay gio xét mot cai tién cua Bos va Chaum cho phép chit ki ngan hon

mot chit song khong giam do mat. Trong so d6 Lamport, 1y do Oscar khong
thé gid mao chit ki trén bic dién (thit hai) khi biét chit ki & bic dién 1a: cdc
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anh cua y (tuong ting véi mot bic dién ) khong bao gio 1a tap con cua cac anh
clia y (twong tng véi bic dién khac).

Gia str ta c6 tap B gom cdc tap con cta B sao cho B; < B, chi khi B; =B,
v6i moi By, B, € 8. Khi d6 B dugc goi la thoa man tinh chat Sperner. Cho
trudc mot tap B c6 luc lugng n chan, khi d6 kich thude cuc dai cta tap B

g6m céc tap con B c6 tinh chat Sperner 1a (rzlnj .Diéu nay dé dang nhan

dugc bang cédch 14y tat ca cac tap con n ctia B: 16 rang khong ¢6 tap con n nao
nhan dugc trong tap con n khac

Bay gio, gia su ta muon ki mot bic dién k bit nhu truée day, ta chon n du
16n dé. )
n
2k <

n
N .9 ~, ?2 oA - A 9 .9 9 k N
Cho | B | =n va gia sit 8 chi tip cac tap con n ctia B. Gia su ¢:{0,1} > 8 1a
don 4nh trong cong khai da biét. Khi do, c6 thé lién két méi biic dién c6 thé

vGi mot con n trong B. Ta s& ¢6 2n gid tri clia 'y, va 2n gid tri ctia z va moi biic
dién dugc ki bang n anh ctia y. Hinh 6.5 mo ta ddy du so d6 Bos- chaum.

Hinh 6.5 So do chir ki Bos - chaum.

Cho k la s6 nguyén duong va gia su P={0,1 }k. Cho n la s6 nguyén
sao cho 2X < (12111] va B la tap c6 luc lugng n va cho

¢: {0,1}* > 3B
la mot don anh , trong d6 3 1a tap tt ca cac con n cua B. Gia st f: Y>Z
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Uu diém cua so d6 Bos- chaum 1a cdc chit ki ngan hon so d6 Lamport.

8
Vi du, ta mudn ky mot bic dién 6 bit (k = 6). Vi 2° =64 va (2J =70 nén c6

thé 14y n =4 va bic dién 6 bit duoc ki bang 4 gid tri cia y so v6i 6 clia so d6
Lamport. Nhu vay khoa k s& ngin hon, né gom 8 gia tri clia z so véi 12 clia so
do Lamport.

So d6 Bos-Chaum doi hoi ham don dnh ¢ d€ két hgp tap con n cla tap
2n v6i mdi x nhi phan boi k (X; .... X;). Ta s€ dua ra mot thuat toan don gian
dé thuc hién diéu ndy (hinh 6.6). Vi du, 4p dung thuat to4n nay véi x =
(0,1,0,0,1,1) s tao ra.

o(x) = {2,4,6,8}
N6i chung, n trong so d6 Bos-Chaum 16n bao nhiéu so v6i k ?. Ta can

2n
thoa man bat phuong trinh k< [n J Néu danh gia hé s6 ctia nhi thiic

2n _ (on)/ "2
5 |7 n)!/(n!)

Hinh 6.6 Tinh ¢ trong so do Bos - chaum

_ <k i2
1. X= zi—l X, 2
2. ¢x)=0
3. t=2n
4, e=n
5. Whilet> 0 do
6. t=t-1
7. ifx > m then
e
8. X=X - (tJ
e
. e=¢e-1
10. Ox) = d(x) U {t+1}
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bang cong thic Stirling 2*" / Jzn  Sau vai phép bién déi don gian, bét ky
dang thic try thanh

k <2n -log, (mn)/2
Mot cach gan ding, n = k/2. Nhu vay, ta da giam dugc khoang 50% kich
thude chit ki bang so d6 Bos - chaum.

6.5 CAC CHU Ki KHONG CHOI PUGC

Céc chit ki khong choi duge do Chaum va Antwerpen dua ra tir nam 1989.
Chiing c6 vai dac diém méi. Nguyén thuy nhat trong céc chit ki nay la chit ki
khong thé x4c minh duoc néu khong hop tdc v6i ngudi ky 1a Bob. Nhu vay sé
bao dugc Bob trudc kha nang céc tai lieu duoc anh ta ky bi nhan doi va phan
phoi bang phuong phdp dién tir ma khong ¢6 su dong ¥ cua anh ta. Viéc xdc
minh dugc thyc hién bang giao thic yéu ciu va dap dng (Challege and
repotocol).

Song liéu c6 can su hop tdc clia Bob dé x4c minh chit ki (nhim ngan
chin Bob tir ch6i khong nhan da ky truée d6) khong? Bob c¢6 thé truyén thong
chit ki hop 1é 1a gia mao va tir ch6i xac minh né, hoac thuc hién giao thic theo
cach dé chit ki khong thé duoc x4c minh. D€ ngan chan tinh hudng nay xay ra,
so do chit ki khong chéi dugc da két hop giao thic tir chdi (theo giao thiic nay,
Bob c¢6 thé chitng minh chit ki 12 gid mao). Nhu vay, Bob s& c¢6 kha nang
chiing minh trudc toa rang chit ki bi lira d6i trén thuc t€ 12 gia mao. (Néu anh
ta khong chip nhan tham vao giao thiic tir choi, diéu nay duoc xem nhu biang
chiing ching t6 chit ki trén thuc t€ 1a that).

Nhu vay, so d6 chit ki khong chdi duge gom 3 thanh phan: thuat toan
ky, giao thic xdc minh va giao thic tir choi (disavowal). Dau tién ta s€ dua ra
thuat todn ky va giao thic xdc minh cta so do chit ki khong tir chéi duge cua
chaum - VanAntwerpen trén hinh 6.7.

Xét vai tro clia p va q trong so d6 nay. So do ton tai trong Z,; tuy vay
can c6 kha nang tinh toan theo nhém nhan con G cta Zp>k c6 bac nguyén to.
Cu thé, ta c6 kha nang tinh dugc cdc phan tr nghich ddo Modulo |G| - 1a 1y do
gidi thich tai sao |G| phai 1a s6 nguyén t6. D€ tién loi, 1ay p=2g+1, q 12 s6
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nguyén t6. Theo cdch nay, nhém con G 16n dén muc c6 thé 1a diéu dang mong
muon vi ca biic dién 1an chit ki déu 1a phan tir thuoc G.

Trudc hét, can chiing minh rang, Alice sé& chdp nhan mot chit ki hop 1€.
Trong cac tinh todn sau day, tit ca cac s6 mi duoc rdt gon theo modulo g.
Pau tién, nhan xét:

d=c' (mod P

Hinh 6.7. So do chit ki khong chdp nhdn chaum - Van Antwerpen.

Cho p =2qg +1 1a s6 nguyén t6 sao cho g la nguyén td va bai toan
logarithm rdi rac trong Z,, 1a khong thé giai duoc. Gia st o € Z, la phan t
bac q. Cho 1 < a<q-1 va dugc dinh nghia B = o.* mod p. Gia st G biéu nhém
con boi Zp>k bac q (G la gébm céc thang du binh thudng modulo p). Cho
P = o4 = G va dinh nghia :

X ={p,a,a,B): p=0" (mod p)}
Cac gia tri p, a va P cong khai, con a mat.
Vé6ik=(p,a,a,p)vax eG, dinh nghia :
y =sig (x) = x" mod p
Véi x,y € G, viéc xdc minh duoc thuc hién qua giao thic sau:

1. Alice chon e(,6, ngau nhién, e;,&,€ Zp>k

2. Alice tinh ¢ = y*'B*> mod p va giti cho no dén Bob

3. Bob tinh d = ¢*™* 9 mod p va gifi n6 cho Alice

4. Alice chdp nhan y la chit ki hop 1€ khi va chi khi

d =x"'0”? (mod p)

Vi:

B =a" (mod p)
Ta co:

7297Chua viét
Tuong tu

y =x* (mod p)
c6 nghia la:
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2929922922 chua viét

Vi thé d =X (mod p)
nhu mong mudn.

Dudi day 1a mot vi du nho.
Vi du 6.5

Gié st 14y p = 467, vi 2 1a phan t&r nguyén thuy nén 2” =4 13 phén tlr
sinh ctia G, céc thang du binh phuong modulo 467. Vi thé ta c6 thé 1dy o =4.
Gia thiét a = 101, khi d6

B = o mod 467 =499

Bob sé ky buic dién x= 119 v6i chit ky
y = 119" mod 467 = 129
Bay gio gia s Alice muon xac minh cht ky y, c6 ta chon cac s6 ngau
nhién chiang han €,=38, €,=397. Co tinh c=13, ngay ltic d6 Bob s& tra 10i véi
d =9,Alice kiém tra cau tra 10i biing viéc x4c minh xem:
119% 47 =9 (mod 467)

vi th€ Alice chap nhan chir ky 1a hgp 1&.

Tiép theo, ta chiing minh rang, Bob khong thé lira Alice chap nhan chit
ky gia mao (Fradulart) nhu la chit ky hgp 1€ trir mot xac suat rat bé. Két qua
nay khong phu thuoc vao bat ky gia thiét tinh todn nao, diéu d6 c6 nghia do an
toan 1a vo diéu kién.

Dinh ly 6.1
Néu y L x® (mod p) thi Alice s€ nhan y nhu la mot chit ky hop 1€ trén x
vGi xac xuat 1/q.

Chiing minh

Trudc hét, nhanj xét rang moi yéu ciu (challenge) ¢ ¢6 thé twong ting
chinh xéc véi q cap dugc sap (€,€,) (d6 1a vi cd y 1an B déu 1a cdc phan tl clia
nhom nhéan G c6 bac nguyén td q). Bay gio, khi Bob nhan dugc yéu ciu ¢, anh
ta khong c6 cach nao dé biét vé q cap dugc sip (€;,6,) c6 thé ma Alice da
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diing dé xay dung c. Ta néi ring, néu y £ x* (mod p) thi dép dung tng
(respond) d €G ma Bob c¢6 thé 1a s& chi pht hgp chinh xdc mot trong q cap
dIIQ'C (61,62).

Vi a sinh ra G, nén ta c6 thé viét mot phan tit bat ky thuoc G nhu mot
sO mil cua a, trong dé s6 mii dugc xac minh duy nhat theo modulo q. Vi thé
c6 thé viét ¢ =a,d =a), x =a* vay =a‘ v6i i, j, k, £ Z, va moi phép tinh s6
hoc 1a theo modulo q. Xét 2 dong du thic sau:

¢ = y*'B*(mod p)

d = x“'0®(mod p)
Heé thong nay tuong duong hé dong thic sau:

i=/Ze; +ae, (modq)

j=ke; +e,(modq)
Bay gio gia thiét rang:

y [ X2 (mod p) - {Comment [NVH1]:
nénrutra: £ #ak (mod q)
Vi thé, ma tran hé s6 ctia cidc dong du thitc theo modulo g nay cé dinh
thitc khac 0 va nhu vay t6i tai nghiém duy nhat cho hé thong thong. Nghia 1a,
mbi deG 1a mot ddp tng v6i mot trong q cap (€4,€,) duge sap co thé. He
thong qua 13, xdc suat dé Bob dua cho Alice mot dap ting(tra 10i) d can dugc
xac minh ding bing 1/q. Pinh 1y duoc chitng minh.

Hinh 6.8. Thu tuc tir choi.

Alice chon €,&, mot ciach ngau nhién, el,ezeZG[k
Alice tinh ¢ = y*'8® mod p va gilii n6 cho Bob.
Bob tinh d =?

Alice xdc minh xem d ¢6,£ X' 0**(mod p) khong
Alice chon f,f, ngau nhién , f|,f,e Z,

Alice tinh C = yf] szmod p va gtri cho Bob

Alice xac minh xem D ¢6 = XfIOsz(mod p) khong
Alice két luan rang y 12 gia mao khi va chi khi
(d o’®)" = (D o™ (mod p)

WX Nk =
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Bay gio quay trd lai giao thiic tir ch6i. Giao thiic nay gom hai 2 thuc
hién giao thic xdc minh va dugc néu trong hinh 6.8.

Céc budc 1- 4 va 5- 8 gom 2 1an thuc hién khong thanh cong giao thiic
xdc minh. Budc 9 budc “tinh kiém tra phit hgp” cho Alice x4c dinh xem liéu
c6 phai dang 1ap céc cau tra 16i clia anh ta theo thi tu chi ra hay khong.

Duéi day la vi du minh hoa.

Vidu 6.6

Nhu trudce day, gia st p =467, a =4, a= 101, va B = 449. Gia thiét biic
dién x = 286 duoc ky y = 83 va Bob muon thiét phuc Alice rang chit ky khong
hop lé.

Gia str Alice bat dau bang viéc chon cdc gid tri ngau nhién e,=45,
e,=237. Alice tinh ¢ =305 va Bob tra 16i d = 109. Sau d6 Alice tinh
286'*4" mod 467 =149

Vi 149 # 109 nén Alice thuc hién budc 5 cua giao thiic.
Bay gio gia st Alice chon gid tri ngdu nhién f;= 125, f,=9. Alice tinh
C =270 va Bob tra 1oi v6i D =68. Alice tinh
186'%4° mod 467 =25
Vi 25 # 68 nén Alice tiép tuc sang budc 9 cua giao thic kiém tra tinh phi hop.
Budc kiém tra ndy thanh cong vi:
(109 x4%)'* = 188 (mod 467)
va
(68 x4™)® = 188 (mod 467)
Vi th€ Alice tin rang chit ky khong hop 1é. [
Bay gi0, ta phai ching minh hai van dé:
1. Bob ¢6 thé thuyét phuc Alice ring, chit ky khong hop 1¢ 1a gia mao.
2. Bob khong thé 1a Alice tin rang chit ky khong hop 1¢ 1a gia mao trir
mot xac suat rat bé.

Dinh 1y 6.2
Néu y £ x* (mod p) va ca Alice 1an Bob thuc hién theo giao thic tir ch6i
thi
d o' = (D o) (mod p)
Chitng minh:

Dung céc yéu to
d=77?
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¢ =y"'B*(mod p)
va

B =a" (mod p)
Ta co:

(D o™ =y" " (mod p)
vi thé phép kiém tra tinh phi hop trong budc 9 thanh cong. [

Bay gid xét x4c suat dé Bob c6 thé thir tir chéi mot chit ky hop 1é.
Truong hop nay khong gia thi€t Bob thuc hién theo thu tuc. Nghia 1a Bob ¢6
thé khong xay dung D Va d nhu trong giao thic. Vi thé trong dinh 1y ti€p theo
chi 12 gia thiét ring, Bob c6 thé tao ra cdc D va d thoa man diéu kién trong
cac budc 4,8va 9 cua giao thiic néu trén hinh 6.8.

Dinh 1y 6.3
Gia sty = x* (mod p) va Alice thuc hién theo giao thiic tir choi. Néu
d % X' o(mod p)
va D= xf ! ocf *(mod p)
thi x4c suat dé:
do®’ £ Do) (mod p) = 1-1/g

ching minh: gia st rang, cdc déng du thic sau dugc thod man
y # o" (mod p)
d #x a®(mod p)
D# xf ! Otf *(mod p)
(dor® = D) (mod p)
ta s&€ nhan duogc mau thuin nhu trinh bay sau day:
c6 thé viét lai budc 9- bude kiém tra tinh phit hgp nhu sau
D = dofl afZ
trong d6 dy= d"e167*1mod p
la gia tri chi phu thudc vao cac bude 1- 4 trong giao thiic.

Ap dung dinh 1y 6.1, ta két luan duoc y 1a chit ky hop lé d6i véi d v6i
xac sudt 1- 1/q. Song ta da gia thiét y 1a chit ky hop 1é doi véi x, nghia la 1a ta
c6 (vGi xac suat cao)

x"=d," (mod p)
c6nghialax =d,
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Tuy nhién do
d# X' o(mod p)
cO nghia la
X # dl/ela_ez/el(mod P)
Va tir chd
dy= dl/eloc'ez/el(mod 9
suy ra x # dy = ta nhan dugc mau thuén.
Nhu vay Bob c6 thé lira doi Alice theo cdch nay vé6i xdc suat 1/q.

6.6 CAC CHU KY FAIL- STOP

So d6 chit ky Fail- stop ding dé ting do mat tru6c kha nang mot d6i tha
manh c6 thé gia mao chit ky. Néu Oscar kha ning gia mao chit ky cuia Bob thi
Bob c6 kha nang chiing minh dugc (vdi xdc suét cao) riang chit ky ctia Oscar 1a
gia mao.

Phan nay s€ mo ta mot so d6 Fail- stop do Van Heyst va Pedersen dua
ra nam 1992. Pau 12 so do chit ky 1 14n (chi mot bic dién c6 thé ky bing mot
cho trude chi 1 1an). Hé thong gom cdc thuat todn ky, thuat todn xdc minh va
thuét toan “chitng minh gia mao”. Hinh 6.9 mo ta cac thuat toan ky va xac
minh cta so d6 Fail- stop ciia Van Heyst va Pedersen.

Khong khé khan nhan thdy rang, chit ky do Bob tao ra sé thoa man diéu
kién xdc minh nén ta lai trd cdc kia canh an toan toan ctia so do nay va céc
thic 1am viéc clia tinh chat Fail- Safe (tw dong ngling khi c6 sai s6). Trudc hét,
ta thiét 1ap vai yéu t6 quan trong c6 lién quan dén cédc khod cta so d6. Dau
tién dua ra mot dinh nghia: Hai khod (Y, V,, @1, @5, by, by) va (v, V7, 4,
a,’, b;’, b,y’) 1a twong duong néu Y, =y,’,¥,= 7Y, . Va dé dang nhan thay toi tai
q° khod trong 16p tuong duong bt ky.

Sau day Ia vai bé dé.
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Bo dé 6.4
Gia str K va K’la cdc khod twong duong va gia thiét chit ky verg(x,y) =
true(ding). Khi d6 chit ky verg-(x,y) = true.

Chting minh
Gid st K =(yy, Y2, a;, @, by, b)) vaK’= (v, v2°, a;”, @’ by”, by)
trong do :
Y= o*'B* mod p :Oca,‘Ba,2 mod p
Vo= OLb'Bb2 mod p =0Lb"[3b’2 mod p
Gia str x dugc bang cach dung K va tao ra cdc chit ky y =(y;, y,) trong
do:
y1= a;+xbymod q

yo= a+xb,ymod q
Hinh 6.9 So do chit ky Fail- stop.

Cho p = 2g+1 1a s6 nguyén t6 sao q 1a nguyén t6 va bai toan
logarithm rdi rac trong Z, 12 khé giai. cho o €Z," 12 phan tit bac q. Gia
sit 1 < a, < q-1va dinh nghia B =a™ mod p. C4c gia tri p, q, o, P va a,déu
do ngudi ¢6 thim quyén (duoc tin cay) chon. Cic s6 p, g, o. va B cong
khai va co dinh con a, dugc giit bi mat.

Cho P =Z,va c# =Zx Z,. khod c6 dang:

K =(y1, v, a1, 4, by, by)

trong d6 a,, a,, by, bye Z,
Yi= B mod p

con Vo= ch‘Bbz mod p

V6i K =(y1, V2, a1, a5, by, by) va x €7, ta dinh nghia
sig(x) =(¥1, ¥2)

trong do
y;= a;+xbymod q
con yo= a+xbymod q
Véiy =(y,y,) €ZxZ,taco:
Xéc minh ver(x,y) = true < Y7, = o’ 'B**(mod p)
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Bay gid gia su ta x4c minh y bang cich dung K’
OLYIBYZ = OLa’1+ xb’lBa’ +xb’, (mod p)
=" 'p** (@ B”*)" (mod p)
=712 mod p
Nhu vay, y ciing s€ dugc xadc minh bang K.

Bo dé 6.5
Gia su K 1a khod con y = sigg-(x). Khi d6 ton tai ding q khoa K’ tuong
duong vo6i K sao cho y= sigg(x).
Chitng minh
Gia st Y| va Y,la cdc thanh phan cong khai ciia K. Ta mu6n xdc dinh s6
boi 4 (a;, a5, by, by)sao cho céc dong du thic sau day dugc thoa man.
Y= o™ (mod p)
Y= o”B> (mod p)
y1= a;+xb;(mod q)
yo= a,+xby(mod q).
Vi a sinh ra G nén ton tai cic s6 mii duy nhét ¢y, ¢, 8y € Z, sao cho
Yi= o' (mod p)
Y= 0 (mod p)
va B= a (mod p)
vi thé né diéu kién can va du dé hé cdc dong du thic sau day duoc thod man:
c;= a;+aya(mod q)
¢, = by+ayb,(mod q)
yi= 4+ xb;(mod q)

yo= ay+ xby(mod q)
Hé thong nay c6 thé viét dudi dang phuong trinh ma tran trong Z, nhu sau:

1 ag 0 O a c1
0O 0 I a, ay c,
1 0 x 0 b, B Y
0 1 0 X b2 Yy
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c6 thé thdy ma tran hé théng s6 clia phuong trinh ¢6 hang 1a 3( hang cia mot
ma tran la s6 cuc dai cta cac hang doc lap tuyén tinh ma n6 c6). RO rang,
hang it nhat bang 3 vi cdc hang 1, 2 va 4 la doc 1ap tuyén tinh trén Z,,. con
hang nhiéu nhit ciing bang 3 vi:

I, +x 1,-13-3y1,= (0,0,0,0).
Véir; chi hang tht i clia ma tran.

Hé phuong trinh nay c¢6 it nhats mot nghiém nhan duoc bang cach
dung khod K. Vi hang ctia ma tran hé s6 bang 3 nén suy ra rang chiéu clia
khong gian nghiém la 4-3=1 va c6 chinh x4c q nghiém.

Tuwong tu nhu vy ta c6 thé chitng minh duoc két qlia sau:
B6 dé 6.6

Gia stt K 1a khod y=sigy(x) con verg (x’,y’)=true, trong do6 x # x. Khi d6
ton tai it nhat mot khod K tuwong duong véi K sao cho y=sig,.(x) va y’=
sig(x)

Ta hdy lam sdng t6 hai b dé trén vé do mat ctia so d6. Khi cho trude y 1a
chit ki hop I¢ cha x, s& ton tai q khod c6 thé d€ x s& duogc ki bang y. Song véi
biic dién bat ki x # x, q khod nay sé tao ra q khod khdc nhau trén x . Piéu d6
dan dén dinh 1i sau day:

Dinh 1 6.7:

Néu cho trude sigg(x)=y va x # x. Oscar c6 thé tinh sig (x) v6i x4c suat
la 1/q.

Chd y rang, dinh 1 nay khong phu thudc vao kha nang tinh todn ctia Oscar:
Miic an toan qui dinh dat dugc vi Oscar khong thé néi vé q khoa c6 thé ma
Bob dang dung. Nhu vay do an toan & day 1a vo diéu kién.

Tiép tuc xem xét vé khai niém Fail- Stop. Khi cho trudc chit ky y trén
bic dién x. Oscar khong thé tinh ra duoc chitky y cta Bob trén bic dién x
khdc. Diéu ndy ciing ¢6 thé hiéu rang, Oscar ¢6 thé tinh dugc chit ky gia mao
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y~ = sigg(x)(s& dugc ching minh ). Tuy nhién, néu dua cho Bob mot chit ky
gid mao hop I¢, thi anh ta c6 thé tao ra “mot bang ching vé su gid mao ” véi
xdc suat 1-1/q. Bang ching vé su gia mao 1a gid tri a,=log, B (chi ngudi c6
thdm quyén trung tam biét ).
Gia sir Bob s& hitu cdp (x,y ) sao cho ver(x,y )= true va y #sigg(x).
Nghia la:
1172 =0 (mod p)

trong d6 1y =(y |y ,). Bay gid Bob ¢6 thé tinh chit ky chia minh trén x lay =
(y.y,) - Khido:

T1Y2" =0 'B¥ *(mod p)
Vi thé o B2 = o 1B *(mod p)
Néu viét = o*mod p, ta c6 :
a}’”l"’ ay™; = a}”l"’ ao}”z(mod p)

hay:

y Hagy™, = Y +agy (mod q)
hoéc:

Y 1 Y1 = (YY", )(mod g)
Xét thdy y | #y ,(mod q) viy 1a gia mgo. Vi th€ (y ,-y ,)" mod q t6n tai va
ag=logaB=(y -y ) (y,-y o' modq

Di nhién, bang viéc chip nhan bang ching vé su gia mao nhu vay,ta gia
thi€t Bob khong thét v tinh duoc logarithm 10i rac log, B. Day 1a gai thiét vé
mat tinh todn.

Cudi ciing, chi ¥ ring,so do chit ki 1a mot 1an vi khéa k ctia Bob ¢6 thé

tinh dé dang néu hai bic dién déu dung K dé ky. Du6i day 1a vi du minh hoa
céch Bob tao mot bang ching vé su gia mao.
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Vi du 6.7

Cho p=4367=2.1733+1. Phan tlt o =4 ¢6 bac la 1733 trong Z,,;
Gia stra, =1567, ta co:
B = 4" mod 346=514

(Bob biét o va B song khong biét a,). Gia st Bob tap khod bang cich ding a, =
888, a,= 1042, b, = 786, b, = 999. Khi d6
Y =4%8514'% mod 3476=3405
va Y ,=4"%514%° mod 3476=2281
Tiép theo, gia sir Bob nhan duoc chit ki gia mao (822,55) tréné buc dién
3383. Day la chit ky hop 1& vi thoa man diéu kién xdc minh.
3405 x 2281%*%= 2282 (mod 3476)

va  4%2514%=2282(mod 3476)

Mait khdc day khong phai 12 chit ki da dugc Bob xay dung. Bob c6 thé ting chit
ki cia minh nhu sau:

(888+3383x786 mod 1733.1024+3383x999 mod 1733 )=(1504.1291)

Sau d6 anh ta tinh ti€p log roi rac bi mat
a, =(822-1504)(1291-55)" mod 1733 =1567.

Pay 1a bang chiing vé su gia mao.

6.7 CAC CHU GIAI VE TAI LIEU DAN

Mitchell, Piper va Wild [MPW 92] da dua ra mot tdng quan day da vé cac
so do chit ki. Bai nay ciing ¢6 hai phuong phap gia mao chit ki cua Elgamal
ma ta da dua ra trong 6.2.

So d6 chit ki Elgamal da dugc néu trong [EL 85], tiéu chuén chit ki s6
duoc cong bo dau tién vao 8/1991 bai NIST va duoc chip nhan 1am tiéu chuin
vao 12/94 [NBS 94]. Mot cuoc thoa luan dai vé DSS va nhitng cudc tranh cai
xung quanh né vao 7/1992 dugc dang trén Communication of the ACM.

So d6 Lamport dugc mo ta trong bai bdo cta Diffie_Hellman [DH 76]
nam 1976. Ban cai tién ciaBob va Chaum duoc néu trong [BC 93]. So do chir
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ki khong chdi néu trong muc 6.5 do Chaum va Van Antwerpen dua ra trong
[CVA 90]. So d6 chit ki Fail-Stop trong muc 6.6 la cia Van Heyst va Pederson
[VHP 93].

Mot s6 vi du vé cac so do chit ki “phd dugc ”gdm cic so d6 clia 6ng
Schorss- Sshamir[OSS 85](ciing bi pha bdi Estes EAKMM 86) va so d6 hodn
vi Birational cua Shamir [SH94] (bi Coppessnuth, Steru va Vandeney CSV
94). Cuoi cung ESIGN la so d6 chit ki cia Fujioka.Okamoto va Meyaguchi
[FOM 91]. Mot s6 phién ban ctia so d6 nay da bi pha. Song mot sira déi trong
[FOM 91] lai khong bi pha.

BAI TAP

6.1. Gia thiét Bob dang dung so d6 Elgamal, anh ta ki hai bic dién x, va x,
bang chit ki (y, 8 ) va (y, 8 ,) tuong tng (gid tri nay cta y giong nhau trong ca
hai chit ki ). Cling gia st UCLN (y -y ,,p-1)=1.

a) Hay cho biét cach tinh k hiéu qua khi biét thong tin nay

b) Hay mo ta cach so d6 chit ki c6 thé bi pha.

c¢) Gia str p=31847, a. =5, va 3 =25703. Tinh k va a khi cho trudc chit ki
(2397 2,31396 ) voi buc dién x=8990 va chit ki (23972, 20481 trén bt ¢ dién
x=31415)

6.2. Gia st I thuc hién so do Elgamal v6i p=31847, o =5,va 3 =26379. Hay
viét phuong tring thuc hién cong viéc sau:

a) Xac minh chit ki (20679,11082 ) trén buc dién x=20543

b) Xac dinh s6 mil mat a bang cdch dung thuat todn t6i uu hod thoi gian -
bd nhd cua Shark, sau dé xac dinh gia tri k ngiu nhién dung trong viéc ki 1én
buc dién x.

6.3. Gia str Bob dung so d6 chit ki Elgamal nhu trong vi du 6.1:p=467,0. =2
B=132.Gia st Bob ki Ién bic dién x=100 bang chit ki (29,51).Hay tinh chit ki
gia mao ma Oscar c6 thé 1ap bang céch diing h=100,i=45 va j =293.Hay kiém
tra xem chit ky vira nhan dugc c6 thoa man di€u kién xdc minh khong.

6.4. Chiing minh rang phuong phdp gia mao thi hai trén so d6 Elgamal (mo
ta trong muc 6.2) ciing tao ra chit ki thoa mén di€u kién xdc minh.
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6.5. Sau day la phuong 4n clia so do Elgamal :Khoa duogc xay dung tuong tu
theo mghia nhu tru6c day:Bob chon o € Z," 1a phan tir nguyén thuy. a la s6
mil mat (0 < a <p-2) sao cho UCLN (a,p-1) =1 va a *mod p. Khod K = (a, a,
B), 6 day o va B cong khai con a mat. Cho xe Z , 1a biic dién dugc ki. Bob
tinh chit ki sig (x)=(y, d ), trong d6:
v =a. * mod p

con & =(x-ky)*' mod (p-1).
Su khdc nhau duy nhét so v6i so do Elgamal ban dau 1a & cdch tinh 6. Hay tra
10i cdc cau hoi sau lién quan dén so do cai tién nay:

a) Mo ta cach xdc minh mot chir ki (y, 8 ) trén biic dién x bang cach ding

cong khai khoa ctua Bob.
b) M6 ta vu diém vé mat tinh todn clia so do cai tién.
¢) So sénh tém tat do an toan cta so d6 cai tién va so d6 ban dau.

6.6. Gia st Bob dung DSS v6i q = 101, p=7879, aa.=170,a=75 con § =
4567 nhu trong vi du 6.3. X4c dinh chit ki cua Bob trén buc dién x=5011,
bang cdch ding gia tri ngdu nhién k =49 va chira cédch xdc minh chit ki
nhan dugc.

6.7. Trong so d6 Lamport,gia st ring hai bic dién x va x boi k (k-tuple)
déu do Bob ki. Cho ¢ = d(x,x) la toa do trén dé x va x "khac nhau. Hiy chi ra
cach Oscar c6 thé ki 2 -2 bic dién méi.

6.8.  Trong so d6 Bob-Chaum véik =6, n =4, gia si rdng cac bic dién x =
(0, 1,0,0,1,1) va x = (1,1,0,1,1) déu dugc ki. X4c dinh bitc dién méi dugc
Oscar ki khi biét chit ki trén x va x .

6.9. Trong so d6 Bob- Chaum, gia sir ring hia biic dién x va x 1a cac boi k
déu do Bob ki Cho I = | d(x)ud(x) | . Hy chi ra cdch Oscar c6 thé ki ( ¢ j 2
biic dién méi. "

6.10. Gia str Bob dang dung chit ki khong chéi dugce cia Chaum —Van
Antwerpen nhu trong vi du 6.5. Nghia lap =467, a =4, a= 101, B = 449.
Gia st Bob dugc trinh chit ki y = 25 trén buc dién x =157 va anh ta muon
chiing minh rang né gia mao. Gia st s6 ngéu nhién ctia Alice la e, =46, e,=
123, f, =198, f,=11 trong tht tuc tir chdi. Hay tinh cac yéu cu c, d, ciia Alice
va céc cau tra 16i C, D clia Bob; chi ra ring phép kiém tra tinh phu hop cua
Alice s€& thanh cong.
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6.11. Ching minh rang, mdi 16p tuong duong cédc khod trong so d6 chit ki
Fail-Stop clia Pedersen-Van Hoyt chita q” kho4.

6.12. Gia st Bob dang dung so do chit ki Fail-Stop ctia Pedersen-Van Heyst
v6i p=3467, a =4, a ;=1567 va 3 =514 (di nhién Bob khong biét gia tri a,).

a) Ding yéu t6 a, =1567, xéc dinh tit ca cac khod c6 thé :
K=(y, 72 25,2 by, by)
sao cho sig (42) =(1118,1449)

b) Gai sursigg(42) =(1118,1449) va sig(969) =(899,471). Khong can
dung diéu kién a,=1567. Hay xdc dinh K (diéu nay s& chiing t6 so d6 1a ding
mot 1an).

6.13. Gai su Bob dung so do Fail-Stop ctia Pedersen-Van Heyst voi p =5087,
o =25, B =1866. Gia sit K =(5065, 5067,144,874,1873,2345) va Bob tim chit
ki (2219,458) dugc gia mao trén bic dién 4785

a) Ching minh rang, chit ki gid mao nay thoa man di€u kién xdc minh
nén no la chit ki hop 1¢.

b) Chi ra cdch Bob tinh “ bang ching gia mao a, khi cho trudc chir ki
gia mao nay. ”

CHUONG 7
CAC HAM HASH

7.1 CAC CHU Ki VA HAM HASH.

Ban doc c6 thé thay ring cac so do chit ki trong chuong 6 chi cho phép
ki céc biic dién nhd.Vi du, khi ding DSS, biic dién 160 bit sé dugc ki bang
chit ki dai 320 bit. Trén thuc t€ ta cin céc biic dién dai hon nhiéu. Chang han,
mot i lieu vé phép luat c6 thé dai nhiéu Megabyte.

Mot cdch don gian dé gai bai toan nay 1a chit céc biic dién dai thanh
nhiéu doan 160 bit, sau d6 ki 1én cic doan d6 doc 1ap nhau. Diéu nay ciing
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tuong tu nhu ma mot chudi dai ban rd bang cach ma clia moi ki tu ban rd doc
1ap nhau bang ciing mot ban khoa. (Vi du: ché€ do ECB trong DES).

Bién phdp nay c6 mot s6 va dé trong viéc tao ra cac chit ki s6. Trude
hét, v6i mot biic dién dai, ta két thic bang mot chit ki rat 16n ( dai gap doi bic
dién goc trong trudng hop DSS). Nhuge diém khéc 1a céc so do chit ki “an
toan” lai cham vi chiing dung cac phap s6 hoc phiic tap nhu s6 mi modulo.
Tuy nhién, van dé nghiém trong hon vé6i phép todn nay 1a biic dién di ki ¢6 thé
bi sip x&p lai cdc doan khéic nhau,hoic mot s6 doan trong chiing c6 thé bi loai
bd va buc dién nhan dugc van phai xac minh dugc. Ta can bao vé su nguyén
ven clia todn bo biic dién va diéu nay khong thé thuc hién duoc bang cdch ki
doc lap tiing mau nho cta ching.

Giai phdp cho tit ca cdc van dé nay l1a dung ham Hash ma khoa cong
khai nhanh. Ham nay 1ay mot bic dién c¢6 do dai tuy y va tao ra mot ban tom
lugc thong bdo cé kich thude qui dinh (160 bit néu dung DSS).

Sau d6 ban tom lugc thong bao s€ duoc ki. Vi DSS, viéc diing ham
Hash duoc biéu dién tré hinh 7.1.

Khi Bob muo6n ki biic dién x, trudc tién anh ta xay dung mot bnr tém
lugc thong bdo z =h(x) va sau dé tinh y = sigy (z ). Bob truyén cip (X, y)
trén kénh. Xét thay c6 thé thuc hién xdc minh (bdi ai d6 ) bing céch trudc hét
khoi phuc ban tém lugc thong bdo z =h (x) bang ham h cong khai va sau d6
kiém tra xem ver, (x,y) c6 = true, hay khong.

Hinh 7.1.Ki mét ban tém luoc thong bao

Btc dién X do dai tuy y
\2
ban tém lugc thong bdo:z = h (x) 160 bit
2
Chir ki y = sig ¢(z) 320 bit
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7.2. HAM HASH KHONG VA CHAM

Chiing ta can chi y rang,viéc dung ham hash h khong 1am giam sy an toan
ctia so d6 chit ki vi né l1a ban tém luoc thong bao dugc chit ki khong phai 1a
biic dién. Diéu cén thiét d6i v6i h 1a can thod min mot s6 tinh chét nao do dé
tranh su gia mao.

Kiéu tdn cong thong thudng nhat 12 Oscar bit dau bang mot bic dién duoc
ki hgp 1é (x,y),y =sigg(h (x)),(Cap (X, y) la bitc dién bat ki duoc Bob ki trudc
dd). Sau d6 anh ta tinh z =h(x) va thir tim x # x sao cho h(x)) =h(x). Néu
Oscar lam duoc nhu vay, (x, y) s€ 1a biic dién ki hop 1¢, tiic mot bic dién gia
mao. D€ tranh kiéu tdn cong nay, h cin thoa mén tinh khong va cham nhu sau:

Dinh nghia 7.1

Ham hash h 1a ham khong va cham y&u néu khi cho truéc mot bic dién
X, khong thé tién hanh vé mit tinh todn dé tim mot biic dién x # X sao cho
h (x) = h(x).

Mot tan cong kiéu khac nhu sau: Trudc hét Oscar tim hai bic dién x # x’
sao cho h(x) =h(x ). Sau d6 Oscar dua x cho Bob va thyét phuc Bob ki ban tom
luoc thong bdo h(x) dé nhan duoc y. Khi do (x',y) 12 thong bdo (bic dién ) gia
mao hop 1¢.

Day 1a li do dua ra mot tinh chat khong va cham khéc.

Dinh nghia 7.2.
Ham Hash h la khong va cham manh néu khong c6 kha nang tinh toan
dé tim ra biic diénk x va x sao cho x # x va h(x) =h(x).

Nhan xét rdng: khong va cham manh bao ham va cham yéu.

Con day 1a kiéu tdn cong thit 3: Nhu da néi & phan 6.2 viéc gid mao cic
chit ki trén ban tém lugc thong bao z ngau nhién thudng xay ra véi so do chir
ki. Gia stt Oscar tinh chit ki trén ban tom lugc thong bao z ngau nhién nhu
vay. Sau d6 anh ta tim x sao cho z= h(x). Néu lam dugc nhu vay thi (x,y) 1a
biic dién gia mao hop 1¢. Dé tranh duogc tin cong nay, h can thod man tinh
chat mot chiéu (nhu trong hé ma khoé cong khai va so d6 Lamport).

Dinh nghia 7.3.

Ham Hash h 1a mot chiéu néu khi cho truéc mot ban tém lugec thong béo z,
khong thé thuc hién vé mit tinh todn dé tim biic dién x sao cho h(x) = z.
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Bay gio ta s& chitng minh rang, tinh chat khong va cham manh bao ham
tinh mot chiéu bang phéan ching. Dic biét ta s& chiing minh réing, c6 thé dung
thuat toan dao v6i ham Hash nhu mot chuong trinh con (gia dinh ) trong thuat
todn x4c suat Las Vegas dé tim c4c va cham.

Su riit gon nay c6 thé thuc hién véi mot gia thiét yéu vé kich thudc twong
doi cua viing va mién (domain and range) ctia ham Hash. Ta ciing sé gia thiét
ti€p 12 ham Hash h: X—Z, X,Z la cdc tap hitu han va | X| >2|Z|. Pay 1a gia
thiét hop 1i :N&u xem mot phan tir cia X dugc ma nhu mot xau bit ¢6 do dai
log, x| va phan t& cia Z dugc ma hod nhu mot xau bit c6 do dai log, |X| thi
ban tém lugc thong bdo z = h(x) it nhat cling ngan hon bic dién x mot bit (ta
s€ quan tam dén tinh huéng viing X 12 vo han vi khi d6 c6 thé xem xét céc biic
dién dai tuy y. Lap luan do cua ta cling a4p dung cho tinh huong nay).

Tiép tuc gia thiét 1a ta c6 mot thuat todn dao doi véi h, nghia 1a cé mot
thuat toan A chip nhan nhu dau vao ban tém lugc thong bio zeZ va tim mot
phén tr A(z) € X sao cho h(A(z)) = z.

Ta s€ chiing minh ding 1i du6i day:

Dinh i 7.1:

Gia sit h: X—Z la ham Hash, trong d6 | X |va|Z| hitu han va | X |>
2|Z|. Cho A 1a thuat todn déo d6i véi h. Khi dé tén tai mot thuat todn Las
Vagas xac sudt tim dugc mot va cham doi véi h v6i xac sudt it nhat 1a1/2.

Chitng minh :

Xét thuat toan B dua ra trong hinh 7.2. RO rang B 1a mot thuat toan xac
suét kiéu Las Vegas vi n6 hoac tim thdy mot va cham, hoic cho cau tra 16i
khong. Van dé con lai 1a ta phai tinh xac sudt thanh cong, Vi x bat ky thudc
X, dinh nghia x ~ x, néu h(x) = h(x,). Dé thdy rang, ~ 1a quan hé tuong
duong. Ta dinh nghia:

[x] = {x,eX: x ~X,}

Mbi 16p tuong duong [x] chita anh ddo ctia mot phan tir thudc Z nén so cac
16p tuong duong nhiéu nhat 1a | Z|. Ki hiéu tap céc 16p tuong duong 1a C.

Bay gio gia su, x 1a phan tir € X dugc chon trong bude 1. Vi gia tri x
ndy, sé céf[x] | gid tri x, c6 thé cho phép tré lai bude 3. | [x]|-1 cdc gid tri x,
nay khéc vé6i x va nhu vay budc 4 thanh cong. (Chi y rang thuat thodn A
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khong biét bi€u dién cac 16p tuong duong [x] da chon trong budc 1). Nhu
vay, khi cho truéc Iva chon cu thé xeX, xac sudt thanh cong la

(o l-1/1x11.

Hinh.7.2 Dung thuat todn ddo A dé tim c4c va cham cho ham Hash

1.chon mot ss6 ngau nhién x €X
2.Tinh z=h(x)
3.Tinh x,= A(Z)
4. 1f x, # x then
X va X, va cham duéi h (thanh cong)
else

Quit (sai)

Xdc sudt thanh cong cta thuat todn B bang trung binh cong tét ca céc lua
chon x c6 thé:

P(thanh cong) = (1/|X Y, (1 1x1]-1/ 1 1x]]
= (/X)) Zeecdec el -1yl

= YIX[Zecllel-) = /X)) Zeecl el - T et
>=(Ix -z ) 71x|
>=((Ix| -1z /x| =14

Nhu vay, ta da xay dung thuat todn Las Vegas c6 xac suit thanh cong it nhat

béang 1/2.

Vi thé, d6 1a diéu kién di d€ ham Hash thoa man tinh chat khong va
cham manh vi n6 bao ham hai tinh chat khac.Phan con lai clia chuong nay ta
chi quan tam dén cac ham Hash khong va cham manh.

7.3 TAN CONG NGAY SINH NHAT (birthday)

Trong phan nay, ta s& xac dinh di€u kién an toan can thit ch ham Hash
va diéu kién nay chi phu thudc vao luc lugng cua tap Z (twong duong vé kich
thuGc cua bang thong bdo ).Dicu kién can thiét na rit ra tu phuong phéap tim
ki€m don gian ac va cham ma nguoi ta da biét dé€n dudi cdi tén tan cong ngay
sinh nhat (birthday phuong phdparradox), trong bai toAn:mdt nhém 23 nguoi
ngau nhién, ¢6 it nhat 2 ngudi ¢6 ngay sinh tring nhau véi xac sudt it nhat
121/2.(Di nhién, day chua phai la nghich 1i,song dé la truc gidc doi lap c6 thé
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xay ra). Con Ii do cua thuat ngit “tan cong ngay sinh nhat ” sé ro rang khi ta
ti€p tuch trinh bay.

Nhu trude day, ta hdy gia st rang :h:X—7Z 12 ham Hash, X,Z hitu han
va |X| >=2|Z| Ping nghia | X| =m va|Z| =n.Khong khé khan nhan thay
rdng, c6 it nhit n va cham va van dé dat ra 1a cach tim ching. Bién phap don
so nhat la chon k phan tr ngdu nhién phan biét x,,X,.....x, €X, tinh z, =
h(x,),1<=1 <=k va sau d6 xac dinh xem liéu c6 xay ra va cham nao khong
(bang cach, chang han nhu sdp xép lai cic z,).

Qua trinh nay tuong tu v6i viéc ném k qua bong vao thung va sau do6
kiém tra xem liéu c6 thiing nao chifa it nhat hai qua hay khong (k qlia bong
tuong duong vai k gia tri x; ngau nhién va n thung tuong tng vdéi n phan tlr cé
thé trong Z).

Ta s€ giGi han dudi clia xac suat tim thdy mot va cham theo phuong
phdp nay.Do chi quan tam dén giGi han dudi vé xdc suat va cham nén ta s&
gia su rang |h'' (z) |~ m/n véimoiz eZ. (day la gia thi€t hop 1i :N€u cac anh
dao khong x4p xi bang nhau thi x4c suat tim thAy mot va cham s€ tang 1én ).

Vi cdc dnh dao déu c6 kich thuéc bang nhau va céc X; 4., chon mot cich
ngiu nhién nén céc z , nhan duoc c6 thé xem nhu cdc phan tr ngau nhién ctia
riéng biét kha don gian.Xét cac z theo thit tu z,, ...,z.. Phép chon z, dau tién
12 tuy y. Xéc suat dé z,#z, 1a 1-1/n; x4c suat dé z, #z, va z, 1a 1- 2/n. vv...

Vi thé ta u6c lugng x4c suat dé khong cé va cham nao 1a:

(1-1/n)(1-2/n)... (1-(k-1/n)) = (1-1/n)

Néu x 1a s6 thuc nho thi 1- x = ™. Udc lugng nay nhan duoc tir hai s6
hang dau tién clia c4 chubi khai trién.
e*=1-x+x%2!-x3! ..

Khi d6 xac suat khong c6 va cham nao la :
k-1 k-1

H(l_%) ~ H el = o Kk(-Din

i=1 i=1
Vi thé ta u6c lugng xac sudt dé c6 it nhat mot va cham 1a

1 _e—k(k— )n
Néu ki hiéu x4c sudt nay 12 € thi c6 thé giai phuong trinh d6i v6i k (nhu mot
ham clia n va )

l_e—k(k—l)/n ~1-¢

-k(k-1)/n =~ In(1-¢)
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k*- k~nln 1/(1-¢)
Né&u bod qua s6 hang k thi :

k= 1/nlni
1-¢

Néu 1y € = 0.5 thi

k ~1.174n
Diéu nay néi lén rang, viéc chat (bam) trén +/n phan ti ngdu nhién clia X s&
tao ra mot va cham vai xac sudtt 50%. Chd ¥ rang, cach chon ¢ khéc s& dan
dén hé s6 hing s6 khac song k van ty 1én véi +/n.

Neéu X 1a tap nguoi,Y 1a tap gobm 365 ngy trong nam (khong nhuan titc
thang 2 ¢6 29 ngay) con h(x) 1a ngay sinh nhat cta x, khi do6 ta sé gia guyét
bing nhgich 1y ngay sinh nhat. LAy n = 365, ta nhan duoc k ~ 22,3. Vi vay,
nhu da néu & trén, s€ c6 it nhat 2 nguoi cé ngay sinh nhat trung nhau trong 23
ngudi ngdu nhién véi xdc sudt it nhit bang 1/2.

Tén cong ngay sonh nhat dat gidi han cho céc kich thudc cic ban tém
luoc thong bao. ban tém luge thong bdo 40 bit s€ khong an toan vi c6 thé tim
thdy mot va cham véi x4c suat 1/2 trén 2%° (khoang1.000.000)doan chat ngiu
nhién. Tix day cho thay rang, kich thudc t6i thi€u chap nhan dugc ctia ban t6m
luoc thong bdo 1a 128 bit (t4n cong ngdy sinh nhat cén trén 2% doan chit trong
truong hop nay). D6 chinh 1a 1y do chon ban tém luge thong bao dai 160 bit
trong so d6 DSS.

Hinh7.3. Ham hash chaum-Van heyst-Plitzmann.

Gia str p 1a s6 nguyén t6 16n va q =(p-1)/2 ciing la s6
nguyén t6. Cho a va [ 1a hai phan tir nguyén thuy cua Zp. Gia
tri log, 3 khong cong khai va gia str rang khong c6 kha nang
tinh todn dugc gia tri cua no.

Ham Hash:

h: {0,...,q-1}x{0,...,q-1} > Zp\ {0}
duogc dinh nghia nhu sau:

h(x1,x2) =0*'$*> mod p
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7.3. ham hash logarithm roi rac

Trong phan nay ta s€ mo6 ta mot ham Hash do Chaum-Van Heyst va
Pfitmann dua ra. Him nay an toan do khong thé tinh duoc logarithm roi rac.
Ham Hast nay khong di nhanh dé dung trong thuc t€ song né don gian va cho
mot vi du t6t vé mot ham Hash c6 thé an toan dudi gia thuyét tinh toan hop 1y
nao s6. Ham Hash Caum-Van Heyst- Pfitmann dugc nét trong hinh 7.3. Sau
day s€ ching minh mot dinh 1y lién quan dén su an toan ctia ham Hast nay.

Dinh ly 7.2.
Néu cho trudc mot va cham voi ham Hash Chaum-Van Heyst-Pfitmann
h c6 thé'tinh dugc logarithm roi rac log,Bmot cach cé hiéu quad.

Chiing minh

Gia st cho truGe va cham
h(x;,X,) = h(x3,X,)
trong d6 (x,,X,) # (X5,X,). Nhu vay ta ¢6 dong du thiic sau:
OLXIBXZ — OLX3BX4
hay
o'p™ = o™ (mod p)
Ta ki hiéu
D = UCLN (x4-x,,p-1)
Vip-1=2q,qlasdnguyéntonénd € {1,2,q, p-1}. Vi thé, ta c6 4 xac suat
vGi d s&€ xem xét 1an luot dwois day.
Trudce hét ,gia st d =1 ,khi d6 cho
y= (x4-xp)"' mod (p-1)
ta co
B = B(X4‘X2)Y(mod p)
= OL(XI_XZ)y(mOd P)
Vi thé, c6 thé tinh loarithm rdi rac log, nhu sau:

logaP = (x,-X3) (X4-X,)'mod (p-1)
Tiép theo, gia st d=2. Vi p-1 =2q, 1é nén UCLN(x,-x,,q) =1. Gia su:

3’=(X4'Xz)_1 mod ¢
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xét thay (x,-X,)y = kg+1
v6i sO nguyén k nao dé. Vi thé ta co:

U = gkat! (1164 p)
= (-1)* B (mod p)
=+ B (mod p)
Vi B9 =-1(mod p)

a(x4—x2)y = B (x1-x3) (mOd p)
=+ B (mod p)
Tur d6 suy ra rang:
logyB = (x,-x3)y mod (p-1)
o logaf = W(Xl_Xfi)y mod (p-1)
Ta c6 thé dé dang kiém tra thdy mot trong hai xac sudt trén la ding. Vi thé
nhu trong truong hop d =1, ta tinh dugc log,f.
X4c suat tiép theo la d = q. Tuy nhién
g-12x,20
va g-12x;20
nén
(q-1) 2 x4-%x, 2 -(q-1) o
do vay UCLN(x,-x,,p-1) khong thé bang q, noi cach khac truong hgp nay
khong xay ra.

Xdc suat cudi cung 1a d = p-1. Diéu naychi xay ra khi x2 =x4. Song khi
do ta co

o'p* = o™ (mod p)
nén o™ = o™ (mod p)
va X, =X,. Nhu vay (x,,X,) = (X;,X,) = mau thuan. Nhu vay truong hop nay
ciing khong thé cé.

Vi ta da xem xét tat ca céc gid tri c6 thé doi véi d nén c6 thé két luan
ring ,ham Hash h 13 khong va cham manh mién 1a khong thé tinh dugc
logarithm rdi rac log,f} trong Z,,.

Ta s& minh hoa 1y thuyét néu trén bang mot vi du.
Vidu7.1
Gia su p=12347 (vithe¢ q=6173), o =2, B = 8461. Gia st ta dugc dua
truéc mot va cham
a5692 B 144 = (X212 B4214 (mOd 12347)
Nhu vay x, = 5692, x, = 144, x; =212, x, = 4214. Xét thay UCLN (x, -X,,p-1)
=2 nén ta bat dau bang viéc tinh
y =(x4-%,)" mod q
= (4214 - 144)"  mod 6173 = 4312
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Tiép theo tinh
y = (X;- X3) mod (p-1)
= (5692 - 212) 4312 mod 12346
= 11862
Xét thay dé 1a truong hop ma log,p € {y’,y’+q mod (p-1)}. Vi
o mod p =2'%%= 9998
nén ta két luan rang:
log,B =y’ +qmod (p-1)
= 11862 + 6173 mod 12346
= 5689
nhu phép kiém tra, ta c6 thé xdc minh thay ring
2568 = 8461 (mod 12347)
Vi thé , ta cac dinh duoc log,.

7.5.cac ham hash mé rong

Cho dén luc nay, ta da xét caic ham Hash trong vung hitu han. Bay gio ta
nghién xéu cdch c6 thé md rong mot ham Hash khong va cham manh tir viing
hitu han sang viing vo han. Diéu nay cho phép ky céc biic dién c6 do dai tuy y.
Gia st h: (Z,)™ — (Z,)' la mot ham hash khong va cham manh ,trong d6 m >t-
1. Ta sé dung h déu xay dung ham hash khong va cham manh h: X —(Z,)"
trong do

X = U Z,)'

Trudc tién xét truong hop m > t+2.

Ta s& xem cdc phan tlir cia X nhu cdc xay bit. Ix| chi do dal cta x (tdc
s0 céc bit trong x) va xlly ky hiéu su két hgp cac xay x vay. Gia st Ixl =n >
m. C6 thé biéu thi x nhu mot chubi két hop.

X = xlIx, ... 1%,
Trong dé

Ix,l =Ix,l = ... = Ix, ;| =m- t-1
va X /=m-t-1-d

Hinh 7.4. M6 rong ham hash h thanh h* (m >t+2)
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—

Fori=1tok-1do
Yi=X;
y, = x, 1104
cho y,,, 12 biéu dién nhi phan cua d
g = h(OL+1lly,)
fori=1 to k do
g+1 =h(gllllly+1)
hF(x) = g +1

il

@)

Trong d6 m-t-2 > d >0. Vi théta co

= [m—nt—l}

Ta dinh nghia h*(x) theo thuat to4n biéu kién trong hinh 7.4.

Ki hiéu y(x) =yllly2ll..lly,,

Nhan xét ring y, duoc 1ap tir x, bang cach chén thém d s6 0 vao bén phal dé
tat ca cac khoi y; (k > i > 1)déu c6 chiéu dal m-t-1. Ciing nhu trong budc 3
Vi1 S€ duoc dém thém vé bén tral céc s6 0 sao cho ly,,,| = m-t-1.

Dé bam nho x ,trudc hét ta xay dung ham y(x) va sau dé “ché bién” cdc
khéi y,...y,., theo mot khuon méu cu thé. Diéu quan trong 12 y(x) #y(x’) khi
x#x. Thuc t€ y,,, dugc dinh nghia theo cach cac phép anh xa x — y(x)la mot
don anh.

Dinh 1y sau day chiing minh rdng h* 12 an toan khi h an toan.

Pinhly 7.3

Gid sit h: (Z,)"—(Z,) la ham hash khong va cham manhm>t+2. Khi dé
ham h*: U2m (Z,))—(Z,)" duoc xdy dung nhu trén hinh 7.4 la ham hash
khong
va cham manh.

Chitng minh:

Gia st rang ,ta c6 thé tim dugc x #x’ sao cho h*(x) = h*(x”). Néu cho
trudc mot cap nhu vay, ta s&€ chi ra cdch c6 thé tim duoc mot va cham doi véi
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h trong thoi gian da thic. Vi h duge gia thiét 1a khong va cham manh nén dan
dén mot mau thuin nhu vay h s€ duge chiing minh 1a khong va cham manh.

Ki hiéu y(x)=y, L.y,

Va yx’) =y, L.y,

6 day x va x’ dugc dém thém d va d’ s6 0 tuong tng trong budc 2. Ki hiéu ti€p
cac gid tri dugc tinh trong cdc budc 4 va 512 g,,2,.....8 . VA €, e iyy tUONE
ung.

Chiing ta s& dong nhat hai truong hop tuy thuoc vao viéc cé hay khong
Ix| =Ix’l (mod m-t-1).

Truong hopl: 1x| #x’l (mod m-t-1)
Tai day d #d’ va y,,, #y’,,,. Ta co:

H(gMlly,,) = gy
=h*(x)
=h*(x’)
=g’£+l
= h(g,m”l”y,m)
la mot va cham d6i véi h viy,,, # ¥V 1.

Truong hop2: IxI =Ix’l (mod m-t-1)
Ta chia truong hgp nay thanh hai truong hop con:

Truong hop 2a: x| = IX.
Ta day ta c6 k=1vay,,, = y’,,;. Ta vat ddu nhu trong trudng hop 1:

h(g Iy, ;) = iy
= h*(x)
=h*(x")
=h(g’ Iy’ +1)

Néu g, = g’, thi ta tim thdy mot va cham ddi véi h, vi thé gia s g, = g’, khi d6
ta s€ co:
h(g,,lItlly,) = g
=g’
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=h(0™'lly,)
Hoac 1a tim thdy mot va cham do6i vé6i h hoac g, , =g’,-, va y, = y’,. Gia str
khong tim thdy va cham nao ,ta ti€p tuc thuc hién ngugc cac budc cho dén khi
cudi cung nhan duoc :

h(0,,,lly)) = g,
+1

=2’y
=g(g’ iy’ i)

Nhung bit thi (t+1) ciia 0*lly, bing 0 va bit th (t+1) clia g, 111y,
béang 1. Vi thé ta tim thay mot va cham daéi véi h.

Vi da xét hét cc trudng hop c6 thé nén ta c6 két luan mong muon.

C4u tric cta hinh 7.4 chi dugc dung khi m>= t+2. Bay gi¢ ta hay xem
xét tinh hudng trong d6 m = t+1. Can dung mot cdu tric khac cho h. Nhu
truGe day, gia su Ixl=n>m. Trudc hét ta ma x theo cach dac biét. Cach nay
dung ham f ¢6 dinh nghia nhu sau:

f(0)=0
f(1) =01
Thuat todn dé xay dung h*(x)dugc miéu ta trong hinh 7.5

Phép ma x—y = y(x) dugc dinh nghia trong vudc 1 thoa man hai tinh
chit quan trong sau:

1. néu x #x’ thi y(x)# y(x’) (tic 1a x— y(x) la mot don anh)

2. Khong ton tal hai chudi x# x” va chudi z sao cho y(x)= zlly(x’). N6i
cach khac khong cho phép ma hod nao 1a fpsstix ctia phép ma khac.
DIéu nay dé dang thdy dugc do chudi y(x) bat diu biang 11 va khong
ton tal hai s6 1 lién ti€p trong phan con lal ctia chubi).

Hinh 7.5 Mé& rong ham hash h thanh h* (m = t+1)

. Gia sty = y,y,...y, = HLI(x)IL....IIf(x,)
g1 = h(01||3’1)
. fori=1tok-1do
i1 = h(glly,)
.h*(x) =g,

o
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Dinh 1y 7.4

Gid sit h: (Z,)"—(Z,) la ham hash khong va cham manh. Khi dé ham
h¥: UL (Z,))Z,) dwoc xdy dung nhu trén hinh 7.5 la ham hash khong va

1=m
cham manh.

Chitng minh:

Gia st rang ta c6 thé tim dugc x #x’ sao cho h*(x)=h*(x’). Ki hiéu:

. Y(X) = Y1y Yi
va YX) =Yy Y
Ta xét hai truong hop:

Truong hop 1: k=1
Nhu trong dinh 1y 7.3 hodc ta tim thdy mot va cham ddi véi h hoic ta
nhéan duogc y =y’ song dIéu nay lal bao ham x = x’, dan dén mau thuén.

Truong hop2: k#1
Khong mat tinh téng qudt ,gia sir 1>k . trudng hop nay xir 1y theo kiéu

tuong tu. Néu gia thiét ta khong tim thiy va cham nao d6i véi h ,ta c¢6 day cac
phuong trinh sau:

Y=Y
Y1 =Y 11
Yi=Y 1

Song dIéu nay mau thuan vdéi tinh chat “khong posfixx” néu & trén. Tir day ta
két luan rang h* 1a ham khong va cham.

Ta sé€ tong két hoa hai xay dung trong phan nay va s6 céc ting dung ctia h can
thiét dé tinh h* theo dinh 1y sau:

Pinhly7.5
Gid su h: (Z,)'XZ,) la ham hash khong va cham manh,o day m>=t+1.

Khi do ton tal ham khong va cham manh
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h*: U;x;m (Z,)XZ,)
S6'lan h duoc tinh trong udc luong h* nhiéu nhdt bang :

[+ n néu m>=t+2
m-t-1

2n +2 néu m= t+2
trong do |x/=n.

7.6 cdc ham hash dua trén cic hé mat

Cho dén nay, cdc phuong phap da mo ta dé dua dén nhing ham hash
hau nhu déu rit cham d6i vé6i cdc tng dung thuc tién. Mot bién phéap khac 1a
ding cdc hé thong ma ho4 bi mat hién c6 dé xay dimg c4dc ham hash. Gia st
ring (P,C,K,E,D) 12 mot hé thong mat ma an toan vé mit tinh todn. D€ thuan
tién ta ciing gia thi€t raing P = C = K = (Z,)".6 daychon n>=128 dé xay ngin
chin kiéu tan cong ngay sinh nhat. DIéu nay loal trir viéc dung DES (vi do dai
khoa cua DES khac vé6i do dai ban ro).

Gia str cho trugc mot xau bit:
x= x1lIx2Il....IIxk

trong do xi € (Z,)", 1<1 < (néu s6 bit trong x khong phai 12 boi cua n thi can
chén thém vao x theo c4ch nao dé. Chang han nhu c4dch 1am trong nuc 7.5. Dé
don gian ta s& bo qua dIém nay).

Y tudng co ban 1 bit ddu bing mot “gid tri ban ddu” ¢d dinh g, =IV va
sau d6 ta xay dung g,....,g, theo quy tac thiét lap :

g = f(x;,g;.1)-

G day f 1a ham két hop toan bo cac phép ma hoa ctia hé mat duoc dung. Cudi
cung ta dinh nghia ban tém lugc ctia thong bao h(x) =g,.

Vai ham hash kiéu ndy da dugc dé xuat va nhiéu loai trong chiing to ra
khong an toan (khong phu thudc vao viéc liéu hé mat co ban c6 an toan hay

khong ). Tuy nhién , ¢6 4 phuong dn khac nhau c¢6 vé an toan cua so d6 nay :

gi =€ i (%) @ x;

Trang 44



Vietebooks Nguyén Hoang Cudng

gi =€ i (X) DX D g
gi=eu (X, ®Dg,)Ox
gi = C g1 X ®g)OxDg,

7.7 Ham hash MD4.

Ham hash MD4 duoc Riverst dé xuat nam 1990 va mot hién ban manh
1a MD5 ciing dugc dua ra nam 1991. Chuén ham hash an toan (hay SHS) phic
tap hon song cling dua tén cac phuong phéap tuong tu. N6 dugc cong bo trong
h6 so lien bang nam 1992 va dugc chip nhan lam tiéu chuin vao ngay
11/5/1993. Tat ca cac ham hash trén déu rat nhanh nén trén thuc t€ chiing
dung dé ki c4c bic dién dai.

Trong phan nay s& mo ta chi ti€t MD4 va thao luan mot s6 cal tién dung

trong MD5 va SHS.

Cho trudc mot xau bit trude hét ta tao mot mang:
M =M[0] M[1]... M[N-1].
trong d6 M[i] Ia xau bit c6 do dal 32 va N =0 mod 16. Ta s€ goi M[i] la
. M dugc xay dung tir x bang thuat toén trong hinh 7.6.

Hinh 7.6 Xay dung M trong MD4

1. d=447-(IxI mod 512)

2. gia str £ 12 ki hiéu biéu dién nhi phan ctia Ix| mod
254011 = 64

3. M= xII1110%1¢

Trong viéc xay dung M, ta gan s 1 sson 1€ vao x, sau do s€ gai thém
céc s6 0 du dé do dai tré nén déng du vé6i 448 modulo 512.,cudi cling noi
thém 64 bit chua biéu dién nhi phan vé do dal (ban diu) cta x(dugc rit gon
theo méulo 2* néu can). Xau két qua M c6 do dal chia hét cho 512. Vi thé khi
chat M thanh céc tir 32 bit , s6 tir nhan duoc 1a N-s€ chia hét cho 16.

Bay gio, ti€p tuc xay dung ban tém lugc thong bdo 128 bit. Hinh 7.7
dua ra mo ta thuat toan & muc cao. Ban tom lugc thong bao dugc xay dung
nhu su két noi 4 tir A,B,C va D ma ta s€ goi la cac thanh ghi. Bon thanh ghi
duoc khoi dong nhu trong bude 1. Ti€p theo ta xir 1 bang M 16 bit tir ciing
ldc. Trong méi vong 1dp & bude 2, dau tién 14y 16 tir “ti€p theo” cua M va luu
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chiing trong bang X (budc 3). Cac gia tri ciia bon thanh ghi dich sau do sé
duoc luu lai (bude 4). Sau do6 ta sé thuc hién ba vong “bam” (hash). Moi vaong
gom mot phép todn thuc hién trén mot trong 16 tir trong X. Cac phép toan
duoc thuc hién trong ba vong tao ra cac gia tri méi trong bon thanh ghi. Cudi
ciing ,bon thanh ghi dugc update (cap nhat) trong budc 8 bang cédch cong
ngugc cac gia tri luu trude do6 trong budce 4. Phép cong nay dugc xac dinh la
cong cac s6 nguyén duong ,dugc rit gon theo modelo 2.

Ba vong trong MD4 1a khic nhau (khong giong nhu DES. 16 vong déu
nhu nhau). Trudc hét ta s&€ mo ta val phép toan khac nhau trong ba vong nay.
Trong phan sau,ta ki hiéu X va Y 1a cdc tir ddu vao va mdi phép todn s€ tao ra
mot tir ddu ra. Dudi day 1a phép toan duoc dung:

XAY 1a phép “AND” theo bit gitta X va Y

XVvY la phép “OR” theo bit gitta X va Y

X@Y la phép “XOR” theo bit gitta X va Y

—X chi phan bu cia X

X+Y 12 phép cong theo modulo 2°.

X<< s phép dich vong trdl X dl s vi tri (31>=s >=0).

Chu ¥ ring, tat ca cdc phép toan trén déu tat nhanh va chi c6 phép s6
hoc duy nhat dugc dung 1a phép cong modulo 2*2. Néu MD4 dugc ting dung
thi can tinh dén kién tric co ban clia may tinh ma né chay trén d6 dé thuc hién
chinh xdc phép cong. Gia sur a,a,asa, 1a 4 byte trong tir xem moi a,nhu mot s6
nguyén trong dal 0-255 duoc biéu dién dué6i dang nhi phan. Trong kién tric
kiéu endian 16n (chang han nhu trén tram Sunsparc) tir nay biéu dién s
nguyeén.

a2*+a2"%+a2% +a,

Trong kién triic kiéu endian nhé (chang han ho intel 80xxx). Tir nay
biéu dién s6 nguyén:

a,2%+ + a; 2'° + a, 2%+a,
MD4 gia thiét dung kién tric kiéu endian nho. PIéu quan trong 1a ban tém
luoc thong bdo doc 1ap véi kién triic co ban. Vi thé néu muon chay MD4 trén
may tinh endian 16n can thuc hién phép cong X+Y nhu sau:

1. Trao d6i X, va X ; X, VA X3, y, VA y,; Y, VA ¥5

2. Tinh Z = X+Y mod 2*
3. Trao d6i z, va z, ; 7, V2 z,.
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Hinh 7.7 ham hash MD4

1. A=67452301 (hé hexa)
B = efcdab89 (h¢ hexa)
C = 98badcfe (hé hexa)
D = 10325476 (hé hexa)
fori=0to N/16-1 do
fori=1to 15do
X[i] = M[16i+]]

4. AA=A

BB=B

CcC=C

DD=D

round1

round?2

round3
. A=A+AA

B =B+ BB

C=C+CC

D=D+ DD

Rl

I

Céc vong 1, 2 va 3 cia MD4 dung tuong ting ba ham f, g, va h. M6i ham nay
la mot ham boolean tinh theo bit dung 2 tir lam dau vao va tao ra mot tur tai
ddu ra. Ching dugc x4c dinh nhu sau:

f(X,Y,Z) = (XAY) V((-X)AZ)

g(X,Y,Z) = (XAY) V(XAZ) V(YAZ)

h(X,Y,Z)=X® YD Z

Céc hinh 7.8-7.10 s& mo ta day du cac vong 1,2 va 3 cia MD4.

MD4 dugc thiét k€ chay rat nhanh va qua thuc phadn mém chay trén
mdy Sun SPARC c6 t6¢ do 1.4 Mbyte/s. Mit khéc, khé c6 thé n6i dléu gi cu
thé vé do mat ctia ham hash, chang han nhu MD4 vi n6 khong dua trén val
toan kho da nghién ctu ki (vi du nhu phan tich nhan tir trén bal toan logarithm
roi rac). Vi thé trong truong hop Dé su tin cdy vao do an toan ctuia hé thong chi
c6 thé dat duoc vé thdi gian va nhu vay c6 thé hi vong hé thong vira dugc
nghién ctu va khong tim thay su khong an toan nao.
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WA W=

A = (A+{(B,C,D) + X[0]) << 3
D= (D + f(A,B,C) +X[1]) << 7
C=(C+{(D,AC +X[2]) << 11
B= B+ f(C,D,A) +X[3]) << 19
A =(A+1{(B,CD)+X[4]) << 3
D= (D + f(A,B,C) +X[5]) << 7
C=(C+{(D,AC +X[6]) << 11
B=B+f(CD,A) +X[7]) << 19
A=(A+1(B,CD)+X[8]) << 3
D= (D + f(A,B,C) +X[9]) << 7
C=(C+f(D,AC) +X[10]) << 11
B=B+f(C,D,A) +X[11]) << 19
A=(A+1{B,CD) +X[12]) << 3
D= (D + f(A,B,C) +X[13]) << 7
C=(C+1{(D,AC +X[14]) << 11
B= B+ f(C,D,A) +X[15]) << 19

Mac di MD4 van chua bi pha song cac phién ban y&u cho phép bo qua hoac
vong thit nhat hodc thit ba déu c6 thé bi phd khong khé khin gi. nghia 1a dé
dang tin thdy cac va cham d6i véi cac phién ban chi c6 hai vong. Phién van
manh cua MD5 la MD5  dugc cong bo nam 1991. MD5 dung vong thay cho
ba va cham hon 30% so v6i MD4 (khoang 0.9 Mbyte/s trén cung may).

Chu4n ham hash an toan phtc tap va cham hon. Ta s& khong mo ta day
du song s€ chi ra mot val cal tién trén no.

1. SHS duogc thiét k&€ dé chay trén mdy kién tric endian 16n hon 12 trén mdy

2.
3.

endian nho.
SHA tao ra cac ban tom lugc thong bao 5 thanh ghi (160 bit).

SHS xtr 1i 16 tir ctia bic dién cuing mot lic nhu MD4. Tuy nhién, 16 tir
trude tién duge “ma rong” thanh 80 tir ,sau d6 thuc hién mot day 80 phép
tinh ,mo6i phép tinh trén mot tir.
Hinh 7.9 Vong 2 cuaMD4.
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A = (A +g(B,C,D) + X[0] + 5A827999) <<3
D = (D +g(A,B,C) + X[4] + 5A827999) <<5
C = (C +g(D,A,B) + X[8] + 5A827999) <<9

B = (B +g(C,D,A) + X[12] + 5A827999) <<13
A = (A +g(B,C,D) + X[1] + 5A827999) <<3
D = (D +g(A,B,C) + X[1] + 5A827999) <<5
C = (C +g(D,A,B) + X[5] + 5A827999) <<9

B = (B +g(C,D,A) + X[13] + 5A827999) <<13
A = (A +g(B,C,D) + X[2] + 5A827999) <<3
10. D= (D +g(A,B,C) + X[6] + 5SA827999) <<5
11. C=(C+g(D,A,B) + X[10] + 5A827999) <<9
12. B=(B+g(C,D,A) + X[14] + 5A827999) <<13
13.  A=(A+g(B,C,D) + X[3] + 5A827999) <<3
14. D= (D +g(A,B,C) + X[7] + 5A827999) <<5
15. C=(C+g(D,A,B)+ X[11] + 5A827999) <<9
16. B=(B+g(C,D,A) + X[15] + 5A827999) <<13

XN E W=

Dung ham mé rong sau day: Cho trude 16 tir X[0] ...X[15], ta tinh thém
64 tur nita theo quan hé dé quy.

X[j] = X[j-3]1@ X[j-8]@ X[j-14]® X[j-16],79>j=>16 7.1
Két qua cua phuong trinh (7.1) 1a méi mot trong céc tir X[16]...X[79] duoc
thiét 1ap bang cach cong ® v6i mot tap con xac dinh nao d6 clia cac tir
X[0]...X[15].

Vi du: Ta c6:

X[16] = X[0] ®X[2]DX[8]DX[13]

X[17] = X[1] ®X[3]DX[9]DX[14]

X[18] = X[2] ®X[4]®X[10]DX[15]

X[19] = X[0] @X[2]X[3]DX[5]DX[8]DX[11]DX][13]
X[79] = X[1] @X[4]DX[15]®X[8]DX[12]DX[13].

Mot dé xuat doi hoi stra lai SHS lién quan dén ham md rong trong dé dé nghi
dat lai phuong trinh 7.1 nhu sau:
X[j] = X[j-3] ®X[j-81®X[j-14]1®X[j-16] <<1; 79> | > 16 (7.2)
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Hinh 7.10 : Vong ba cua MDA4.

A = (A + h(B,C,D) + X[0] + 6ED9EBA1) <<3

D = (D + h(A,B,C) + X[8] + 6ED9EBA1) <<9
C=(C +h(D,A,B) + X[4] + 6ED9EBA1) << 11
B=(B+h(C,D,A) + X[12] + 6ED9EBA1) << 15
A = (A +h(B,C,D) + X[2] + 6ED9EBA1) <<3

D = (D + h(A,B,C) + X[10] + 6ED9EBA1) <<9
C = (C + h(D,A,B) + X[6] + 6ED9EBA1) << 11
B=(B+h(C,D,A) + X[14] + 6ED9EBA1) << 15
A =(A +h(B,C,D) + X[1] + 6ED9EBA1) <<3

D = (D + h(A,B,C) + X[9] + 6ED9EBA1) <<9
C=(C +h(D,A,B) + X[13] + 6ED9EBAI) << 11
B=(B+h(C,D,A) + X[13] + 6ED9EBA1) << 15
A = (A +h(B,C,D) + X[3] + 6ED9EBA1) <<3
D= (D +h(A,B,C) + X[11] + 6ED9EBA1) <<9
C=(C+h(D,A,B) + X[7] + 6ED9EBA1) << 11
B=(B+h(C,D,A) + X[15] + 6ED9EBA1) << 15

RN B W=

— e = e e e
SN —O

Nhu trude day , todn tir ’<<1”’ l1a phép dich vong trai mot vi tri.

7.8 nhan thoi gian (timestamping).

Mot kho khan trong so do chit ki 1a thuét todn ki c6 thé bi t6n thuong.
Chang han, gia st Oscar c¢6 kha niang xac dinh s6 mil mat a ctia Bob trén bat ki
biic dién nao ma anh ta mu6n. Song con van dé khac (c6 thé nghiém trong hon
)la : tir day nguoi ta sé dat cau hdi vé tinh xdc thuc cua tét ca cac bic dién ma
Bob ki, ké ca nhitng biic dién ma anh ta ki trudc khi Oscar dénh cép dugc
thuat toan.

Tur day lai c6 thé ndy sinh tinh huéng khong mong muén khéc : gia st
Bob ki mot buc dién va sau d6 tir choi 1a da khong ki né. Bob c6 thé cong khai
thuat toan ki cia minh sau d6 cong bo rang chit ki cuia anh ta trén bic dién
dang n6i trén la gia mao.
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Li do c6 céc kiéu su kién nay la do khong c6 cdc nao cdc dinh bic dién
duoc ki khi ndo. Nhin thoi gian c6 thé cung cap bing chiing ring, bic dién da
duoc ki vao thoi diém cu thé nao dé. Khi d6 né thuat todn ki ctia Bob c6 nhugc
diém (bi ton thuong) thi bat ki chit ki nao anh ta ki truéc d6 s& khong con hop
lé. PIéu nay giong véi kiéu thuc hién cdc thé tin dung: Néu ai d6 1am mat thé
tin dung va thong bao cho nha bang da phat hanh thi thé mat hiéu luc. Song
céc cudc mua ban thuc hién trude khi mat n6 thi van khong bi anh hudng.

Trong phan nay s& mo ta mot val phuong phdp gan nhan thoi gian.
Tru6c hét,nhan xét rang, Bob c6 thé tao ra mot nhan thoi gian ¢6 stc thuyét
phuc trén chit ki ctia anh ta. Dau tién, Bob nhan dugc mot thong tin “hién thoi
“ ¢6 san cong khai nao d6, thong tin nay khong thé du doan dugc trude khi né
xay ra. Vi du thong tin chia tat ca cac loi thé vé mon bong chay cua céc lién
minh chinh tir ngay truéc d6, hay cac gid tri clia tit ca ¢6 phan dwocj 1én danh
sdch trong sd giao dich chiing khoan NewYork. Ta ki hiéu thong tin nay bang
chit pub.

Bay gio gia st Bob mudn dan nhan thoi gian trén chit ki ciia minh trén
biic dién x. Gia thiét rang, h 1a ham hash cong khai biét trudc. Bob s& thuc
hién theo thuat todn trong hinh 7.11.Sau day 1a cach so d6 lam viéc : su ¢6 mat
cuia thong tin pub c6 nghia la bob khong thé tao ra dugc y trudc ngay dang néi
dén. Con mot thuc t€ 1a y cong bo trong mot to bao ra ngay ti€p theo chiing to
rang bob da khong tinh y sau ngay dugc néi dén. Vi thé chit ki y ctia bob bi
han ché trong thodi han mot ngay. Ciing nhan xét thay rang, bob khong dé 10
biic dién x trong so d6 nay vi chi c6 x dugc cong bo ... Néu cin bob c6 thé
ching minh rang x 12 bic dién ma anh ta da ki va ddn nhan thoi gian mot cach
don gian 1a lam 16 n6.

Ciing khong kho khan tao ra tao ra cac nhan thoi gian néu ¢6 mot co
quan dich vu d4n nhan ddng tin cay. Bob c6 thé tinh z = h(x) va y = sig, (z) va
sau d6 gui (z va x ) dén co quan lam dich vu dan nhan thoi gian (TSS). TSS
sau d6 s& gan ngay D va ki (danh dau)bo ba (z,y,D). Cong viéc nay s€ hoan
hao mién 1a thuat to4n ki ctia TSS an toan va TSS khong thé bi mua chuoc dé
lui ngdy dan nhan cua thoi gian. (chd ¥ rdng phuong phap nay chi duoc thiét
1ap khi bob da ki mot bic dién trudc mot thoi gian nao d6. Néu bob mudn
thi€t 1ap cal anh ta di ki né sau ngay nao do ,anh ta c6 thé két hop thong tin
cong khai pub nao dé nhu phuong phép truée do).

Hinh 7.11 :Dan nhan thoi gian 1én chit ki trén bic dién x.
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. Bob tinh z = h(x).

. Bob tinh z’ = h(z llpub).

. Bob tinh y =sig,(z’).

. Bob cong bé (z,pub,y) trén t& bao ra ngay hom sau.

AWM —

Néu nhu khong muén tin vo diéu kién vao TSS thi ¢6 thé ting do an
toan 1én bang cdch lién két cac thong bao da ddan nhan thoi gian. Trong so do
nhu vay, bob s& giri mot b ba duoc xép thi tu (z,x,ID)(Bob) cho TSS. & day, z
la ban tém lugc thong bao cta buc dién x,y la chit ki ciia bob trén z ,con
ID(Bob) 1a thong tin dinh danh ctia Bob. TSS s& din nhan thdi gian mot chubi
bo ba c6 dang nay. Ki hi¢u (z,,y,.ID,) 1a bo ba thit tu n dugc TSS ddn nhan
thoi gian va cho t, 1a ki hiéu thoi gian ldc thuc hién yéu cau thi n.

Hinh 7.12: Dan nhan thoi gian (z,,y,,ID,).

. TSS tI,IIh Ln = (tn—l’IDn—l’Zn—IYn—l’h(Ln—l))
TSStinh C, = (n, t,, z,, ID,, L)

TSS tinh S, = sigrgs (h (C,))

TSS gtii (C,, S,, ID, ) cho ID,.

B

TSS s& dén nhin thoi gian 1én bo ba thit n bang fthuat todn néu trén hinh 7.12.
L, 12 “thong tin lién két dé n6i yéu cau thi n vao yéu cau trude dé. (L, duge
chon lam thong tin gia nao dé (dugc xdc dinh trude day)dé qua trinh duoc bat
dau)”.

Bay gid néu duoc yéu ciu (challenge). Bob c6 thé dé 16 biic dién x, clia
minh, va sau d6 c6 thé x4c minh y,. Ti€p theo , cic minh chit ki s, ctia TSS.
Néu muon thi ¢6 thé doi ID, | hoic ID,,, dé tao ra nhan thoi gian (C,_,, S,
ID,) va (C,,,, S,.;, ID,,,) tuong ting ctia chiing. C4c chit ki ctia TSS c6 thé
dugc kiém tra theo nhén thoi gian nay. Di nhién , qud trinh nay c6 thé tiép tuc
t6i mitc mong muon, trudc hay sau do.
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7.9.CAC CHU Y VE TAI LIEU DAN

Ham hash log roi rac dugc mo ta trong muc 7.4 1a ctia chaum , van
heijst va pfitzmann [CvHP92]. Con ham hash ¢6 thé chiing minh dwocj 1a an
toan lién 12 hop s6 n khong thé phan tich thanh nhan tu 13 do gibson [Gib91]
dua ra (bai tap 7.4 ¢ mo ta so do nay).

Co s6 cho viec m mé rong ham hash trong muc 7.5 1a cia Damgard
[DA90] Merkle ciing dua ra cac phuong phédp tuong tu [ME90].

Cac thong tin lién qua t6i viéc xay dung cdc ham hash dua trén cic hé
thong ma kho4 bi mat. Ban doc c6 thé xem trong [PGV94] clia Preneel,
Govaerts va Vandewalle.

Thuat todn MD4 duoc dua ra trong [Ri91] ctia Rivest, con tiéu chuén
hash an toan dugc mo ta trong [NBS93]. Tan cong hai trong ba vong MD4 1a
ctia Boer va Bossalaer [DBB92]. C4c ham hash gan day ké ca N-hash 12 clia
[MOI90] va Snefru [ME90A].

Ngoai ra c6 thé tim thay téng quan vé ki thuat bam trong Preneel,

Govaerts, Vandewalle [PGV93].
Bai tap
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CHUONG 7
CAC HAM HASH

7.1 CAC CHU KI VA HAM HASH.

Ban doc c6 thé thay rang cdc so do chit ki trong chuong 6 chi cho phép
ki cdc btic dién nh6.Vi du, khi dung DSS, biic dién 160 bit s& dugc ki bang
chit ki dai 320 bit. Trén thuc t€ ta can cdc bitc dién dai hon nhiéu. Ching han,
mot tai lieu vé phép luat cé thé dai nhiéu Megabyte.

Mot cach don gian dé€ gai bai todn nay 1a chit cac biic dién dai thanh
nhi€u doan 160 bit, sau d6 ki 1én cdc doan d6 doc 1ap nhau. Diéu nay ciling
twong tu nhu ma mot chuoi dai ban ro bang cach ma ctia moéi ki tu ban rd doc
lap nhau bang ciing mot ban khoa. (Vi du: ché€ do6 ECB trong DES).

Bién phéap nay c6 mot s6 vd dé trong viéc tao ra céac chit ki s6. Trude
hét, v6i mot biic dién dai, ta két thic bang mot chit ki rat 16n ( dai gap doi bic
dién goc trong trudng hop DSS). Nhuoc diém khac 1 cdc so d6 chit ki “an
toan” lai cham vi ching dung cac phap s6 hoc phic tap nhu s6 mii modulo.
Tuy nhién, vdn dé nghiém trong hon vé6i phép todn nay 1a bic dién da ki ¢6 thé
bi sép x€p lai cac doan khéc nhau,hodc mot s6 doan trong ching c6 thé bi loai
bd va bitc dién nhan dugc van phai xac minh dugc. Ta cin bao vé su nguyén
ven clia toan bo biic dién va diéu nay khong thé thuc hién dugc bang cach ki
doc lap timg mau nho clia chiing.

Giai phép cho tat ca cdc van dé nay 1a ding ham Hash ma khod cong
khai nhanh. Ham nay 1ay mot bic dién c¢6 do dai tuy y va tao ra mot ban tom
lugc thong bao cé kich thude qui dinh (160 bit néu dung DSS).

Sau d6 ban tom lugc thong bao s€ duoc ki. Voi DSS, viéc dung ham
Hash dugc biéu dién tré hinh 7.1.

Khi Bob muon ki bitc dién x, trudc tién anh ta xay dung mot bnr tom
lugc thong bdo z =h(x) va sau d6 tinh y = sigy (z ). Bob truyén cap ( x,y)
trén kénh. Xét thay c6 thé thuc hién xdc minh (bdi ai d6 ) bing cédch trudc hét
khoi phuc ban tém lugc thong bdo z =h (x) bang ham h cong khai va sau dé
kiém tra xem ver, (x,y) cé = true, hay khong.
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Hinh 7.1.Ki mo6t ban tém luoc thong bao

Biic dién X do dai tuy y
\

ban tém lugc thong bdo:z = h (x) 160 bit

Chir ki y = sig k(z) 320 bit

7.2. HAM HASH KHONG VA CHAM

Ching ta can chi y rang,viéc ding ham hash h khong lam giam su an toan
clia so do chit ki vi né 1a ban tém lugc thong bao duoc chit ki khong phai 1a
buc dién. Diéu can thi€t d6i véi h 1a can thod man mot so tinhs chit nao d6 dé
tranh su gia mao.

Kiéu tdn cong thong thudng nhat 1a Oscar bat dau bang mot biic dién dugc
kihoplé (x,y),y =sigg(h (x)),(Cap (X, y) la bitc dién bat ki dugc Bob ki trude
dé). Sau d6 anh ta tinh z =h(x) va thir tim X # X sao cho h(x) =h(x). Néu
Oscar 1am dugc nhu vay, (x, y) s& 1a biic dién ki hop 1€, titc mot biic dién gia
mao. D€ tranh kiéu tdn cong ndy, h can thoa man tinh khong va cham nhu sau:

Dinh nghia 7.1

Ham hash h 1a ham khoéng va cham yéu néu khi cho truéc mot bic dién
x, khong thé tién hanh vé mat tinh todn dé tim mot buc dién x # x sao cho
h (x) = h(x).

Mot téan cong kiéu khdc nhu sau: Trudc hét Oscar tim hai bitc dién x # x’
sao cho h(x) =h(x). Sau d6 Oscar dua x cho Bob va thyét phuc Bob ki ban tém
luoc thong bao h(x) dé nhan dugc y. Khi d6 (x,y) 1a thong bdo (bic dién ) gia
mao hop 1é.

Pay la 1i do dua ra mot tinh chat khong va cham khac.

Dinh nghia 7.2.
Ham Hash h 1a khong va cham manh néu khong ¢6 kha nang tinh toan
dé tim ra buc diénk x va x sao cho x #x va h(x) =h(x).
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Nhan xét rang: khong va cham manh bao ham va cham yéu.

Con day 1a kiéu tan cong thit 3: Nhu da néi ¢ phan 6.2 viéc gia mao cac
chit ki trén ban tom lugc thong bdo z ngau nhién thuong xay ra véi so do chit
ki. Gia sit Oscar tinh chit ki trén ban tém lugc thong bao z ngiu nhién nhu
vay. Sau d6 anh ta tim X sao cho z= h(x). Néu lam dugc nhu vay thi (x,y) la
bitc dién gia mao hop 1¢. D€ tranh dugc tdn cong nay, h can thod man tinh
chat mot chiéu (nhu trong hé ma khoa cong khai va so @6 Lamport).

Dinh nghia 7.3.
Ham Hash h 12 mot chiéu néu khi cho truée mot ban tém luge thong béo z,
khong thé thuc hién vé mit tinh to4an dé tim bic dién x sao cho h(x) = z.

Bay giod ta sé chiing minh rang, tinh chit khong va cham manh bao ham
tinh mot chiéu bang phan ching. Pic biét ta s& ching minh ring, c6 thé ding
thuat toan dao v6i ham Hash nhu mot chuong trinh con (gia dinh ) trong thuat
todn xac sudt Las Vegas dé tim cdc va cham.

Su rit gon nay c6 thé thuc hién véi mot gia thiét yéu vé kich thudc twong
doi cua ving va mién (domain and range) cia ham Hash. Ta ciing sé gia thiét
ti€p 12 ham Hash h: X—Z, X,Z la cdc tap hitu han va | X| >2|Z|. Pay 1a gia
thi€t hop 1i :Néu xem mot phan tir ciia X duoc ma nhu mot xau bit ¢6 do dai
log, | X| va phan tit clia Z duoc ma hod nhu mot xau bit c6 do dai log, | X | thi
ban tém lugc thong bdo z = h(x) it nhat cling ngan hon bic dién x mot bit (ta
s& quan tAm dén tinh huong viung X 13 vo han vi khi d6 c6 thé xem xét céc biic
dién dai tuy y. Lap luan do cua ta cling ap dung cho tinh huéng nay).

Tiép tuc gia thiét 1a ta c6 mot thuat toan dao doi véi h, nghia la c6 mot
thuat toan A chap nhan nhu dau vao ban tém lugc thong bdo zeZ va tim mot
phan tr A(z) € X sao cho h(A(z)) = z.

Ta s€ chitng minh ding i du6i day:
Dinh 1i 7.1:
Gia slt h: X—Z 12 ham Hash, trong d6 | X |va|Z| hitu han va | X|>

2|Z|. Cho A 1a thuat todn d4o d6i véi h. Khi d6 tén tai mot thuat todn Las
Vagas xac sudt tim dugc mot va cham doi véi h v6i xac suat it nhat 1al/2.

Ching minh :
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Xét thuat toan B dua ra trong hinh 7.2. R6 rang B 1a mot thuat todn xac
sudt kiéu Las Vegas vi n6 hoac tim thdy mot va cham, hoic cho cau tra 16
khong. Van dé con lai 1a ta phai tinh xac suat thanh cong, Vi x bat ky thudc
X, dinh nghia x ~ x, néu h(x) = h(x,). D& thiy ring, ~ 1a quan hé tuong
duong. Ta dinh nghia:
[x] = {x,eX: x ~x,}

Maoi 16p tuwong duong [x] chita anh dao clia mot phan tir thudc Z nén s6 cac
16p twong dwong nhiéu nhat 1a | Z | . Ki hiéu tap céc 16p twong duong 1a C.

Bay gio gia str, x 1a phan tir € X dugc chon trong bude 1. V6i gia tri x
nay, s€ co f[x] | gid tri X, c6 thé cho phép trd lai budc 3. | [x] -1 cdc gia tri x,
nay khéc véi x va nhu vay budc 4 thanh cong. (Chi ¥y rang thuat thodn A
khong biét biéu dién cdc 16p tuong duong [x] da chon trong budc 1). Nhu
vay, khi cho trudc lua chon cu thé x e X, xac suét thanh cong 1a

Ao l-1/] ]

Hinh.7.2 Dung thuét toan ddo A d€ tim cdc va cham cho ham Hash

1.chon mot ss6 ngau nhién x €X
2. Tinh z=h(x)
3.Tinh x,= A(Z)
4.1f x, # x then
X va x; va cham duéi h (thanh cong)
else

Quit (sai)

Xdéc suat thanh cong ctia thuat todn B bang trung binh cong tat ca cac lua
chon x c6 thé:

P(thanh cong) = (1/|X )X, ex(11x]]-1)/][x]]
= (WX ZeeeZ e lel-1y/] ]
= YIX|Zecllel-D) =/IxXDh Zoccle] -2 el
>=(|x -1zl ) /x|
>=((Ix] -1zl /Ix|=3
Nhu vay, ta da xay dung thuat toan Las Vegas c6 xac sudt thanh cong it nhat
bang 1/2.
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Vi thé, d6 1a diéu kién di dé ham Hash thoa man tinh chat khong va
cham manh vi né bao ham hai tinh chat khac.Phan con lai cia chuong nay ta
chi quan tam dén cac ham Hash khong va cham manh.

7.3 TAN CONG NGAY SINH NHAT(birthday)

Trong phan nay, ta s& xac dinh di€u kién an toan cén thit ch ham Hash
va diéu kién nay chi phu thuoc vao luc lugng cta tap Z (tuong duong vé kich
thudc cua bang thong bao ).Diéu kién can thiét na rit ra tu phuong phap tim
ki€m don gian ac va cham ma nguoi ta da bi€t dén dudi cai tén tan cong ngay
sinh nhat (birthday phuong phaparradox), trong bai todn:mot nhom 23 ngudi
ngau nhién, cé it nhat 2 nguoi ¢6 ngay sinh truing nhau véi xac sudt it nhat
121/2.(Di nhién, day chua phai 1a nghich li,song d6 1a truc gidc doi lap c6 thé
xay ra). Con 1i do cua thuat ngr “tan cong ngay sinh nhat ” sé ro rang khi ta
tiép tuch trinh bay.

Nhu truc day, ta hdy gia st raing :h:X—Z 1a ham Hash, X,Z hitu han
va | X| >=2|Z| Ding nghia | X| =m va|Z| = n.Khong khé khan nhan thay
rang, c6 it nhat n va cham va van dé dit ra 1a cich tim chiing. Bién phédp don
so nhat 1a chon k phan t&r ngau nhién phan biét x,,X,.....x, €X, tinh z, =
h(x,),1<=1 <=k va sau d6 xac dinh xem liéu c6 xay ra va cham nao khong
(bang cé4ch, ching han nhu sép xép lai cic z).

Qua trinh nay tuong tu véi viéc ném k qua bong vao thung va sau do
kiém tra xem liéu c6 thing ndo chia it nhét hai qua hay khong (k qiia bong
tuong duong véi k gia tri X, ngau nhién va n thung tuong ting véGi n phan ti c6
thé trong Z).

Ta s€ giGi han dudi ctia xac suat tim thdy mot va cham theo phuong
phéap nay.Do chi quan tam dén giGi han dudi vé xac suélt va cham nén ta s€
gia s rang |h' ()|~ m/n v6i moiz eZ. (day la gia thi€t hgp 1i :Néu cac anh
dao khong x4ap xi bang nhau thi xdc suét tim thdy mot va cham sé€ ting 1én ).

Vi cdc anh d4o déu c6 kich thuéc bang nhau va c4c X; 4, chon mot cich
ngiu nhién nén céc z ; nhan dugc c6 thé xem nhu cic phan tlir ngiu nhién cta
riéng biét kha don gian.Xét cac z theo thi tu z,, ...,z. Phép chon z, diu tién
1a tuy y. Xac suat dé z,#z, 1a 1-1/n; xdc suat dé z; # z, va z,1a 1- 2/n. vv...

Vi thé ta udc lugng xéc sudt dé khong cé va cham nao la:

(1-1/m)(1-2/n)... (1-(k-1/n)) = (1-1/n)
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Néu x 12 s6 thuc nho thi 1- x ~ ™. Udc luong nay nhan dugc tir hai s6
hang du tién cta ca chubi khai trién.
e*=1-x+x%2!-x%3! ..

Khi d6 xac suat khong cé va cham nao Ia :
k-1 H k-1

H(l_L) ~ H el — @ K(k-D/n

i=1 n i=1
Vi thé ta udc lugng xéc suat dé c6 it nhat mot va cham 1a
1 —e-kG=Dyn

Néu ki hiéu xéc suat nay 1a € thi ¢6 thé giai phuong trinh d6i véi k (nhu mot
ham cuan va g)

l_e—k(k—l)/n ~ 1 -€

-k(k-1)n = In(1-¢)

k*- k~=nln 1/(1-¢)
Né&u bo qua s6 hang k thi :

k= 1/nlni
1-¢

Néu lay € = 0.5 thi

k ~1.17J/n
biéu nay néi lén rang, viéc chat (bam) trén +/n phan tir ngau nhién cta X s&
tao ra moOt va cham véi xac suatt 50%. Chi ¥ rang, cach chon ¢ khac sé dan
dén hé s6 hing s6 khdc song k van ty 1én vé6i +/n .

Néu X la tap nguoi,Y la tap gom 365 ngy trong nam (khong nhuan tic
thang 2 ¢6 29 ngay) con h(x) la ngay sinh nhat cua x, khi do ta sé gia guyét
bang nhgich 1y ngay sinh nhat. Lay n = 365, ta nhan duogc k ~ 22,3. Vi vay,
nhu da néu & trén, s€ c6 it nhat 2 nguoi ¢6 ngay sinh nhat tring nhau trong 23
ngudi ngiu nhién véi xdc suat it nhat bang 1/2.

Téan cong ngay sonh nhat dat giéi han cho cac kich thude cac ban tém
luoc thong bdo. ban tém luoc thong bdo 40 bit s& khong an toan vi ¢ thé tim
thdy mot va cham véi xdc suat 1/2 trén 2*° (khoang1.000.000)doan chit ngiu
nhién. Tir day cho thdy ring, kich thudc t6i thiéu chap nhan duoc ciia ban tém
luoc thong bao 1a 128 bit (t4n cong ngay sinh nhat can trén 2°* doan chit trong
truong hop nay). B6 chinh 1a 1y do chon ban tém Iuge thong bao dai 160 bit
trong so d6 DSS.

Hinh7.3. Ham hash chaum-Van heyst-Plitzmann.
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Gia str p 1a s6 nguyén t6 16n va q =(p-1)/2 ciing la s6
nguyén t6. Cho a va [ 1a hai phan ti nguyén thuy cua Zp. Gia
tri log, 3 khong cong khai va gia str rang khong ¢4 kha nang
tinh toan dugc gia tri cua no.

Ham Hash:

h: {0,...,q-1}x{0,....q-1} —> Zp\ {0}
duoc dinh nghia nhu sau:

h(x1,x2) =o*'B*> mod p

7.3. ham hash logarithm roi rac

Trong phan nay ta s€ mo ta mot ham Hash do Chaum-Van Heyst va
Pfitmann dua ra. Him nay an toan do khong thé tinh dugc logarithm rdi rac.
Ham Hast ndy khong dl nhanh dé ding trong thuc t€ song né don gian va cho
mot vi du t6t vé mot ham Hash ¢6 thé an toan dudi gia thuyét tinh toén hop 1y
nao s6. Ham Hash Caum-Van Heyst- Pfitmann dugc nét trong hinh 7.3. Sau
day s€ chiing minh mot dinh 1y lién quan dén su an toan ctia ham Hast nay.

Dinh 1y 7.2.
Néu cho truéc mot va cham voi ham Hash Chaum-Van Heyst-Pfitmann
h 6 thé tinh duoc logarithm roi rac log,3 mot cach cé hiéu qud.

Chitng minh

Gia su cho trudc va cham

h(x;,x,) = h(x;,x,)

trong do6 (x,,X,) # (X3,X,). Nhu vay ta ¢6 dong du thic sau:
O(,XIBXZ _ OCX3BX4

hay
o' = g™ (mod p)

Ta ki hiéu
D = UCLN (X4-X,,p-1)
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Vip-1=2q.qlasonguyéntdnénd e {1, 2, q, p-1}. Vithé, ta c6 4 xac suat
vGi d s€ xem xét 1an luot dwois day.
Truéc hét ,gia st d =1 ,khi d6 cho
y= (X4-X,)" mod (p-1)

ta co

B = B(X4'X2)Y(m0d p)

= OL(XI_XZ)y(mOd p)

Vi th€, ¢6 thé tinh loarithm r6i rac log,3 nhu sau:

logaP = (X,-X3) (X4-X,)'mod (p-1)
Tiép theo, gia sit d=2. Vi p-1 =2q, 1é nén UCLN(x,-x,,q) =1. Gia su:
y=(x4-x,) ' mod q

xét thay (X,4-X,)y = kg+1
vGi s0 nguyén k nao do. Vi thé ta co:

B(X4'X2)y = qu+1 (mod p)
= (-1)" B (mod p)
=+ f (mod p)
Vi B9 =-1(mod p)

a(x4—x2)y = B (x1-x3) (mOd p)
=+ (mod p)
Tir d6 suy ra rang:
logaP = (x,-x3)y mod (p-1)
. log.p = W(XI_X3)y mod (p-1)
Ta c6 thé dé dang kiém tra thady mdt trong hai xac suit trén 1a ding. Vi thé
nhu trong truong hop d =1, ta tinh duoc log,f3.
Xac sudt tiép theo 1a d = q. Tuy nhién
g-12x,20
va g-12x,=20
nén
(q-1) 2 x4-X, 2 -(q-1) o
do vay UCLN(x,-X,,p-1) khong thé bang g, no1 cdch khac trudng hop nay
khong xay ra.
Xac suat cudi cung 1a d = p-1. Diéu naychi xay ra khi x2 =x4. Song khi
do ta cod
oM = 0B (mod p)
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nén o' = o™ (mod p)
va X, =X,. Nhu vay (x,,X,) = (X3,X,) = mau thuan. Nhu vay truong hgp nay
ciing khong thé cé.

Vi ta dd xem xét tat ca cdc gia tri c6 thé d6i v6i d nén c6 thé két luan
rang ,ham Hash h 1a khong va cham manh mién 1a khong thé tinh dugc
logarithm roi rac log,f3 trong Z,,.

Ta s€ minh hoa Iy thuyét néu trén bang mot vi du.
Vidu7.1
Gia sit p=12347 (vithé q=6173), o =2, B = 8461. Gia su ta duoc dua
truéc mot va cham
OL5692 B 144 = OL212 B4214 (mod 12347)
Nhu vay x, = 5692, x, = 144, x, = 212, x, = 4214. Xét thady UCLN (x, -X,,p-1)
=2 nén ta bat diu bang viéc tinh
y = (x4-%,)" mod q
= (4214 - 144)" mod 6173 = 4312
Tiép theo tinh
y = (X;- X3) mod (p-1)
= (5692 - 212) 4312 mod 12346
= 11862
Xé&t thay do6 1a truong hop ma log,f3 € {y’,y’+q mod (p-1)}. Vi
o mod p =2'%%= 9998
nén ta két luan rang:
logB =y’ +qmod (p-1)
= 11862 + 6173 mod 12346
= 5689
nhu phép kiém tra, ta ¢6 thé xdc minh thay rang
2°0% = 8461 (mod 12347)
Vi thé , ta cac dinh dugc log,f.

7.5.cac ham hash mé rong

Cho dén luc nay, ta da xét cac ham Hash trong ving hitu han. Bay gio ta
nghién xéu cdch c6 thé mé rong mot ham Hash khong va cham manh tir ving
hitu han sang viing vo han. Diéu nay cho phép ky cac bic dién c6 do dai tuy y.
Gia stt h: (Z))™ — (Z,)' 1a mot ham hash khong va cham manh ,trong d6 m >t-
1. Ta s€ dung h déu xay dung ham hash khong va cham manh h: X —(Z,)'
trong do
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x= U @)

Trudce tién xét trudng hop m > t+2.

Ta s€ xem cac phan tir cua X nhu cac xay bit. x| chi do dal cta x (tic
sO cdc bit trong x) va xlly ky hiéu su két hop cac xay x vay. Gia su Ixl =n >
m. C6 thé biéu thi x nhu mot chubi két hop.

X = x Xl %
Trong do

X, =Ix,l = ... = Ix, | =m-t-1
va X,/ =m-t-1-d

Hinh 7.4. M6 rong ham hash h thanh h* (m >t+2)

1. Fori=1tok-1do
Yi= X
y, = x, 110
cho y,,, 12 biéu dién nhi phan ctia d
g, = h(0I+1lly,)
for i=1 to k do
g+1 =h(gllllly+1)
ChF(x) =g, +1

SR

(@)}

Trong d6 m- t- 2 > d >0. Vi thé€'ta cé

‘= [m—nt—J

Ta dinh nghia h*(x) theo thuat to4n biéu kién trong hinh 7.4.

Ki hiéu y(x) =yllly2ll..lly,,
Nhan xét rang y, duoc lap tir x, bang cach chén thém d s6 0 vao bén phal dé
tat ca cac khoi y, (k >1i > 1)déu c6 chiéu dal m-t-1. Cling nhu trong budc 3

Vis; € duoc dém thém vé bén tral céc s6 0 sao cho ly, | = m-t-1.

Pé bam nho x ,trudc hét ta xay dung ham y(x) va sau d6 “ché bién” cic
kh6i y,...y,,, theo mot khuon méu cu thé. Diéu quan trong 12 y(x) #y(x’) khi
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x#X. Thuc t€ y, ., duoc dinh nghia theo cach cac phép anh xa x — y(x)la mot
don 4nh.

Dinh 1y sau day chiing minh rang h* 1a an toan khi h an toan.

Pinhly 7.3

Gid sit h: (Z,)"—X(Z,) la ham hash khong va cham manhm2>t+2. Khi dé
ham h*: USm (Z,)'—Z,) duogc xdy dung nhu trén hinh 7.4 la ham hash
khong
va cham manh.

Chitng minh:

Gia su ring ,ta c6 thé tim duoc x #x’ sao cho h*(x) = h*(x”). Néu cho
truéc mot cip nhu vay, ta sé& chi ra cach c6 thé tim duge mot va cham déi voi
h trong thoi gian da thic. Vi h dugc gia thiét 1a khong va cham manh nén dan
dén mot mau thuan nhu vay h s€ duoc chiing minh 1a khong va cham manh.

Ki hiéu yx)=y, .y,

Va yx’) =y ..y,

& day x va x’ dugc dém thém d va d’ s6 0 tuong tng trong budc 2. Ki hiéu tié€p
céc gié tri dugc tinh trong cdc budc 4 vaS1a g,,g,....,8.; vVa &, 5...0,8yyy tUIONE
ing.

Chiing ta s& dong nhat hai truong hop tuy thudc vao viéc ¢6 hay khong
Ix| =Ix’l (mod m-t-1).

Truong hopl: x| #x’l (mod m-t-1)
Tai day d #d’ vay,,, #Y’\,;- Ta co:

H(gl1Tllyy,1) = gt
=h*(x)
=h*(x’)
:g’£+1
= h(g,m”l”y,m)
la mot va cham doi véih viy,,; # V',

Truong hop2: Ixl =Ix’| (mod m-t-1)
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Ta chia truong hop nay thanh hai trudng hop con:
Truong hop 2a: Ixl = IxX’l.
Ta day tacé k=1vay,,, =y’,,,. Ta vat ddu nhu trong truong hop 1:

h(g Iy, ;) = gy
= h*(x)
=h*(x’)
=h(g’ ll1lly’, +1)

Néu g, = g’, thi ta tim thady mot va cham do6i vé6i h, vi thé gia sir g, = g’, khi d6
ta s€ co:
h(g,lllly,) = g,

=g’y _

=h(0"'lly,)
Hoac 1a tim thdy mot va cham do6i vé6i h hoac g, , =g’,-, vay, = y’,. Gia str
khong tim thay va cham nao ,ta tiép tuc thuc hién ngugc cac budc cho dén khi
cudi cung nhan dugc :

h(0,,,lly,) =g,
=g’ k1

=g(g Iy’ -

Nhung bit thit (t+1) ctia 0™'lly, bang 0 va bit thit (t+1) ctia g° ., II11ly’; .,
bang 1. Vi thé ta tim thdy mot va cham déi vdi h.

Vi da xét hét cdc trudng hop c6 thé nén ta c6 két luan mong mudn.

CAu tric cta hinh 7.4 chi dugc dung khi m>= t+2. Bay gio ta hay xem
xét tinh hudng trong d6 m = t+1. Can dung mot cau tric khac cho h. Nhu
trudc day, gia str Ixl=n>m. Trudc hét ta ma x theo cach dac biét. Cach nay
dung ham f ¢6 dinh nghia nhu sau:

f(0)=0
f(1) = 01
Thuat toan dé xay dung h*(x)duoc miéu ta trong hinh 7.5

Phép ma x—y = y(x) dugc dinh nghia trong vudc 1 thoa man hai tinh
chat quan trong sau:
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1. néu x #x’ thi y(X)# y(x’) (tic 1a x— y(x) 1a mot don anh)

2. Khong ton tal hai chudi x x” va chudi z sao cho y(x)= zlly(x”). N6i
cach khac khong cho phép ma hoa nao Ia fpsstix cua phép ma khac.
DIéu nay dé dang thdy dugc do chudi y(x) bat dau bang 11 va khong
ton tal hai s6 1 lién tiép trong phan con lal cta chubi).

Hinh 7.5 M6 rong ham hash h thanh h* (m = t+1)

. Giasuy =y,y,...y, = LI IL...IIf(x,)
. g =h(0'lly)
. fori=1 to k-1 do
g1 = h(gilly;,,)
ch*(x) = g

W o =

N

Dinh Iy 7

Gid suth: (Z,)"—(Z,) la ham hash khong va cham manh. Khi dé ham
¥ X (Z,))(Z,) duoc xdy dung nhu trén hinh 7.5 la ham hash khong va

iI=m
cham manh.

Chitng minh:

Gia s ring ta 6 thé tim dugc x #x’ sao cho h*(x)=h*(x"). Ki hiéu:

. YR =YiYae ¥
va YX7) =YY 0
Ta xét hai truong hop:

Truong hop 1: k=1
Nhu trong dinh 1y 7.3 hoac ta tim thdy mot va cham dbi véi h hoic ta
nhan dugc y =y’ song dIéu nay lal bao ham x = x’, dian dén mau thun.

Truong hop2: k+ 1
Khong mat tinh téng quét ,gia sir 1>k . trudng hop nay xir Iy theo ki€u

tuong tu. Néu gia thiét ta khong tim thay va cham nao doi véi h ,ta ¢6 day cac
phuong trinh sau:

Trang 13



Vietebooks Nguyén Hoang Cucong

Ye=Y
Y1 =Y 1
Vi =Y ke

Song dIéu nay mau thuan véi tinh chat “khong posfixx” néu & trén. Tir day ta
két luan rang h* 1a ham khong va cham.

Ta s& tong két hoa hai xay dung trong phan nay va so cdc ting dung ctia h can
thiét dé tinh h* theo dinh Iy sau:

Dinh Iy 7.5

Gid sut h: (Z,)"—(Z,) la ham hash khong va cham manh,o day m>=t+1.
Khi do ton tal ham khong va cham manh

h*: U2y (Z)AZ)

i=m
S6'ldn h duoc tinh trong udc luong h* nhiéu nhdt bang :

+ n néu m>=t+2
m-t-1

2n +2 néu m= t+2
trong do [x/=n.

7.6 cac ham hash dua trén cac hé mat

Cho dén nay, cdc phuong phap da mo ta dé dua dén nhitng ham hash
hau nhu déu rat cham doi véi cdc ting dung thuc tién. Mot bién phép khac 1a
dung céc hé thong ma hod bi mat hién c6 dé xay dimg cdc ham hash. Gia su
rang (P,C,K,E,D) 1a mot hé thong mat ma an toan vé mat tinh toan. Dé thuan
tién ta ciing gia thiét ring P = C = K = (Z,)".6 daychon n>=128 d€ xay ngain
chin kiéu tdn cong ngay sinh nhat. DIéu nay loal trir viéc dung DES (vi do dai
khoa cua DES khac vé6i do dai ban rd).

Gia st cho trudc mot xau bit:
x= x1lIx2ll....lIxk
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trong do xi € (Z,)", 1<1 < (néu so6 bit trong x khong phai 1a boi cua n thi can
chén thém vao x theo cdch nao d6. Chiang han nhu céch lam trong nuc 7.5. Dé
don gian ta s& bo qua dIém nay).

Y tudng co ban 12 bit diu bing mot “gia tri ban ddu” ¢ dinh g, =IV va
sau d6 ta xay dung g,....,g, theo quy tic thiét 1ap :

g = f(x;,g;.1)-

6 day f 1a ham két hgp toan bo cac phép ma hod cua hé mat dugc dung. Cuoi
cung ta dinh nghia ban tém lugc ctia thong bao h(x) =g,.

Vai ham hash ki€u nay da dugc dé xuat va nhiéu loai trong ching to ra
khong an toan (khong phu thudc vao viéc liéu hé mat co ban c¢é an toan hay
khong ). Tuy nhién , ¢6 4 phuong an khac nhau c6 vé an toan ctia so do nay :

gi = C i (xp) D x;

gi = C i (X) @ x; D g,

gi = C i XD gi) ®x

gi = C i X ®g)OxDg,

7.7 Ham hash MD4.

Ham hash MD4 dugc Riverst d€ xuat nam 1990 va mot hién ban manh
1a MD5 ciing duoc dua ra nam 1991. Chuidn ham hash an toan (hay SHS) phiic
tap hon song ciing dua tén cac phuong phap tuong tu. N6 duge cong bo trong
hé so lién bang nam 1992 va duoc chip nhan 1am tiéu chuén vao ngay
11/5/1993. Tat ca cdc ham hash trén déu rat nhanh nén trén thuc té€ chiing
dung dé ki céc biic dién dai.

Trong phan nay s€ mo ta chi ti€t MD4 va thao luan mot so cal tién dung
trong MD5 va SHS.

Cho truée mot xau bit trude hét ta tao mot mang:
M = M[0] M[1]... M[N-1] .
trong d6 M[i] l1a xau bit c6 do dal 32 va N = 0 mod 16. Ta sé goi M[i] 1a
fir. M duoc xay dung tir x bang thuat todn trong hinh 7.6.

Hinh 7.6 Xay dung M trong MD4
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1. d = 447-(IxI mod 512)

2. gia st £ 1a ki hiéu biéu dién nhi phan cua IxI mod
2% 11l = 64

3. M =xII110%1

Trong viéc xay dung M, ta gin s6 1 sson 1é vao x, sau do s& gai thém
cac s6 0 du dé do dai trd nén dong du véi 448 modulo 512.,cudi cling noi
thém 64 bit chua biéu dién nhi phan vé do dal (ban diu) cua x(duoc rit gon
theo méulo 2% néu cin). Xau két qua M c6 do dal chia hét cho 512. Vi thé khi
chat M thanh c4c tir 32 bit , sO tir nhan dugc 1a N-sé chia hét cho 16.

Bay gio, ti€p tuc xay dung ban tom lugc thong bao 128 bit. Hinh 7.7
dua ra mo ta thuat toan & muc cao. Ban tom lugc thong bao duge xay dung
nhu su két noi 4t A,B,C va D ma ta s€ goi la cac thanh ghi. Bon thanh ghi
dugc khoéi dong nhu trong budce 1. Tiép theo ta x{r 1i bang M 16 bit tir cung
lic. Trong mbi vong 1ap & budc 2, dau tién 14y 16 tir “ti€p theo” ctia M va luu
ching trong bang X (budc 3). Cac gia tri ciia bon thanh ghi dich sau d6 sé
duoc luu lai (budc 4). Sau d6 ta sé thuc hién ba vong “bam” (hash). Mi vadng
gom mot phép toan thuc hién trén mot trong 16 tr trong X. Cac phép toan
duogc thuc hién trong ba vong tao ra cac gia tri méi trong bon thanh ghi. Cudi
ciing ,bon thanh ghi dugc update (cap nhat) trong budc 8 bang cach cong
nguoc cac gia tri luu trude do6 trong bude 4. Phép cong nay dugc xac dinh 1a
cong cac so nguyén duong ,dugc it gon theo modelo 2%,

Ba vong trong MD4 1a khac nhau (khong giong nhu DES. 16 vong déu
nhu nhau). Truéc hét ta s€ mo ta val phép toan khac nhau trong ba vong nay.
Trong phan sau,ta ki hiéu X va Y 1a cdc tir dau vao va moi phép todn s€ tao ra
mot tir dau ra. Dudi day 1a phép toan dugc dung:

XAY 1a phép “AND” theo bit gitra X va Y

XVvY la phép “OR” theo bit gitta X va Y

X@Y la phép “XOR” theo bit gitta X va Y

—X chi phan bu cia X

X+Y 1a phép cong theo modulo 2°%.

X<< s phép dich vong tral X dl s vi tri (31>=s >=0).

Chu y rang, tit ca cdc phép todn trén déu tat nhanh va chi c6 phép s6

hoc duy nhat duoc ding 13 phép cong modulo 2%, Néu MD4 duogc ting dung
thi c4n tinh dén kién tric co ban clia mdy tinh ma né chay trén dé dé thuc hién
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chinh xac phép cong. Gia st a,a,a;a, 1a 4 byte trong tir xem moi a,nhu mot s6
nguyén trong dal 0-255 dugc biéu dién dudi dang nhi phan. Trong kién tric
kiéu endian 16n (chang han nhu trén tram Sunsparc) tir nay biéu dién s6&
nguyeén.

a2* +a,2"° +a,2* + a,

Trong kién triic kiéu endian nhé (chang han ho intel 80xxx). Tir nay
biéu dién s6 nguyén:

a,2**+ + a, 2'° + a, 2%+a,
MD4 gia thiét dung kién tric kiéu endian nho. PIéu quan trong 1a ban tém
luoc thong bao doc 1ap véi kién triic co ban. Vi thé néu muén chay MD4 trén
may tinh endian 16n can thuc hién phép cong X+Y nhu sau:

1. Trao d6i X, VA X 5 X, VA X3, Y, VA Y. Y, VA Y,
2. Tinh Z = X+Y mod 2%
3. Trao do6i z, va z, ; z, va z,.

Hinh 7.7 ham hash MD4

1. A=67452301 (hé hexa)
B = efcdab89 (hé hexa)
C = 98badcfe (hé hexa)
D = 10325476 (hé hexa)
for1=0to N/16-1 do
fori=1to15do
X[1] = M[16i+j]

4. AA=A

BB=B

CC=C

DD =D

round1

round?2

round3
. A=A+AA

B =B+ BB

C=C+CC

D=D+ DD

el

o W
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Céc vong 1, 2 va 3 cia MD4 dung tuong tng ba ham f, g, va h. Mdi ham nay
1a mot ham boolean tinh theo bit dung 2 tir lam dau vao va tao ra mot tir tai
dau ra. Ching dugc xac dinh nhu sau:

f(X,Y,Z) = (XAY) V((-X)AZ)

g(X,Y,Z) = (XAY) V(XAZ) V(YAZ)

h(X,Y,Z2)=X® YD Z

Cac hinh 7.8-7.10 s€ mo ta day da cac vong 1,2 va 3 cia MD4.

MD4 duoc thiét k€ chay rat nhanh va qua thuc phan mém chay trén
mdy Sun SPARC c6 t6c do 1.4 Mbyte/s. Mit khac, kho ¢6 thé néi dIéu gi cu
thé vé do mat ctia ham hash, chang han nhu MD4 vi né khong dua trén val
toan khé da nghién ctu Ki (vi du nhu phan tich nhan tir trén bal toan logarithm
roi rac). Vi thé trong truong hop DéE su tin cdy vao do an toan cua hé thong chi
c6 thé dat dugc vé thoi gian va nhu vay c6 thé hi vong hé thong vira duoc
nghién ctru va khong tim thay su khong an toan nao.

Hinh 7.8 : Vong 1 cia MD4 .(round 1)

A = (A+f(B,C,D) + X[0]) << 3
D= (D + f(A,B,C) +X][1]) << 7
C=(C+1{D,AC +X[2]) << 11
B=(B+ f(C,D,A) +X[3]) << 19
A=(A+f(B,CD) +X[4]) << 3
D = (D + f(A,B,C) +X[5]) << 7
C=(C+1(D,AC) +X[6]) << 11
B= B+ f(C,D,A) +X[7]) << 19
A =(A+f(B,C,D)+X[8]) << 3
10. D=(D+f(A,B,C)+X[9]) << 7
11. C=(C+f(D,A,C) +X[10]) << 11
12. B=B+f(C,D,A) +X[11]) << 19
13. A=A+1{(B,CD) +X[12]) << 3
14. D=([D+f(ABC) +X[13]) << 7
15. C=(C+f(D,A,C) +X[14]) << 11
16. B=(B+f(C,D,A)+X[15]) << 19

W XA B D=
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Mac du MD4 van chua bi pha song cac phién ban yéu cho phép bo qua hoac
vong thit nhat hoac thit ba déu c6 thé bi phd khong khé khan gi. nghia 1a dé
dang tin thdy cac va cham do6i véi cac phién ban chi c6 hai vong. Phién van
manh cua MD5 1a MD5  dugc cong bé nam 1991. MD5 dung vong thay cho
ba va cham hon 30% so v6i MD4 (khoang 0.9 Mbyte/s trén cung may).

Chuén ham hash an toan phiic tap va cham hon. Ta s& khong mo ta day
du song sé chi ra mot val cal tién trén no.

1. SHS duoc thiét k& dé chay trén mdy kién tric endian 16n hon 1a trén mdy
endian nho.

2. SHA tao ra cac ban tom lugc thong bao 5 thanh ghi (160 bit).

3. SHS xu Ii 16 tir ctia bic dIén cing mot ldc nhu MD4. Tuy nhién, 16 tr
trudc tién duge ’ma rong” thanh 80 tir ,sau d6 thuc hién mot day 80 phép
tinh ,m6i phép tinh trén mot tir.

Hinh 7.9 Vong 2 cuiaMD4.

A = (A +g(B,C,D) + X[0] + 5A827999) <<3
D= (D +g(A,B,C) + X[4] + 5A827999) <<5
C=(C+g(D,A,B) + X[8] + 5A827999) <<9
B=(B+g(C,D,A) + X[12] + 5A827999) <<13
A = (A +g(B,C,D) + X[1] + 5A827999) <<3
D= (D +g(A,B,C) + X[1] + 5A827999) <<5
C=(C+g(D,A,B) + X[5] + 5A827999) <<9

B =B +g(C,D,A) + X[13] + 5A827999) <<13
A = (A +g(B,C,D) + X[2] + 5A827999) <<3
D = (D +g(A,B,C) + X[6] + 5A827999) <<5
C=(C+g(D,A,B) + X[10] + 5A827999) <<9
B=(B+g(C,D,A) + X[14] + 5A827999) <<13
A = (A +g(B,C,D) + X[3] + 5A827999) <<3
D= (D +g(A,B,C) + X[7] + 5A827999) <<5
C=(C+g(D,AB) + X[11] + 5A827999) <<9
B=(B+g(C,D,A) + X[15] + 5A827999) <<13

W XN R L=

— e e
SNk RN —O
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Dung ham mo rong sau day: Cho trude 16 tir X[0] ...X[15], ta tinh thém
64 tur ntta theo quan hé dé quy.

X[j] = X[j-31® X[j-81® X[j-141® X[j-16],79=j> 16 7.1
Két qua cua phuong trinh (7.1) 1a méi mot trong céc tir X[16]...X[79] duoc
thiét 1ap bang cach cong @ v6i mot tap con xac dinh nao do cia cac tir
X[0]...X[15].

Vi du: Ta cé:

X[16] = X[0] ®X[2]X[8]DX][13]

X[17] =X[1] ®X[3]DX[9]DX][14]

X[18] =X[2] ®X[4]®X[10]DX][15]

X[19] = X[0] ®X[2]®X[3]DX[5]PX[8]DX[11]DX[13]
X[79] = X[1] ®X[4]DX[15]DX[8]DX[12]DX[13].

Mot dé xuét doi hoi sua lai SHS lién quan dén ham maé rong trong d6 dé nghi
dat lai phuong trinh 7.1 nhu sau:
X[l = X[j-3] ®X[j-81®X[j-14]®X[j-16] <<1; 79> j > 16 (7.2)

Hinh 7.10 : Vong ba ciia MD4.

A = (A +h(B,C,D) + X[0] + 6ED9EBA1) <<3

D = (D + h(A,B,C) + X[8] + 6ED9EBA1) <<9
C=(C+h(D,A,B) + X[4] + 6ED9EBA1) << 11
B=(B+h(C,D,A) + X[12] + 6ED9EBA1) << 15
A =(A +h(B,C,D) + X[2] + 6ED9EBA1) <<3

D = (D + h(A,B,C) + X[10] + 6ED9EBA1) <<9
C=(C+h(D,A,B) + X[6] + 6ED9EBA1) << 11
B=(B+h(C,D,A) + X[14] + 6ED9EBA1) << 15
A =(A+h(B,CD)+ X[1] + 6EDI9EBA1) <<3
10. D=(D +h(A,B,C)+ X[9] + 6ED9EBAI) <<9
11. C=(C+h(D,AB)+ X[13] + 6ED9EBA1) << 11
12. B=(B+h(CD,A)+ X[13] + 6EDY9EBA1) << 15
13. A=(A+h(B,CD)+ X[3] +6EDIEBA1) <<3
14. D=(D+h(AB,C)+ X[11] + 6EDIEBA1) <<9
15. C=(C+h(D,AB)+ X[7] + 6EDY9EBAI) << 11
16. B=(@B+h(C,D,A) + X[15] + 6EDI9EBA1) << 15

W XN D=
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Nhu trude day , toan tlr *’<<1’’ 1a phép dich vong trai mot vi tri.

7.8 nhan thoi gian (timestamping).

Mot khé khin trong so do chit ki 1 thuat todn ki c6 thé bi ton thuong.
Chang han, gia str Oscar c6 kha nang xac dinh s6 mii mat a clia Bob trén bat ki
biic dién ndo ma anh ta muon. Song con van dé khac (c6 thé nghiém trong hon
)la : tir day nguoi ta s€ dat cau hai vé tinh xac thuc cua tat ca cac buc dién ma
Bob ki, ké ca nhitng biic dién ma anh ta ki tru6c khi Oscar ddnh cap duoc
thuat toan.

Tur day lai c6 thé nay sinh tinh huéng khong mong muon khéc : gia sir
Bob ki mot biic dién va sau do tir choi 1a da khong ki né. Bob c6 thé cong khai
thuat todn ki ciia minh sau d6 cong bo rang chit ki ctia anh ta trén bic dién
dang ndi trén 1a gia mao.

Li do ¢c6 cdc kiéu su kién nay 1a do khong ¢6 céc nao cdc dinh bic dién
dugc ki khi nao. Nhin thoi gian c6 thé cung cap bing ching rang, biic dién da
duogc ki vao thoi diém cu thé ndo d6. Khi d6 né€ thuat toan ki ciia Bob ¢6 nhugc
diém (bi t6n thuong) thi bat ki chit ki ndo anh ta ki truéc d6 sé khong con hop
lé. DIéu nay giong vdi kiéu thuc hién cdc thé tin dung: Néu ai d6 1am mat thé
tin dung va thong bao cho nha bang da phat hanh thi thé mat hiéu luc. Song
cac cudc mua ban thuc hién trude khi mat né thi van khong bi anh hudng.

Trong phan nay s& mo ta mot val phuong phdp gin nhan thoi gian.
Tru6c hét,nhan xét ring, Bob c6 thé tao ra mot nhén thoi gian c6 sic thuyét
phuc trén chit ki ctia anh ta. Pau tién, Bob nhan duoc moét thong tin “hién thoi
“ 6 sdn cong khai nao do, thong tin nay khong thé du doan dugc trudc khi nd
xay ra. Vi du thong tin chita tat ca cdc 1oi th€ vé mon bong chay cua cac lién
minh chinh tir ngay truéc do, hay céc gid tri ctia tit ca c6 phan dwocj 1én danh
sach trong sG giao dich ching khoan NewYork. Ta ki hiéu thong tin nay bang
chit pub.

Bay gio gia sit Bob mudn dan nhan thoi gian trén chit ki ctia minh trén
buc dién x. Gia thiét ring, h 12 ham hash cong khai biét trudc. Bob sé thuc
hién theo thuat todn trong hinh 7.11.Sau day la cach so d6 lam viéc : su ¢6 mat
cua thong tin pub c6 nghia la bob khong thé tao ra duoc y trudc ngdy dang néi
dén. Con mot thuc t€ 1a y cong bo trong mot t& bao ra ngay ti€p theo ching to
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rang bob da khong tinh y sau ngay duoc néi dén. Vi thé chit ki y ctia bob bi
han ché€ trong thdi han mot ngay. Cling nhan xét thiy rang, bob khong dé 10
biic dién x trong so d6 nay vi chi ¢6 x duoc cong bo ... Néu can bob ¢6 thé
chiing minh ring x 12 bitc dién ma anh ta da ki va dén nhan thoi gian mot cach
don gian I1a lam 19 né.

Ciing khong kho khan tao ra tao ra cac nhan thoi gian néu c6 mot co
quan dich vu dan nhan ddng tin cay. Bob c¢6 thé tinh z = h(x) va y = sig, (z) va
sau do gui (z va x ) dé€n co quan lam dich vu dan nhéan thoi gian (TSS). TSS
sau d6 s€ gan ngay D va ki (danh d4au)bo ba (z,y,D). Cong viéc nay sé hoan
hdo mién 12 thuat todn ki ctia TSS an toan va TSS khong thé bi mua chuoc dé
lui ngay dan nhén cua thdi gian. (chud y rang phuong phap nay chi dugc thiét
1ap khi bob da ki mot bic dién truéc mot thoi gian nao d6. Néu bob muon
thiét 1ap cdl anh ta di ki n6 sau ngay nao do ,anh ta c6 thé két hop thong tin
cong khai pub nao d6 nhu phuong phap truée do).

Hinh 7.11 :Dan nhan thoi gian lén chit ki trén buc dién x.

Bob tinh z = h(x).

Bob tinh z’ = h(z llpub).

Bob tinh y = sig,(z’).

Bob cong bo (z,pub,y) trén t& bao ra ngay hom sau.

el e

Néu nhu khong mu6n tin vo diéu kién vao TSS thi ¢6 thé ting do an
toan 1én bang céch lién két cac thong bdo da dan nhan thoi gian. Trong so do
nhu vay, bob sé glri mot b ba dugc xép thit tu (z,x,ID)(Bob) cho TSS. ¢ day, z
la ban tom lugc thong bao cua bic dién x,y 1a chit ki ctia bob trén z ,con
ID(Bob) 1a thong tin dinh danh ctia Bob. TSS s& dan nhén thoi gian mot chudi
bo ba c6 dang nay. Ki hiéu (z,,y,,ID,) la bo ba thtt tu n dugc TSS dian nhan
thoi gian va cho t, 1a ki hiéu thoi gian lic thuc hién yéu cau thi n.

Hinh 7.12: Dan nhan thoi gian (z,,y,,ID,).

. TSS tinh Ln = (tn-l’IDn—l’Zn—IYn-l’h(Ln-l))
TSStinh C, = (n, t, z,, ID,, L)

TSS tinh S, = sigrss (h (C,))

TSS giti (C,, S,, ID, ) cho ID...

B =
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TSS s& ddn nhan thoi gian 1én bo ba thit n bang fthuat todn néu trén hinh 7.12.
L, 12 “thong tin lién két d€ ndi yéu cau thit n vao yéu cau trude dé. (L, dugc
chon 1am thong tin gia nao d6 (dugc xdc dinh truéc day)dé qué trinh duoc bat
dau)”.

Bay gio néu duoc yéu ciu (challenge). Bob c6 thé dé 16 biic dién x, ciia
minh, va sau d6 c6 thé xac minh y,. Tiép theo , cdc minh chit ki s, ctia TSS.
Néu muon thi c6 thé doi ID, , hoac ID,,, dé tao ra nhéan thoi gian (C,,, S, |,
ID,) va (C,,,, S,.;, ID,.,) tuong ting ctia chiing. C4c chit ki ctia TSS c6 thé
duoc kiém tra theo nhan thoi gian nay. Di nhién , qua trinh nay c6 thé tiép tuc
t6i miic mong muon, trudc hay sau do.

7.9.CAC CHU Y VE TAI LIEU DAN

Ham hash log rdi rac dugc mo ta trong muc 7.4 1a cia chaum , van
heijst va pfitzmann [CvHP92]. Con ham hash c¢6 thé ching minh dwocj 1a an
toan lién 12 hop s6 n khong thé phan tich thanh nhan tu 12 do gibson [Gib91]
dua ra (bai tap 7.4 ¢6 mo ta so do nay).

Co s& cho viéc m m& rong ham hash trong muc 7.5 la cia Damgard
[DA90] Merkle cling dua ra cic phuong phap tuong tu [ME9OQ].

Céac thong tin lién qua t6i viéc xay dung cac ham hash dua trén céac hé
thong ma khoa bi mat. Ban doc c6 thé xem trong [PGV94] clia Preneel,
Govaerts va Vandewalle.

Thuat todn MD4 duogc dua ra trong [Ri91] ciia Rivest, con tiéu chuédn
hash an toan dugc mo ta trong [NBS93]. Tan cong hai trong ba vong MD4 la
ctia Boer va Bossalaer [DBB92]. C4c ham hash gan day ké ca N-hash 1a clia
[MOI90] va Snefru [ME90A].

Ngoai ra c6 thé tim thdy téng quan vé ki thuat bam trong Preneel,
Govaerts, Vandewalle [PGV93].
Bai tap
7.1. Gia st h: X —>Y la ham hash. Vé6i y bat ky €Y, cho:
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va ky hiéu
binh nghia N =
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CHUONG 8 )
PHAN PHOI VA THOA THUAN VE KHOA

8.1 GIOI THIEU:

Ching ta da thay ring, hé thong ma khod cong khai c6 uu diém hon hé
thong ma khod riéng & chd khong can c6 kénh an toan dé trao doi khod mat. Tuy
nhién, dang ti€c 1a hiau hét cic hé thong ma khod cong khai déu cham hon hé ma
khod riéng, chang han nhu DES. Vi thé thuc t€ cac hé ma khod riéng thuong duoc
diing dé ma céc buc dién dai. Nhung khi d6 chiing ta lai tré vé van dé trao déi
khoa mat.

Trong chuong nay, chiing ta s€ thao luan vai bién phap thiét lap cac khoa
mat. Ta phan biét gifta phan phoi khod va thoa thuan vé khoa. Phan phoi khoa
duoc dinh nghia 1a co ch€ mot nhém chon khod mat va sau d6 truyén né dén céac
nhém khac. Con thoa thuan khod 1a giao thitc dé hai nhém (hodc nhiéu hon) lién
két véi nhau cuing thiét 1ap mot khod mat bang céch lién lac trén kénh cong khai.
Trong so d6 thoa thuan khod, gia tri khod duoc xac dinh nhu ham cta cac dau
vao do ca hai nhém cung cép.

Gia str, ta c6 mot mang khong an toan gom n ngudi s dung. Trong mot s6
so do, ta c6 ngudi uy quyén duoc tin nhiém (TA) dé dap ting nhitng viéc nhu x4c
minh danh tinh cta nguoi st dung, chon va glri khoa dén ngudi sut dung ... Do
mang khong an toan nén can dugc bao vé trudc cac doi phuong. Doi phuong
(Oscar) c6 thé 1a ngudi bi dong, c6 nghia 1a hanh dong cla anh ta chi han ché ¢
miic nghe trom biic dién truyén trén kénh. Song mit khéc, anh ta ¢ thé 1a nguoi
chii dong. Mot doi phuong chti dong c6 thé 1am nhiéu hanh vi x4u chang han:

1. Thay dai bic dién ma anh ta nhan thay 1a dang dugc truyén trén mang.

2. Cat buc dién dé dung lai sau nay.

3. C6 gang gia dang 1am nhitng ngudi stt dung khac nhau trén mang.

Muc tiéu ctia d6i phuong chit dong c6 thé 1a mot trong nhitng cdi néu sau day:

1. Lua U va V chap nhan khod “khong hop 1&” nhu khod hop 1¢ (khoa khong hgp
lé c6 thé 1a khoa cii da hét han str dung, hoic khod do d6i phuong chon).

2. Lam U hodc V tin ring, ho c6 thé trao déi khoa vé6i ngudi kia khi ho khong ¢6
khoa.

Muc tiéu ctia phan phoi khoa va giao thic thoa thuan khod 13, tai thoi diém
két thuic thu tuc, hai nhém déu cé cung khoa K song khong nhém khac nao biét
dugc (trir kha nang TA). Chic chén, viéc thiét k€ giao thic c6 kiéu an toan nay
khé khan hon nhiéu trude d6i phuong chu dong.

Trudc hét ta xem xét ¥ tudng vé su phan phoi khod trude trong muc 8.2. Véi
moi cap nguoi sit dung {U,V}, TA chon mot khod ngdu nhién K=K, va
truyén “ngoai dai” dén U va V trén kénh an toan. (Nghia 13, viéc truyén khod
khong xay ra trén mang do mang khong an toan ). Bién phap nay goi la an toan
khong diéu kién song né doi hoi mot kénh an toan giita TA va nhitng nguoi su
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dung trén mang. Tuy nhién di€u quan trong hon la moéi nguoi phai luu n -1 khoa
va TA can truyén tong cong (g)khoé mot cach an toan (doi khi bai todn nay duoc
goi 12 bai todn n?). Tham chi véi mot s6 mang tuong doi nho, gia dé giai quyét
van dé nay la kha dat va nhu vay giai phdp hoan toan khong thuc té,

Trong phan 8.2.1, chiing ta thdo luan mot so do phan phdi trudc khod an
toan khong dicu kién kha thi vi do Blom dua ra. So d6 cho phép giam luong
thong tin mat ma nguoi st dung can cat giit trén mang. Muc 8.2.2 ciing dua ra
mot so d6 phan phoi trudc khod an toan vé mit tinh todn dua trén bai todn
logarithm roi rac.

Mot bién phap thuc t&€ hon 1a TA phan phoi khoa truc ti€p. Trong so do nhu
vay, TA lam viéc nhu mdt ngudi chu khoa (key server). TA chia khod mat K,
cho moi nguoi st dung U trén mang. Khi U muon lién lac vé6i V, co ta yéu ciu
TA cung cap khoa cho phién lam viéc (session key). TA tao ra khoa session K va
glri n6 du6i dang ma hod cho U va V dé giai ma. Hé thong ma Kerboros mo ta
trong muc 8.3 la dua trén bién phap nay.

Néu nhu cam thay van dé phan phdi khoa thong qua TA khong thuc t&€
hoac khong mong muon thi bién phap chung l1a dung giao thic thoa thuan khoa.
Trong giao thic thoa thuan khod, U va V két hgp chon mét khod bang céch lién
lac v6i nhau trén kénh cong khai. y tudng dang chd y nay do Martin va Diffie dua
ra doc 1ap véi Merkle. & day mo ta vai giao thuc thoa thuan khoa phé thong hon.
Giao thic dau tién cta Diffie vd Hellman dugc cai ti€én dé ung pho véi cdc doi
phuong tich cuc dugc néu trong phan 8.4.1. Hai giao thic dang quan tam nita
cling duoc xem xét: so d6 MTI nén trong 8.4.2 va so d6 Girault néu trong muc
8.4.3

8.2 Phan phoi khoa trudc
theo phuong phap co ban, TA tao ra (2] khod va dua moéi khoa cho duy

nhat mot cap nguoi sit dung trong mang c¢6 n nguoi st dung. Nhu da néu & trén,
ta cAn mot kénh an toan giita TA va mdi ngudi sit dung dé truyén di cac khod

. ot e e . A . A e o .o (N
nay. Bay la mot cai tién quan trong vi s6 kénh an toan can thi€t giam tu (ZJ

xudng con n. Song néu n 16n, giai phap nay cting khong thuc t&€ ca vé lugng thong
tin can truyén di an toan 1an luong thong tin ma moi ngudi st dung phai cat giit
an toan (nghia la cadc khoa mat cua n-1 nguoi su dung khac).

nhu vay, di€u cin quan tam 1a ¢6 gang giam dugc luong thong tin can truyén di
va cat gilt trong khi van cho phép méi cap nguoi st dung U va V ¢6 kha nang tinh
todn khod mat K. Mot so do uu viét hon thoa méan yéu cau nay 1a so d6 phan
phoi khoa trude cua Blom.

8.2.1 So do Blom.
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Nhu trén, gia thiét rang ¢6 mot mang gom n ngudi sit dung. D€ thuan tién,
gia str rang cdc khod dugc chon trén trudng sd hitu han Z,, p > n 1a s6 nguyén to.
Cho k 1a s6 nguyén, 1 <k < n -2. Gi4 tri k d€ han ch€ kich thudc 16n nhat ma so
d6 van duy tri dugc mat do. Trong so d6 Blom, TA s& truyén di k +1 phan tir cia
Z, cho méi nguoi st dung trén kénh an toan (so véi n -1 trong so do phan phoi
trudc co ban). Moéi cap nguoi st dung U va V s€ c6 kha nang tinh khod K =
Ky y nhu truée day. Dieu kién an toan nhu sau: tap bat ki gom nhiéu nhét k nguoi
stt dung khong lién két tir {U, V} phai khong c6 kha nang xac dinh bat ki thong
tin nao vé K y. (chu y rang, ta dang xét su an toan khong dieu kién).

Trudc hét, xét truong hop dac biét cia so d6 Blom khi k =1. & day TA sé
truyén di 2 phan tlr cia Z, cho moéi nguoi st dung trén kénh an toan va nguoi st
dung riéng W s& khong thé xdc dinh dugc bét ki thong tin nao vé Ky, néu
W=U,V. So d6 Blom dugc dua ra trong hinh 8.1. Ta s€ minh hoa so d6 Blom vdi
k =1 trong vi du sau:

Hinh 8.1: So do phdn phéi khod cua Blom (k =1)

1. S6 nguyén t6 p cong khai, con v6i moi nguoi st dung U, phan to ry € Zp 1a
cong khai. Phan tr r; phai khac biét.

2. Ta chon 3 phan tlr ngau nhién a, b, ¢ € Z, (khong can khac biét) va thiét lap
da thuc
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8.3.Kerboros

trong cac phuong phap phan phéi truéc khoa xem xét trong cac phan trudc
d6, moéi cip ngudi sir dung can tinh mot khod ¢6 dinh. Néu ding ciing mot khoa
trong mot thoi gian dai s& dé bi t6n thuong, vi thé ngudi ta thudng thich ding
phuong phép truc ti€p trong dé khod cua phién lama viéc méi chi dugc tao ra moi
khi hai nguéi sit dung muén lién lac véi nhau (goi la tinh tuoi méi cua khoa).

Néu dung phan phéi khoa truc ti€p thi nguodi st dung mang khong can phai
luu cdc khoa khi muon lién lac vé6i nhitng nguoi st dung khac (Tuy nhién méi
nguoi déu duoc chia sé khod véi TA). Khod cua phién 1am viéc (khéa session) s&
duoc truyén di theo yéu cau ctia TA. D6 1a su ddp ting cia TA dé dam bao khoa
tuoi.

Korobos la hé thong dich vu khéa phé cap dua trén ma khod riéng. Trong
phan nay s& dua ra mot t6ng quan vé giao thitc phat hanh khoa session trong
Korobos. Méi nguoi st dung U s€ chia sé khod DES mat K;; cho TA. Trong phién
ban gin day nhat ctia Korobos (version 5), moi thong bdo cin truyén duoc ma
hoa theo ché do xich khoi (CBC) nhu mo ta trong 3.4.1

Nhu trong muc 8.2.2, ID(U) chi thong tin dinh danh cong khai cho U. Khi
cé yéu cau khoa session gui dén TA, TA s& tao ra mot khoa session mdéi ngau
nhién K. Ciling vay, TA s€ ghi lai thoi gian khi ¢6 yéu cau T va chi ra thoi gian
(thoi gian ton tai) L dé€ K c¢6 hiéu luc. Diéu do6 c6 nghia 1a khoa K chi ¢6 hiéu luc
tir T dén T+L. T4t ca thong tin nay déu duoc ma hod va duoc truyénong dan dén
U va V. Trudc khi di dén céc chi tiét hon nita, ta s& dua ra giao thic trong hinh
8.4. thong tin dugc truyén di trong giao thitc duoc minh hoa nhu sau:

Hinh 8.4: Truyén khod session trong Korobos.
1.

Ta s& giai thich diéu sip stra xay ra trong cdc budc cia giao thic. Mac du
khong ¢6 ching minh hinh thic ring Kerobos 1a an toan truéc déi thu tich cuc,
song {t nhat ta ciing c6 thé dua ra li do ndo d6 vé cdc diac diém cua giao thic.

Nhu néu & trén, TA tao ra K, T va L trong budc 2. Trong budc 3, thong tin
ndy cling v6i ID(V) duoc mi hod bing khod K, (dugc U va TA chia sé) dé tao
lap m,. Ca hai buc dién da ma hoa nay duogc glri dén U.

U c6 thé dung khod ctia minh gidi md m,, nhan duogc K, T va L. Co s& x4c
minh xem thoi gian hién tai ¢6 nam trong khoang T dén T + L hay khong. Co
ciing kiém tra khoa session K dugc phat ra cho lién lac gifta co6 va V bang cdch
xac minh thong tin ID(V) da giai ma tir m,.

Tiép theo, U sé lam tré thoi gian m, va m, dén V. Ciing nhu vay, U sé€ dung
khoa session K méi dé ma T va ID(U) va gtii két qua m, dén V.

Khi V nhan dugc m; va m, tr U, V giai ma m, thu duoc T, K, L va ID(U).
Khi d6, anh ta s& ding khoa session méi K dé giai ma m; va xdc minh xem T va
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ID(U) nhan duoc tir m, va m; ¢6 nhu nhau khong. Diéu nay dam bao cho V rang
khoa session dugc ma bang m, ciing 1a khod da ding d€ ma m,. Khi d6 V ding K
dé ma T+1 va glii két qua m, tré vé U.

Khi U nhan dugc m,, c6 dung K giai ma né va xdc minh xem két qua cé
bang T+1 khong. Cong doan nay dam bao cho U riang khod session K da duoc
truyén thanh cong dén V vi K da dugc dung dé tao ra m,.

Diéu quan trong can luu y 1a cac chitc nang khiac nhau cua cac thong bdo
dung trong giao thifc, m, va m, dung dé bao dam an toan trong viéc truyén khoa
session. Con m, va m, dung dé khang dinh khod, nghia la cho phép U va V ¢6 thé
thuyét phuc nhau rang ho s& hitu cing mot khod session K. Trong hau hét céc so
do phan phoi khod, su khiang dinh khod duoc coi nhu mot dic tinh. Thuong thi né
dugc thuc hién tuong tu kiéu Kerobos, U ding K dé ma ID(U) va T ding dé€ ma
trong m,. Tuong tu, V ding K dé ma T+1.

Muc dich ctia thoi gian hé thong T va thoi han L dé€ ngan d6i phuong tich
cuc khoi “luu” thong bdo cii nham tdi truyén lai sau nay (day dugc goi 1a tin
cong ki€u choi lai - relay attack). Phuong phdp nay hiéu qua vi cdc khod khong
dugc chap nhan 1a hop 1€ mot khi chiing qua han.

Mot trong han ché& ctia Kerobos 1a moi ngudi sir dung trong mang déu phai
c6 dong h6 dong bo v6i nhau vi cin c6 thoi gian hién tai dé x4dc dinh khoa
session K cho trudc 1a hop 1é. Thuc t€, rat khé ¢6 duoc su dong bd hoan hao nén
phai cho phép c6 khoang thay d6i nao dé vé thoi gian.

Hinh 8.5: Trao déi khod Diffie - Hellman

8.4 Trao doi khoa Diffie - Hellman

Néu ta khong muon dung dich vu khoa truc ti€p thi budc phai dung giao
thitc thoa thuan khod dé€ trao doi khod mat. Trudc hét, giao thitc thoa thuan kho4
ndi ti€ng nhat 1a giao thifc trao déi khod Diffie - Hellman. Gia st rdng, p 12 s6
nguyén td, o 1a phan tir nguyén thuy ctia Z, va ching déu 1a nhiing tham sé cong
khai. Giao thiic trao d6i khod Diffie - Hellman dugc dua ra trong muc 8.5.

Cudi giao thic, U va V tinh ra cung mot khoa:

Giao thitic nay ciing tuwong tu vGi so d6 phan phoi khoa trude ctua Diffie -
Hellman da mo ta truGc day. Su khac nhau & chd cdc s6 mi ay, ay, cua U va V
déu dugc chon lai moi 1an thuc hién giao thitc thay vi cd dinh. Ciing nhu vay,
trong giao thdc nay, ca U 1an V déu duoc dam bao khod tuoi vi khod session phu
thudc vao ca hai s6 mi ngau nhién a; va ay,.

8.4.1 Giao thirc tram toi tram.
Trao doi khoa Diffie - Hellman dugc dé xuét nhu so do sau:
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(So do)

Diang tiéc 1a giao thic dé bi ton thuong trudc doi phuong tich cuc - nhitng
nguoi st dung tdn cong “ké xam nhap vao gitta cuoc” (Intuder - in -middle -
attack). D¢ 1a tinh ti€t cua vo “The Lucy show”, trong d6 nhan vat Vivian Vance
dang dung bira toi v6i nguoi ban, con Lucille Ball dang tron dudi ban. Vivian va
ngudi ban cla c6 nim tay nhau dudi ban. Lucy c6 tranh bi phat hién da nam tay
cuia ca hai ngudi, con hai ngudi van nghi ring ho dang nam tay nhau.

Cudc tan cong kiéu “ké xam nhap giita cuoc” trén giao thic trao déi khod
Diffie - Hellman ciing nhu vay. W s& chan bat duoc céc biic dién trao déi gitta U
va V va thay thé€ bang cdc btc dién ctia anh ta nhu so d6 duéi day:

(so do)

Tai thoi diém cudi ctia giao thitc, U thiét 1ap thuc su khod mat o cling
v6i W, con V thiét 1ap khod mat «** véi W. Khi U c6 gidi ma bic dién dé gui
cho V, W ciing c6 kha nang giai ma n6 song V khong thé, (tuong tu tinh huong
nam tay nhau néu V gt biic dién cho U).

RO rang, diéu co ban doi véi U va V 1a bao dam rang, ho dang trao doi
kho4 v6i nhau ma khong c6 W. Trudc khi trao déi khod, U va V ¢6 thé thuc hién
nhitng giao thuc tdch bach d€ thiét 1ap danh tinh cho nhau, vi du, nhd ding mot
trong cdc so d6 dinh danh mo ta trong chuong 9. Tuy nhién, diéu nay c6 thé dua
dén viéc khong bao vé dugc trude tdn cong ké xam nhap gitta cudc néu W van
duy tri mot cach don gian su tan cong thu dong cho dén khi U va V da ching
minh danh tinh cta ho cho nhau. Vi thé giao thic thoa thuan khod tu né can xac
thuc dugc cac danh tinh ctia nhitng nguoi tham gia cung lic khoa duoc thiét 1ap.
Giao thic nhu vay duge goi la giao thic thoa thuan khoa da xac thuc.

Ta s& mo ta mot giao thitc thoa thuan khoda 1a cai tién cua so do trao doi
khoa Diffie - Hellman. Giao thiic gia thié€t s6 nguyén t6 p va phan ti nguyén thuy
a la cong khai va né dung véi cac dau xac nhan. Moi nguoi st dung U s€ c6 mot
so do chir ki vGi thuan todn xac minh ver,. TA ciling c6 so do chit ki vGi thuat
todn xac minh cong khai very,. Moi nguoi stt dung U ¢ ddu xdc nhan:

C(U) = (ID(U), very, sigra(ID(U), very))

Trong dé ID(U) 1a thong tin dinh danh cho U
Hinh 8.6 Giao thiic tram tdi tram don gidn.

Thoa thuan khoa da xac thuc do Diffie - Hellman, van Oorschot va Viener
dua ra duoc goi 1a giao thic tram dén tram (viét tat 1a STS). Giao thifc dua ra trén
hinh 8.6 don gian hon mot chit: né c6 thé dugc dung dé c6 thé phit hop véi cic
giao thic ctia ISO 9798-3.

Thong tin dugc trao d6i trong so d6 STS da don gidn hod (gém ca cdc dau
xac nhan) duoc minh hoa nhu sau:
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(so do)
Ta hdy xem cach bao vé nay trudc tdn cong ké xam nhap gitta cudc. Nhu trudc
day, W sé chan bat o™ va thay né bang

8.4.2. Cdc giao thitc thod thudn khod MTI

Matsumoto, Takashima va Imai da xay dung vai giao thic thoa thuan khoa
ddng chu y bang cdch bién daéi giao thiic trao d6i khoa cta Diffie - Hellman. Cac
giao thic nay dugce goi 1a MTI. Giao thitc nay khong doi hoi U va V phai tinh bat
ki chit ki ndo. Ching 1a cac giao thdc hai 1an vi chi ¢6 hai l1an truyén thong tin
riéng biét (mot tr U dé€n V va mot t V dén U). Trai lai, giao thiic STS duoc goi
la giao thic ba lan.
Hinh 8.7: Giao thiic thod thudn khod MTI.

Ta da dua ra mot trong cac giao thicc MIT. Viéc thi€t 1ap ching giong nhu
giao thic phan phoi khod trude Diffie — Hellman. Gia thi€t s6 nguyén t6 p va
phan tir nguyén thuy o 1a cong khai. Méi ngudi st dung U déu c6 chudi ID(U),
s6 mii mat a;; (0 < aj < p-2) va gia tri cong khai tuong ung:

TA ¢6 so do chit ki v6i thuat toan xdc minh (cong khai) very, va thuét toan
ki mat sigp4.
Moi nguoi stt dung U s€ c¢6 diu xac nhan:
C(U) = AD(U), by, sigra(ID(U), by)).
Trong do6 by duoc thiét 1ap nhu trén.
Giao thic thoa thuan khoa MTI dugc dua ra trén hinh 8.7. Cu6i giao thic
U va V déu tinh ciing mot khoa:
K=
Duéi day 1a vi du minh hoa giao thitc nay:
Vidu8.3.
Gia st p =27803, o = 5. Gia st U chon a;=21131: sau d6 6 ta tinh:
by = 5% mod 27803 = 21420.
dugc dong trén gidy xac nhan cua co6. Cling nhu vay, V chon a,, = 17555.
Sau d6 anh ta s€ tinh:
by =5""" mod 27803 = 17100.
dugc dat trén gidy xac nhan cua anh.
Bay gio gia st rang U chon r; =169, sau d6 c6 gui gia tri:
sy=15"" mod 27803 = 6268.
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dén V. Lic d6 gia stt V chon ry = 23456, sau d6 anh ta guri gia tri:
sy = 57*° mod 27803 = 26759

dén U.
Bay gio U tinh khoa:
Kyv=
= 6268'"°% 21420*%° mod 27803
= 21600.

Nhu vay, U va V da tinh cung mot khoa. ...
Thong tin dugc truyén trong giao thitc duoc miéu ta nhu sau:
(so do)

Hay xét do mat cua so do6. Khong khé khin nhan thiy riang, do mat cla
giao thitc MTI trudc tdn cong thu dong ding bang bai toian Diffie — Hellman.
Ciing nhu nhiéu giao thiic, viéc chiing minh tinh an toan trudc tan cong chu dong
khong phai don gian, ching ta s& khong thlr chiing minh bat ct di€u gi vé diéu
nay va tu han ch€ dén mot s6 doi s6 khong hinh thuc.

Day 12 mot mo6i nguy hiém c6 thé xem xét: Khi khong dung chit ki trong
sudt qud trinh thuc hién giao thic, c¢é thé xuat hién tinh huoéng khong cé su bao
vé nao trudc tan cong xam nhap vao di€ém giita. Qua thuc, c6 kha ning W ¢6 thé
chon cac gia tri ma U va V gui cho nhau. Du6i day mo ta mot tinh huéng quan
trong c6 thé xuat hién:

(so do)

Trong truong hop nay, U va V s€ tinh c4c khod khéac nhau: U tinh
K=

Trong khi d6 V tinh:
K=

Tuy nhién, W khong thé tinh todn ra khod ctia U va V vi ching doi hoi
phai bi€t s6 mil mat a; va a, twong tng. Tham chi ngay ca khi U va V tinh ra cac
khoa khdc nhau (ma di nhién 1a khong dung chiing) thi W ciing khong thé tinh
dugc khod nao trong chdng. No6i cach khéc, ca U 1an V déu duoc bao dam rang,
ngudi sir dung khéc trén mang chi c6 thé tinh dugc khoa ma ho tinh duge. Tinh
chét nay doi khi duoc goi 12 xdc thuc khod dn (implicit key authentication)

8.4.3 Thod thudn khod dung cdc khod tu xdc nhdn

Trong phan nay, ta mo td mot phuong phap thoa thuan khod do chinh
Girault dua ra khong can ddu xac nhan. Gia tri cua khod cong khai va danh tinh
ngudi s& hitu né s€ ngdm xac thyc 1an nhau.

So d6 Girault két hop cac tinh chat cia RSA va cédc logarithm roi rac. Gia
stt n = pq, p =p,+1, q = 2q,+1, con p, q, p,va q, déu la cic s6 nguyén t6 16n.
Nhém nhan Z," 1a dang céu véi Z,'xZ,". Bac cuc dai ctia phan tir bat ki trong Z,
boi vay 1a boi chung nho nhat cia p - 1 va q - 1, hoac 2p,q,. Cho o la phan tir c6
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bac 2p,q,. Khi d6 nhém cyclic ctia Z," do o tao ra la thiét lap thich hop clia bai
todn logarithm roi rac.
Trong so d6 Girault, chi TA biét duoc phan tich nhan tir ctia n. Céc gia tri
n va o 1a cong khai, song p, q, p; va q, déu 1a mat. TA chon s6 mii ma cong khai
RSA, ki hiéu 12 e. S6 mil giai ma twong ing bi mat 1a d (nhé rin d = e 'mod ¢(n)).
Mobi nguoi sit dung U ¢6 mot chudi ID(U) nhu trong cédc so do trude day. U
nhan dugc khod tu xac nhan cong khai py tit TA nhu néu trén hinh 8.8. Nhan xét
rang, U can TA gidp d& dé tao py. Ciing chd y rang:
by =py° + ID(U) mod n
Hinh 8.8: Nhdn khoad tu xdc nhdn tiwr TA
1. U chon s6 mii mat a; va tinh:
by =
2. Uduaa; vabycho TA
3. TA tinh:
py= (by - ID(U))! mod n
4. TA duapychoU
C6 thé tinh tix p; va ID(U) bang thong tin cong khai ¢6 sin.
Giao thuc thoa thuan khod Girault dugc dua ra trén hinh 8.9. Thong tin truyén di
trong giao thic nhu sau:

ID(U), py;, @™ modn
U ID(V), py,a" modn \

Cudi giao thic, U va V tinh khoa:

K =a"*""% modn
Duéi day 1a mot vi du vé trao d6i khod trong so do Girault.

Vidu8.4:

Gia st p =839, q = 863. Khi d6 n = 724057 va ¢(n) = 722356. Phan t a=5
c6 bac 2p,q, = ¢(n)/2. Gia sit TA chon d = 125777 lam s6 mi giai ma RSA, khi
dé e = 84453.

Gia su U c6 ID(U) = 500021 va a; = 111899. Khi d6 b, = 488889 va py
=650704. Ciing gia thiét rang V ¢6 ID(V) = 500022 va a; = 123456. Khi d6 b, =
111692 va p, = 683556.

Bay gio U va V muoén trao d6i khoa. Gia sit U chon r; =56381, nghia 1a
sy=171007. Tiép theo, gia sit V chon r, = 356935, nghia la s, =320688.

Khi d6 ca U 1an V s€ tinh cing mot khoa K = 428609. ...
Hinh 8.9: Giao thiic thod thudn khod ctia Girault
1. U chon ry ngau nhién va tinh
Sy =
2. U gt ID(U), py va sy cho V.
3. V chon ry ngdu nhién va tinh
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Sy =a" modn
4. V gtri ID(V), py va sy cho U
5. U tinh:
= s (py +ID(V))" modn
Va V tinh:
K=s} (pj +I1DU))" modn
Xét cach cdc khod tu xdc thuc bao vé chong lai mot kiéu tan cong. Vi cdc gia tri
by, py va ID(U) khong dugc TA ki nén khong c6 cach nao dé ai d6 x4c minh truc
ti€p tinh xac thuc cua ching. Gia thiét thong tin nay bi W - ngudi muon gia danh
U - gid mao (titc 12 khong hop tdc véi TA dé€ tao ra nd). Néu W bit ddu bing
ID(U) va gi4 tri gia b ;. Khi d6 khong c6 cdch nao dé co ta tinh dugc s6 mii a
twong ing véi b, néu bai todn logarithm roi rac khé gidi. Khong c6 a';, W khong
thé tinh dugc kho4.

Tinh huéng tuong tw néu W hoat dong nhu ké xam nhép gitta cuéc. W sé
c6 thé ngan dugc U va V tinh ra kho4 chung, song W khong thé dong thoi thuc
hién cac tinh toan cua U va V. Nhu vay, so do cho kha nang xac thuc ngdm nhu
giao thiic MTL

Ban doc c¢6 thé tu hdi tai sao U duoc yéu ciu cung cip céc gid tri ay cho
TA. Qua thuc, TA ¢6 thé tinh py, truc ti€p tir by ma khong can biét a;; song diéu
quan trong & day 1a TA s& dugc thuyét phuc rang, U biét a; truéc khi TA tinh py,
cho U.

Diém nay dugc minh hoa biang cdch chi ra so d6 c6 thé bi tan tong néu TA
phat bira bai cdc khoa cong khai p,; cho nhitng ngudi sit dung ma khong kiém tra
trudc hét xem ho c¢6 s hitu cdc a; tuong tng véi cac by cua ho hay khong. Gia st
W chon mot gia tri gia a'; va tinh gid tri tuong Gng:

b, =a® modn
Pay 1a c4ch anh ta c6 thé x4c dinh kho4 cong khai tuong ting

py=(by-IDU))" modn
W sé tinh:

pw=byw - IDU) + ID(W)
va sau d6 dua b 'y, va ID(W) cho TA. Gia st TA phat ra khod cong khai

Py =(b'y - ID(W))* (mod n)
cho W th’ dung yéu to:

- ID(W) = by - ID(U) (mod n)
co the suy ra rang: p w=Pu

Cudi cung, gia st U va V thuc hién giao thitc con W thay thé thong tin nhu
sau:

ID(U), pyy, @™ modn ID(U), pU, o modn
U ID(V), py, a" modn Y ID(V) Py, @" modn W
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Xét thay V s€ tinh khoa:
K =a""" modn
trong khi U s€ tinh khoa
K =a"*"* modn
W c6 thé tinh K nhu sau:
K =s¥(p& +ID(V))" modn
Nhu vay, W va V chia sé nhau mot khoa, song V nghi anh ta dang chia khoa véi
U. Nhu vay, W s& ¢6 thé giai ma dugc biic dién ma V gti cho U.

8.5 Cac chi y va tai liéu tham khao.

Blom da dua ra so d6 phan phoi khod cua ong trong [BL85]. Cac bai bao
c6 tinh chit t6ng quat hod ciing cd trong mot s6 bai bido khdc cla ong
[BDSHKVY93] va ctia Beimel va Chor [BC94].

Diffie va Hellman dua ra thuat toan trao déi khod cua ho trong [DH76]. ¥
twdng vé trao doi khod ciing dugc Merkle dua ra doc lap trong [ME78]. Nhitng ¥
kién vé trao doéi khoa xdc thuc dugc 14y tir Diffie, Van Oorschot vd Wiener
[DVW92].

Phién ban thit 5 vé Kerobos dugc mo ta trong [KN93]. Con bai bdo gan
day nhat vé Kerobos xem trong [SC94] ctia Schiller.

Ciac giao thic clia Matsumoto, Takashima va Imai c6 thé tim thdy trong
[MTI86]. Phan phoi khoa tu xac nhan duoc gidi thiéu trong Girault [GIR91]. So
d6 ma ong dua ra thuc su l1a so d6 phan phdi khod truge: Ban cai tién so do thoa
thuan khoa dua trén [RV94].

Hai tong quan gan day vé phan phoi khoa va thoa thuan khod 1a cua
Rueppel va Van Oorschot [RV94] va Van Tilburg [VT93].

Bai tap

8.1 Gia str so do Blom véi k =1 duoc thuc hién cho tap 4 nguoi st dung, U, V, W
va X. Gia thiét p = 7873, ry = 2365, r, =6648, 1y, = 1837 con ry = 2186. Cac da
thitc mat g nhu sau:

gy(x) =6018 + 6351x

gy(x) =3749 + 7121x

gw(x) =7601 + 7802x

g2x(x) = 635 + 6828x
a/ Tinh khod cho mdi cdp ngudi sir dung, xdc minh raing moi cdp nhan dugc mot
khoa chung (nghia la Ky y =Ky v.v..)
b/ Chi ra cdch W va X cung nhau tinh khod K
8.2 Gia thiét so d6 Blom vdéi k = 2 duogc thuc hién cho tap 5 nguoi st dung U, V,
W, X vaY.Giathiét p=97, r; =14, 1y, = 38, ryy = 92, r =69 coOn 1y = 70. Cac da
thitc mat g nhu sau:

gu(x) =15 + 15x + 2x?
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gy(x) =95 + 77x + 83x?

gw(x) = 88 + 32x + 18x?

gy (x) =62 + 91x + 59x?

gy(x) = 10 + 82x + 52x?
a/ Chira cdch U va V tinh khod K, =Ky
b/ Chira cich W, X va Y cung nhau tinh khod K
Hinh 8.10: Bai toan MTI
Bai todn: 1 =(p, a, B, v, 8, €) trong d6 p 1a s6 nguyén t6, oo € Z*, 1a phan ti
nguyén thuy con B, v, 8, € €Zp
Muc tiéu: Tinh £"%7 5" mod p
8.3. Gia thiét U va V tién hanh trao déi khoa theo so do Diffie - Hellman véi p =
27001 va o = 101. Gia st U chon a; = 21768 va V chon a, = 9898. Hay chi ra
céc tinh todn ma U va V thuc hién va xac dinh khod ma ho tinh duoc.
8.4. Gia thiét U va V tién hanh giao thic MTI v6i p = 30113, oo = 52. Gia stt U ¢c6
ay = 12385. Hay chi ra cac tinh todn ma ca U va V thuc hién va xac dinh khoa
ma ho tinh duoc.
8.5. Néu doi phuong thu dong c6 gang tinh K do U va V xay dung bang giao thuc
MTI (hinh 8.10), khi d6 anh ta phai d6i mat véi bai todn MTI. Ching minh rang
thuat todn bat ki giai dugc bai todn MTI thi ciing c6 thé gidi duoc bai todn Diffie
- Hellman va nguoc lai.
8.6. Xét so d6 dinh danh Girault trong d6 p = 167, ¢ = 179 va vi th€ n = 29893,
Giasta =2vae=11101.
a/ Tinh d.
b/ Cho truéc ID(U) = 10021 va a; = 9843, tinh b, va py. Cho truéc ID(V) =
10022 va a, = 7692, hay tinh by, va py
¢/ Chi ta cach c6 thé tinh by, tir p, va ID(V) bing cach dung s6 mii cong khai e.
Tuwong tu, chi ra cach tinh by, tit p,, va ID(V).
d/ Gia stt U chon ra ry; = 15556 va V chon ra r, = 6420. Hay tinh s; va s, va chi
ra cach U va V tinh khoa chung cua ho.

Trang 12



Vietebooks Nguyén Hoang Cucong

CHUONG 9
CAC SO PO PINH DANH

9.1 GIOI THIEU.

Ciac k¥ thuat mat ma cho phép nhiéu bai toan dudng nhu khong thé giai dugc

thanh c6 thé giai duoc. Mot bai todn nhu vay 12 bai to4dn x4y dung cac so do

dinh danh mat. Trong nhiéu trudng hop can thiét phai “ching minh” bang

phuong tién dién tlr danh tinh cuia ai d6. Duéi day 1a mot s6 trudng hop dién

hinh:

1. Dé rit tién tir mot may thu quy tu dong (ATM), ta dung thé cing véi s6
dinh danh ca nhan (PIN) c6 4 chit so.

2. DE tra tién cho cdc cudc mua bén trén dién thoai dung thé tin dung, tat ca
déu can s6 thé tin dung (va thoi han dung thé)

3. Dé tra tién cho cédc cu goi dién thoai dudng dai (dung thé goi) chi can s6
dién thoai va PIN 4 chir s6.

4. Dé vao mang mdy tinh, cin tén hop 1¢ clia ngudi st dung va mat khiu
tuong Ung.

Thuc t€, cdc kiéu so do nay thudng khong duoc thuc hién theo cich an toan.

Trong cac giao thic thuc hién trén dién thoai, bat ki ké nghe trom nao ciing

c6 thé dung thong tin dinh danh cho muc dich riéng ctia minh. Nhiing ngudi

nay ciing c6 thé 1a ngudi nhan thong tin. Cdc muu d6 x4u trén thé tin dung

déu hoat dong theo ciach nay. Thé ATM an toan hon mot chiit song van con

nhitng di€ém yéu. Vi du, ai d6 diéu khién dudng day lién lac c6 thé nhan dugc

tat ca cac thong tin duoc ma hoa trén dai tir tinh cua thé cling nhu thong tin

vé PIN. Diéu nay cho phép mot ké mao danh ti€p can vao tai khoan nha

bang. Cuoi cung, viéc chui vao mang mdy tinh tir xa ciling 1a van d¢ nghiém

trong do cdc ID va mat khau ctia ngudi st dung dugc truyén trén mang O

dang khong ma. Nhu vay, ho 1a nhitng ving dé bi tén thwong doi véi nhing

ngudi diéu khién mang may tinh.

Muc dich cuia so d6 dinh danh 1a: ai d6 “nghe” nhu Alice tu xung danh
v6i Bob khong thé tu bia dat minh 1a Alice. Ngoai ra, ching ta s& c6 ging
gidm xdc suat dé chinh Bob c¢6 thé thir mao nhan 1a Alice sau khi co ta tu
xung danh véGi anh ta. N6i cach khac, Alice mudn c¢6 kha nang chiing minh
danh tinh ctia minh bang phuong tién dién tr ma khong can dua ra chiit
thong tin nao hét vé danh tinh ctia minh.

Mot vai so d6 dinh danh nhu vay da duoc néu ra. Mot muc dich thuc
t€ 12 tim mot so d6 du don gian dé c6 thé thuc hién duoc trén thé thong minh,
dac biét 1a thé tin dung gin thém mot chip c6 kha nang thuc hién cédc tinh
toan sO hoc. Vi thé, thé doi hoi ca khoi Iuong tinh toan 1an bo nhé nhd dén
miic ¢4 thé. Thé nhu vay an toan hon cic thé ATM hién tai. Tuy nhién, diéu
quan trong can chi y 12 su an toan “dic biét” lién quan dén ngudi diéu khién
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dudng day thong tin. Vi né la thé dé chiing minh danh tinh nén khong can
bao vé chong mat thé. Song nd van can thiét ¢ PIN dé biét ai 1a chu nhan
thuc su cua thé.

Trong cac phan sau s€ mo ta mot s6 so do dinh danh thong dung nhat.
Tuy nhién, truéc hét hiy xét mot so do rat don gian dua trén hé thong ma
khod riéng bat ki, chang han nhu DES. Giao thiic m6 ta trén hinh 9.1 dugc
goi 12 giao thitc “yéu clu va tra 10i”, trong d6 gia thiét ring, Alice dang tu
xung danh v6i Bob co6 va Bob chia nhau mot khod mat chung K, khod nay
chi 1a ham ma ey.
Hinh 9.1: Giao thitc Yéu cau va ddp iing:

1. Bob chon moét yéu cau x- 1a mot chudi ngau nhién 64 bit. Bob gt x cho
Alice
2. Alice tinh y = ex(x)
gui n6 cho Bob.
3. Bob tinh:
y’ = ex(x)
va xdc minh y’ =y.
Ta s& minh hoa giao thitc nay bang vi du nhé dudi day.
Vidu9.1
Gia str Alice va Bob dung ham ma lam luy thira tinh modulo:
ex(x) = x'%” mod 167653.
Gia str yéu cau ctia Bob x = 77835. Khi d6 Alice s€ tra 10i v6i y = 100369.
Moi so d6 dinh danh thuc su déu Ia cdc giao thic “Yéu cau va dap
ting” song cac so do hiéu qua nhat lai khong yéu cau cac khoa chia sé (dung
chung). y tudng nay s€ duoc ti€p tuc trong phan con lai cia chuong nay.

9.2 So do6 dinh danh Schnorr.

Ta bat ddu bing viéc mo ta so do dinh danh Schnorr - 12 mot trong
nhiing so d6 dinh danh thuc tién va ddng chd y nhat. So d6 nay doi hoi mot
nguoi dugc uy quyén c6 tin nhiém ma ta ky hiéu 1a TA. Ta s€ chon cdc tham
s0 cho so do nhu sau:

1. p 1a s6 nguyén t6 16n (tic p > 2°'%) sao cho bai toan logarithm rdi rac
trong Zp 1a khong giai dugc.

2. qla uéc nguyeén t6 16n ctia p-1 (tic q > 2'9).

3. aez; c6 bac q (c6 thé tinh o nhu (p-1)

77 ) déu dugc cong khai.

TA s& dong mot dau xac nhan cho Alice. Khi Alice muon nhan dugc
mot dau xac thuc tir TA, co phai ti€én hanh cac budc nhu trén hinh 9.2. Vao
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thoi diém cuoi, khi Alice muon chitng minh danh tinh ctia co trudc Bob, co

thuc hién giao thic nhu trén hinh 9.3.

Nhu da néu & trén, t 1a mot tham s6 mat. Muc dich cua né la ngan ké
mao danh - chang han Olga - khoi phdng dodn yéu ciu r ctia Bob. Vi du, néu
Olga doén diing gid tri 1, co ta c6 thé chon gid tri bat ky cho y va tinh

vy =o'V mod p
Co6 s€ dua cho Bob y nhu trong budc 1 va sau d6 khi nhan duoc yéu cau r, co
s€ cung cap gia tri y da chon san. Khi d6 y s€ dugc Bob xac minh nhu trong
budc 6.

Hinh 9.2 Cdp ddu xdc nhdn cho Alice.

1. TA thiét 1ap danh tinh ctia Alice bang cach lap gidy ching minh thong
thuong chang han nhu xdc nhan ngly sinh, ho chiéu ... Sau d6 TA thiét
lap mot chubi ID (Alice) chita cdc thong tin dinh danh cta co ta.

2. Alice bi mat chon moét s6 mii ngau nhién a, 0 < a < g-1. Alice tinh:

v=0o"mod p
va guri v cho TA
3. TA tao ra mot chir ki:
s =sigpa(L,v).
Dau xac nhan
C(Alice) = (ID(Alice),v,s)
va dua cho Alice

Xac suat dé Olga phong dodn ding r 1a 2™ néu r duoc Bob chon ngau nhién.

Nhu vay, t = 40 1a gia tri hgp 1y v6i hau hét cac tng dung, (tuy nhién, chud y

rang, Bob s& chon r ngau nhién méi 14n Alice xung danh véi anh ta. Néu Bob

luon ding cuing mot r thi Olga c6 thé mao danh Alice bing phuong phdp mo
ta O trén).

C6 hai van dé nay sinh trong giao thic xac minh. Trudc hét, chit ki s
ching minh tinh hgp 1é cua dau xac nhan cua Alice. Nhu vay, Bob xac minh
chit ky ctia TA trén ddu xdc nhan cta Alice dé thuyét phuc chinh ban than
minh rang diu xdc nhan 1a xdc thuc. Pay 1a xdc nhan tuong tu nhu cdch da
dung & chuong 8.

Van dé thi hai cta giao thic lién quan dén ma s6 mat a. Gia tri a ¢6
chiic niang twong tu nhu PIN dé thuyét phuc Bob ring, ngudi thuc hién giao
thic dinh danh qua thuc 1a Alice. Tuy nhién ¢6 mét khac nhau quan trong so
v6i PIN la: trong giao thic dinh danh, a khong bi 10. Thay vao dé, Alice (hay
chinh x4c hon 1a thé thong minh cta c6) chiing minh rang, co (thé) biét gia
tri a trong budc 5 bang cdch tinh y trong khi tra 16i doi hoi r do Bob dua ra.
Vi a khong bi 10 nén ki thuat nay goi la chiing minh khong ti€t 16 thong tin.
Hinh 9.3. so do dinh danh Schnorr
1. Alice chon mot s6 ngau nhién k, 0 <k < -1 va tinh:

v = o mod p.
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2. Alice gtri ddu xac nhan ctia minh cho C(Alice) = (ID(Alice),v,s) va y cho
Bob.
3. Bob xdc minh chit ki ctia TA béng céch kiém tra xem c6 thod man
ver(ID(Alice),v,s) = true hay khong.
4. Bob chon mot s6 ngau nhién r, 1<r < 2' va dua n6 cho Alice.
5. Alice tinh:
y =k +armod q
va dua y cho Bob.
6. Bob xac minh xem c6 thoa man dong du thic sau khong
vy = o’V (mod p).
Céc dong du sau day ching minh rang Alice ¢6 kha niang chiing minh danh
tinh cta co6 cho Bob:
o’V = oV (mod p)
= ak+arvar (mod p)
= o*(mod p)
= 7 (mod p) \
Nhu vay s€ chdp nhan bang ching vé danh tinh ctia Alice va giao thic
dugc goi 1a c6 tinh day du.
Duéi day la mot vi du nho minh hoa khia canh “thach thic va dap
ting” cua giao thic.
Vidu9.2
Gia stir p=88667, q = 1031, t=10. Phan tir o = 70322 ¢6 bac q thuoc Z. Gia
st sO ma mat cua Alice a = 755. Khi dé:
v =o(mod p)
=70322'%1"mod 88667
=13136
Gia su Alice chon k = 543, sau d6 co tinh:
v = o mod p
=70322°* mod 88667
= 84109
va gui v cho Bob. Gia thiét Bob dua ra yéu cau r = 1000. Khi dé Alice tinh:
y =k +armod q
=543 + 755% 1000 mod 1031
=851
va gui y cho Bob. Sau d6 Bob xac minh xem
84109 = 70322*'13136'"(mod 88667)
Néu ding, Bob s tin rang anh ta dang lién lac véi Alice.
Tiép theo ta hdy xem xét cach ai d6 ¢6 thé mao danh Alice. Olga - ké
dang c6 mao danh Alice bang cdch lam gia d4u xédc nhan:
C’(Alice) = (ID(Alice), v’, s°),
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trong d6 v’#v. Song s’ duoc gia thiét 1a chit ki cta (ID(Alice), v’, s’) va no
duoc Bob xdac minh trong budc 3 clia giao thitc. Néu so d6 chit ki cua TA la
an toan, Olga s& khong thé 1am gia chit ki s’ (ma sau nay s& bi Bob xdc
minh).

Bién phap khiac s€ cho Olga dung ddu xic nhan ding cua Alice
C(Alice) = (ID(Alice), v, s) (nhé lai rang, cdc ddu xdc nhan khong mat va
thong tin trén dau xac nhan bi 160 méi 1an thuc hién giao thitc dinh danh). Tuy
nhién Olga s& khong thé mao danh Alice trir phi co ta cling bi€t gia tri a. D6
la vi “yéu cau” r trong budc 4. & bude 5, Olga s€ phai tinh y ma y 1a ham cta
a. Viéc tinh a tir v bao ham viéc giai bai toan logarithm roi rac 1a bai toan ma
ta da gia thiét 1a khong thé giai duoc.

C6 thé ching minh mot dinh 1 chinh xdc hon vé tinh an toan cta giao
thitc nhu sau:

Dinh li 9.1.

Gid sit Olga biét gid tri y nho dé co cé xdc sudt € > 1/2"" dé gid mao
Alice thanh cong trong giao thitc xdc minh. Khi dé Olga cé thé tinh a trong
thoi gian da thiic.

Chiing minh

V6i mot phan ¢ trén 2' yéu cau 1, Olga c6 thé tinh gia tri y (s€ duogc
Bob chdp nhan trong buéc 6). Vi > 1/2"" nén ta c6 2/&> 2 va boi vay, Olga
c6 thé tinh duoc cac gia tri y,,y,,Ir, va 1, sao cho

ViV

va y= a”"v"=a’v'""(mod p)
hay a’ 2 =v"™" (mod p)
Viv=a"nén ta co:

Yi-y2 = a(1;- 1,) (mod q)

Xét thay O < | r,- 1,1 <2' va q > 2'1a nguyén t6. Vi UCLN(r,- 1,, q) = 1
va Olga c6 thé tinh:

a=(y,-y,)(r, - 1) 'mod q
nhu mong muon...

Dinh 1y trén ching minh ring, bat ky ai ¢6 co hoi (khong phai khong déng
ké) thuc hién thanh cong giao thic dinh danh déu phai biét (hoic c6 thé tinh
trong thoi gian da thiic) s6 mil mat a cua Alice. Tinh chét nay thuong dugc
goi 1a tinh ding dan (sound). Duéi day 1a vi du minh hoa:
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Vidu9.3

Gia su ta cling c6 cac tham s6 nhu trong vi du 9.2: p = 88667, q =
1031, t= 10, o = 70322, a = 755 va v = 13136. Gia st Olga nghién ctru thay
rang:

o 351y1000 = 454
khi d6 c6 thé tinh:

a=(851 - 454)(1000 - 19)" mod 1031 =755
va nhu vay s€ kham pha ra s6 mi mat cua Alice. ...

Chiing ta da ching minh ring, giao thic ¢6 tinh ding dan va day du.
Song tinh diing ddn va ddy du chua du dé bao dam ring giao thic 12 an toan.
Chang han, néu Alice dé 16 s6 mii mat a ciia minh khi chitng minh danh tinh
clia ¢O véi Olga thi giao thitc vin con ding dan va diy da. Tuy nhién né sé
hoan toan khong an toan vi sau d6 Olga ¢ thé mao danh Alice.

Diéu nay thic ddy dong co xem xét thong tin mat da cho ngudi xdc
minh - nguoi ciing tham gia trong giao thic - biét (trong giao thic nay, thong
mat 12 a). Hy vong 1a khong c6 thong tin nao vé a c6 thé bi gia ting boi Olga
khi Alice chiing minh danh tinh cia minh cho co6 ta, dé sau d6 Olga c6 thé
gia dang nhu Alice.

N6i chung, ¢6 thé hinh dung tinh hudng khi Alice chiing minh danh
tinh cua minh véi Olga trong mdt s6 tinh huong khac nhau. C6 1& Olga
khong chon céc yéu cdu clia co (tic cdc gid tri r) theo ki€u ngiu nhién. Sau
vai 1an thuc hién giao thifc, Olga s& c6 ging xac dinh gia tri a dé sau d6 c6
thé mao danh Alice. Néu Olga khong thé xédc dinh duoc chiit thong tin nao
v€ a qua tham gia véi s6 1an da thic thuc hién giao thic va sau dé thuc hién
mot luong tinh todn da thitc thi giao thiic ¢6 thé duoc goi 1a an toan.

Hién tai van chua chiing minh dugc rang giao thuc Schnorr 14 an toan,
song trong phan tiép sau, ta s& dua ra mot cai tién vé so do nay (do Okmoto
dua ra) ma c6 thé chiing minh duoc né 1 an toan khi cho tru6e gia thuyét
tinh todn nao do.

So d6 Schnorr da dugc thiét k&€ véi toc do nhanh va hiéu qua theo quan
diém ca vé tinh todn 14n lugng thong tin cin thiét dé trao do6i trong giao thiic.
N6 ciing duoc thiét k€ nhim t6i thiéu hod luong tinh todn ma Alice phai thuc
hién. Day 1a nhiing dac tinh tot vi trong thuc t€, cac tinh todn cua Alice s€
phai tinh trén cac thé thong minh cé kha nang tinh toan thap trong khi cac
tinh toan ctia Bob lai trén cac may 16n.

Vi muc dich thao luan, ta hay gia st rang, ID(Alice) 1a chudi 512 bit, v
cling gobm 512 bit, con s bang 320 bit nén DSS dugc dung nhu so d6 chit ki.
Kich thudc tong cong clia diu xdc nhan C(Alice) (cin dugc luu trén thé cla
Alice) 1a 1444 bit.

Xét cac tinh toan ctia Alice: Budc 1 can lay mi theo modulo, budc 5
so sanh mot phép cong modulo va mdt phép nhan modulo. D6 1a phép luy

v’(mod p).
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thira modulo manh vé tinh todn song c6 thé tinh todn gian ti€p néu mudn.
Con cac tinh toan truc ti€p duoc Alice thuc hién binh thuong.

Viéc tinh s6 bit can thiét trong qua trinh lién lac dé thuc hién giao thic
ciing kh4 don gian. C6 thé mo ta thong tin duoc lién lac & dang d6 hinh nhu
sau

Cy >
Alice r ~ Bob
y

»
|

Alice dua cho Bob 1444 + 512 = 1956 bit thong tin trong buéc 2: Bob
dua cho Alice 40 bit trong budc 4 va Alice dua cho Bob 160 bit trong budce 6.
Nhu vay cdc yéu cau vé lién lac rat mic do.

9.3 So do dinh danh cua Okamoto.

Trong phan nay ta s& dua ra mot bién thé cta so d6 Schnorr do
Okamoto dua ra. So do cai tién nay Zp khong giai duoc.

Dé thiét 1ap so d6, TA chon p va q nhu trong so d6 Schnorr. TA ciing
chon hai phan tt o, va o, € Z; déu c6 bac q. Gid tri ¢ = log,, 0, dugc giit bi
mat ké ca doi v6i Alice. Ta s€ gia thiét rang, khong ai ¢ thé giai duoc (tham
chi Alice va Olga lién minh véi nhau) d€ tinh ra gid tri ¢. Nhu truée day, TA
chon so d6 chit ki s6 va ham hash. Dau xdc nhan ma TA da phat cho Alice
dugc xay dung nhu mo ta & hinh 9.4.

Dud6i day 1a mot vi du vé so d6 Okamoto.

Vidu94.

Ciing nhu vi du trude, ta 1y p = 88667, q = 1031, t = 10. Cho a, =
58902 va cho a, = 73611 (ca o, l1an o , déu c6 bac q trong Z;). Gia sk
a,=846, a, = 515, khi d6 v = 13078.

Gia sur Alice chon k, = 899, k, = 16, khi d6 y = 14573. Néu Bob dua ra
yéu cau r = 489 thi Alice s€ tra 16i y, = 131 va y, = 287. Bob s& xac minh
thay:

58902"'78611**71378"% = 14574 (mod 88667).

Vi thé€ Bob chdp nhan bang ching cua Alice vé danh tinh cta co. ...

Viéc chiing minh giao thdc la day du khong kho (tic 1a Bob s€ chap
nhan bang ching vé danh tinh clGa c6). Su khdc nhau gitta so d6 cua
Okamoto va Schnorr 1 & chd, ta ¢6 thé ching minh ring so d6 Okamota an
toan mién la bai todn logarithm roi rdc khong giai dugc.

Hinh 9.4: Pong dau xac nhan cho Alice.

1. TA thiét 1ap danh tinh ctia Alice va phat chu6i dinh danh ID(Alice).
2. Alice chon bi mat hai s6 mii ngau nhién a,,a, trong d6 0 < a;,a, < q -1
Alice tinh:
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V= " " modp
va dua cho TA.
3. TA tao chit ki
s = sigra(L,v).
va dua dau xac nhan
C(Alice) = (ID(Alice),v,s)
cho Alice

Phép chiing minh vé tinh an toan rat tinh t€. Day la y kién chung: Nhu
trudc day, Alice tu dinh danh véi Olga trong nhi€u thoi gian da thdc thong
qua thuc hién giao thitc. Khi d6 ta gia thiét rang Olga c6 kha nang nghién
ctru mot s6 thong tin vé cdc gia tri a,,a,. Néu nhu vay thi Olga va Alice két
hop véi nhau cé kha nang tinh dugc logarithm roi rac ¢ trong thoi gian da
thitc. Diéu nay mau thuin vé6i gia dinh & trén va ching to rang Olga chac
khong thé nhan duogc chiit thong tin nao vé cic s6 mii clia Alice thong qua
viéc tham gia vao giao thic.

Phan dau tién clia giao thitc nay tuong tu v4i ching minh tinh day du
trong so do Schnorr.

Pinh ly 9.2.

Gid sir Olga biét a gid tri y ma nho né cé cé xdc sudt thanh cong & >
1/2"'khi danh gid Alice trong giao thiic xdc minh. Khi dé, Olga cé thé tinh
cdc gia tri b,,b, trong thoi gian da thiic sao cho

= o;"a;” modp.

Chung minh:

V6i phan ¢ trén 2' yéu cdu c6 thé r, Olga c6 thé tinh cdc gid tri y,, y,,
Z),Z,, TVAS VOI T # S Va:

V= a2 V= a a?vi(mod p).
Ta dinh nghia: b= (y, - z,))(r - s)" mod q
va b= (y, - 2,)(r - s)" mod q
Khi d6 dé dang kiém tra thay rang:
V=a;"a,”(mod p)
nhu mong muon....
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Hinh 9.5. So do dinh danh Okamoto.
1. Alice chon cac s6 ngau nhién k, k,, 0 <k, k, < q -1 va tinh:

Y =a,"a;* (mod p).
2. Alice gri ddu xac nhan cua co C(Alice) = (ID(Alice),v,s) va y cho Bob.
. Bob xadc minh chit ki cia TA béang cach kiém tra xem ¢4 thoa man dong

nhat thuc:
verpa(ID(Alice),v,s) = true

4. Bob chon s6 ngau nhién r, 1< <2'va dua né cho Alice.
5. Alice tinh:

y, =k, +a;rmod q
va y, =k, +a,rmod q
va dua y,,y, cho Bob.
6. Bob x4c minh xem:

Y = a*a)? v(mod p) hay khong.

Bay gio ta ti€p tuc chi ra cach Alice va Olga clung tinh gia tri c.
Dinh Iy 9.3.

Gid st Olga biét gid tri y (ma voi né cé co xdc sudt gid danh Alice
thanh cong la & > 1/2"") trong giao thiic xdc minh. Khi dé, Alice va Olga c6
thé cung nhau tinh log,, a, trong thoi gian da thitc voi xdc sudt 1-1/q.

Chitng minh
Theo dinh 1y 9.2, Olga c¢6 kha nang xac dinh cac gia tri b, va b, sao

W

cho
vV = aaz (mod p)

Gia thiét ring Alice dé€ 10 cdc gid tri a, va a, cho Olga biét. Di nhién:
V= a*as? (mod p)

vi thé ™ = a2 % (mod p)

gia sir ring (al,a2) # (bl,b2), khi d6 (al-bl)™ ton tai va logarithm rdi rac:
c=log, a, = (a;-b,)(b,-a,)" mod q

c6 thé tinh duoc trong thoi gian da thiic.

Phan con lai 1a xem xét xac suat dé (al,a2) = (bl,b2). Néu xdy ra diéu
nay thi gid tri ¢ khong thé tinh theo mo ta & trén. Tuy nhién, ta s€ chi ra ring
(al,a2) = (bl,b2) s€ chi xay ra véi xac suat rat bé 1/q, vi thé€ giao thic nho do
Alice va Olga tinh duoc ¢ s& hau nhu chic chan thanh cong.

Dinh nghia:

A={(a,8,) €Z,xZ o, ;" = a;"a," (mod p) }
Nghia 12 A gom tét ca cac cap dugc sap c6 thé va chiing ¢ thé 1a cac s6 mil
mat cua Alice. Xét thay rang:

A ={a-cO,a,+0:0eZ,},
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Trong do6 ¢ = log,, a,. Nhu vay A chita q cap dugc sap.

Cap dugc sap (bl,b2) do Olga tinh chic chian & trong tap A. Ta s& chi ra
rang, gia tri cua cap (b1,b2) doc lap véi cap (al,a2) chita cdc s6 mii mat cua
Alice. Vi (al,a2) dugc Alice chon dau tién mot cach ngau nhién nén xac suat
dé (al,a2) = (b1,b2) 1a 1/q.

Nhu vay, (b1,b2) la “doc lap” véi (al,a2). Cap (al,a2) cua Alice la
mot trong q cip duoc sap cé thé trong A va khong c6 thong tin nao vé né (1a
cap “dung”) da bi Alice dé€ 10 cho Olga biét khi co6 xung danh véi Olga. (Mot
cach hinh thic, Olga bi€t mot cap trong A chia s6 mii cua Alice song co ta
khong biét n6 la cap nao).

Ta hay xét thong tin duoc trao déi trong giao thic dinh danh. Vé co
ban, trong méi 14n thuc hién giao thitc, Alice chon v, Olga chon r va Alice dé
16 y, vay, sao cho:

Y =’ v (mod p).
Ta nhd lai rang, Alice tinh:

y, =k, +a;rmodq
va y, =k, +a,rmod q
trong do

Y =, mod q
Chd y rang k, va k, khong bi 16 (ma a, va a, cling khong).
Bon phan tir cu thé (y,r,y,,y,) duoc tao ra trong thuc hién giao thitc tuy thudc
vao cap (a,,a,) cua Alice vi y, va y, dugc dinh nghia theo a, va a,. Tuy nhién
ta s& chi ra rang, méi bo bon nhu vay c6 thé duoc tao ra nhu nhau tir cap
duoc sap bat ki khiac (a'}, a,) €A. Dé thay rd, gia thiét (a,, a,) €A, tic la
a,=a, -cOva a,=a,+0,trongd60<0<q-1.

C6 thé biéu dién y, va y, nhu sau:

y,=k,+ar
=k, + (a, + cO)r
= (k, + rcO)+a,
va y,=k, +ar
=k, +(a, - O)r

=(k,-r0)+a, T
Trong d6 tat ca cdc phép tinh s6 hoc déu thuc hién trong Z,. Nghia 1a bo bon
(Y,1,y,,y,) cling phu hop véi cap dugc sdp (a;,a,)bing viéc dung cdc phép
chon ngiu nhién k; =k, + rcd va k, =ré dé tao ra y. Can chu y ring, cc gid tri
k, va k, khong bi Alice lam 16 nén bo (y, 1, y,, y,) khong cho bi€t thong tin gi
v€ cap nao trong A duoc Alice ding lam s6 mi mat cta co. Day la di€u phai
chiing minh....
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Viéc chiing minh tinh an toan nay kha tinh vi va t6i wu. Chac né sé
hitu dung dé€ 1ap méi cdc diac diém cua giao thiic, din t6i bang chitng vé su
an toan. Nhu vay, Alice chon 2 s6 mil mat cao hon 1a chon mot. C6 téng
cong q cip trong A tuong duong vdi cap (a,,a,) ciia Alice. Diéu nay dan dén
mau thuin co ban 1a, viéc hi€u biét hai cap khac nhau trong A s& cho mot
phuong phéap hiéu qua tinh toan logarithm roi rac c. Alice di nhién chi biét
mot cip trong A; néu ta chiing minh ring Olga c6 thé gia danh Alice thi
Olga c6 thé tinh mot cap trong A khéc vdi cap cua Alice (v6i xdc sudt cao).
Nhu vay Alice va Olga c6 thé cing nhau tim hai cip trong A va tinh ¢ - cho
mau thuan nhu mong muon.

Dudi day la mot vi du nho minh hoa viéc Alice va Olga tinh todn log,, a,:
Vidu9.5.
Giong nhu trong vi du 9.4, ta lay p =88667, q = 1031, t = 10 va gia su
v =13078.
Gia thiét Olga da xdc dinh duoc rang:
o, Mo,V = 6,06, 019 (mod p)
Khi dé co tinh:
b, = (131 - 890)(489 - 199)"' mod 1031 = 456
va
b, = (287 - 303)(489 - 199)"' mod 1031 = 519
Dung céc gié tri a, va a, do Alice dua cho, gid tri ¢ tinh nhu sau:
c = (846 - 456)(519 - 515)" mod 1031 = 613
gia tri thyc t€ nay la log, «, ma cé thé xdc minh bang c4ch tinh:
58902°"* mod 88667 = 73611.
Cudi cung, cAn nhan manh riang, mic du khong c6 ching minh da biét nao
ching t6 so d6 Schnorr an toan (tham chi gia thiét rang, bai todn logarithm
roi rac khong giai duoc) song ta ciing khong biét bat ki nhuoc diém nao cua
so do nay. Thuc su so d6 Schnorr dugc wa thich hon so d6 Okamoto do né
nhanh hon.

9.4 So do dinh danh Guillou - quisquater.

Trong phan nay s€ mo ta mot so do dinh danh khac do Guillou va
Quisquater dua ra dua trén RSA.

Viéc thiét 1ap so d6 nhu sau: TA chon 2 s6 nguyén t6 p va q va lap tich
n =pq. Gia tri cua p va q dugc gitt bi méat trong khi n cong khai. Giong nhu
truéc day, p va q nén chon du 16n dé viéc phan tich n khong thé thuc hién
dugc. Cling nhu vay, TA chon s6 nguyén t6 da 16n b giit chiic nang tham s6
mat nhu s6 mi mat trong RSA. Gia thiét b 1a s6 nguyén t6 dai 40 bit. Cuoi
cung TA chon so d6 chit ki va ham hash.
Hinh 9.6: Phdt ddu xdc nhdn cho Alice
1. TA thiét 1ap dinh danh cho Alice va phat chudi dinh danh ID(Alice).
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2. Alice chon bi mat mot s6 nguyén u, trong d6 0 <u <n -1. Alice tinh:
v=u")"modn
va dua u cho TA
3. TA tao ra chit ki:
S = SigTA(LV)
Dau xac nhan:
C(Alice) = (ID(Alice), v, s)
va dua cho Alice
Dau xac nhan do TA phat cho Alice dugc xay dung nhu mo ta trong
hinh 9.6. Khi Alice muén chiing minh danh tinh cua c6 cho Bob, c6 thuc
hién giao thic hinh 9.7. Ta s& ching minh rang, so d6 Guillou - Quisquater
1a ding dan va diy da. Tuy nhién, so d6 khong dugc chitng minh 1a an toan
(mac du gia thiét hé thong ma RSA 1a an toan).
Vidu9.6:
Gia su TA chon p =467, q =479, vi thé n = 223693. Gia st b = 503 va
sO0 nguyén mat cua Alice u = 101576. Khi d6 co tinh:
v=u""modn
= (101576 mod 223693
=24412.
Hinh 9.7: So do dinh danh Guillou - Quisquater.
1. Alice chon s6 ngau nhién k, trong d6 0 <k <n -1 va tinh:
v =k"mod n
2. Alice dua cho Bob ddu xac nhan cua c6 C(Alice) = (ID(Alice), v, s) va y.
3. Bob xdc minh chit ki ctia TA bing céch kiém tra xem ¢6 thod man hay
khong dong du thiic:
ver(ID(Alice), v, s) = true.
4. Bob chon s6 ngau nhiénr, 0 <r <b -1 va dua n6 cho Alice.
5. Alice tinh:
y=ku modn
va dua y cho Bob
6. Bob xdc minh rang
v =V'y" (mod n)

Gia st Bob tra 10i bang yéu cdu r = 375. Khi d6 Alice s& tinh
y =ku modn
= 187485 x 101576 mod 223693
= 93725
va dua n6 cho Bob. Bob xac minh thay:

24412 = 89888°"°93725°"(mod 223693)
vi th€ Bob chédp nhan bang ching vé danh tinh cta Alice. ...
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Giong nhu trudng hop téng quat, viéc chitng minh tinh day du rat don gian:
v'y? = (u®)'(ku")°(mod n)
= u™™k"u® (mod n)
=k’ (mod n)
=y (mod n)
Bay gid ta xét dén tinh ding dan. Ta sé ching minh so d6 1a ding dian mién
1a khong dé dang tinh dugc u tir v. Vi v dugc 1ap tir u bang phép ma RSA nén
day la gia thiét c6 vé hop 1y.
Dinh li 9.4
Gidsu Olga biét gid tri y nho né c6 cé xdc sudt thanh coéng trong viéc
gid danh Alice la &> 1/b trong giao thitc xdac minh. Khi dé Olga cé thé tinh u
trong thoi gian da thiic.
Chitng minh
V6i y ndo do, Olga co thé tinh gid triy,, y,, I}, I, V6i 1, # 1, sao cho:
Y= Vviy® =vty;(modn)
khong mat tinh tong quat, gia st ring r, > r,. Khi d6 ta co:
Vi = (y,/y;)" (modn)
vi 0 <rl-12 <b v b2 s nguyén td nén t = (1, - r,)" mod b t6n tai va Olga
c6 thé tinh no trong thoi gian da thitc bang thuat toan Euclidean. Vi thé ta co:
v = (y, /y;)" (modn).
xét thady, (r,-ry)t=1[Db+1
vGi s0 nguyén duong / nao do, vi thé:
v = (y,/y)"(mod n)
hay tuong duong,
v = (y,/y)™(v) " (mod n).
Nang ca hai v€ 1én lu§ thira b mod ¢(n) ta co:
u'= (y,/y)'(v) (mod n).
cudi cung tinh modulo dao ctia ca hai v€ clia dong du thiic nay, ta nhan dugc
cong thic sau cho u:
u=(y,/y)v'mod n
Olga c6 thé dung cong thitc nay dé tinh u trong thoi gian da thiic. ...
Vidu9.7
Giong nhu vi du trudc, gia stt rang n = 223963, b = 503, u = 101576 va
v = 89888. Gia thiét Olga nghién cttu thay rang:
v¥1103386° = v*°93725° (mod n)
Trudc tién co tinh:
t=(r,-1,)" modb
= (401 - 375)'mod 503
=445
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Tiép theo co tinh:
[=((r-rt- 1)/b
= ((401 - 375)445 -1)/503 =23
Cuoi cling co ¢6 thé nhan duoc gi4 tri u mat nhu sau:
u = (y,/y)V' mod n
= (103386/93725)**89888* mod 233693
= 101576
va nhu vay, s6 mii mat cua Alice da bi 10. ...
9.4.1S0 do dinh danh dua trén tinh dong nhdt.

So d6 dinh danh Guillou - Quisquater cé thé chuyén thanh so d6 dinh
danh dua trén tinh dong nhat. Diéu nay c6 nghia 1a khong can cac dau xac
nhan. Thay vao dé, TA tinh gid tri cia u nhu mot ham cua chudi ID cua
Alice bang cdch ding mot ham hash coéng khai h trong pham vi Z, nhu chi ra
trén hinh 9.8. Giao thic dinh danh Iic nay lam viéc nhu mo ta trong hinh
9.9. Gia tri v dugc tinh tir chudi ID cua Alice thong qua ham hash cong khai.
Pé tién hanh giao thiic dinh danh, Alice can biét gid tri u, gid tri nay chi TA
12 ¢6 thé tinh dugc (gia thiét hé thong ma khod cong khai RSA 1a an toan).
Néu Olga c6 tu xung minh la Alice c6 sé khong thanh cong néu khong biét
u.

Hinh 9.8: Phat gia tri u cho Alice
1. Thiét 1ap danh tinh cta Alice va phat chudi dinh danh ID(Alice):
2. TA tinh

u = (h(ID(Alice)™")* mod n

va dua u cho Alice
Hinh 9.9: So do dinh danh dua trén tinh dong nhdt Guillou - Quisquater.
1. Alice chon mot s6 ngau nhién k, 0 <k <n -1 va tinh:

y=k"mod n
2. Alice dua ID(Alice) va y cho Bob
Bob tinh:

v = h(ID(Alice))
Bob chon s6 ngau nhién r, 0 <r < b-1 va dua n6 cho Alice.
Alice tinh:
y =ku' mod n
va dua y cho Bob
6. Bob xdc minh xem c¢6 thoa mén hay khong diéu kién duéi day:
v = v'y®(mod n)
9.5 Chuyén so do dinh danh thanh so do chir ki.

C6 mot phuong phdp chuin dé chuyén so d6 dinh danh thanh so dé
chit ki. y twdng co ban 1a thay th€ nguoi xdc minh (Bob) bang ham hash cong
khai h. Trong so d6 chit ki thuc hién theo phuong phéap nay, thong biao khong

W

b
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bi chat ra (bam) trude khi dugce ki: Qud trinh bam dugc tich hop thanh thuat
toan ki.

Sau day s& minh hoa bién phap nay bing viéc chuyén so d6 Schnorr
thanh so d6 chit ki (hinh 9.10). Thuc t€, c6 kha nang dua ham hash h vao
SHS va lam giam dugc modulo q. Do SHS tao ra xau bit ¢6 do dai 160 va q la
s6 nguyén t6 160 bit, nén viéc giam dugc modulo q chi can thiét khi ban tém
lugc cua thong bao do SHS tao ra vugt qua q. Tham chi trong truong hop
nay, chi can trir q khoi két qua.

Trong qud trinh chuyén tir so d6 dinh danh thanh so dé chit ki, ta da
thay yéu cau 40 bit bang ban tém luoc thong bio 160 bit, 40 bit 1a du doi véi
mot yéu cdu (challenge) vi ké mao danh can c6 kha nang phong doan yéu
cau dé tinh trudc cau tra 161 (ma sé duoc chap nhan). Song trong pham vi clia
so do6 chit ki, ta can cac ban tom lugc thong bao ¢6 kich thude 16n hon nhi€u
dé ngan chic su tdn cong thong qua viéc tim ki€ém céc va cham trong ham
hash.

Hinh 9.10: So do chit ki Schnorr.
Cho p 1a s6 nguyén t6 512 bit sao cho bai toan logarithm roi rac trong
7, 1a khong giai dugc; cho q 1a s6 nguyén t6 160 bit chia hét cho p-1. Gia su
o€ Z,1a can bac q cua Imodulo p. Cho h la ham hash trong pham vi Z.
Dinh nghia P=7 .A = 7| x Z,, va dinh nghia:
K={({,q,a,a,v):v=a(modp)}
Cac gid tri p, ¢, o va v 1a cong khai con a mat.
V6i K = (p, q, a, a, v) va v6i s6 ngau nhién k mat € Z, ta dinh nghia:
sigx(X.k) = (1.y)
trong dé
v = o mod p
va
y =k + ah(x,y) mod q.
V6i X,y € Z va yeZ,, dinh nghia

ver(x,y, y) = true < y = o’v*™¥(mod p)

9.6 Cac chu giai va tai liéu tham khao

So d6 dinh danh Schnorr néu trong tai liéu [Sc91], so d6 Okamoto
dugc dua ra trong [OK93] con so d6 Guillou - quisquater c6 thé tim thdy
trong [GQ88]. Mot so d6 khac chiing minh su an toan dudi gia thiét tinh todn
hop 1y 1a cta Brickell va McCurley [BM92].
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Ciac so d6 dinh danh phé bién khdc chita dung trong so d6 Fiege - Fiat
- Shamir [FFS88] va so d6 nhan hoan vi [SH90]. So d6 Fiege - Fiat - Shamir
duoc chitng minh 1a an toan nho dung ki thuét tri thic khong.

Phuong phéap xay dung so do chit ki tir cac so d6 dinh danh la do Fiat
va Shamir dua ra [FS87]. Ching ciing dugc mo ta va phién ban dua trén tinh
dong nhéit ctia so d6 dinh danh cua chinh ho.

Cic téng quan vé cac so d6 dinh danh nay da duoc cong bo trong cong
trinh cia Burmester, Desmedt va Beth [BDB92] va cong trinh cia Waleffe va
Quisquater [DWQ93].

Cac bai tap

9.1. Xét so do dinh danh sau day: Alice s& hitu khod mat n = pq, p va q 1a
nhiing s6 nguyén t6 va p =q = 3 (mod 4). Cic gia tri n va ID(Alice) déu do
TA ki nhu thuong 1€ va luu trén dau xac nhan cua Alice. Khi Alice muon tu
xung danh v6i Bob, Bob s€ dua cho Alice mot thang du binh phuong theo
modulo n goi 1a x. Sau dé Alice sé tinh can binh phuong y cua x va dua n6
cho Bob. Khi d6 Bob xdc minh xem y* c¢6 = x(mod n) hay khong. Hay giai
thich tai sao so d6 nay khong an toan.

9.2. Gia st Alice dang dung so d6 Schnorr v6i q = 1201, p =122503, t = 10
con o= 11538.

a/ Hay ki€m tra xem o c6 bac q trén Z; khong.

b/ Gia thiét s6 mii mat cta Alice 1a o = 357, hay tinh v.

¢/ Gia st k = 868, hay tinh y.

d/ Gia str Bob dua ra yéu cau r = 501, hay tinh cau tra 1oi y cua Alice.

e/ Thuc hién cac tinh toan ctia Bob khi xac minh y
9.3. Gia thiét, Alice dung so d6 Schnorr véi p, q, t nhu trong bai tap 9.2.
v=51131 va gia sir Olga c6 thé nghién cttu thiy réing:

a3V148 = a151V1077 (mOd p)

Hay chi ra cach Olga c6 thé tinh s6 mii mat a cta Alice.
9.4. Gia str Alice dang dung so d6 Okamoto véi q = 1201, p = 122503, t= 10,
o,=60497 va a,, = 17163

a/ Gia st cac sO mii mat ctia Alice a,=432, a, = 423, hay tinh v.

b/ Gia st k, =389, k, = 191, tinh y

¢/ Gia thiét Bob dua ra yéu cau r = 21. Hay tinh cau tra 1oi y, va y, ctia

Alice

d/ Thuc hién céc tinh toan clia Bob dé x4c minh y,va y,.
9.5/ Ciing gia thiét rang Alice ding so d6 Okamoto vdi p, q, t, o,va o, nhu
trong bai tap 9.4, va v = 119504.

a/ Hay kiém tra xem phuong trinh sau c¢6 thoa man khong:

70  1033,,877 248 _ 883,,992
a, o, N =ai a, v (mod p)
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b/ Diing thong tin trén dé tinh b, va b, sao cho:
a; ;™ =v(mod p) .

¢/ Gia st ring Alice dé 10 o,,=484 va o, =935. Hay chi ra cach Alice
va Olga cung nhau tinh log, «a,.
9.6. Gia sur riang, Alice dang ding so d6 Quisquater véi p = 503, q = 379 va
b= 509.

a/ Gia str gia tri u mat ctia Alice = 155863 tinh v.

b/ Gia st k = 123845, hay tinh v.

¢/ Gia thiét Bob dua ra yéu cau r = 487. Hay tinh cau tra 1oi y cua

Alice

d/ Thuc hién céc tinh to4n ctia Bob d€ xdc minh y
9.7. Gia st Alice dang dung so d6 Quisquater v6i n = 199543, b = 523 va
v=146152. Gia thiét Olga da kham pha ra rang

v¥101360° = v*’36056"(mod n)
Hay néu céch Olga c6 thé tinh u.
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CHUONG 10

CAC MA XAC THUC

10.1 MO PAU

Ta da danh nhiéu thoi gian d€ nghién citu cac hé mat dugc ding dé
dam bao do mat .Ma xac thuc s€ cung cip phuong phap bao dam tinh
toan ven cta ban tin,mghia la ban tin phai khong bi can thiép mot cach
bat hup phap va n6 thuc su dugc gui di tr may phat.

Muc dich cua chuong nay la phai ¢6 dugc kha nang x4 thuc ngay ca
khi ¢6 mot doi phuong tich cuc-Oscar 1a ngudi c6 thé quan sit cdc ban
tin trong kénh.Muc dich nay c6 thé dat dugc bang cach thiét 1ap mot
“khoa riéng’’K bang cich dé Alice va Bob chungchung mot khod bi
mat truéc hki mdi ban tin duoc gui di.

Trong chuong nay ta s€ nghién cttu dam bao xacs thuc chi khong
phai cac ma dam bao do mat. Trong ma nay,khod sé duoc dung dé tinh
mot ma x4c thuc cho phép Bob kiém tra duoc tinh xdc thuc cua thong
bdo ma anh ta nhan dugc.Mot ting dung khic cua ma xdc thuc la dé
kiém tra xem céc so liéu trong mot file 16n ¢ bi can thiép vao mot
cach hop phdp hay khong.Nhan xac thuc s€ duoc luu cung véi so
lieu:KHO4 PUéc dung dé tao va kiém tra dau xdc thuc dugc luu mot
céach tach bach trong mot’’vung’’an toan.

Ta ciing sé& chi ra ring,vé nhiéu khia canh ma xac thuc ciing tuong tu
nhu mot so d6 chit ki hoac tuong tu nhu mot maw xac thuc thong
bao(MAC).Su khac biét chinh 1a su an toan cua mot maw xac thuc la
khong diéu kién bién,trong khi d6 cac so do chit ki va MAC lai duogc
nghién ctu theo quan diém do an toan tinh todn.Ciing vay,khi mot
maw x4c thuc (hoic MAC) dugc dung,mot ban tin chi ¢6 thé duogc
kiém tra boi ngudi nhan hop phéap.Trong khi do6 baats ctt mdi ai ciing
c6 thé xdc minh duoc chit ki bang ciach dung mot thuat todn xdc minh
cong khai.

Bay gio ta s€ dua ra mot dinh nghia hinh thiic cho thuat nglt dugc st
dung khi nghién cttu cdc ma x4c thuc.

Dinh nghia 10.1
Mot md xdc thuc la mot bo 4(S,RK,C)thoa man cdc diéu kién
sau :
1. S la tdp hitu han cdc trang thdi nguon cé thé
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2. Ala tdp hop cdc nhan xdc thuc cé thé
3. K la mét tdp hitu han cdc khod cé thé (khong gian khod)
4. Vi méi keK cé mot quy tdc xdc thuc e, : S—R

Tdp ban tin duoc xdc dinh bang M=S—R

Nhan xét:

Chd y mot trang thdi nguon tuong duong véi mot ban r5.Mot ban tin
gom mot ban rdo véi mot nhan xac thuc kem theo,mot cach chinh xac hon c6
thé coi d6 1a 1a mot ban tin dd duoc x4c nhan.Mot quy tic x4c thuc khong
nhat thié€t phai 1a ham don anh.

béé phat mot thong bao (da duogc ki).Alice va Bob phai tuan theo giao thiic
sau.Trudc tién ho phai chon mot khod ngiu nhién K e K.Diéu nay duoc thuwc
hién mot cach bi mat nhu trong hé mat khod bi mat.Sau d6 gia su rang Alice
muon gui mot trang thdi nguon seS cho Bob trong mot kénh khong an
toan>Alice s€ tinh a=e,(s) va gui ban tin (s,a)cho Bob.Khi nhan dugc (s,a)
Bob tinh a’=e.(s).Néu a=a’ thi Bob chap nhan ban tin l1a xac thuc,ngugc lai
Bob sé loai bo no.

Ta s& nghién cttu hai kiéu tdn cong khdc nhau ma Oscar c6 thé tién
hanh.Trong ca hai loai nay,Oscar sé 1a’’ké xam nhap vao giua cudc’’.Cac
phép tan cong nay duoc mo ta nhu sau:

Gia mao

Oscar dua ra mdt ban tin (s,a) vao kénh va hi vong né s€ dugc chap

nhan .Phuong phap nay dugc mo ta trong hinh 10.1.
Thay thé

Oscar quan sat mot ban tin trong (s,a)kénh ,sau d6 anh ta bién doi né
thanh(s’,a’),trong dé s’=s va hi vong dugc Bob chap nhan nhu mot ban tin
xac thuc .Bbi vay anh ta tin s€ 1di duoc Bob di t6i trang thdi nguoén mdi
nay.Phuong phap nay dugc mo ta nhu hinh 10.2.

Hinh 10.1. Viéc gia mao bai Oscar

Oscar (s,a) Bob

v

Hinh 10.2 . Phép thay thé cua Oscar.

Alice (s,a)  Oscar (s’,a’) _Bob
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Gan v6i méi phong phap nay 1a mot xdc xuat lira bip,]a x4c sudt dé
Oscar thanh cong trong viéc ltra Bob néu anh ta (Oscar) tuan tha mot
chién Iugc t6i wu .Cac xac suat nay dugc ki hiéu 1a Pd,(truong hop gia
mao)va Pd,(trudng hop thay th€) .DE tinh Pd, va Pd, ta can phai xdc
dinh cac phan bo xac suat trén S vakK.Cac xac suat nay duoc ki hiéu
tuong tng la p, va p, .

Gia st rang Oscar di bi€t ma xdc thuc va hai phan b6 xdc suat
nay.Chi c6 mot thong tin ma Alice va Bob c¢6 nhung ma Oscar khong
duoc biét 1a gia tri ctia khod K .Diéu nay tuong tu vGi cich ma chiing ta
da nghién ctu do an toan khong diéu kién ctia cdc hé mat khod bi mat.

10.2.TINH XAC SUAT LUA BIP

Trong phan nay s& xét dén viéc tinh cdc xéac suét Iira bip.Ta bat ddu
vé moOt ma xdc thuec.

Vidu 10.1
Gia su K=R=Z
va K=7ZxZ,

Véi méi (i,j)€ K va moi s S ta xac dinh
e, (s) =l.s+j mod 3
Dé thuan tién cho viéc nghién citu ta ding ma tran xéc thuc (ma tran
nay tao bang tit ca cdc gia tri e, (s)).V6i mdi khoa KeK va véi moi s €S
ta dat nhan xac thuc e, (s) vao hang K va cot s cia mot ma tran M kich
thude K xS .Mang M dugc mo ta trén hinh 10.3.

Hinh 10.3.Ma trdn xadc thuc

Khoa
(0,0)
0,1)
0,2)
(1,0)
(L,1)
(1,2)
(2,0)
2,1
(2,2)

NN = D= DN

N[ = ON= O —= DD

— OO =N =[O =

-
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Gia sur rang khod dugc chon mot cach nglu nhién,tic 1a p, (K)=1/9
doi v6i moi KeK. Ta khong phai xac dinh phan bo xac suit pg vi trong
thi du nay n6 khong c6 y nghia gi.

Trudce tién xét cach tan cong gia mao,Oscar s€ chon ra mot trang
thai ngudn s va cd gang phong ddoand\s mot nhan xac thuc ¢’ding’’ Ki
hiéu K, 1a khoa dang st dung (ma Oscar khong biét).6ca sé thanh cong
trong viéc danh ltra Bob néu anh ta phong doan a,=ey,(s).Tuy nhién véi
bat ki seS va aeR dé dang thdy rang ,chi ¢6 ding 3(cht khong phai 1a
9)quy tic xdc thuc KeK sao cho e (s) =a.(N6i cach khac mdi ki hiéu
chi xuét hién 3 14n trong moi cOt ctia ma tran xac thuc ).Boi vay dan téi
Pd,=1/3.

Phan tich phép thay thé cé phic tap hon mot chiit.Gia st Oscar da
quan sat duoc trén kénh 1 ban tin (0.0).Nho d6 anh ta da bi€t mot
thong tin nao d6 vé khoa:anh ta biét rang :

K,€{(0,0),(1,0),2,0)}

Bay gio ,gia su Oscar thay ban tin (0,0) bang ban tin (1,1).Khi dé
anh ta s& lira bip thanh cong khi va chi khi K,=(1,1) ,xdc suat dé K,, 1a
khod bang 1/3 vi khod nam trong tap {(0,0),(1,0),(2,0)}.

C6 thé thuc hién mot phan tich twong tu d6i véi bat ki mot phép thay
thé nao ma Oscar ti€n hanh.N6i chung néu Oscar quan sat mot ban tin
(s,a) va thay né bang mot ban tin bat ki (s”,a’) trong d6 s’=s thi anh ta
s& danh Ira dugc Bob véi xdc suét 1/3.Ta c6 thé thdy rd diéu nay nhu
sau .Viéc quan sat duoc (s,a) s€ han ch€ khéa va moét trong ba kha
nang.Trong khi d6 v6i mot phép chon (s’,a’) chi ¢6 mot khod chir
khong phai ba khod c6 thé )theo quy tic a 1a nhan xdc thuc cla s’.

Bay gi¢ ta s& thao luan cdch tinh todn téng quat cho céc xac
suat ltra bip.Trudce tién ta hay xat Pd,.Ciing nhu trén K, 1a khoa duoc
chon bdi Alice va Bob.Vé6i seS va aeR ta xac dinh payoff(s,a)la xac
sudt dé Bob chap nhan ban tin (s,a) 1a ban tin xdc thuc .Dé dang thay
rang :

Payoff(s,a) = prob(a=e(s))

=2 kek (ek(s) = ) px(K)
Nghia la payoff(s,a) duogc tinh bang cach chon cic hang ctia ma tran
xdc thuc ¢6 phan tlr a ndm trong cot s va 14y tong xéc sudt cta cdc khoa
K tuong ting.
Dé co hoi thanh cong 1a 16n nhat.Oscar phia chon (s,a) sao cho

payoff(s,a) 1a cuc dai .Boi vay:

Pd, =max{payoff(s,a): seS.aeR} (10.1)
Chi y rang Pd, khong phu thuoc vao phan b xac suét pg
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Viéc tinh Pd, c6 khé hon mot chit va n6é cé thé phu thudc vao
ps.- Trudc tién ta s€ xét bai toan sau:Gia su Oscar quan sat duoc thong
béo (s,a) trong kénh.Oscar s€ thay (s,a) bing mot ban tin (s’,a”) nao dé
jtrong d6 s’#s.Khi do,v6i s,s’eS ,s#s’ va a,a’eR ta dinh nghia
payoff(s’,a’;s,a) 12 xdc suat dé phép thay thé (s,a) bing (s’,a’) thanh
cong(dé danh lira Bob) .Khi d6 c6 thé tinh nhu sau :

Payoff(s’,a’;s,a) =prob(a’=ey(s’) | a=ey(s))

_ prob(a'= e, (s)Aa = g, (s))
- prob(a = e, (s))

Tir s6 cua phan s6 nay dugc tinh bang cach chon cdc hang cua ma tran
xdc thuc c6 gia tri a trong cot s va gid tri a’ trong cot s va ldy téng céc
xac sudt cua cdac khoa tuong tng.Vi Oscar muon tang cuc dai co hoi
dénh ltra Bob nén anh ta tinh :

Py = max{payoff(s’,a’;s,a);s’ €S,s#s’,acR }
Dai luong p.ki hiéu d€ Oscar dénh Iira Bob bing mot phép thay thé khi
da quan sat dugc ban tin (s,a) trén kénh.

Bay gid phai lam thé nao d€ tinh dé€ tinhs xdc suét lira bip Pd,?R&
rang 1a & day ta ta phai tinh trung binh cac gia tri cua lugng pg theo cac
X4c sullt py(s,a) quan sat cac ban tin trén kénh.Nghia 1a Pd, dugc tinh
bang :

Pd, =Z(S,a)€M Pm(S,2).Py (10.2)
Phan bo xac suat p,, nhu sau:

Pyi(5,a) =p(s)X py(al s)

:pS(S)XZ(KGK; ek(s)=a) Px(K)
=p(s)xpayoff(s,a)
Trong vi du 10.1:
Payoff(s,a) =1/3
Vé6i Vs’,a’,s,a,s#s’ .Boi vy Pd,=1/3 d6i v6i moi phan td xac sudt pg
(n61 chung Pd, phu thudc vao py).
Trong vi du sau day sé& xét viéc tinh Pd, va Pd, .

Vidu 10.2:
Xét ma tran trén hinh 10.4Gia st cac phan bo xac suat trén S va K 1a:
Py()=1/4
I<i<4va

p(D=1/2; px(2)=p(3)=1/4
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Khoa |1 2 3 4
1 1 1 1 2
2 2 |2 1 2
3 1 2 12 1

Céc gié tri payoff(s,a) nhu sau :
Payoff(1,1) =3/4
Payoff(2,1) =1/2
Payoff(3,1) =3/4
Payoff(4,1) =1/4
Bai vay Pd,=3/4 .Chién lugc danh lira t6i vu ciia Oscar la dua mot
thong bao bat ki trong s6 cac thong bao (1,1),(3,1) hoac (4,2) vao kénh.
Bay gid ta s€ chuyén sang tinh Pd,.Trudc hét ta dua cac gia tri khdc

nhau cua payoff(s’,a’;s,a).

Payoff(1,1) =1/4
Payoff(2,2) =1/2
Payoff(3,2) =1/4
Payoff(4,2) =3/4

(L |d,2 2D (22 |G |32 |[&4D 42

(1,1 2/3 13 |23 1/3 13 |23
(1,2) 0 1 1 0 1 0
2,0 |1 0 0 1 0 1
22 |12 |12 12 |12 |12 |12
3,1 |23 13 |23 1/3 0 1
(3,2 |1 0 0 1 1 0
@0 |1 0 0 1 0 1

42) |23 13 |23 1/3 1 0

Nhu vay ta c6 p, ,=2/3,p,,=1/2,p;5=1 v6i moi gia tri s,a khac .Khi d6
viéc danh gid Pd, s€ tro nén rat don gian:Pd,=7/8.Chién lugc thay thé
toi wu cua Oscar la:

(1,1
(1,2)
2,1
(2,2)
3.1
(3.,2)
(4,1)
(4.2)

Ididl il
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Chién luoc nay thuc su dan dén Pd,=7/8

Viéc tinh toan Pd, trong vi du 10.2 dé hiéu nhung kha dai dong .Trén
thuc t€ ¢4 thé don gian héa viéc tinh Pd, dua trén nhan xét 1a ta da
thuc hién viéc chia cho dai luong payoff(s,a) khi tinh P, va sau do6

Lai nhan vé6i payoff(s,a) khi tinh Pd, .Di nhién 12 hai phép tinh nay loai
bd nhau.Gia su dinh nghia :

g, .=max{ Z{KeK:ek(s):a,ek(s'):a':} P (K):s'eS,s'#s,a'e A}

Vi moi s,a. Khi d6 ¢6 cong thic don gian hon sau:

10.3.CAC GIOI HAN TO HOP

Ta da thdy rang do an toan cia mot ma xéc dinh duoc do bang

Cac xac xudt ltra bip . Bai vay can xay dung cac ma sao cho cac xac
Xuat ndy nho t6i miic ¢6 thé .Tuy nhién nhiing khia canh khac ciing
Rét qoan trong .Ta xem xét mot s6 van dé can qoan tam trong ma x4c
thuc .

1.C4c xéc xudt lra bip Pd,, va Pd, phai di nho dé dat dugc miic an toan
mong mudn .

2.s0 céc trang thai ngudn phai du 16n dé c6 thé truyén céc thong tin can
thiét bang cdch gan mot nhin xdc thuc vao mot trang thai nguoén .

3. Kich thudc ctia khong gian khéa phai duoc t6i thiu héa va cac gid
tri ctia khéa phai truyén qua mot kénh an toan (Can chid y rang phai
thay d6i khda sau mdi lan truyén tin giong nhu khi ding OTP).

Trong phan nay s€ xac diinh giéi han dudi doi véi cac xac suat ltra bip
va ching dugc tinh theo cdc tham s6 cia ma.Hay nhé lai rang ta da
dinh nghia ma xac thuc 1a mot bd bon (S,R,K,E).Trong phan nay ta sé
ky hieu [R|=l

Gia str c6 dinh mot trang thai nguén seS.Khi d6 c6 thé tinh :

z 2cRPAYOIf(s,a)= Z aERZ(KEK :ek(s):a}pK(K)

= 2 kexPx(K)

=1

Boi vay v6i moi seS,ton tai mot nhan xac thuc a(s) sao cho :
Payoff(s,a(s))>1/1.

Dé dang rit ra dinh 1y sau:

Dinh ly 10.1
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Gia su (S,RK,E) la mét md xdc thuc .Khi do Pd,>l/l trong doé
I= /R | .Ngoai ra Pd,=1/l khi va chi khi :
S ke erispoa PIK)=111 (10.4)

Vi moi s €S,a €R.
Baauy gi0 ta s& chuyén sang phuong phép thay the¢ .Gia st c6 dinh s,a
va s ,s#s.Ta cé:

Z{KeK:ek(s):a,ek(s'):a-} pK (K)
Z{KsK:ek(s):a} pK (K)

2 aep PO (s'0%5,82) = 3,

_ Z{KeK:ek(s):a) P« (K) 1
z{KeK:ek(S):a} pK (K)

Nhu vay ton tai mot nhin thuc a'(s,s,a) sao cho :
Payoff(s ,a (s ,s,a) :s,a)>1/1
Dinh 1y sau s€ rit ra két qua :

Dinh 1y10.2
Gia su (S,R,K,E) la mét md xdc thuc .Khi dé Pd,>=1/I trong do
L= /R /.Ngoai ra Pd,>1/l khi va chi khi :
Z{KeK:ek(s):a,ek(s'):a'} Pk (K) —1/1
Z{KGK:ek(s):a} Pk (K)

Vi moi s,s €S,s=s ,a,a eR

Chung minh
Taco: Pd=> (0emPm($2).Pa> D aemPu(s:a)/1=1/1

Ngoai ra ddu bang chi ton tai khi va chi khi p,,=1/1 v6i méi (s,a) .Tuy
nhién diéu kién nay lai tuong duong véi di€u kién :

Payoff(s ,a’;s,a)=1/1 v6i moi (s,a).

Dinh 15 10.3

Gid sit (SRK.E) la mot md xdc thuc trong dé I=/R/.Khi
doPd,=Pd,=1/l khi va chi khi :

Z{KeK:ek(s):a,ek(s'):a'} pK (K) = 1/ I ? (1 06)

Trang 8
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V& mois,s €S,a,a eR,s#s

Chung minh

Céc phuong trinh (10.4)va (10.5) boa ham phuong trinh (10.6).Nguoc
lai , phuong trinh (10.6) kéo theo cac phuong trinh (10.4) va(10.5).
Niru cac khoa la dong kha nang thi ta nhan duogc hé qua sau:

Hé qua 10.4:

Gia st (S,R,K,e) 1a mot ma xac thuc ,trong do6 1= IR | va céc khod chon
dong xac suat.Khi dé Pd,=Pd,=1/1 khi va chi khi :

| {KeK :ep(s)=a,en(s)=a’} | =| K| /12 (10.7)

Véimoi s,s°€S,s’#s,a,a’ €R.
10.3.1.Cac mang truc giao

Trong phan nay ta xét cic moi lién quan giua cdc ma xac thuc va cac
cau tric t6 hop dugc goi 1a cdc mang truc giao.Trudc tién ta sé€ dua ra
céac dinh nghia:

Dinh nghia 10.2:

Mot mang truc giao 0A(n,k,A)la mot mdang kich thudc An’xk chita n ki
hiéu sao cho trong hai cét bdt ki ciia mdng moi cdp trong n* cdp ki
hiéu chi xudt hién trong diing A hang.

Cac mang truc giao la cac cdu tric da dugc nghién ctu ki trong Ii
thuyets thiét k& t6 hop va twong duong véi cdc cau tric khdc nhu céc
hinh vuong Latinh truc giao hoi cac luGi ...

Trong hinh 10.5 ta dua ra mot mang truc giao 0A(3.3.1) nhan duoc tr
ma tran xac thuc ¢ hinh 10.3.

Hinh 10.5. 0A(3.3.1)

N P OND P O DN BEF+—- O
P O N O NN P N - O
O NN P P ODNDND P+ O

Trang 9



Vietebooks Nguyén Hoang Cucong

C6 thé dung mot mang truc giao bat ki 0A(n,k,L) dé xay dung mot ma
xd4c thuc c6 Pd,=Pd,=1/n nhu dugc néu trong dinh Ii sau:

Pinh i 10.5.

Gid su c6 mét mang truc giao 0A(n,k,A).Khi dé cung ton tai mot md
xdc thuc (S,AKE).trong do /S /=k, IR /=n,/K /=in 2 va
Pd,=Pd,=1/n.

Chung minh:

Hay dung mdi hang clia mang truc giao lam mot quy tac xdc thuc véi
xdc suat nhu nhau bing 1/(An*).Moi lién hé tuong (ing giva mang truc
giao va ma xac thuc duogc cho & bang dudi day.Vi phuong trinh (10.7)
dugc thoa man nén ta co thé ap dung hé qua 10.4 dé thu duoc mot ma
xac thuc cé cac tinh chat da néu.

Mang truc giao Ma xdc thuc

Hang Quy tic xac thuc
Cot Trang thdi nghuon
Ki hiéu Nhan xac thuc

10.3.2.Phuong phap xay dung va cac giéi han doi véi cac 0A

Gia su ta xay dung mot ma xac thuc tr mot 0A(n,k,A).Tham s6 n s&€
xac dinh s6 cac nhan (tic 1la do an toan cua ma). Tham so k xac dinh s6
céc trang thdi nguén ma ma c6 thé thich tng.Tham s6 A chi quan hé tGi
s6 khod (1a A n?).Di nhién trudng hop A=11a trudng hgp mong muén
nhit tuy nhién ta sé& thay rang doi khi cin phai ding cdc mang truc giao
c6 A 16n hon.Gia st ta muon xay dung mot ma xac thuc Gi tap nguon
xdc dinh S va c¢6 moOt mic an toan & xac dinh (tic 1a dé Pd,<e va
Pd,<g).Khi d6 mang truc giao thich hgp phai thoa man cac diéu kién
sau:
I. n>1/e
2. k> | S| .(Xét thay c6 thé loai mot hoac mot s6 cot khoi mang
truc giao va mang két qua van con la mot mang truc giao,bdi
vay khong doi hoi k= IS].
3. A duogc t6i thi€u hod ,tuy thuoc vao céac di€u kién trén duogc
thoa man
Trudce tién xét cac mang truc giao cd A=1 .V6i mot gia tri n cho
trude ta can lam cuc dai hod s6 cot,sau day 1a mot s6 diéu kién
can dé ton tai .
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Dinh 1i 10.6.

Gia su ton tai mot 0A(n,k,A) .Khi dé k>n+1
Chitng minh:

Cho A 1a mot OA(n,k,1) trén tap ki hiéu X={0,1...n-1}.Gia st
7 1a mot phép hoan vi ciia X va ta hodn vi cac ki hiéu trong mot
coOt bat ki ctia A theo phép giao hoan n.Két qua la ta lai c6 mot
0A(n,k,1).B6i vay bang cach ap dung lién ti€p cac phép vi ki€u
ndy ,c6 thé xem (ma khong 1am mat tinh téng quét) ring hang
dau tién cua A 1a (00...0).

Tiép theo ta s& chi ra rang mdi ki hiéu chi xuat hién dung
n lan trong mdi cot cia A.Hay chon hai cot (ching han c va
c’)va cho X 1a mot ki hiéu bat ki .Khi d6 véi méi ki hiéu x” ton
tai mot hang duy nhat cia A trong d6 x & ¢t ¢ va X’ & cOt
¢’.Cho x’ thay ddi trén X ta thdy ring x xuét hién ding n lan
trong cOt c.

Vi hang thit nhat 1a (00...0) nén ta da vét can cac kha nang
xuét hién clia cac cap duge sap (0.0).B6i vay khong ¢6 mot hang
nao khac cé nhiéu hon mot ki hiéu 0.Bay gid ta s&€ dé€m s6 céc
hang chita it nhat mot ki hiéu 0.Téng s6 1a 1+k(n-1).Tuy nhién
tong nay khong thé 16n hon téng s6 ciac hang trong A (bing
n%).Bdi vay 1+k(n-1)<n” hay k<n+1 nhu mong muén .

Bay gio ta s& dua ra mot cdu tric cho mang truc giao cé
A=1 ,trong d6 k=n .Trong thuc t€ day chinh Ia ciu tric da dung
dé thu duoc mang truc giao néu & hinh 10.5.

Pinh i 10.7
Gid st p la mot so nguyén t6.Khi do ton tai mét mdng
truc giao OA(p.p.1).

Chitng minh:

Maing ndy s€ 1a mot cip p*xp,trong d6 cac hang duoc lap
chi s6 trong ZxZp va cac cot dugc 1ap chi so trong Z, .Phan ti &
hang (i,j) va cot x dugce tinh bang i.x+j mod p.

Gia str chon hai cot x va y,x#y,va hai ki hiéu a,b.Ta can
tim mot hang duy nhit (i,j) sao cho a ndm trong cot X va y nam
trong cot y cia hang (i,j). Vi th€ can giai hai phuong trinh:

a=1.x+j
b=1.y+j
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theo cdc 4n i va j (trong d6 tat ca cac phép tinh s& hoc duoc thuc
hién trong truong Z).Nhung hé nay c6 nghiém duy nhat:
i=(a-b)(x-y)*mod p
j=a-y.x mod p
Boi vay ta ¢6 mot mang truc giao.

Nhan xét rang mot 0A(n,n,1) bat ki ¢6 thé md rong thém
mot cot dé tao thanh 0A(n,n+1,1)(xem céc bai tap ).Vi thé ding
dinh 1i 10.7 ¢6 thé nhan duoc vo han céc 0A dat dugc gidi han
cta dinh Ii 10.6 v6i dau bang.

Dinh 1i 10.6 cho biét ring A>1 néu k>n+1.Ta s& chiing
minh mot két qua téng quat hon khi dat gi6i han dudi ctia A nhu
mot ham cta n va k.Tuy nhién,truéc tién can dua ra mot bat
dang thic quan trong s& diing trong chitng minh.

B6 dé 10.8.
Gia st b,....b,, 1a cac s6 thuc.Khi do:

my b > (3b,)?
m=1 m=1

Chung minh
4p dung bat dang thiic Jensen(Dinh 1i 2.5) véi f(x)=-x* va
a,=1/m.1<i<m.Ham f la lién tuc l1a va 16m.Vi thé€ ta nhan duoc :

S5 o5

iz M iz M

Tir day dé dang rit ra két qua mong mudn.

Dinh Ii 10.9.

Gia str ton tai mot 0A(n,k,A).Khi d6
55 KO-D+1
n

Chitng minh

Cho A 1a mot OA(n,k,A) trén tap ki hiéu X={0,1.....n-1},trong d6
hang dau tién clia A 1a (0,0....0)(gia thiét ndy khong 1am mat tinh tong
quat nhu da thay trong dinh 1i 10.6).
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Ki hiéu cdc tap hang ctia Ala R va r, la hang dau tién,cho
R,=R\{r1}.V6i mdt hang bat r cia A ki hiéu x, chi s6 1an xuét hién cta
0 trong hang r.C6 thé dé dang tinh dugc téng s6 14n xuaat hién cta 0
trong R,.Vi méi ki hiéu phai xuat hién ding An lan trong moi cot cla
Anén ta co:

D X =k(An-1)
Bay gio s0 1an xuét hién cap dugc sap (0,0) & cdc hang trong R, 1a:
Z‘treR1 X (Xr _1) - ZreRz sz N Zre& X
= X —k(in-1)
4p dung b6 dé (10.8) ta co:
2
5 5 (k(n-1)
rehy An? -1
va bodi vay :

o k@n-n)
ZreRlxr(xr 1)2—/an_1 k(A.n-1)

Mit khdc,trong mot cdp cot cho trude bat ki,cap duge sap (0,0) xuat
hién trong ding A hang .Vi ¢6 k(k-1)cap cédc cot duoc sap nén dan dén
sO 1an xuat hién cta cap duoc sip (0,0) trong cdc hang cia R ding
bang (A-1)k(k-1).Bdi vay ta co:

(- Dk(k-D2 KEN=D o)
Anc -1

va do do6 :
((A-Dk(k-1)+k(n-1)(n>-1)>(k(An-1))2
Khai trién ta c6:
Akn?-Ak.n*-An*+ A -Ak+k+A-An>A%kn?- 22 kn+k
hay:
A2+ >Akn?+Ak-A+An-2Akn
hoic A*(n*-n?)>A(k(n-1)*+n-1)
Cuoi cung,chia hai v€ cho A(n-1) ta c6 :
An’>k(n-1)+1
Pay chinh la giGi han can tim.
Két qua sau thiét 1ap su ton tai cia mot 16p vo han cdc mang truc
giao dat dugc giGi han néu trén véi dau “’="".
Dinh i 10.10.
Gid su p la mot s6 nguyén t6 va d=>2 la mot s6 nguyén.Khi dé ton tai
mot mdng truc giao 0A(p.(p°-1)/(p-1).p**
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Chirng minh:

Ki hiéu (Z,)! 1a khong gian véc to chita tat ca bo d trén Zp.Ta sé
xay dung A (12 mot 0A(p,(p*-1)/(p-1),p*?) trong d6 c4c hang va cic cot
duoc 1ap chi so theo cdc véc to trong (Zp)".Céc phan tir clia A s& 1a céc
phén tir clia Z,.Tap hop cic hang dugc xdc dinh 1a R=(Z,)"):tap cdc cot
la:

C = {(c;..c9e(Z)" 3j,05j<d-1 ,¢,=...=c=0,¢c;,,=1}

R chia tat ca cdc véc to trong (Zp)",bdi vay |R|=p™.C chia tat ca céc
véc to khac khong c6 toa do khac 0 dau tién bang 1.Nhan thdy rang:
=P
p-1
va khong ¢6 hai véc to nao trong C la cac boi vo hudng cia nhau.
Bay gid vu6i mdi véc tor’ €R va mdi ¢’eC ta dinh nghia:
A(’.c’)=r'.c’
Trong d6 “.’ki hiéu tich trong hai véc to (dugc rat gon theo mod p).

Ta s€ chiing minh A 12 mang truc giao mong muon.Cho b’,c’eC
12 hai cot khac nhau va cho x,yeZ,.Ta sé tinh s6 hang r’ dé A(r’,b’)=x
va A(r’,b’)=y.Ki hiéu r’=(r,,r,....r;).b’=(b,,b,....by) va ¢c’=(c,,c,....cy).Hai
phuong trinh r’.b’=x va r’.c’=y c6 thé dugc viét thanh hai phuong trinh
tuyén tinh trong Z,

b,.r+...4b.r=x

C I ...+ CyT =Y.
Day 12 hai phuong trinh tuyén tinh vé6i d 4n 1,...1,.Vi cdc boi b’va ¢’
khong phai la cac boi vdo hudng clia nhau nén hai phuong trinh trén Ia
doc lap tuyén tinh.Boi vay hé nay c6 khong gian nghiém (d-2)
chiéu.Nghia 1a s6 cdc nghiém (s6 cdc hang trong d6 x nam & cot b’ va
y & cot ¢’)bing p*? theo mong mudn.

Ta s& lam mot vi du nhd minh hoa cach xay dung nay:

Vidul0.3
Gia str 1ay p=2,d=3,khi d6 ta s€ xay dung mot 0A(2,7,2).Ta c6 :
R={000,001,010,011,100,101,110,111}
va C={001,010,011,100,101,110,111}
Ta nhan duoc két qua 1a mang truc giao nhu trén hinh 10.6
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0 OO0 0O OOTPO
1 01 0101
0110011
Hinh 10.6 Mot 0A(2,72) |+ + 0 0 1 1 O
0 001 111
1 011010
0111100
11 0100 1_

10.3.3Pdc trung cua md xdc thuc .

Cho t61 gio ta da nghién ctru cdc ma xac thuc nhan dugc tir cic
mang truc giao.Ta ciling di xem xét cdc di€u kién ton tai can thiét vé
viéc xay dung cdc mang truc giao .Van dé & day Ia liéu ¢6 cac phuong
phap khéc tot hon cac mang truc giao khong?Tuy nhién hai dinh 1i dac
trung sé& cho biét rang néu chi gigi han moi quan tam t6i cdc ma xdc
thuc ¢6 x4c sudt lira bip nhd t6i muc co thé thi van dé trén khong can
phai dat ra nita.

Trudc tién ta s€ chiing minh mot dinh 1i dao moét phan cua dinh 1i
10.5.

Dinh 1 10.11.

Gia s (S,AK,E)la mot md xdc thuc trong do /R /=n va
Pd,=Pd,=1/n.Khi dé [K |>n>.Hon nita [K /=1’ khi va chi khi c6 mét
mdng tric giao 0A(n.k.1) trong dé [S =k va py(K)=1/n? véi moi khod
KekK .

Chitng minh:

C06 dinh hai trang thai nguon tuy y s va s’ ,s=s” va xét phuong trinh
(10.6).V6i mdi cap dugc sap (a,a’) clia cadc nhan xdc thuc ta xac dinh :

K, . ={KeK :ex(s)=a,ex(s’)=a’}.
Khi d6 |K|>0 véi moi cap (a,a’).Ciing thdy rang cic tap K, nay roi
nhau (c6 n® tap).Boi vay K>n’.

Bay gio gia st rang | K|=n? Khi dé tri | K,, | =1,v6i moi cap (a,a’)
va tr phuong trinh (10.6) ,cho ta thdy ring px(K)=1/n* v6i moi khod
KeK.

Vén dé con lai 1a phai ching té ma tran xac thuc s€ tao nén ma tran
truc giao 0A(n,k,l) .Xét cac cot 1dy chi so theo cac trang thai nguodn s
va s’.Vi |Ka,a’ | =1 v6i moi (a,a’) nén moéi cap duge sap xuat hién ding
mot 1an trong hai cot nay.Vi s,s’ 12 tuy ¥ nén moi cap dugc sap xuat
hién ding mot 1an trong hai cot bat ki.
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Dic trung sau day c6 khé hon mot chit ching ta chi phét biéu ma
khong ching minh .

Pinh 1i 10.2

Gia su (S,AK,E) la mot ma xdc thuc ,trong do /A /=n va
Pd,=Pd,=1/n.Khi d6 |K|=k(n-1)+1.Hon nita |K|=k(n-1)+1 khi va
chi khi c6 mot mang truc giao 0A(n,k,A),0 ddy /s| =k, =(k(n-1)+1)/n*
va p(K)=1/(k(n-1)+1) voi moi khod KeK.

Nhan xét.Chu y rang dinh 1i 10.10 tao ra mot 16p vo han cdc mang truc
giao dat dugc giéi han ¢ dinh 1i 10.12 véi dau “=".

10.4.CAC GIOI HAN ENTROPY

Trong phin nay chung ta dung ki thuat entropy dé nhan duoc céc
giGi han vé cdc xdc suat Iira bip .Trudc tién ta s€ xét cac gidi han doi
v6i Pd,,.

Pinh li 10.13
Gia su (S,R.K,E) la mot md xdc thuc .Khi doé
LogPd,>H(K /M)-H(K)
Chung minh:
Tu phuong trinh (10.1) tac6 :
Pd,> max{payoff(s,a):;seS,acR }
Vi gia tri cuc cua payoff(s,a) phai 16n hon trung binh cac trong so cua
ching nén ta nhan duoc:
Pdozz;ses,aeRPM(S,a)PaYOff(S’a)
Nhu vay thoe bat dang thic Jensen(dinh 1i (2.5) ta c6 :
LogPd>log?’cs.crPw(s,a)payoff(s,a)
ZZ:SGS,aERpM(Saa)IOg payoff(s,a)
Theo phan 10.2:
PM(S,a)=pS(S)X payoff(s,a)
Ta thdy rang:
Log Pdy>2 <5 ,crPy(s)payofi(s,a) log payoff(s,a)
Bay gid ta thiy riang payoff(s,a)=pg(a | s)(tic 12 x4c suat dé a 1a nhan
xéc thuc véi diéu kién s 1a trang thdi nguon ).Boi vay:
LogPd, > > s, xP,(s)-Pr(als) logpg(a|s) =-H(A | S)
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Theo dinh nghia ctua entropy cé diéu kién .Ta s€ hoan chinh chiing
minh dinh 1i bing cdch chi ra ring: -H(A|S)=H(K | M)-H(K).Diéu
kién nay duoc rit ra tir cic dong nhat thic co ban cua entropy.Mot mat
taco:
H(K,A,S)=H(A | K,S)+H(A | S)+H(S)
Mat khac ta tinh:
H(K,A,S)=H(A | K,S)+H(K,S)=H(S)+H(K)
a day ta c6 str dung diéu kién H(A | K,S)=0 vi khoa va trang thai nguon
s& xdc dinh nhan x4c thuc mot cach duy nhat .Ta ciing dung dang thic
H(A | S)=H(K)+H(S) vi ngudn va khod la cac bién c6 doc lap.
So s4nh hai bi€u thic biéu thi H(K,S,A) ta c6:
“H(A,S)=H(K | A,S)-H(K)
Tuy nhién thong bao m=(s,a) duoc xac dinh gdbm mot trang thai ngudn
va mot trang thdi nhan xac thuc(nghia 1a M=SxA).Boi vay:
H(K | A,9)=H(K | M)
Dinh Ii dugc ching minh.

Sau day ta s€ chi dua ra ma khong chiing minh giGi han tuong tu
cho Pd,.

Pinh li 104
Gid su rang (S,AKE) la mot md xdc thuc Khi doé
LogPd,>H(K /M?)-H(K /M)

Can phai x4c dinh giéi han entropy theo bién ngau nhién M*.Gia si ta
xac thuc hai trang thdi nguon khac nhau dung cuing mét khoa K.Theo
cdch ndy ta nhan dugc mot cap dugc sdp cdc banr tin (m, m,) e MxM.Dé
xac dinh phan bd xac suit trén MxM,can phai xac dinh xac suat trén
SxS véi diéu kién p,,(s,s)=0 v6i moi seS(nghia 1a khong cho phép lap
lai trang thdi nguon ).Cac phan bg xdc sudt trén K va SxS s€ dan dén
phan bo xac suat trén MxM tuong tu nhu phan bo xac suat trén K va S
s€ tao nén moOt phan bo xdc suat trén M DE minh hoa cho hai gi¢i han
trén ,xét ciu triic mang truc giao co ban va chi ra rang ca hai giGi han
trong dinh 1i 10.13 va 10.14 déu dat dugc v6i dau bang. Trude hét ta dé
thay rang:

H(K)=logAn?
Vi méi mot trong An® quy tic xdc thuc déu dugc chon dong xic
suat. Ti€p theo ta s& quay lai viéc tinh toan H(K | M).Ntru da quan sat
duoc mot ban tin m=(s,a) nao dé thi di€u nay sé giGi han cac khéa sé
nam trong tap con c6 luc luong An.Mobi khod trong An khéa nay sé c6
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tap con nhu nhau .Vi thé¢ H(K | m)=login véi ban tin n bat ki .Khi do6 ta
co:
H(K [ M)=,cypp(m)H(K | m)

=2 cpPu(m)login

=log An
Nhu vay ta co6:

H(K | M)-H(K)=logAn-loghn’=-logn=logPd,

Nhu vay gi6i han thoa man véi dau “=".

Niru ta quan sat duoc hai ban tin (dugc tao ra theo cing mot khoa va
cac trang thai nguon khéc nhau )thi s6 céc khoa c6 thé giam xudng con
L.Lap luan tuong tu nhu trén ta thay raing H(K | M?)=log).Khi dé:

H(K | M)-H(K)=logA-loghn
=-logn=-Pd,
Nhu vay gi6i han nay dugc thoa man véi dau “=".

10.5.CAC CHU GIAI VA TAI LIEU DAN

Cac ma xac thuc duge phat minh vao nam 1974 boi Gilbert.Mac-
Williams va Sloane [GMS 74u.Nhiéu phan 1i thuyét vé cdc ma xac thuc
da duoc Simones phét trién,ong da ching minh nhiéu két qua co ban
trong linh vuc nay.Hai bai téng quan hita ich ctia Simones 1a [Si92] va
[Si88].Massey ciling trinh bay mot tong quan khd hay khéc trong
[Ma86].Cac moi lién hé gilra cac mang truc giao va cac ma xac thuc da
12 m&i quan tAm cta nhiéu nha nghién ctu..Cach trinh bay & day dua
vao ba bai bao cua Stinson[St 88],[St 90]va [St 92].Cac mang truc giao
da dugc nghién ciu trong hon 45 nam bdi cdc nha nghién ctu trong
linh vuc thong ké va trong 1i thuyét thiét k& t6 hop.Vi du,gidi han trong
dinh 1i 10.9 lan dau tién duoc ching minh badi Placket va Berman vao
1945 trong [PB 45].Nhiéu két qua thid vi vé cdc mang truc giao c6 thé
tim duoc trong nhiéu gido trinh khac nhau vé Ii thuyét thiét k€ t6
hop(chang han nhu trong [BJL 8] ctia Beth,Jungickel va Lenz).

Cuo6i cung viéc su dung ki thuat entropy trong viéc nghién ctu cac
ma xac thuc do Simone dua ra .GiGi han cua dinh Ii 10.13 da duoc
Simone chiing minh trudc tién trong [Si 85];mot canh chiing minh cua
dinh 1f 10.14 ¢6 thé tim dugc trong [Wa 90] cia Walker.
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BAI TAP
10.1.Hay tinh Pd, va Pd, cia ma xac thuc dugc biéu thi trong ma tran
sau :

Khod | 1 2 3 4

1 1 1 2 3

2 1 2 3 1

3 2 1 3 1

4 2 3 1 2

5 3 2 1 3

6 3 3 2 1

Cac phan bo xac sudt trén S va K nhu sau:
P(1)=p,(4)=1/6 ,p(2)=p,(3)=1/3
px(D=px(6)=1/4, p(2)=px(3)=px(H)=px(5)=1/3.
Néu cac chién lugc thay thé va gia mao toi uu .
10.2.Ta da biét cau tric doi v6i mot mang truc giao OA(p,p,1)khi p 1a
s0 nguyén t6.Hay ching t0 ring luon cé thé md rong 0A(p,p,1)thém
mot cot nita dé tao thanh 0A(p,p+1,1).Hay minh hao cau tric ciia ban
trong truong hop p=5.
10.3.Gia str A 1a mdt cdu tric 0A(n,,k,A,) trén tap ki hiéu {1,...,n;} va
gia su B 1a mot OA(n,,k,A,) trén tap ki hiéu {1,...,n,}Ta xay dung C la
mot 0A(n,n,,k,A,A,) trén tap ki hiéu {1...n,}x{1...n,} nhu sau :v6i moi
hang r,=(x,...x,) cia A va vG6i moéi hang s,={y,...y,} ctia B ta xac dinh
mot hang t, cta C la:
6=((X15Y s (X Yi)-

Hay chiing manh rang C thuc su 1a mot 0A(n,;n,,k,A,1,).
10.4.Hay xay dung mot mang truc giao 0A(3,13,3).
10.5HAay viét mot chuong trinh mdy tinh dé tinh H(K),H(K ‘ M) va
H(K | M?*)cho ma x4c thuc & bai todn 10.1Phan bd x4c sudt trén cavcs
day cua hai nguon la :

p..(1.2) = p,.(L.3) = p, (L4) =1/18

p.(21) = p..(2.3) = p..(2.4) =1/9

p..(3.1) =p,.(3.2) = p,.(3.4) =1/9

p.. (4. = p,.(42) = p,, (4.3 =1/18
Hay so sanh gii han entropy ctia Pd, va Pd, véi cac gia tri ma ban tinh
duoc trong bai tap 10.1.

Chi dan:Dé tinh pg(k | m) hay dung cong thic Bayes:
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_ Pwm (m|k) Pk (k)
Py (M)
Ta da biét cach tinh py(m).DE tinh py,(m | k) hay viét m=(s,a) va
nhan xét thdy rang :py(m |k)=py(s) néu ey(s)=a va p,(m | k)=0 trong
truong hop nguoc lai .

px(k | m)
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