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Khi doc qua tai ligu nay, néu phét hién sai s6t hoic noi dung kem chat luong
xin hdy thong bdo de chding toi stra chira hoac thay thé bang mot tai liéu clng
chu dé cua tac gla khac. Tai li¢u ndy bao gom nh1eu tai liéu nho co cung chu
dé bén trong nd. Phan ndi dung ban can c0 thé nam 6 giira hodc & cuoi tai lidu
nay, hiy st dung chirc nang Search dé tim ching.

Ban c6 thé tham khao nguon tai liéu duoc dich tir tiéng Anh tai day:
http://mientayvn.com/Tai_lieu da_dich.html

Thong tin lién hé:
Yahoo mail: thanhlam1910 2006 @yahoo.com

Gmail: frowrthes@gmail.com

Theo yéu ciu cia khich hing, trong mdt nim
qua, ching t6i di dijch qua 16 mén hoc, 34
cubn séch, 43 bai bio, 5 sb tay (chua tinh céic
tai liéu tir nim 2010 tré vé truéc) Xem & diy

DJCH VU Chi sau moét lan hién lac, viéce

DICH dich duoc tién hanh
TIENG
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NHAT VA Chat lu'(_)'ng:Te}.o dung niém tin cho

CHINH kh’éch hang bang c6ng nghé 1.Ban

XAC thay duoc tog‘tn bé ban dich: 2.Ba’n

NHAT danh gia chat luong. 3.Ban quyét
dinh thanh toan.




Bao mat mang Wi-Fi

Bao mat mang Wi-Fi giip ngan chan nguoi la mat truy cap
trai phép vao hé théng mang noi bo.

Bao mat mang Wi-Fi co thé xem nhu viéc gén 6 khoa vao
cura, cach trao chia khoa vao nha dang ngudi. Do do, sau
khi thiét lap mot mang Wi-Fi mac dinh trén modem/router
Wi-Fi (ID: A1005 127), access point, thi buéc quan trong
tiép theo 1a thiét lap bao mat cho mang Wi-Fi sao cho an
toan nhat. Dé minh hoa bai viét, chung t6i dung
modem/router ADSL cua CISCO: LINKSYS WAGI120N.
Pay 1a mot trong nhiing thiét bi co day du cac ché do ma
héa manh nhét va cac thiét lap bao mat mang Wi-Fi cho ca

ngudi dung ca nhan, gia dinh 1an doanh nghiép.

LINKSYS by Cisco
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Truéc tién, ban can thay doi tai khoan dang nhap mac dinh
(username va password: admin) cua LINKSYS WAGI120N
vi néu tin tic biét tai khoan dang nhap mac dinh, ho c6 thé
truy cap vao thiét bi dé dang va thay doi cac thong s thiét
lap trén d6. Ban vao muc Administration.Management,
nhan chon 6 Modem Router User Name dé doi tén, chon 6
Modem Router Password dé doi mat khau va nhap lai mat
khau ding nhap lan nira vao 6 Re-Enter to Confirm, sau
d6 nhan Save Settings dé luu céac thiét lap.

T lac nay, dé truy cip vao LINKSYS WAGI120N, ban can
ding nhap voi tai khoan moi thay doi o trén. Tiép theo, ban
can an va thay doi tén mang Wi-Fi mac dinh (SSID) - mac
dinh SSID s€ dugc modem/router Wi-Fi phat quang ba va
bat ky ai ciing c6 thé “nhin thay”, nén viéc an va thay doi
SSID 1a buéc can thiét trong bao mat mang Wi-Fi (Ban chi
nén an tén mang Wi-Fi néu chi mudn cho mot vai nguoi
trong gia dinh/cong ty sir dung, con trong truong hop ban
thuong xuyén c6 khach can sir dung Wi-Fi thi chi can doi

tén mang Wi-Fi mac dinh la du).



Vao muc Wireless.Basic Wireless Settings, chuyén muc
Wireless Configuration tr Wi-Fi Protected Setup sang
Manual, sau d6 thay doi tén SSID trong phan Network
Name (SSID), chon Disable trong muc SSID Broadcast
roi nhan Save Settings . Lic nady, cac thiét bi may khach
két ndi khong day (client): may tinh xach tay (MTXT), card
mang khong day, dién thoai di dong, netbook... s¢ khong
thé phat hién ra tén mang cua ban. Pé client truy cip mang
Wi-Fi, ban can cung cap SSID va nhap thu cong trén mbi

may.

LINKSYS by Cisco
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Tiép theo 1a phan kha quan trong trong thiét 1ap bao mat
mang Wi-Fi. Hién nay, hau hét cac modem/router Wi-Fi

déu hd tro ché do bao mat WPA2/WPA/WEP, trong do



WPA2 1a ché do bao mat cao nhit, sau d6 13 WPA va cubi
cung la WEP - WPA/WPA2 dung khoa ma hoa dong (thay
d6i theo thoi gian dinh trude - mic dinh 1a 3600 gidy). Loi
khuyén 1a ban nén dung mirc bao mat cao nhat ma thiét bi
hd tro dé dam bao an toan dir lidu truyén qua mang Wi-Fi.
Trén LINKSYS WAGI120N, vao muc Wireless.Wireless
Security, chon Security Mode 18 WPA2-Personal (thiét
1ap dugc dé nghi cho ngudi dung ca nhan, gia dinh. Véi
doanh nghi€p c6 may chu xac thuc Radius, nén chon
WPA2-Enterprise), tiép theo chon ma hoa TKIP or AES,
va dat khoa tu 8-63 ky tu trong 6 Pre-Shared Key (ban s¢
cung cap khoa ndy cho nhitng ai dugc phép truy cép vao
mang Wi-Fi ciia minh), nhan Save Settings dé luu cac thiét
lap.

Pé ting cuong thém kha ning bao mat cho mang Wi-Fi,
ban c6 thé thiét lap loc truy cap mang Wi-Fi theo dia chi
MAC (Media Access Control). Dia chi MAC 1a day so va
ky tu duy nhat trén mdi thiét bi mang, tham khao thém bai
viét (ID: A0911 120).

Tiéu diém:

Nhiing viéc can lam dé bao mat mang Wi-Fi



- Thay doi tai khoan dang nhap mac dinh cua
modem/router, access point.

- An va thay d6i tén mang Wi-Fi mic dinh (SSID).

- Thiét 1ap ma héa mang Wi-Fi.

- Thiét 1ap tinh ning loc truy cap mang Wi-Fi theo dia chi
MAC.

Viéc loc dia chi MAC gitip ban xac dinh cu thé may tinh
nao duoc phép/khong dugc pheép truy cap mang Wi-Fi. Vao
muc Wireless.Wireless MAC Filter, chon Enable, chon
Permit. Néu cac client d3 truy cap vao mang Wi-Fi, ban c6
thé nhan ngay nit Wireless Client List dé ghi nhan cac dia
chi MAC, con khong thi ban nhap thu cong tirng dia chi
MAC cac client ma ban cho phép truy cap. Sau d6 nhan
Save Settings dé luu cac thiét 1ap.

Ngoai ra, LINKSYS con dem dén cho ngudi dung tinh
nang hd tro thiét 1ap nhanh két ndi bao mat mang Wi-Fi rat
hitu ich: Wi-Fi Protected Setup. Néu client hd tro Wi-Fi
Protected Setup, trén modem/router LINKSY'S
WAGI20N, vao phan Wireless.Basic Wireless Settings,

chon Wi-Fi Protected Setup roi nhan Save Settings, sau



d6 thyc hién thiét lap nhanh két ndi bao mat mang Wi-Fi

trén client:

Néu client c6 nat Wi-Fi Protected Setup, nhan nut nay;
sau d6 trén WAG120N nhan vao biéu tuong trong muc 1
phan Wireless.Basic Wireless Settings hoic nhan nat &
mat trudc modem/router.

- Néu client c6 s6 PIN Wi-Fi Protected Setup thi nhap sb
PIN nay vao muc 2 va nhén nit Register trong phan Basic
Wireless Settings cia WAGI120N.

- Néu client yéu cau s6 PIN ctia modem/router, hiy nhap
day s6 & muc 3 trén WAG120N vao client.

Viéc bao mat mang Wi-Fi gitip ngan chan nguoi la mat truy



cap trai phép vao hé thong mang ndi bo. Vi tt ca cac san
pham modem/router Wi-Fi, access point cia CISCO nhu
LINKSYS WRT610N, LINKSYS WRT320N, LINKSYS
WAP610N, LINKSYS WRT160NL, LINKSYS
WRT160N, LINKSYS WRTI120N, LINKSYS
WAGI60N... ban déu c6 thé thuc hién cac thiét 1ap bao mat

Wi-Fi twong tu nhu trén.



Mot s6 kinh nghiém bao mat va "'giir gin'' mang
Wi-Fi

Chic han cac ban déu biét rang Wi-Fi [a mét
mang khong day heat dong nho vao song vo
tuyén. Chinh diéu do khién cho hé théng mang
Wi-Fi dé dang gap phai cac moi nguy hai tir phia

bén ngoai.

Néu ban dang c6 Y dinh lap dit Wi-Fi cho gia dinh
thi muoi quy tic sau day s& dam bao cho ban mot hé
théng Wi-Fi “sach” va hoat dong mot cach tron tru.
Con néu hién tai ban dang van hanh mot hé thong
Wi-Fi tai nha thi ciing khong nén bo qua bai viét nay
vi n6 s& dong vai trd "gitp d". Hay kiém tra xem
minh d& l1am du cac yéu cau can thiét ¢é co mot mang

khéng day hoan hao hay chua nhé!



Tat modem hoic rut dién khi ngirng sir dung

mang Wi-Fi

Day 1a mot thao tac don gian va rat hiéu qua nhung
d6i khi nhiéu nguoi lai quén thuc hién. C6 nhiéu ly
do khién ban nén l1am viéc ndy. Thir nhat, nd s& kéo
dai tudi tho cho Router va dong thoi khong phi pham
dién nang mot cach vo ich. Thi hai, néu khong tat
Router khi khéng su dung, nhiéu kha ning ban s& dé
dang tré thanh con mai cho cac tay hacker. May tinh
s& dé dang bi tan cdng trong khi ban khong cé mat ¢
do.
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Wiew Avadable Wineless Hebeorics
Change Windows Frewal settngs
Choery Pl brotwrc Conmedsbons

Néu sa dung hé diéu hanh Windows XP, ban
hdy nhan vao biéu twong mang khong day trén khay
hé thong roi chon Disable. Con néu ban ding
Windows Vista hay Windows 7, dé ngat két noi khoi
mang Wi-fi, hdy click vao biéu tugng mang trén khay
hé thong, sau d6 phai chudt 1én két ndi hién tai va

chon Disconnect.



Cai dat cac phan mém bao mat can thiét

C6 I& nhiéu ngudi s& cho rang diéu ndy kha thira thai
khi bao mat 1a van dé vo cling quan trong trong viéc
thiét 1ap va sa dung mang Internet khong day. Tuy
nhién, trén thuc té, van c6 nhiéu ngudi dung bé qua
thao tac hét sttc don gian nay. Mang Wi-Fi 1a mot
mai truong “maé”, bai vay, viéc bao mat 1a hét suc

can thiét. Hay luén ghi nhé diéu do.

Norton Security Scan

How safe is your computer?
Scan your computer for viruses. spywars, adware and other risks:

+ Quick Scan
Full System Sean S
Norton Security Scan Norton 360~
Basic Detection Comprehensive Protection
@ Protection Level m Protection Level

Time and Date of Last Scan: Nol Avadable
Virus Definitions: Las! updaled  Tuesday, March 24, 309




Ngay nay, c&c phan mém mién phi ding lam tuong
ltra, chdng virus, trojan ¢ chat lugng rat tt va khong
hé kém canh so véi san pham dén tir cac thuong hiéu
noi tiéng nhu Norton, Kasperksy... Cé thé ké ra mot
SO cai tén tiéu biéu vé kha ning bao mat ciing nhu
cach su dung dé dang nhu: Panda Cloud Antivirus,
AVG 9 Antivirus Free Edition, Comodo Internet

Security Suite.

Str dung ma hoa WPA2

Pit password 1a diéu hién nhién néu ban ding mang
Wi-Fi tai gia, nhung diéu can luu ¥ d6 12 ban nén str
dung méd hoa WPA2. Cach thirc ma hoa nay sé dam
bao an toan cho dir liéu kha cao. Ban nén biét rang,

d6i vai nhitng hacker cao tay thi viéc "bat” dir liéu



trong qua trinh truyén tai 1a diéu hoan toan cd thé.
Chinh vi vay, viéc ma héa dix liéu 1a diéu hét sic can
thiét. Vi cong nghé ma hoa WPA2, ban sé& an tam

hon trong qua trinh sir dung internet cua minh.

Wireless Security Mode

To pratect your privacy you can configure wireless security features, This device supports two
wireless security modes induding: WPA-Personal, and WPA-Enterprise. WPA provides a higher

level of security, WPA-Personal does not require an authentication server. The WPA-Enterprise
option reguires an external RADIUS server,

Security Mode : IWPA-F‘ersnnaI vl

WPA requires stations to use high arade encryption and authentication. For legacy compatibility,
use WPA or WPAZ2 mode. This mode uses WPA for legacy dients while maintaining higher security
with stations that are WPAZ capable. The strongest cipher that the dient supparts will be used.
For best security, use WPAZ2 Only mode. In this mode, legacy stations are not allowed access
with WPA security, The AES dpher will be used across the wireless network to ensure best
security,

WPA Mode: | WPAZ Orly =

Cipher Type:

TKIP
Group Key Update Interval : nds)
TKIP and AES

Pre-Shared Key

Key Mask: [

Pre-Shared Key : Ioo---oo---oo----o

Thém vao d06, chi nhirng nguoi s hiru password mai

c6 thé két ndi v6i mang ctia ban. COn lai nhitng ngudi



khac s& khong thé két ndi va truy cap cac file ma ban
chia sé - hoic st dung két ndi internet cho cac muc
dich khong hop 16. Luu ¥ 1a tiy vao hdng san xuat ma
cach dat password WAP2 khac nhau. Hay truy cap
vao website chinh thic cua hang hoac nho nguoi ban

tu van la nhitng bién phéap hiéu qua nhat.

Khong nén lam dung tinh ning SSID

Cac hé thong Wi-Fi c6 tham s6 dé phan biét va duoc
goi la dinh danh mang SSID (Service Set Identifier).
Dé két n6i vao mot mang Wi-Fi, may tinh phai tim

thay thong tin vé dinh danh mang nay.

Mac dinh SSID ctua mot hé théng Wi-Fi dugc ciu

hinh cho phép bat ky may tinh no ciing c6 thé tim



thay thong tin nay. D¢ ting tinh bao mat cho mang
Wi-Fi, nguoi st dung c6 thé che gidu SSID bang viéc

bo chon yéu to nay.
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Tuy nhién, bién phap nay khdng phai la an toan tuyét
d6i. Boi chi v6i mot sé cong cu, nhitng ké tan cong
(hacker) c6 thé dé dang do ra SSID da dugc an di
nay. Hon nita, viéc che gidu SSID ciing gay kho khin
cho nguoi st dung binh thuong khi ho phai tu nhép

tham s6 néu mudn két n6i vao mang Wi-Fi.



Tu bo sir dung SSID va dau tu vao cac cong cu bao
mat khac 1a mot ké hoach kha thi ma ban nén can
nhac toi. Hiéu qua tir viéc sir dung SSID 1a khong
cao, dong thoi né con gay ra nhitng khé khin trong

qua trinh str dung Wi-Fi cua ban.

B4o mat tuyét doi cac thong tin ca nhan

Cac hinh thirc mua ban va thanh toan trén mang ngay
cang pho bién. Néu ban thuong xuyén st dung cac
dich vu giao dich trén mang thi viéc phai cung cap
cac thong tin ca nhan 1a diéu hién nhién. Do vay, diéu
d6 s& hét stirc nguy hiém néu ban khdng c6 céc bién

phap bao vé can thiét.



Mot o1 khuyén nho dua trén kinh nghiém cua nguoi
viét 1a tuyét doi khong dé trinh duyét luu trit cac
théng tin nhay cam cua ban than, dong thoi st dung
cac chuong trinh quan ly password nhu: Password
Manager, Roboform Password Manager... Thém vao
d6, nén xo6a hét lich sir hodic bo nhé tam mdi khi luét

web xong bang mang Wi-Fi.

Tat bé chire ning chia sé file va may in caa

Windows



File sharing la mot chirc nang cho phép nhirng nguoi
dung Windows chia sé file qua mang LAN hoac
khong day. File sharing duoc hd trg bdi giao thirc
riéng cua Microsoft, goi la NetBIOS. Mac du chire
ning chia sé ndy to ra rat tién loi cho nguoi str dung,
nhung nod ciing gy ra nhiéu nguy hiém vé mat bao

mat thong tin.

Co nhirng truong hop nguoi st dung tham chi chia sé
toan bo dia ctng chira nhiéu thong tin quan trong ma
khong hé dit mat khau, hodc dit mat khau rat don
gian khién ké tan cong c6 thé truy nhap dir liéu mot

cach dé dang.



. Sharing and Discovery

Metwork discovery @ On W
File sharing @ On o
Public folder shaning @ On (password required) »
Printer sharing @ Off (no printers installed) o
Password protected sharing @ On -~

When password protection is on, only people who have a user account and
password on this computer can access shared files, printers attached to this
computer, and the Public folder, To give other people access, you must tum off
password protection.

Turn on password protected sharing
@ Turn off password protected sharing

& @ apply |

Media sharing @ On L

Mot nguy hiém tiém tang nita nam & chd, mic di
NetBIOS vén chi duoc thiét ké dé hoat dong trong
mang cuc bo (LAN) nhung lai ¢6 thé hoat dong trén
nén TCP/IP vén 1a giao thirc cho phép truy nhap trén
dién rong. Diéu ndy dan toi nguy co 16n cho nhiing
ca nhan truy nhap Internet: ho c6 thé vo tinh phoi
minh ra trudc cac cudc tan cong nham vao dich vu

NetBIOS.



Tat bo chirc nang ndy néu khong thuc su can ding
dén 1a mot bién phap bao mat ma ban nén ap dung.
Co6 rat nhiéu cach chia sé file vira dé dang vira bao

dam an toan cho ban.

St dung b loc dia chi MAC

Loc dia chi MAC (MAC Filtering) 1a mét trong
nhitng bién phap han ché nan truy cap Wi-Fi bat hop
phap kha pho bién. Véi mdi may tinh, tng véi mot
card mang c6 mot dia chi MAC tuong ting (do nha
san xuat thiét 1ap). Hau hét cac Router Wi-Fi déu
cung cap tinh niang chi cho phép nhitng may tinh c
dia chi MAC nam trong danh sach duoc thiét 1ap moi
duogc phép truy cap. Béi vay, s dung phuong phap

nay la cach twong d61 hi€u qua trong viéc han ché



duoc phan 16n nhitng cudc truy cap bat hop phap vao

mang Wi-Fi cua ban.

W Accass List Azzoclated Stations Multiple SEID

ALCess Lisl
Enable Arcess List

Aliowr in List, Others deny
= Deny in List, Others allow

Mac Address Add
Dalete Mac Addrgss
[ 00-21-00-02-43-24 |
00-1A73-FO-C1-CD
00-14T3-D8-E4-38

Pleage save and rebood the device to lake affect |

9 90O

Apply Concel Help

Tat tinh niing cap phat IP tw dong (DHCP)

Pé truy cip dugc vao mang, may tinh sir can phai co

thém dia chi IP, bat ké 1a khdng day hay c6 day.



Thong thuong cac hé thong Wi-Fi ciing dugc cau
hinh mic dinh cap phat dia chi IP dong cho cac may
tinh (chic ning DHCP). Dé ting mic d6 an ninh,
chling ta nén tat chirc naing DHCP trén hé thong Wi-
Fi.

Tuy nhién, ké ca khi da bo chire nang DHCP, hacker
van c6 thé do ra dai dia chi IP bang cac cong

cu khac. Ngoai ra, viéc bo tinh nang DHCP cling lam
giam tinh tién loi von c6 cua Wi-Fi. Do d6, c6 thé
trién khai bién phap trung gian 1a cho phép DHCP
nhung han ché, chi cap IP cho cac may tinh theo danh

sach c6 san (danh sach dia chi MAC).

Ca hai cach nay khdng dé thuc hién d6i véi nguoi
dung pho théng va kha rac rbi doi véi nhitng nguoi

mai st dung mang Wi-Fi tai nha. Chinh vi vay, ban



can hoi nguoi cung cap mang hodc phan
phoi Router dé co duge nhitng théng tin can

thiét hodc yéu cau ho cau hinh bao mat cho minh.

Tao mang riéng 40 VPN két hep cling viéc theo

ddi cac thiét bi két noi

Doi voi nhitng tay hacker chuy@n nghiép, ho déu cé
thé qua hét moi cam bay tu dong ma ban da sap dit
va dang "nham nhe" pha hoai hé thong khdng day ma
ban da day cong xay dung. Néu cac bién phap tu
dong cling khong an thua thi 161 khuyén danh cho
ban 12 thir st dung nhitng phan mém kiém tra cac

thiét bi két ndo mang caia minh.
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Pé ngin cic cudc xam nhap la mit, hdy tai vé va cai
dat phién ban mién phi cua Network Magic. Theo d9,
chuong trinh s& v& ra mot ban d6 tat ca cac thiét bi
dang hién dién trén mang bao gdm may tinh, may
cht, may in va cac thiét bi khac. Nho vay ban c6 thé
dé dang xac dinh thiét bi nao dang két ndi trong

mang va dé dang phat hién ra ké la mit.



10 meo bao mat Wi-Fi

TASTA™

g
g
cho cac nhan vién E
q




Bao mat Wi-Fi [a mét chi dé rat phé bién ngay nay,
“phwong phap tot nhat” hién vin dang dwoc tranh luin
mdt cach manh mé trén nhiéu forum. Chiing toi nhan
thire ra diéu ndy tir viéc theo ddi rat nhiéu bai dwoe post
trén cac forum va phat hién ra c6 rat nhiéu quan diém
dwa ra yéu cau két ndi mot cach an toan véi cic mang Wi-

Fi hoan toan xa la.

Vé6i quan diém d6, ching t6i mudn xem xét dén cac méi quan
tam vé bao mat Wi-Fi tir quan diém cta nhan vién lam viéc di
dong. Vi nhiing nguoi di lai thuong xuyén nhu vay thuong
gap cac mang Wi-Fi hoan toan xa la nén can c6 mot giai phap
cung cap mot so loi ich cho nhitng ngudi trong hoan canh

nay. O day ching toi dua ra 10 meo bao mat ma cac nhan vién
trén duong nén biét dé tranh cac van dé vé mat an toan bao

mat véi cac mang Wi-Fi khong ro tung tich.



1. Tat adapter Wi-Fi client
=~ khi khéng stt dung Internet
Ly do cho viéc thuc hién ndy rat

nhiéu. Trudc hét n6 co thé tiét

Kiém pin cho laptop ctia ban — ddy thyuc su 14 mot van dé véi
cac nhan vién trén dudng. Thi hai, né 13 cach don gian nhat
dé ngan chin cac tan cong st loi dung cdu hinh cia Windows
dugc thiét 1ap mot cach mac dinh cho phép cac két ndi ad hoc

nac danh.

2. Tham dinh rang SSID twong vng thwe s véi mang Wi-

Fi ciia nha cung cap

Viéc tham dinh SSID s& giup ban ngan chan dugc viéc két
giao voi mot mang xau mang tén Evil twin. Evil twin duoc

bat chudc sau tan cong xam nhap cua ké thir ba bén ngoai, noi



hacker thiét 1ap mot thiét bj dé dong gia mot mang Wi-Fi tin
cay. Nguoi dung rat dé s dung mang gia mao nay va nhu vay
la cho phép ké tan cong cé dugce cac byte luu luong duge giri

hodc nhan.

3. Cai dat phan mém twong lira trén may tinh ciia ban

Microsoft Windows XP va Vista déu duoc két hop v&i1 mot
phan mém tudng ltra bén trong, tuy nhién trong ca hai truong
hop déu that sy chua thich hop. Thuc su ¢c6 rit nhiéu céc ung
dung phan mém tudng ltra mién phi rat tét cho phép ban bao
v¢é minh khi di trén duong. Chung t6i st dung Online-Armor,
mot ang dung mdi d& c6 nhiéu nhan xét danh gia rat tot vé

no.

4. V0 hiéu héa tinh niang chia sé file va may in cia

Windows



Maic dinh, tinh nang chia sé file va may in cia Windows dugc
vO hiéu hoa, tuy nhién nhiéu ngudi ding kich hoat tinh nang
nay dé chia sé céc file va may in trong cong viéc hoic mang &
nha. Viéc kich hoat tinh ning nay khi di chuyén bén ngoai lai
la mot van dé. N6 c6 thé cho phép ké la mit trong mang Wi-
Fi ndo d6 truy cip khong tham dinh vao céc file cta ban.
Trong trudng hop ndy ban nén tham vé cach vo hiéu hoa tinh
nang chia sé file va may in trong Windows trén

QuanTriMang.com.

5. Tranh céc phién giao dich trwe tuyén nhay cam khi sir

dung mang Wi-Fi mé

Pay la mot viéc hién nhién nhung ching t6i cam thay né thuc

Su rat quan trong can phai dé cap dén.



6. Ludn cap nhat hé diéu hanh cia laptop

Cung véi hé diéu hanh, ban phai cap nhat ludn ca cac phan
mém chong virus, tudng ltra, trinh duyét web va ca cac tng
dung Wi-Fi client. Chi béng cach nhu vay ban méi loai trur

dugc nhi€u van dé gay ra boi cac 10 hong ctia tng dung.

7. Bdo v€ cac thong tin ca nhan ciing nhu thé tin dung, thé

ngan hang

Viéc cho phép trinh duyét web nhé cac thong tin ¢4 nhan la
mot cach cho cac hacker c6 thé sir dung dé 13y vé cac thong

tin nhay cam cua ban néu laptop bi mat hodc bi danh cép.

8. Str dung cac ky thuat lwot
Web an toan va nac danh

Piéu ndy rat quan trong néu




mot dich vu VPN khong c6 sin hodc VPN khong dugc thiét
lap dtng. C6 nhiéu dich vu Web khac nhau cung cap cac giai
phap SSL VPN bang cach tao mot duong ham duoc ma hoa
tir laptop dén may chu an toan cua ho. Cach lam nay d4 loai
trir dugc toan bo cac van dé nguy hiém co thé. Mot trong sd
cac dich vu vu viét d6 phai ké dén 1a Megaproxy va TOR.
Chung t6i str dung mdt phuwong phap khac nhe hon dua trén
cong nghé USB flash drive. IronKey 1a mot USB flash drive
an toan voi FireFox va cong nghé TOR duoc cai dat tir trudce.
Néu truy cép Internet c6 san thi thiét bi s& ty dong cau hinh

mot dudng ham SSL dén cac may chu IronKey an toan.

9. Néu dwoe can thiét hay sir dung cong nghé VPN

Van dé véi cac meo trudce 12 nd &p dung chi cho cac ing dung

nén tang Web. Vay thi cac tmg dung email nhu Outlook thi

sa0? Pay ciing 12 noi VPN dang phat trién manh vai trd ca



n6. Hau hét cac nhan vién trén dudng dang 1am nhiém vu déu
str dung phuong phap nay mot cach chua thuc sy thau dao.
Puong ham VPN cho phép nhan vién cd thé két ndi tir xa véi
mang gia dinh hoic mang cong ty. Sau d6 tt ca cac tmg dung
doanh nghiép thong thuong, viéc chia sé file va truy cap
Internet déu dugc quan 1y boi mang ctia cong ty. Co nhiéu
phan ctmg va tng dung VPN phan mém dé ban c6 thé lwra
chon. Trong trueong hop nay thi lua chon ctia chung t6i dua ra

la OpenVPN.

10. Sir dung cac irng dung truy cp tir xa cho van dé bao

mat

Khoéng c6 bat ky mot luu luong dit liéu nhay cam nao dugc
truyén tai trén c4c mang dang ngd dén laptop ctia ban 13 mot
giai phap duy nhat. Diéu nay cd thé thuc hién bang cach su

dung mdt dich vu nhu LogMeln, dich vu nay s€ cho phép cac



nhan vién co thé diéu khién tir xa may tinh tai nha hoic vin
phong thdng qua mot dudong ham SSL. Viée ludt Web, email
va céc tng dung khac déu chi dugc thyc hién trén may tinh
diéu khién xa. Chinh vi vy khong c6 dit liéu ndo duogc truyén

tai dén may tinh ctia ngudi dang di trén duong.

Két ludn

Nhitng nhan vién lam viéc trén duong phai that su than trong
va sang tao. Bén canh céc cong viéc thong thudng, ho can
phai duy tri su lién lac mot cach lién tuc khi xa gia dinh va
van phong. Véi cac meo don gian ndy ching tdi mong cé thé
giup bao vé dugc may tinh cua ho va cac thong tin trén do

khdng gap phai van dé gi trong bao mat di & bat ky noi dau.



Huwéng dan sir dung, bao E
g

TASTA™

mat mang Wifi
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Mang khong day 1a mot trong nhirng phat minh 16m ciia thé ky
21. Thay vi phai sir dung diy cap dé két noi may tinh va cac
thiét bi véi nhau, gio ddy, ban da co thé sir dung song radio dé
két noi. Cong nghé nay da dwoc biét dén rong rai véi cai tén
‘Wifi’. Mot khi duoc thiét 1ap chinh x4c, Wifi s& khong gap bat ki
van dé ndo ca. Tuy nhién, dé cau hinh chuan ¢ 1an dau tién, ban s&

gap rat nhiéu khé khan.

Két n6i Wifi rat dé gap mot s6 van dé kho hiéu. Bén canh d6, ciing

gidng nhu nhiing loai giao tiép duoc giri qua séng radio, nd yéu cau



ngudi dung phai tap trung nhiéu vao phan cai dit bao mat nhim
tranh bi chin dit liéu béi ké xau.

D6 chinh 13 1y do tai sao chung toi viét bai ndy. Bai viét s& cung cap
tat ca nhimg gi ban can dé mang Wifi c6 thé chay muot va bao mat
nhung khong bao gom thong tin hodc ¥ tudng dé ludt web an toan

bang mang khong day khi truy cap ¢ diém cong cong.
Bit dau bang viéc kiém tra

Cho du thiét 1ap mot mang khong day méi hodc khi can phai gitp
mot mang hoat dong tot, trude tién ban nén Kiém tra toan bo mang,

tat ca moi thir cAu thanh nén mang Wifi.

Trong diéu kién t6t nhat, mang Wifi can phai dugc cau hinh cang
chay nhanh va bao mat cang tt. Tuy nhién, diéu ndy rat khé thuc
hién d6i véi nhitng thiét bi cii. Vi du, cac thiét bi méi c6 thé hd tro
chuan Wifi méi nhat, nhung nhimg thiét bi duoc san xuat nhiéu

nam trude d6 thi cé thé khong.

Vay nén, bang cach kiém tra tit ca cac thiét bi dang két ndi (hoic



sap két n61) vdi mang Wifi dé xem n6 ho tro chuan Wifi nao, nguoi

ding c6 thé thiét 1ap cau hinh tét nhat cho router.

C6 3 phan thong tin quan trong can ghi lai vé mdi thiét bi, co thé 1a
mot chiéc laptop, smartphone, game console, Internet radio, camera

bao mat khong diy hodc bat ki thiét bi ndo st dung Wifi.

Trudc tién, chuan Wifi thiét bi hd tro; tiép theo, loai ma héa né co
thé str dung; cudi cing, dia chi Media Access Control (MAC) caa
thiét bi. Ban c6 thé can tham khao huéng din di kém dé tim ra 2
phan thong tin dau tién, hodc tim kiém chung trén mang. Tuy nhién,
thong tin tha 3 ban c6 thé tim thdy ngay trén thiét bi (chung toi s&
hudng dan cach thuc hién sau).

Kham pha chuan Wifi

Wifi 14 thuat ngir bao triim cho 3 chuan giao tiép khong day du
khac nhung lai ¢6 lién quan téi nhau: 802.11b,802.11g va 802.11n.
Van con mot chuan thir 4 — 802.11a — nhung ngay nay né it duoc

nhic dén hon.



Nhitng chuan nay nhin qua thi khdng c6 y nghia gi ca, nhung ching
lai 1a dai dién cho dir li€u k¥ thuat duoc cung cép boi Vién ky nghé
Dbién va bién Tur (Institute of Electrical and Electronics Engineers —

IEEE). Nhitng dir liéu ndy rat dai, miéu ta chi tiét vé cach tuong tac

cta céc thiét bi khong day.

802.11b 802.11a
< Cong nghe mot ey
1 [ea]fR-
- (g3p 5 l4n 802.11b)
Dit hon d6i chiat
Khungﬂ‘ dﬁugf!rbinsg
5 | thong SGHz cd the 2.4
ton tai cing vai 2.4 ;
bHz | GHzmakhong bi (Hz
giao thoa
Phni s6 in hon
55| soven 8 TibE | T
802 11g w &
&

vl 802.11b 802.11b
802.11a 802.11g

01 | Knongwongtich | QK

DAau vay, rat dé dé “chat loc” tir nhitng thong tin chi tiét ndy. Vi



du, 802.11n 14 chuan méi va nhanh nhat hién nay, c6 thé cung cép
pham vi phu song tot nhét.

802.11b la chuan cii va cham nhat, voi pham vi pht song ngan nhét
trong khi 802.11g c6 vé nhu 14 su két hop giita 2 chuan trén. Mot
diéu may mén khac 1a nhitng chuan Wifi méi van tuong thich véi
nhimg chuén cii. Vay nén néu ban c6 chiéc may tinh xach tay c6
chuan Wifi 801.11n ciing mét chiée router chi hd trg 802.11g, ca 2
thiét bi van c6 thé két ndi v6i nhau & téc do va pham vi 802.11g.
Trir phi phat hién ra c6 van dé lién quan dén téc do trén mang
khdng day, ban s& khong phai lo lang gi khi trién khai sir dung thiét
bi méi, hoat ddng nhanh véi mot chiéc router cii, chay cham.

Néu router 14 mau méi hon 802.11n, né can duoc thiét 1ap chinh
xac dé khai thac hét kha ning hoat dong.

Mot mang Wifi chi hoat dong & tdc do thép nhét cua thiét bi dang
két ndi. Piéu ndy c6 nghia 12 néu mot chiéc may laptop 802.11b cii

két n6i voi chiée router 802.11n va chii dong str dung két ndi wifi,



thi két ndi Wifi cua tat ca cac thiét bi Wifi khac s& phai cham lai dé

thich nghi vai laptop.

DAu vay, diéu ndy khong han lac nao ciing ding trong thuc té. Theo
ly thuyét, mot so router cao cap co thé duy tri nhiéu toc do khac
nhau trong cting Iic — nhung trong hau hét cic trudng hop, mang sé
bi cham lai vé toc d9 cta thiét bi cham nhat.

Xac dinh téc dd ciia router

Bang cach tim hiéu chuan Wifi dugc hd trg béi nhimng thiét bi Wifi,
ngudi diing ¢6 thé xac dinh téc d6 phll hop vi mang khong diy —
no s& chay & toc do cua thiét bi cham nhat dang két noi.

Budc tiép theo 1a xem nhiing gi ¢d thé thay ddi trong cau hinh cia
router khéng day nham tang toc d6. Mot diéu quan trong can nhé 1a
nhitng Iya chon xuat hién trong cau hinh phuy thudc rat nhiéu vao
mau va nha san xuat router. Dau vay, chung toi s& c¢b gang giai
thich chi tiét nhét c6 thé.

Bat dau bang viéc dang nhap vao trang cau hinh cia router. Cach dé



nhat dé thuc hién diéu ndy 1a mé mot trinh duyét web va dién dia
chi IP, vi nhu 192.168.2.1, vao thanh Address hoac Location &
trén clng. Tuy nhién, ban s& can phai tham khao ban huéng dan dé
c6 dugc thong tin chinh xéac hon.

Tiép dén, tim lya chon c6 tn Wifi hodc Wireless va kich vao no.
Trong bang cai dit ndy s& c¢6 nhitng lua chon dé ban chon loai hinh
hodc ché 46 mang khong day.

Vi duy, ¢ router thtr nghiém c6 rat nhiéu lya chon: 802.11b-only,
802.11g-only, both 802.11b and g (802.11b/g), cung véi 2 Iua

chon tdc do cao khac.

Néu tat ca cac thiét bi Wifi ctia ban hd trg chuan 802.11g, hay chon
mang 802.11g-only dé dam bao c6 tdc do6 Wifi day du cho tat ca
cac thiét bi bang cach ngan chin khong cho két ndi tat ca nhiing

thiét bi co6 chuan802.11b.

Mt khac, néu ban c6 chiéc router mai 802.11n c6 dan nhan “dual-

band”, c6 mét lya chon khac dé nhan duoc toc d6 Wifi tot nhat.



Router dual-band c6 thé hoat dong cling IGc 2 mang khong day
khac nhau — mét danh cho thiét bi 802.11b/g va mot cho thiét

bi 802.11n. Piéu ndy cd nghia 1 nhitng may hd tro

chuan 802.11n ¢4 thé két ndi t6i router ndy va khong bi cham khi
c6 thiét bi 802.11b hozc 802.11g két ndi. Piéu ndy s& gitip nguoi
dung c6 duge két hop hoan hao ctia tbe do cling sy linh hoat cao.
Dau vdy, mot van dé khac lai nay sinh. Router dual-band chi hoat
dong khi chay mang 802.11n & khu vuc ¢6 tan s voO tuyén 5GHz
thay Vi tan sb thong dung 2.4GHz.

Van dé nim ¢ chd khong phai tat ca cac thiét bj 802.11n déu co thé
hoat dong véi tan so cao, vay nén hdy kiém tra thiét bi ctia minh
(qua hudng dan sir dung hodc qua trang web cia nha san xuat)
trude khi kich hoat Iwa chon ndy hodc bo tién ra dé nang cap router.
Kich hoat ma hoa

Piéu tiép theo can kiém tra 12 loai hinh ma hda mang khong day ma

router ho tro. Co 2 hra chon — Wired Equivalent Privacy



(WEP) va Wifi Protected Access (WPA) — va ca 2 déu ngan chin
nhing thiét bj két ndi v6i mang khong day ma khong c6 mat khau

can thiét.

a’l AirSnort
WEPCrack

E)‘" -\—\IW Unauthorized Users
.,‘

Can Access
Easy to
Comprise
Network Wweless

Access Point

Authoruzed i Q’

WEP 14 chuan cii va dugc hd tro rong rdi nhat, nhung gid day né
cling duoc coi la mang kém bao mat bédi mot mang Wifi dugc bao
vé boi ma hda WEP hoan toan c6 thé bi pha trong vong vai phut. Sy
that 14 ban khong nén str dung chuan WEP mét chit nao, nhung nd

lai 14 lya chon duy nhét ddi v6i nhing thiét bi Wifi doi ci.

Néu hién gid ban van dang so hitu thiét bi Wifi chi hd tro chuan



WEP, chling tdi khuyén ban nén thay thé ching bang nhiing thiét b
tuong duwong nhung hd tro chuan WPA hoic dimg han khong str

dung chiing nira.

Hién nhién, day khong phai Iya chon hoan hao khi may tinh van
con chay tbt. Tuy nhién, Wifi tich hop sin c6 thé cap nhat duoc
bang cach sir dung chiéc USB Wifi adapter méi ¢6 hd trg WPA. DU
khong phai lua chon hoan hao, nhung no lai gitp cai thién bao mat

cho thiét bj cua ban.

Mt khac, néu router ctia ban chi hd trg chuan WEP, 161 khuyén cua

chdng toi 1a thay thé ching ngay 1ap tirc.

Vé6i chuan Wifi, ban can phai tham khao hudng dan phtl hop hoic
qua trang web cta nha san xuit dé xem chuan ma hda nao thiét bi
ctia minh hd trg. Néu chiing déu hd trg WPA, viée tiép theo 1a kiém

tra ma hoa WPA da duogc kich hoat hay chura.

Tim Kiém trén trang cau hinh router dé thay cai dit bao mat hodc

ma hda Wifi roi chon WPA-TKIP hoic nhe nhang hon 1a WPA2-



PSK.

Néu can thiét, hay tao mat khau méi (nén chon mat khau két hop
giita sd, ky tu va cham cau dé khién no kho bi hack hon). Bén canh
do, hdy nho réng tat ca céc thiét bj két ndi tGi mang s¢ can phai

nhap dang mat khau vira tao.



NHUNG BUOC CO BAN PE BAO MAT MANG WIFI

Buéce diu tién dé bao vé bat ki mang khong day la thay ddi Password ngim dinh ciia
Router .

l. Buwéc diu tién

Budc dau tién dé bao vé bat ki mang khong day 1a thay doi Password ngam dinh cua Router .
Hau hét nhitng nha san xuat déu thiét 1ap Password ngam dinh theo mot sd tir khoa sau nhu
“admin” , “password” , va dia chi IP ctiia Router hau hét 1a “192.168.x.1” , & day x 1a 0,1 hodc
15.

Budc tiép theo 1a kiém tra cdp nhat Firmware cho Router ctia ban néu nhu Model d6 qua cii .
Nhiéu Router khong hd trg nhitng thiét 1ap an ninh tién tién nhu WPA , ching ta s& n6i sau .

192.168.1.1 Authentication Required

A username and password are being requested by
http://192.168.1.1. The site says: "WRTS4C"

ix= Mac~ ESPH 5l
mping Gmail more ¥

User Name: | |

Password:

[ Cancel ) W

1. Nhirng cau chuyén hoang duong
Doi khi ban nhan duoc mot sé 101 khuyén vé bao mat mang khong day tdi tir mot s6 nguoi ban
Router va doi khi doé lai 1a nhiing 161 khuyén khong c6 mét chut ich loi gi cd hodc tham tri con

gay kho khan cho nguoi str dung . Dudi day 1a mot s6 101 khuyén kiéu nhu vay

An SSID
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SSID ( Service Set Identifier ) 1a ma nhan dang ( thong thuong la tén don gian ) cua Router
khong day . Néu thiét bi Wireless nhan ra nhiéu SSID tir nhiéu tram AP ( Access Point ) , thong
thuong né s& hoi ngudi dung mubn két ni téi SSID nio .

Viéc an SSID chinh 1a ngan chan Phan mém truy cap Wireless hién thi mang cua ban dé lya
chon phan két ndi , nhung né lai khong phai 14 bién phap an ninh mang tinh thyc té . Bét ki luc
nao nguoi dung két ndi toi Router , SSID duoc truyén theo kiéu mot doan van ban duge ma hoa
va thong tin SSID déu c6 thé bi ai d6 thay duoc mang trong Mode thu dong .

Wireless-G Broadband Router with Sg

Wireless Access Applications
Sehp b Securlty Restrictions & Gaming

Basic Wireless Seftings | Ve "t | Weeless MAC Filler | Adva

Wireless Network

Wireless Network Mods Moed v/
Wireless Network Name (SSO) |

Weeless Channet 6-2437GHz |v]
Wireless SSID Broadcast OEnable ) Disable

Thay d6i SSID

Poi khi phwong phéap nay ciing dugce cho 1a mot hinh thirc bao vé , nhung thuc té lai hoan toan
khéc . N6 khong ngédn chén viéc nhan dang ra Router va van bi Hack bat ki ltic nao .

Disable DHCP
Viéc tit DHCP va dung dia chi tinh khong chdng lai duoc nhitng ké khac ¢6 tinh chd mili vao

cong viéc cua ban . Nhitng Hacker ¢ thé gan nhiing dia chi IP va theo phuong phéap hoi dap dé
tim ra nhitng dia chi IP cua ban .
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Ll-)jl I—-—-!NKEYEK Setup |Password] Status

You can configure the router to act as a DHCP (Dynamic Host
Configuration Protocol) server for your network. Consult the user guide for
DHCP instructions on how to setup your PCs to work with this feature.

WL Epgble © Disable

SERGRIEREGE G 192.168.1. |1 10

NHumbhber of |SD
DHCP Users:

Client Lease Time: IEI minutes {0 means two day)

DNS 1:

St dung bg loc dia chi MAC

Theo li thuyét ¢6 vé nhu rat hoan hao . Moi Card mang déu c6 dia chi MAC duy nhat , va Router
khong ddy c6 thé duge dat cdu hinh dé chian tat ca nhitng Card mang c¢6 dia chi MAC khac . Tuy
nhién van dé ¢ day chinh 1a bo loc dia chi MAC ma dia chi nay dé dang bi lam gid mao va khong
khé khin gi dé nhan dang bing mot phan mém theo ddi thich hop . Bén canh d6 néu trong ngoi
nha cta ban lai c6 nhiéu thiét bi truy cap t6i Router nhu Console , dién thoai va thiét bi gia dung
thi viéc phat hién ra nhitng dia chi MAC nay cang trd nén dé dang .

Accegs Applicationz

L Security Restrictions & Gaming

ettingz | Wi LIty C Fittet | Advanced

Wirgless MAC Fiter: % Epable © Disable

" Prevent PCs listed from accezsing the wireless
netweork

Pressert:

Permit only: # permit only PCs listed to access the wireless network

Edit MAC Filter List |

_ oave Settings I Cancel Changes I
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Tét ca nhiing bi¢n phap an ninh trén la khong thuc té , v&i viée st dung bd loc dia chi MAC la
mirc d6 bao mat thap nhit . Dé ngin chin nhimg ké xdm nhap mang tot nhit ban nén dung
phuong phéap ma hoé ( Encryption ) .

1. Nhirng phwong phap ma héa - Encryption

WEP ( Wired Equivalent Privacy ) va WPA ( Wi-Fi Protected Access ) 1a hai chuin mé hoa
duoc dung rong rdi hién nay trong nhiing thiét bi khéng day . Trong hai chuén trén WPA 13 manh
hon ca va c6 thé dung trong moi tinh hudéng ma tai d6 da sén sang .

WEP : cii ki, d bi loai b6 , nhung tdt hon 1a khong c6 gi

WEDP 1a giao thirc an ninh Wireless dau tién . Ban ¢ddu WEP dung khoa ma 40-bit , nhung vé sau
mo rong 1én toi 104-bit . Tuy nhién vé sau nhitng nha nghién ctru da thanh cong khi bé khoa
WEP 104-bit trong hai phut bang méy tinh Pentium-M loai cii .

That khong may man khi ma nhiing thiét bi sir dung WEP van con chiém t6i 25% trén thi truong
va dit liéu bi danh cip 16n nhét trong lich sir nuéec My chinh 14 trong trudng hop ma hoda WEP .

Bay gid ma hoa WEP 104-bit co thé bi bé gy mot cach dé dang , vi thé chuan nay s& khong con
ton tai duoc lau nira do do an toan kém .

ACCERE Applicetions

Wirelexx Security Restrictions & Gaming

ettings | W cLirity W Fitter | Advanced

Security Mocde: | YWER ﬂ

Default Transmit
Key:

WEP Encryption | 128 bits 26 hex digits |

Passphrase; |1E kstenuitleg Generate

A el S ol S ol |

Hey 1 |2239D45EBB?BDEE4A9EBEBAEEB
Hey 2 |EFAD9EH451SEEIAQC?B?MFEE-’-]DB
Hey 3 |2EHE'ICA'IA?EdlDDEE'IAEBFEDB-’-I-’-ID
Hey 4 |35»’-‘~.4F3?341EISEEED?EEE’IDFFEEF

_ Save Settings I Cancel Changes I
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Setup Wizard Wireless Settings

Basic Settings Wireless Netwark
Mame (S310): NETGEAR
Reqion; _L_Im!eu;ﬂ_ States '
Logs Channel: 11 =
Block Sites Mode gandb !
Block Services
Schedule Security Options
E-mail ) Disahle

EE' WEP (Wired Equivalent Priva r:',n]
L) WPA-PSK (Wi-Fi Protected Access Pre-Shared Key)

Router Status
Attached Devices
Backup Settings Security Encryption (WEP)

Spl Password Authentication Type Aufomatic e

Router Upgrade Encryption Strengthe B4dbit ™

Security Encryption (WEP) Key

Wireless Settings

Paorn Ferwarding / Passphrase: | | |_ Gengrale |

Port Triggering
WAN Setup

LAN IP Setup key2 O
Dynamic DNS Key 3 O
Static Routes

Key1: & 2437568912

Koy d: )
Remote

Management — .
UPnP 1 Apply il Cancel |

Mic du yéu nhu vay , 16i nhu vy nhung WEP van con dung t6t hon 1a trong Router ctia ban
khong dat gi ca , va it nhat cling ngan chan nguoi hang x6m lugt Web trén mang cta ban .

Co6 mét sd chuan ma hoa dya trén WEP khac duoc dé cap nhu WEP2 . WEP2 1a su cd géng tdn
tai trong thoi gian ngan vai cai tién nhimg chuan ban dau bang két hop ca tir khoa 128-bit véi gia
trj Vector 128-bit . WEP2 lai khong cai thién bat ki nhitng gi ma yéu kém ctia WEP nhung né
lam cho nhitng Hacker kho khan hon khi bé khoa va tat nhién WEP2 t6t hon chuin WEP ban
dau .

Mot s6 nha san xuat khac di phat trién cong nghé riéng cua minh sira nhitng 15i cia WEP .

Nhing kiéu nay yéu cau két hop WEP v&i nhitng Adapter riéng va hiéu qua dem lai ciing rat to
16n . Tuy nhién giai phap nay chi str dung khi ma khong con c6 giai phap nao tot hon .
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WPA va WPA2

WPA dugc phat trién dé bu lai nhiing 16i trong WEP va n6 1a giao thirc bao mat tot hon . Khong
nhu WEP , WPA dung Vector 48-bit va tir khod ma 128-bit . Quan trong hon ca WPA dung giao
thire TKIP ( Temporary Key Integrity Protocol ) .

WEP str dung lai cung tir khoa dé ma ho4 tit ca goi dit liéu dugc truyén trén mang , trong khi d6
TKIP cia WPA thay doi khoa ma moi thoi diém khi goi dir liéu dugc truyén di . Didu d6 lai két
hop vé6i sir dung tir khoa dai hon khién cho nhimng Hacker khong thé c6 kip thoi gian dé xam
nhap duoc vao gbi truyén dit licu .

Chuén WPA2 duoc cap nhat tr nam 2004 v4i nhitng tinh nang cia WPA dugc ho trg tir phia
chinh phu My va stir dung giao thirc ma hod goi 1a AES ( Advanced Encryption Standard ) . Bay
gid AES cling dugc dung voi WPA phu thudc vao Firmware trong Router .

Khong nhu WPA , WPA2 lai khong tuong thich ngugc ; nhitng Router cii hon ¢6 kha nang ma
hoa WPA véi TKIP khong thé dung dugc WPA2 . WPA2 lai tuong thich ca AES va TKIP . Néu
c6 kha nang ban nén thay thé WPA bang WPA2

Windows Internet Explorer

OVE » (R oo simesenen BRI Bk
B = | Seerch el A« El-¥-% Uoge -G @ -
W (58| @ e | wcess x Bo- B - idesee - BTk

LiInKSsYS'

A Divislon of Cisco Systems, ine

WirE:Iess Setup Wireless Firewra

Basic Wirsiess Setlings | Wireless Securty Vilreiess Network Access

Select S50 [ Surfers Faradise |

Security Mode: WPA-Entarpras |

Wireless lkolafon (within
S50

AADUS Server @ Agdress; (132 |168| |99 | 130

Disabled | |

RADLS Server Part 1812
Encryption K (™ '
Shared Secred [tmst .i.:n.gl 23
Key Renewal: 3500 seconds
b
< >

] 0 Internet # 00% -
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C6 hai mirc d6 an ninh bén trong WPA va WPA2 d6 la WPA Personal ( hoac WPA-PSK ) va
WPA Enterprise .

WPA-Personal ding khéa xac nhin duoc chia xé trude giira tat ca cac hé thdng trong mang .
Diéu d6 c6 nghia 13 mang nay an chua viéc dé bi xdm nhép bang cudc tin cong “duwa trén tir
dién” néu Password sir dung khong du manh . Nhitng mang tai gia dinh khong qué lo ling vé
diéu nay néu ban khong lam 19 bi mat cua tir khoa .

WPA Enterprise dugc dung cho nhitng may chu RADIUS ( Remote Authentication Dial User
Service ) riéng biét . Trong truong hop nay nhiing thiét bi mudn truy cap t6i Access Point ( AP )
phai ¢6 nhitng yéu cau kiém tra ching nhén riéng biét . AP chuyén yéu ciu va bat ki thong tin
két hop t6i may chu RADIUS . May chit RADIUS kiém tra chimg nhan nay tai dit liéu luu trir
trong d6 va nd c¢6 thé cho phép nguoi dung truy cap hodc tir chdi hodc phan hdi lai nhitng thong
tin khac nhu Password thir hai hodc ngudn tuong duong .

Nhitng may chu RADIUS thong thuong danh riéng cho khai thac trong moi truong xi nghiép , tai
d6 chiing cung cap thém hai mtrc d6 bao vé va ting muc do diéu khién tai nguyén trén hé thong
mang cho mdi ngudi sir dung . Nhu vy né nam ngoai pham vi sir dung may tinh tai gia dinh .

Tém lai néu nhu ban da hiéu mot cach dﬁy du nhitng thuat ngtr trén thi mudn cAu hinh ché do
bao mat hiy dung giao thitc WPA két hop véi tir khoa manh . WPA2 dua trén AES an toan hon
WPA dua trén TKIP va ca hai giai phap ndy an toan hon han so voi WEP .

IV.  Bdo mit cho mang Media ciia ban

Hién nay mang khong ddy 1a dic tinh chung cua nhiéu kiéu thiét bi dan dung . TAt ca nhiing
Console thé h¢ hién tai déu hd tro két nbi khong day va tinh nang nay c6 trong moi thiét bi nhu
may tinh xach tay , thiét bi cAm tay hodc nhiing thiét bi két ndi Internet kiéu bang . Mang khdng
day c6 mat khap moi noi nhung ¢ sy khac nhau trong cac thiét bi mang va ciing kiéu thiét bj s&
chia xé mang dugc t6t hon . Rat kho dé tim ra cing chuan ma hod trong tét ca cac thiét b .

Bang dudi ddy tro gitip phan nao cho ban dé c6 thé dong bo thiét 1ap ché do an toan gitra nhiing
thiét bi phan ctimg khac nhau
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| Thiét bi IWEP|WPA-PSK|WPA2-PSK|

\ PlayStation Portable H Co H Co H Khong \
\ Nintendo DS H Co H Khong H Khong \
| Playstation3 |[co| co | co |
| Wi lco| co || co |
|Xbox 360 WiFi adapterH Co || Co H Khong ‘
| iPhone lco| co | co |
| NokiaN8OO/N810 |[co | co | co |
Asus Eee PC Co Co Co*

* Phan cing Eee PC hd trg WPA2 , nhung hé diéu hanh Asus Linux cai dat khong sir dung dugc
kha ndng nay

Bang trén liét ké hau hét nhing thiét bi co kha nang st dung Wi-Fi . Tin tt 1a tat ca trong sb
nhitng thiét bi trén déu hd trg mot s6 kiéu ma hoa . Tin khong t6t & day 1a su lwa chon giita TKIP
va EAS rat phtrc tap . Vi du , Nintendo Wii hd tro AES cho ca WPA va WPA2 , nhung lai khong
hd tro TKIP cho WPA2 . Do d6 néu ban mudn kha ning tuong thich cao nhat trong nhimng thiét
bi ctia ban thi chon Router thiét 1ap dau tién 1a WPA2 (AES) hoic thir hai 1a WPA (TKIP) .

That khong may min khi Nintendo DS lai vo cung don doc vi n6 chi hd trg WEP . Vi thé néu co6
ké hoach str dung mang khong day c6 ca Nintendo DS thi ban dang mac ket voi nhimg van dé
vév giao thirc bao mat cii . Nintendo DS thyuc sy khong can thiét dé dugc bao vé tdi da vi nhitng
Hacker chang 1am gi v&i n6 ca tham tri ca khi ho ¢ xam nhap vao do .

Ngoai Nintendo DS thi thuc hién vdi WPA rat dé dang . Tét ca nhiing thiét bi khac da duoc liét
ké trén déu hd trg WPA va hién tai ciing dé dang mua Router ciing hd trg WPA . Tuy nhién véi
WPA2 diéu nay s& hoi khac mot chut , chuan ma hoa méi nhat nay khong twong thich ngugc véi
hau hét WPA thong dung hién nay . WPA2 an toan hon WPA , nhung du sao WPA ciing 1a
chuin an toan c6 thé chap nhan dwoc va van 1a giai phap chung nhat .

Cho phép chuén an ninh ciia mang khong diy

Thuc té kich hoat ché do chuén an ninh rat don gian . Duéi day la hinh anh ctia Router Linksys
WRT150 ( 802.11n Draft 2.0 ) va qua trinh nay ciing tuong tu nhu trong nhitng cac thiét bj khac
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Fameare Version: w1 01 9

Wireless-N Home Router WRT150H

i Acce Applic & %
ereless Setup e y "!' e Adménistration Status
Restrictions Gamang

Whreless Security

Securty Mode: | Désabled v

WPA Enterprize

WPA2 Enterprisa
RADILS
Dizabled

Save Settings Cancel Changes

Wirelexx Security ACcexx Application=

Rextriction= & Gaming

Seftings | Wi EcLrity Ll WA Fitter Advanced

Security Mods: |"-.-"‘-.-"P.-‘5\ Fre-Shared Key ﬂ

WP A, Algorithims: TEIF -

WPA Shared Key: [WekjRLkskOSLEPeklaOPkleOSlp

Graup ey li
Renewal: 3600 seconds

Chung ta dang loai bo WEP vi thé ban thuc su khong can dung toi nd va chi tap trung vao nhimng
lya chon trong WPA .

WPA Personal ( hoic WPA — PSK ) va WPA2 Personal duoc cdu hinh gin nhu twong tu nhau ,
chon phuong phap ma hoa ( TKIP hodc AES ) va vao tir khoa ma hoa . Ban c6 thé khong can
thay d6i thoi gian thay doi tir khod ngam dinh ( 3600 gidy ) nhung néu mudn ban c6 thé lam diéu
d6 . Tir nhitng thong tin nay ban s& dat cau hinh cho Card mang khéng ddy trong may tinh cta
minh phu hop 1a dugc .

Két luan
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Thuec té rat d& dang dé bao mat mang khong day . Ban khong can mat thoi gian dé cau hinh dia
chi MAC biang tay hoic Disable DHCP khi ma chi can cho phép chuin ma hoa phu hop 13 duoc
rat nhanh chéng , d& dang va hiéu qua tot nhat .

WPA2 (AES ) 1a phuong phap ma hoa tét nhat hién nay , tiép theo 1a WPA2 (TKIP) , WPA
(AES) , WPA (TKIP) va WEP .

Bét ki Router nao hién tai ciing c6 WPA 1a ciing qué du dé bao vé va chi dung WEP khi ma phai
ding dén ma khéng con bién phap nao khac con hon 1a truyén dir liéu ma khong bao vé gi ca .

('suu tdm )
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Cach nang cao tinh ning va bao mat cho mang WIFI

Ban hoan toan théa mén véi hé thong mang khéng diy Wi-Fi tai nha hay tai vin
phong. Piéu nay cho théy hai mdt tot va xdu. Mt tot la xin chiic mirng ban hé thong
mang hoat dpng khd tét nhung mat xiu la gan nhw chic chdn vige kiém tra tinh béo
mdt va ting toc dp thuee thi it dwoc quan tim. Cdc buwdc sau ddy sé gitip cho hé thong
mang khong ddy hoat dong manh mé hon va dir liéu cua ban an toan hon.

1. T6i wu héa Wi-Fi cho cac dich vu VoIP, Video va choi game

Néu trong luc ban dang choi Second Life hodc dung iTune dé tai nhac thi c6 cam giac

nhu mang bi chdp chon,ban khoan hay nghi dén chuyén mua mot router méi. Hau hét cac

router dugc san xuat trong khoang 2 nam trd lai day déu c6 tinh nang quan ly chat lugng

dich vu (QoS), néu khong c6 ban c6 thé phai cap nhat firmware dé kich hoat no6.
Linksys'

A Dwnaon of Oncs Syvderna, g Fervumn Ve 15033

Dual Band Wircless N Gigabit Router with Storage Link WR TG00
Applications &
Gaming
Soge Port Ferwwang | Port Rarge Forwaroing | fortRasge Trggerng | DMZ2 | GsG

Vireleas I VAL Suppart (2 Enablod (U Disabled (Defout Erabied I
: 5 Ensbicd 0 Drastiod (De'ast Darted
Ioternet Access Prionty ) tnebled & Oisabied
Catogory
Applcation |
Prioony
Summery Praonity Name neormanon Remaove Edn

Vi du chuong trinh cAu hinh cua router Linksys ¢ hinh trén, ban vao tab QoS ¢ trong
phan "Application & Gaming". Kiém tra chac chan rang phan "WMM Support" da dugc
chon (nhu hinh)

Bat ché d6 tuy chon "Internet Access Priority" danh cho cac ing dung voice va media.
bau tién chon ing dung tuong ung tir danh sach so xuong (drop-down list)

2. Uu tién héa nhirng géi dir lidu



LinKSYS'

A Dwnaon of (83 Setera e Fervumn Vernee: 100,30

Dual Band Wireless N Gigabit Router with Storage Link

Applications &

Gaming o [T Acmess

Setup Vieeless

Sege fon Farwwang

Viireless WaM Support © Enatled O Dinabled (Defast Esatied
Vo Acizon msgerant O tnablod © Disablod (Detast Dmabied
Ietermet Access Prooty ® tnadied O Disatied
Catogory Apgicatern v
Appicaton
Priorsty
Yaroo Massage
Wirdswe Live Measenger
AN
Wedaws Uetu Puyper
Erayiaye
CuniTew
Summary Mares Remove
Priority Yahoo Musie Julstas o
Rragsosy

A0 8 hen Aoskcanon

Sau do6 chon "High", "Medium", "Normal" hay "Low" tuy theo d6 uu ti€n ban mudn gan
cho goéi dit liéu, sau do nhén nat "Add". Ban c6 thé wu tién cho hoat dong hoi thoai trén
mang bang cach cip quyén wu tién "Low" cho cac dich vu download khéc nhu BitTorrent
hay IDM va cdp quyén wu tién "High" cho dich vu VolP.

LiINKSYS'

A Dwnn of Oucs Syvtersa,

Fervemn Versee 1503
Dual Band Wircless N Gigabit Router with Storage Link WRTGO0O
Applications & —
Senp Wiceless Security S04 % A Applcatons & ArSrmind s 17 2007
Gaming Y 5 Reswictions | Gaming

Soge fort Ferwerdeng | Pord Rasge forwareng | Purt Rasge Trggerng | D2 |

Vareleas WM Support © Enabled © Disabled (Defaut Eradied

NE AP O gt © Ensbled ) Dissbled (Defaut Dasbies

ntermet Access Prionty ® tnattes O trsatied
Category Voice Device | W
Enter s hame |

MAC Address |00 0000 0008 03

Priceity f Hen (Reconmended)
LAoe)
Summery Pricity Hame wesmanon Remove | Edit
Ngn Styze - Revore -
Magur Warks 04 Wercran RaToee
Save Settegs Carcel Changes
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3. Tit Wi-Fi khi khong dung dén

Diéu nay s& ngin chin viéc ban vo tinh két ndi vao cac diém truy cap doc hai va n6 ciing
gitp kéo dai thoi gian s dung pin cho laptop. Mot vai san pham ‘may tinh xéach tay c6

nut trén than may dung dé lam vige nay, néu khong thi ban co thé tit Wi-Fi bang cach
nhan phai 1én biéu tuong két ndi khong day ¢ System tray va chon "Disable"

Dé bat lai két ndi Wi-Fi, ban chi can vao Control Panel va nhap dip chudt 1én biéu tuong
két noi

- v =
"\ Network Connections !. i =] &
Fie ESt View Faverites Tods Adaned Heb &

Qus - ) (F s [ rodes | [T
Dial up

D satonaiaccess - ."‘—-" SOt PCS Vigion - Novatsl
o ' Sroadbandicoess l W eless

i

Internet Gateway

..g Interrat Corracton

LAN or Hgh -Speed Intermet

) Network Troubleshooter

Other Places =19 -

cl | ' Wireiess Network Conrection

O Convel Parw
sg 12y Netroors Haces
&) My Dcoumerns

o My Computer

Dé tit/mo két ndi Wi-Fi trong Vista ban vao "Network and Sharing Center", chon "View
Status" phia dudi phan "Connections" va chon Disable/Enable. Néuqban su dung card
Wi-Fi cia m§t hang thir ba thi ban can sir dung phan mém di kém dé thuc hién viée
tat/mo

4. Theo d6i nhimg ngudi khong moi ma dén trén mang Wi-Fi ciia ban


http://www.thegioiwifi.vn/forum/member.php?s=72885f9baacf53180cfba15aeb3e9158&u=33
http://www.thegioiwifi.vn/forum/private.php?s=72885f9baacf53180cfba15aeb3e9158&do=newpm&u=33
http://www.thegioiwifi.vn/forum/search.php?s=72885f9baacf53180cfba15aeb3e9158&do=finduser&u=33
http://www.thegioiwifi.vn/forum/showpost.php?s=72885f9baacf53180cfba15aeb3e9158&p=198&postcount=2
http://www.thegioiwifi.vn/forum/member.php?s=72885f9baacf53180cfba15aeb3e9158&u=33

Nhirng nguoi la mét c6 thé dang 4n minh trén hé thong Wi-Fi cua ban. Ping lam ra vé
réng ban dang duogc bdo vé boi vi ban ¢c6 ma hoa. Cac co ché m3 hoa dic biét 1a WEP ¢6
thé bj bé gay va tham chi viéc loc dia chi MAC address ciing c6 thé bi qua mit. Dé ngin
cac cudc xam nhap la mat hiy tai vé va cai dit phién ban mién phi cua phan mém
Network Magic. Chuong trinh s¢ v& ra mdt ban db tét ca cac thiét bi dang hién dién trén
mang bao gbm may tinh, may chu, mdy in va cac thiét bi khac. Nhd vay ban co thé dé
dang xac dinh ké an danh

Network Magic - My Network
Fle View Tosks Tools MHeb

!
b4 | 1 AR ‘ ! d
Ui o :J_—:. |-:¢/ \/ ‘
Network Network Shared Stats Network
| Tasks Map Foiders | Center l Adisor Yy
Network Mag
A Fo
e Tasks
\.d o
&4 5
Internet Router (Belkin) & s
(9]
. X
a2

|

&
e Media Adapter ]
Dell Latstude MacBook-Pro-2 (SkingMedia) Network Device
p
A-A
Y
Snaglt 7
\
This Computer Other Devices

Dé nhan duogc thong bao khi c6 mot thiét bi méi tham gia vao mang khong day ban chon
"Options" tur trinh don "Tools", nhan vao tab "Notifications" va danh dau chon muc "A
new device joins the network".



8 Network Magic Options

Network Magic Options

General ] Notifications l Security l Privacy JAdvanced
(] Play a sound when showing a notification

Display a notification when..,
[¥] The netwark connection is lost o restored
(v] A new folder is shared

[¥) A new device joins the network
W Gevice network

(¥} 1 connect to a netwark other than my home network
[¥] A Network Magic update is avalable (ﬁ

[ ok || concel |

Viéc cudi ciing 13 ban nhén vao tab "Security" va danh dau chon "Automatically track
new devices as Intruders" dé theo doi tung cu chi hanh dong ctia ké xam nhéap. Diéu nay
rat hiru hi€u trong truong hop viéc xam nhap xay ra trong lic ban ro1 khdi ban 1am viéc.

@ Network Magic Options IXI

Network Magic Options

General | Notifications | Security i Privacy i Advanced
A

V] Automatically track new devices as Intruders

o J[ oo |




5. Mot diém két ndi khong diy an toan

Céc diém két ndi khong day cong cong 1a mén mdi béo bé cho cac hacker béi vi nd duoc
m& cho moi ngudi tham gia nén thiéu hoan toan viéc mi hoa dir liéu khi truyén. Trir phi
ban sir dung mot phin mém tao mang riéng 4o (VPN) néu khong thi bat cir ai ciing c6 thé
théy duoc tat ca dit liéu cta ban bao gE‘)m mat khau va email. Néu ban chua c6 mot phﬁn
mém VPN cho riéng minh thi hiy sir dung ban mién phi 1a Hotspot Shield cua hing
AnchorFree.

6. VO hiéu héa Peer-to-Peer (Ad-Hoc) Wi-Fi

Mot trong nhitng mdi nguy hiém bao mat 14 xuét phat tir cac mang ddc hai (malicious
networks) goi 13 "ad-hoc" dugc bt ngudn tir may tinh khac. Vi du, hacker c6 thé ngdi tai
phi trudng va bat dau phat tan mot SSID co tén 1a "T-Mobile™ hay "Free Wi-Fi". Lic d6
thiét bi Wi-Fi ctia ban c6 thé tu dong thiét 1ap két ndi hodc ban vo tinh nhin vao do vay
ban da mo ctra cho hacker truy Xuat vao may tinh cia minh. Trén thuc té rat hiém khi ban
can két ndi véi mot may tinh khac bang két ndi Wi-Fi do vy hiy vo hiéu hoa chirc ning
nay.

Mo ctra s0 "Network Connections" trong Control Panel, nhan phai chudt vao bi€u tugng
wireless va chon "Properties"

~ . 7
"\ Network Connections ". i{ =] &

Fie Edt View Faverites Tods Advanied Heb ir

Qus- ) (F s Foders | [T27)~

A  Dislup

.;P" NAtONAALCeRS - ;;"’ Spront PCS Vimon - Movatsl
>, | SroadbandAccess > ’ Wreleis
Internet Gateway

.‘E ! Interrat Corvecteon

";]’1"' Loca Asea Conmacnon

L View Avadadie Wreiss Networks
Statss
Repew
Other Places Erdge Cornectors
B Contrel Paned Create Shorteut
&g My Network Places
() My Donsments -
3 1 Conute T —

Detads v

Chon tab "Wireless Networks" va nhan vao nat "Advanced"




-4 Wireless Network Connection Properties ”? [3?!

[¥] Use Windows to corfigure my wireless network settings

Avalable natworks

To connect 1o, deconnect from. or find out more infomation
about wireless networks in range. click the button below

[ View Wireless Networks |

Prefemed networks
‘ Automatically connect to avalable networks in the order listed
below
A topgobal230067 {Automatic) A I Move up I
R Del (Automatic) -
A Cammack (Automatic) £

Q AirPort Extreme (Actomatic)

basom LAnamOn -

T
mmnmmnm I @ |

ok ][ cance ]

.

Chon "Access point (infrastructure) networks only". Chéc chdn rang muc "Automatically
connect to non-preferred networks" khong dugc danh dau.

- Wireless Network Connection Properties

pa

Advanced |E‘ z

Networks to accass
O Any avaiable network {sccess point prefered)

'@mm“mue)nam«iy I

[] Automatically connect to nonprefemed networks

ed
@ b
| R Del (Automatic)

- e B 3
‘ @ AirPort Extreme (Automatic) 3

Al anamon s o, —

(_Add. | [ Remove || Propeties |
ummnmmm




Cai thién kha niing biao mat hé thong mang Wifi

Quan Tri Mang - C6 thé ban d4 qua quen véi viée str dung mang Wifi & nha ciing
nhu cong so, van phong lam viéc, nhung it ai ngd ring chinh trong méi truong
quen thudc nay lai an chtra nhitng diéu bat ngd. Trong bat ky hoan canh nao thi
nhitng wu diém va nhuoc diém ludn ton tai song song v4i nhau, va hé thdng mang
wifi chiing ta dang dé cap dén ciing khong phai 1a ngoai 16. Trong bai viét dudi
day, chung t6i s& gi6i thiéu va trinh bay mot sb thao tac co ban dé ngudi sir dung
cai thién cling nhu nang cao hi¢u suét va do bao mat cua hé théng mang Wifi ho
dang st dung.

1

Toi wu hoa hiéu suat caa Wifi danh cho VolP, video va game:



LiInKSYS'

A vtsion of Cisen Systems, e

Applications & Appiications &
Gamiﬂg T ] Gaffing

Administration

Singie Port Forwarding | Port Range Forwarding | PorfRamge Triggenng | oMz | oS

305 {Ouality of Sennce)

WHM Suppart

'E':' Enabled C Disabled (Defaud Enabied)

i T o
ek : EEMM @ Disabled (Defait Disabled)
Internet Access Pricrity O Enabled & Disabled
Categony '
|Application |
!Pq'innt:r |

Save Sellings Cancel Changes

Néu cudc hoi thoai Skype hodc tro choi Second Life ctia ban bi gian doan gitta
chirng, qua trinh truyén tai ca nhac qua iTunes cling gip van dé twong tu nhu vay
khi ai d6 trong nha bit dau choi World of Warcraft... day chinh 1a thoi diém thich
hop dé ban nghi dén viéc mua méi 1 thiét bi router. Hau hét cac dong thiét bi
router trong vong 20 nam trd lai day déu c6 tinh niang Quality of service — Q0S,
mic di nguoi sir dung sé phai tién hanh nang cap firmware dé kich hoat. Vi du nhu
phan cau hinh QoS danh cho router Linksys thuong ndm ¢ muc Applications &
Gaming (nhung trudce tién phai kich hoat tinh nang WMM Support — nhu anh minh
hoa)

Chon &wng dung QoS twong rng:



LiINKSYS'

A Dvision of Cisgn Systems, e Frrmwers Verbion §01.33

Dual Band Wireless-N Gigabit Router with Storage Link WRTE00H

Applications &
Setup Wireles Security Storage At Apglicaions. & Administration Status

Resiriclions Gaming

Single Port Forwarding | Port Range Forwardng | PorfAamge Triggerng | OMZ | QoS

WM Support (% Enabled ' Disabled (Defaut Enabied)
Ha Akt ledgament: ) Enabled =) Disabled (Defaut Dsabied)
Internet Access Prigrity () Enabled O Dissbied
Category Appicsion. 6
1
| Application
iPrinFil‘I'
Wahod Hessags
Windows Live Meagsnger
AN
Windows Uadis Payer
Reaiplayer
QA T
Summany | Munes -R1! -
Priority ahoo Music Juisboe n B
Rhagraody
Add & liew Applcation

Save Settings Cancel Changes

pé tiép tuc, chung ta can bat tinh nang hd tro Internet Access Priority danh cho
nhitng chuong trinh yéu cau nhiéu dir liéu voice va media. Nhu vi du tai day, cac
ban chon lan luot tirng ing dung trong danh sach.

U'u tién cac goi dir liéu khac nhau:
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Dual Band Wireless-N Gigabit Router with Storage Link WRTE00H

Applications & -
- Sy Wireless iy AT Applications &
GEITIIFIQ = ; = 1§ Gaftifig
Single Port Forwarding | Port Range Forwardng | PorfRonge Tiggenng | oMz | oS

Administration Status

305 {Ouality of Sernce)

WM Sugpart

f!'-:' Enabled C Disabled (Defaud Enabied)

Ho Acknowledgament: ) Enabled = Disabled (Defaut Dmatied)
Internet Access Priority ® enabled O Dissbied
Category | Vigice Device | M
Enter a Rame |

MAC Address |00 00000:00:00000

Priority High iRecommended) ¥
FERAY Priority | Hama Information | Remove | Edit
High | Shyps Rermaye -| —
Usdiat | Wierd Of Wareraft Reridid

Save Setlings Cancel Changes

Khi chuyén sang budc ndy, ching ta c6 thé chon cac mirc do wu tién — Priority
tuong tng danh cho chuong trinh, véi cac mire do High, Medium, Normal, hoac
Low, sau d6 nhan nit Add bén dudi. Vi du, cac ban c6 thé thiét 1ap ché do Low ddi
Vo1 nhitng chuong trinh, dich vu download nhu BitTorrent, High danh cho VolP...
dé dam bao chat luong. Bén canh do, cac ban can luu Y rang Linksys con hd trg
nguoi dung cu thé hon nita dbi vdi cac thiét bi VolIP, vi du nhu dién thoai khi két
ndi tryc tiép t6i hé thdng mang. ‘Tuy nhién, khong phai tat ca cac thiét bi router déu

c¢6 duoc tinh ning nay, nhung tdi thiéu nhat van 12 QoS hoic WMM, hé thng s& tur

dong quan ly va phan chia lugng dir liéu sao cho phu‘hgp, tuy nhién tinh nang trén
lai chua duoc kich hoat & ché d6 mac dinh (nhu da dé cap o trén).

Tat Wifi khi khong st dung:



Status
Repair

Yiew Available Wireless Networks
Change Windows Firewall settings

Open Network Connections

R LV H 206PM

Vé mit k¥ thuat, ddy ciing 1a 1 cach tiét kiém ning luong cua may laptop, d6 14 tat
chuic nang cua card mang Wifi khi khéng dung dén. Déng thoi, qua trinh nay cling
giup ban tranh khoi nhitng ving phat song Vo tinh ¢6 chira cac loai ma doc, bén
canh d6 con gidp nguoi sur dung kéo dal tudi tho ctia pin laptop. R4t nhiéu mau
laptop hién nay c6 nit bam bat hodc tit Wifi, hodc trong Windows XP thi chiing ta
chi can nhin chudt phai vao biéu tuong Wifi duéi khay hé thong va chon Disable.

Bat Wifi trong Windows XP:



Hetwork Tasks

[§] Create a new connection
Sat up a home or smal
office netwark

@ Change Windows Freval
setings

Connected

Internet Cormechon
LAN or High-5peed Internet

Other Places

(3 Control Panel
Wy My Network Places
L) My Documents
o My Computer

t_'l. Hetwork Connections € ”dn |I.x-.

Viéc tit Wifi nhu trén s& tam thdi x6a bo biéu tuong ctia chuong trinh khoi khay

hé thong, dé khoi phuc lai trong hé diéu hanh Windows XP, c4c ban hdy mo

Network Connections trong Control Panel, sau d6 kich dup vao biéu tugng Wifi.

Bat va tat Wifi trong Windows Vista:
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File shatng Personal Anea Metwork (1] Connect / Disconnest
Public falder s g‘ Blustooth Metwork Status

Connection ’

Printer shari W ﬁ Mot connected [aanase

Pasmword protgl Bridge Connections

Media sharing o Off Create Shortout
Drelete

Fhaw me &l the files and folders | am shenng Reniarse

Show mee afl the shared network folders on this computer
Properties

=

Dé thuc hién viée trén trong Windows Vista, ching ta chi viéc mé Network and
Sharing Center trong Control Panel va chon View status ¢ bén dudi Connections.

Theo ddi nhirng hién two'ng bat thwong trong hé thong mang caa ban:

Khi str dung hoac quan Iy mang Wifi & nha hoac cong sd, liéu ban c6 phat hién
dugc nhitng ai dang xdm nhdp vao hé théng hay khong? Trén thuc té, ¢ rat nhiéu
ngudi st dung nghi rang mang Wifi cta ho hodn toan bao mat, cac bién phap ma
hoa dir liéu ho ding rat dam bao... Nhung vé mit k¥ thuat, cac co ché bao mat, dic
biét 1a WEP c6 thé d& dang bi dot nhap, tham chi cac ludng dir liéu cap phat qua
dia chi MAC ciing c6 thé bi gia mao. Dé khic phuc, cac ban hiy download va st
dung phién ban mién phi cta tng dung Network Magic Essentials — chuong trinh
nay s& hién thi ban d6 hién thi twong Gmg cua tit ca cac thanh phan mdy tinh,
server, may in hoic cac thiét bi ngoai vi dang két néi tgi hé théng mang cta ngudi
st dung.

Nhan thong bao mdi khi co thiét bi két ndi:



MNetwork Magic Options

Network Magic Options

General | Motifications | Security Privacy Advanced

[ Play a sound when showing a notification

Display a notification when. ..
[¥] The network connection is lost or restored
[v] & new folder is shared
[+] & new device joins the network
"1 A'known device returns to the netwark
[+] 1 connect to a network other than my home network
[+] & Metwork Magic update is available [ 5

| oK Cancel

Nhung trén thyc té, khong phai lac ndo cac ban ciing luén bat Network Magic ¢
ché do hoat dong, nhung thay vao d6, chung ta c6 thé thiét 1ap ché do hién thi
thong bao dudi dang pop — up khi c6 1 thiét bi mai bat ky két ndi vao hé théng
mang, do dé c6 thé dé dang phét hién va dé phong trudc sy xAm nhép cua ké la. Dé
thuc hién, cac ban chon myc Options tir menu Tools, sau d6 chon thé Notifications
va danh dau vao 6 A new device joins the network.

“Theo ddi” nhirng ké xam nhap - Intruder:



(& Network Magic Options

Network Magic Options

General | Motifications ] Security 'l Privacy | Advanced

' [+] automatically track new devices as Intruders

Ok [ Cancel l

Cubi cling, chon thé Security va danh dau vao 6 Automatically track new devices
as Intruders, do vay nguoi dung ¢ thé giam sat moi hoat dong cua nhirng thanh
phan duoc cho 1a Intruder — ké xam nhap.

Chia sé Hotspot:



wirelgss=-G Travel Rouler
widh Spepadoster

Hién nay, dong san pham router Linksys Wireless-G Travel c¢6 1 tinh ning kha doc
dao: cho phép nguoi st dung chia sé ket noi Wifi qua mang két noi co6 day da duoc

ma hoa. Do vay, trén thuc té chung ta co thé ap dung cach nay dé chia sé 1 duong
ket ndi bang thong rong co tra phi.

St dung Wifi dé chia sé Wifi:
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A Déwitsion of Gisgo Syssems, inc.

P Versdon: V1018

Wireless-G Trave! Router with SpeodBoostor WIRSS0:E

Setup

Admirintraticn

Internat Setup

Inesening Inbe st Type £ warns B i
Warelos s Nebwork Mabwork Karne (G510) Bocurty WAL Addross Slgnal
g b e R e Lra
T T

(Gweai ) [ Faiean )

Mgty My (SHED] Tl

e sl 12 Ak b @ aulsemats Canbgumlion « DHCR)

) e 1P

Foutar |7 1P Address: 1927, [vemi, 16 .11
Subnet Masx: 255 ,[255],/255 .0
T e Tlies LT S ) Enasded ) Desblea [ Slako OHCP )
Slart B Addresa 182,160, 16 1100
Maoornum Murvasr of Usars: 54

Dé chia sé Wifi, cac ban chi can bat router, két ndi qua Wifi, m¢ phﬁn thiét 1ap —
Configuration bang trinh duyét, tai ddy chon phan Hotspot chiing ta muén két ndi
tir trong danh sach (vi du nhu T-Mobile) va nhan nit Select. Sau d6 mo 1 cira so
mai trén trinh duyét va dang nhap vao Hotspot d6, thuc hién bat ctr thao tac thiét
lap can thiét, va tir bay gio trd di, cac may tinh khac co thé két ni téi Linksys
Travel Router ciing s& tu dong két ndi qua Hotspot nay cé tinh phi nay, nhung ho
lai khong can phai tra thém bt ky khoan chi phi nao.

Bao dam an toan cho két ndi Hotspot:
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Get Behind the Shield!

Wielcome to Hotspot Shiald by AnchorFres,

Horzpeor Snield 1s free secumty software
that keeps vour [nternet comnection
secure at poblic Wi-Fi hotspots, home
or work. And it 15 designed to provide
mformation security and protect your

== _.,.T,.,. t. = = z ._._E.':_:
@ Get Betind the Shield! Hotspat Shield by Mazilla [
@ T Y ———

T L A, :xsp{-lﬂrﬁ:l-{l}mrlaurbtrw'

Make sure your Wi-Fi access is Secure and your information private.

(=[] Gzl cooge

To Use Hotspot Shield, simply:

1. Chek the Bun Horspor Shield
button below

2. Waat for Hotspot Sheeld to
connect securely.
{shield turms green)

privacy when you log onto the Intermet
from any location

3. Start surfmg the Internet.

-y il ®
¥
Why Do Yoo Need Hotspat Shield?

Most pubbc Wi-Fi hotspots are not secure and make your

% - Disconnect Hot Shicld
computer and mformation vulnerable to hackers While you are

enjoying your latte and a bagel, some hacker might be accessing Hotsoot Shield Control Paned
vour passwords, credit card menbers, sensitve company data and

much more. And standard anthiros software won't protect vou Powered by

Hotspor Shield gives you a smple sohion to maintam your (AnchorFree
aponymaty and protect your prvacy when accessing free wa-fi

hotspots. Teatimonials:

What Droes Hotspot Shield Do For You?

" This is coal Fou guys are the only free

Trén thyc té, nhitng diém thu phat song cong cong — Public hotspot chinh 1a muc
tiéu hip dan cua nhitng ké hacker, bén canh d6 mot sé hé thong mang hoan toan
khong duoc trang bi bat cit hinh thirc bao mat nao 1a dé phuc vu cho toan bo khach
hang & khu vire d6. Trir khi ngudi quan 1y st dung 1 phin mém VPN thi bt ctr ai
cling c6 thé thiy duoc todn bo luu lugng Internet qua wireless, bao gdm cac chudi
mat khau va tin nhan email. Néu khong st dung chtc ning VPN ndo, cac ban hiy
tham khao va dung chuong trinh Hotspot Shield - hoan toan mién phi ctia hdng
phan mém AnchorFree. Tat ca nhiing gi can 1am 1a download va cai dat, trinh
duyét cta ban s& hién thi man hinh nhu trén, nhan nit Run Hotspot Shield va chirc
nang bao vé ciia chuong trinh s& bat dau.

Tat VPN caa Hotspot Shield:



Connect

Disconnect

Properties

About
Exit

Néu khong mudn str dung Hotspot Shield, cdc ban chi can nhan chudt phai vao
biéu tugng chuong trinh & dudi khay hé thong va chon Disconnect, mau ciia biéu
tuong sé chyén tir xanh thanh do. Pé kich hoat tr¢ lai, chiung ta nhén chudt phai va
chon Connect.
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@ - - @ O &G mpynziooisss/confiy | [ B [[Gl] Google

]

@n chorFree

State: Connected

VPN IP Address:  10.175.160.124

Disconnect

| i

E Mare Troubleshooling

Bén canh do, trong qua trinh két ndi, dé biét duoc dia chi IP hién tai cua hé thong,
cac ban chon phan Properties trong menu hién thi. Vi Hotspot Shield la 1 ung dung
mien phi, nén chung ta s€ nhin thay 1 doan banner quang cao ¢ phia top trén trinh
duyét.

Tat chirc niang Peer — to — Peer (Ad — Hoc) qua Wi-Fi:
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office network
@ Change Windows Internet Gateway

Frewald settings
Wl View avalsble wireless T Intermet Connachion

networks Connected
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devioe
&, Repair the cornection LAN or High-Speed Internet

W Fename this connecton
D View stahus of this

Aireless Metwark Connection
Connected, Firey
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connection
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Wy My hetwork Flaces
{£) My Documents a3
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Details %~

Mot trong nhirng nguyén nhan chu yéu va pho bién nhat dé ké xdu xam nhép va
phét tan m doc qua cac két ndi Wifi cong cong 12 mang Wifi ad - hoc, bit ngudn
tir 1 may tinh bat ky trong hé thong. Vi dy, 1 ké tin tic ngdi trong pham vi ctia 1
san bay va bat dau két ndi vao SSID c6 tén 13 T-Mobile hodc Free Wi-Fi. Nhiéu
ngudi sir dung khac ¢ thé vo tinh hoic ty dong két ndi vao ding SSID dé, va cac
loai chuwong trinh doc hai s& xAm nhap vao may tinh cia ho. Dé tit bo tinh ning
nay trong Windows XP, c4c ban hdy mo phan Network Connections tir Control
Panel, nhan chudt phai vao phan két ndi Wifi va chon Properties.



-+ Wireless Network Connection Properties E”S(

IUse Windows to configure my wirsless network settings

Awailable networks:

To connect to, disconnect from, or find out more information
about wireless networks in renge, click the button below.

View Wireless Metworks

Prefemed netwarks:
Automatically connect to available netwarks in the order listed
below:

A topglobal230067 {Automatic) | | Move up |

A Dell (Automatic)

A Cammack (Automatic) it

'i:' AirPort Exdreme (Automatic)

Bt

[ Add... ][ Remowve ][..F:mperties J

Leam about setting up wirsless network l

configuration.

| ok || cancel |

Chon tiép thé Wireless Networks va nhan niit Advanced.
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- Wireless Netwaol

e
Advanced

Metworls to access

) Ay available network (access peint prefered)
(%) Access point finfrastructure) networks only
E ; Computerto-computer (ad hoc) networks onby

[ ] Atomatically connect to non-prefemed networks

A Dell {Atomatic)
A Cammack [futomatic) =
¢ AirPort Extreme (Automatic)

B

[ Add... ][ Remowve H Properties J

Leam about setting up wirsless network
configuration.

&’
3
0
L

ok I

Cubi cling, chon phan Access point (infrastructure) networks only, va cac ban ciing
dirng quén bo dau check tai 6 Automatically connect to non-preferred networks.
Con trong Windows Vista hoic 7 thi ching ta khong can phai lam nhu vay vi ¢6 co
ché tlly chon hé théng mang ad-hoc ngay tai budc dau tién.

Chuc céc ban thanh cong!

T.Anh (theo PC World)



