VW WLIEIN YT A ¥ VIO v ey

Khi doc qua tai ligu nay, néu phét hién sai s6t hoic noi dung kem chat luong
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Thiét 14p mang RAID 1 véi DRBD trén Ubuntu 11.10

RAID 1 la dang RAID co ban nhit cé kha ning dam bio an toan dir liéu.
Ciing giong nhu RAID 0, RAID 1 doi héi it nhit hai dia cirng dé 1am viéc. Dir
liéu dwoc ghi vao 2 6 giong hét nhau (Mirroring). Trong trudng hop mét 6 bi
truc tric, 6 con lai sé tiép tuc hoat dong binh thuong. Trong khi d6 DRBD la
viét tat cua Distributed Replicated Block Device, 1a mot hé thong luu trix
distributed cho cac nén tang GNU/Linux cho phép ngin chin céc thiét bi mirro
trén mang. Diéu nay rat hiru ich cho thiét 1ap c6 d6 san sang cao (giong nhu HA

NFS server) bdi néu mét nut bi 101, toan bd dir liéu van co6 san tir cac nut khac.

/dev/drbd0 .
.-"
/dev/sda '

Trong bai viét sau chiing t6i s& huéng dan cac ban thiét 1ap mang RAID 1 vo6i sy

hd trg cia DRBD trén hé thong Ubuntu 11.10.

nodel node?

Mot s6 luu y

Tat ca cac 1énh & hudng dan nay déu duoc chay voi quyén root, vi vay hay chic

chan rang ban da trg thanh root bang lénh:

sudo root

O day ching t6i stir dung hai may chu (déu dang chay Ubuntu 11.10):
. serverl.example.com (dia chi IP 192.168.0.100)

. server2.example.com (dia chi IP: 192.168.0.101)



Ca hai niit déu c6 mot 6 dia unpartitioned thi hai (/dev/sdb) véi kich thude giéng
hét nhau (trong vi du ndy 1a 30GB) ma ban mubn mirro qua mang (mang RAID 1)
véi su giup do cua DRBD.

Piéu quan trong 14 ca hai nat déu c6 thé giai quyét 1an nhau, hoic 1a théng qua
DNS hoic /etc/hosts. Néu ban khong tao nhitng ban ghi DNS cho
serverl.example.com va server2.example.com, ban c6 thé chinh sira /etc/hosts trén

ca hai nut nhu sau:
serverl/server?2:

vi /etc/hosts

127.0.0.1 localhost.localdomain localhost
192.168.0.100 serverl.example.com serverl
192.168.0.101 server?2.example.com server?2

# The following lines are desirable for IPv6 capable

hosts

N ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6b-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

Podng bo hoa thoi gian

serverl/server2:

Viéc nay rat quan trong dé ca hai nat c6 cung mot moc thoi gian, chung ta s€ cai

ddt g6i NTP:



apt-get install ntp ntpdate
Phan vung /dev/sdb

serverl/server2:

Bay gio chiing ta phan vung nhu sau:
fdisk -1

root@serverl:~# fdisk -1

Disk /dev/sda: 32.2 GB, 32212254720 bytes

255 heads, 63 sectors/track, 3916 cylinders, total 6291
4560 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x000712cl

Device Boot Start End Blocks Id
System
/dev/sdal * 2048 499711 248832 83
Linux
/dev/sdaZ2 501758 62912511 31205377 5
Extended
/dev/sdab 501760 62912511 31205376 8e
Linux LVM

Disk /dev/sdb: 32.2 GB, 32212254720 bytes

255 heads, 63 sectors/track, 3916 cylinders, total 6291
4560 sectors

Units = sectors of 1 * 512 = 512 bytes



Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

Disk /dev/sdb doesn't contain a valid partition table

Disk /dev/mapper/serverl-

root: 31.4 GB, 31415336960 bytes

255 heads, 63 sectors/track, 3819 cylinders, total 6135
8080 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00000000

Disk /dev/mapper/serverl-

root doesn't contain a valid partition table

Disk /dev/mapper/serverl-

swap 1: 536 MB, 536870912 bytes

255 heads, 63 sectors/track, 65 cylinders, total 104857
6 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00000000

Disk /dev/mapper/serverl-



swap 1 doesn't contain a valid partition table

root@serverl :~#

Nhu ban thdy, /dev/sdb khong phai phan ving. Chung ta thay doi n6 va tao mot
phén vung 16n trén /dev/sdb1:

fdisk /dev/sdb

root@serverl:~# fdisk /dev/sdb

Device contains neither a valid DOS partition table, no

r Sun, SGI or OSF disklabel

Building a new DOS disklabel with disk identifier 0Oxf7a

b5969.

Changes will remain in memory only, until you decide to
write them.

After that, of course, the previous content won't be re

coverable.

Warning: invalid flag 0x0000 of partition table 4 will

be corrected by w(rite)

Command (m for help): <-- n
Command action
e extended
p primary partition (1-4)
<-— p
Partition number (1-4, default 1): <-- 1
First sector (2048-62914559, default 2048): <-- ENTER
Using default value 2048
Last sector, +sectors or +size{K,M,G} (2048-

62914559, default 62914559): <-- ENTER



Using default value 62914559

Command (m for help): <-- t
Selected partition 1
Hex code (type L to 1list codes): <-- 83

Command (m for help): <-- w

The partition table has been altered!

Calling ioctl () to re-read partition table.
Syncing disks.

root@serverl:~#

Bay gio chay lai Iénh:

fdisk -1

va ban s& tim thay /dev/sdb] trong dau ra:

root@serverl:~# fdisk -1

Disk /dev/sda: 32.2 GB, 32212254720 bytes

255 heads, 63 sectors/track, 3916 cylinders, total 6291
4560 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x000712cl

Device Boot Start End Blocks Id

System
/dev/sdal 4 2048 499711 248832 83



Linux

/dev/sdaZ2 501758 62912511 31205377 5
Extended

/dev/sdab 501760 62912511 31205376 8e
Linux LVM

Disk /dev/sdb: 32.2 GB, 32212254720 bytes

64 heads, 51 sectors/track, 19275 cylinders, total 6291
4560 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0xf7ab5969

Device Boot Start End Blocks Id
System
/dev/sdbl 2048 62914559 31456256 83
Linux

Disk /dev/mapper/serverl-

root: 31.4 GB, 31415336960 bytes

255 heads, 63 sectors/track, 3819 cylinders, total 6135
8080 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00000000

Disk /dev/mapper/serverl-



root doesn't contain a valid partition table

Disk /dev/mapper/serverl-

swap 1: 536 MB, 536870912 bytes

255 heads, 63 sectors/track, 65 cylinders, total 104857
6 sectors

Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x00000000

Disk /dev/mapper/serverl-
swap 1 doesn't contain a valid partition table

root@serverl:~#

Cai dit va cdu hinh DRBD

serverl/server2:

Tiép theo chung ta cai dat DRBD trén ca hai nat nhu sau:
apt-get install drbd8-utils

Tai cac module hat nhan cua DRBD:

modprobe drbd

Kiém tra néu n6 di dugc tai:

lsmod | grep drbd

Két qua dau ra s& twong ty nhu thé nay:

root@serverl:~# 1smod | grep drbd
drbd 273002 0



lru cache 14896 1 drbd

root@serverl :~#

Bay gio chiing ta trd lai tap tin gdc /etc/drbd.conf va tao mot cai moi cho ca hai

nodes:

cp /etc/drbd.conf /etc/drbd.conf orig
cat /dev/null > /etc/drbd.conf
vi /etc/drbd.conf

global { usage-count no; }
common { syncer { rate 100M; 1} }
resource r0 {
protocol C;
startup {
wfc-timeout 15;

degr-wfc-timeout 60;

net {
cram—-hmac-alg shal;
shared-secret "secret";
}
on serverl.example.com {
device /dev/drbd0;
disk /dev/sdbl;
address 192.168.0.100:7788;

meta-disk internal;



}
on serverZ.example.com {
device /dev/drbd0;
disk /dev/sdbl;
address 192.168.0.101:7788;

meta-disk internal;

}

Hay chéc chan rang ban sir dung chinh xéc tén niit trong tap tin (thay vi
serverl.example.com va server2.example.com), chay 1énh:

uname -n

Ngoai ra cling can dam bao rang ban dién chinh xac dia chi IP trong dong address
va 6 dia tai dong disk (néu khong sir dung /dev/sdb]l).

Bay gio khdi tao luu trir dir liéu meta trén cd hai nodes:

drbdadm create-md rO

root@serverl:~# drbdadm create-md r0

Writing meta data...

initializing activity 1log

NOT initialized bitmap

New drbd meta data block successfully created.

root@serverl:~#
Sau d6 khdi dong DRBD trén ca hai nodes:

/etc/init.d/drbd start



root@serverl:~# /etc/init.d/drbd start
* Starting DRBD resources [ d(r0) s(r0) n(r0) ] [ OK ]

root@serverl:~#

Trén serverl thuc hién cac node chinh:

drbdadm -- --overwrite-data-of-peer primary all
Sau d6 dir liéu s& bat dau dong bo hoa gitra serverl va server2.

Trén server2 chay I¢nh:

cat /proc/drbd

dé thay tién trinh dong bo hoa:

root@server2:~# cat /proc/drbd
version: 8.3.11 (api:88/proto:86-96)
srcversion: DASA13F16DE6553FCT7CEIB2
0: cs:SyncTarget ro:Secondary/Primary ds:Inconsistent/
UpToDate C r—-———-
ns:0 nr:10166400 dw:10166400 dr:0 al:0 bm:620 lo:1
pe:7407 ua:0 ap:0 ep:1 wo:f 00s:21288860
[=————2 e ananana ] sync'ed: 32.4% (20788/30
716)Mfinish: 0:03:53 speed: 91,180 (86,152) want: 102,4
00 K/sec

root@server2:~#

(Bancéthéchay:

watch cat /proc/drbd

dé xem nhimg gi dang dién ra cua qua trinh nay. Nhan CTRL+C néu mudn thoat.)
Chd cho dén khi dong bd hoa hoan thanh, két qua hién thi nhu sau:

root@server2:~# cat /proc/drbd
version: 8.3.11 (api:88/proto:86-96)



srcversion: DABAI3F16DE6553FC7CE9B2

0: cs:Connected ro:Secondary/Primary ds:UpToDate/UpToD

ns:0 nr:31455260 dw:31455260 dr:0 al:0 bm:1909 10:0
pe:0 ua:0 ap:0 ep:1 wo:f oos:0

root@server2:~#

Poan ro: Secondary/Primary cho chung ta biét day 1a node thir cap.
Trén serverl c6 dau ra cua

cat /proc/drbd

nhu sau (sau khi dong bo hoa thanh cong):

root@serverl:~# cat /proc/drbd
version: 8.3.11 (api:88/proto:86-96)
srcversion: DASAI3F16DE6553FC7CE9B2

0: cs:Connected ro:Primary/Secondary ds:UpToDate/UpToD

ns:31455260 nr:0 dw:0 dr:31455924 al:0 bm:1920 10:0
pe:0 ua:0 ap:0 ep:1 wo:f oos:0

root@serverl:~#
Poan ro:Primary/Secondary cho chung ta biét day 1a node thir cap.
Bay gio chung ta dd c6 mang RAID 1 ngin chin thiét bi /dev/drbd0 (bao gdbm

/dev/sdb1 tir server] va server2). Chung ta hiy tao mot hé thong tap tin ext4 trén

d6 va mount t6i thu muc /data. Piéu nay chi thyc hién trén serverl.

mkfs.ext4 /dev/drbd0
mkdir /data
mount /dev/drbd0 /data

Sau d6 xem két qua tai /dev/drbdo:



mount

root@serverl:~# mount

/dev/mapper/serverl-root on / type ext4
(rw,errors=remount-ro)

proc on /proc type proc (rw,noexec,nosuid,nodev)
sysfs on /sys type sysfs (rw,noexec,nosuid,nodev)
fusectl on /sys/fs/fuse/connections type fusectl (rw)
none on /sys/kernel/debug type debugfs (rw)

none on /sys/kernel/security type securityfs (rw)
udev on /dev type devtmpfs (rw,mode=0755)

devpts on /dev/pts type devpts
(rw,noexec,nosuid,gid=5,mode=0620)

tmpfs on /run type tmpfs
(rw,noexec,nosuid,size=10%,mode=0755)

none on /run/lock type tmpfs

(rw,noexec,nosuid, nodev,size=5242880)

none on /run/shm type tmpfs (rw,nosuid,nodev)
/dev/sdal on /boot type ext2 (rw)

/dev/drbd0 on /data type extd4d (rw)

root@serverl :~#
va
df -h

root@serverl:~# df -h
Filesystem Size Used Avail Use®% Mounted on

/dev/mapper/serverl-root

29G 1017M 27G s/
udev 238M 4.0K 238M 1% /dev

tmpfs 99M 228K 99M 1% /run



none 5.0M 4.0K 5.0M 1% /run/lock

none 247M 0 247M 0% /run/shm
/dev/sdal 228M 24M 193M 11% /boot
/dev/drbd0 30G 172M 28G 1% /data

root@serverl:~#

Thir nghiém

Bay gid ching ta tao mot sb tap tin hodc thu muc trong /data tai serverl va kiém
tra xem chung c6 duoc tai tao trén server2 hay khong.

touch /data/testl.txt
touch /data/test2.txt

ls -1 /data/

root@serverl:~# 1s -1 /data/

total 16

drwx—-—-—---- 2 root root 16384 2011-10-

28 14:12 lost+found

-rw-r—--r-—- 1 root root 0 2011-10-28 14:13 testl.txt
-rw-r—--r-—- 1 root root 0 2011-10-28 14:13 testZ.txt

root@serverl:~#

Tiép theo gd lién két thu muc /data trén serverl:
umount /data

Sau d6 gan secondary cho serverl:

drbdadm secondary r0

Vao server2 va kiém tra xem chung ta c6 thé nhin thay tap tin/thu muc di tao trén

serverl trong thu muc /data.
Pau tién gan primary cho server2:

drbdadm primary r0



Kiém tra du ra cta
cat /proc/drbd
ban sé& thiy server2 1a nit chinh:

root@server2:~# cat /proc/drbd
version: 8.3.11 (api:88/proto:86-96)
srcversion: DASAI3F16DE6553FC7CE9BZ2

0: cs:Connected ro:Primary/Secondary ds:UpToDate/UpToD

ns:0 nr:31691444 dw:31691444 dr:664 al:0 bm:1909 1o
:0 pe:0 ua:0 ap:0 ep:1 wo:f oos:0

root@server2:~#
Tao thu muc /data va mount t&1 /dev/drbd0:

mkdir /data
mount /dev/drbd0 /data

Kiém tra ndi dung ctia thu muc /data:
ls -1 /data/

Néu moi thir dién ra tot dep, ban s¢& théiy ndi dung cua tap tin/thu muc da tao trén

serverl:

root@server2:~# 1s -1 /data/

total 16

drwx—-—-—---- 2 root root 16384 2011-10-

28 14:12 lost+found

-rw-r—--r-—- 1 root root 0 2011-10-28 14:13 testl.txt
-rw-r—--r-—- 1 root root 0 2011-10-28 14:13 testZ.txt

root@serverl2:~#

Bay gio trén serverl ching ta da chuyén doi vai tro cho no, vi vay ma dau ra cua



cat /proc/drbd
s€ trong nhu sau:

root@serverl:~# cat /proc/drbd
version: 8.3.11 (api:88/proto:86-96)
srcversion: DASA13F16DE6553FC7CE9B2

0: cs:Connected ro:Secondary/Primary ds:UpToDate/UpToD

ns:31691444 nr:185568 dw:421752 dr:31457005 al:83 b
m:1920 1lo:1 pe:0 ua:0 ap:0 ep:1 wo:f o0o0s:0

root@serverl:~#



Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

Bai 3
Cai dat va thiét 1ap mang ngang hang

1. Muc tiéu:

Trang bi cho hoc sinh cac kién thirc co ban vé thiét 1ap va cai dat mang ngang
hang. Sau bai hoc r)éy, hoc sinh can phai nam dwoc cac bwéc cai dat v@ thiét
l&p mang, nguyén tac hoat dong cua mang ngang hang, phwong phap kiém tra
théng tin va ghi nhan cau hinh hé thong.

2. Yéu cau thiét bi:

= May tinh =  Switch

» Pia cai dat hé diéu hanh = Céap mang
= Driver thiét bj = Dau ndi

= Card mang = Kim bdm

3. Néi dung thwc hanh:
= Lap dat thiét bj phan cirng (card mang + cap) = Thiét Iap tén may, tén viing

= Cai dat Card mang = Pang nhap mang

= Cai dat giao thtrc mang = Kiém tra két qua d&ng nhap

= Cai dat dich vu mang = Ghi nhan théng tin vé ciu
hinh mang

4. N6i dung chi tiét

4.1. - Cai dat Card mang

= M& nap thung may va gan Card mang vao khe cam PCI

= Bat cong tac ngudn — hau hét cac may tinh doi moi hién nay déu tw dong
nhan Driver ma khong can phai cai dat. Néu trvong hop may tinh khéng nhan
Driver ta tién hanh cai dat Driver nhu sau:
= Nhép phai chudt vao My Computer — Manage

Open
Explore
Search...

Map Metwork Drive, .,
Disconnect Metwork Drive, ..

Create Sharkouk
Inkernet Delete

Explorer Rename

Properties

Giao vién: Vo khoi Thoo Page 1 of 11



Giao trinh — Mang can ban

Bai 6 — Cai dat va ciu hinh mang ngang hang

= Trén man hinh Computer Management — nhap chon Device Manage

oy
Q File  Action  Yiew ‘Window  Help _|5’|5|
N =l

Q Computer Management {Local)
B- ﬁ& Syskemn Tools

I @ Event Yiewer

g Shared Folders

Device Manager
= @ Skorage

[+ Removable Storage
& Disk Defragmenter
Disk Management
EEI--@ Services and Applications

f| Performance Logs and Alerts I

< | ]

=2 23

j Computer

[+ Disk drives

I § Display adapters
L DNVDYCD-ROM drives
t @ Floppy disk controllers
-, Floppy disk drives
-2 IDE ATAJATAPI controllers
I «'._;a- keyvboards
y Mice and other poinking devices
Manitars
& MNetwork adapters

El @ Cther devices

Day la thiét b
khéng nhan Drive

----- "‘-E_"' Sound Blaster 16 J‘
r;,-f Parts (COM & LPT)
- +- 8, Sound, video and game controllers
j Swskem devices

= Trén man hinh bé&n phai nhap phai chudt vao thiét bi khéng nhan Drive —

chon Update Drive

Q Computer Management (Local)
=8 ﬁ& Syskem Tools

I @ Event Yiewer

I . Shared Falders

= @ Stu:urage

-5 Removable Storage
: L Disk Defragmenter
Disk Management

- @ Services and Applications

=2 2K3
M- i Computer
[+ Disk drives
I § Display adapters
I ok DVDYCD-ROM drives
I A=) Floppy disk controllers
g Floppy disk drives
-2y IDE ATAJATAPT controllers
I x.s# kevhoards
I Monitars
I B8 nNebwork adapters
El ‘fa Okher devices

- _& Syster  Hninstall

y Mice and other pointing devices

ré"i Parts
. &8, Sounc Disable

Scan For hardware changes

Properties

Giao vién: Vo khoi Thoo
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Giao trinh — Mang can ban

Bai 6 — Cai dat va ciu hinh mang ngang hang

= Puwa dia Driver vao 6 CD chon dung Driver cia Card mang va nhap OK
» Card mang sau khi cai dung cach trong Device Manage sé c6 dang nhw

trong hinh sau:

Q Computer Management (Local)
B- ﬁ& Syskem Tools
@ Ewvent Yiewer

Igl Shared Folders
; Performance Logs and Alerts

B 4 Device Manager
= @ Storage
-3 Removable Storage
[l Disk Defragmenter
-5 Disk Management
EEI--@ Services and Applications

al [+

4.2- Cai dat giao thirc mang

= 23

[ 'y Computer

[#]-ge Disk drives

é Display adapters

[ ok DYDYCD-ROM drives
@ Flappy disk contrallers
& Floppy disk drives

=) IDE ATA[ATAP controllers
[H-%z Keyboards

™y Mice and other pointing devices
-5 Monitors

Elﬂ Metwork adapters

Y I el 21140-Based PO Fas

st Ethernet Adapter (Eeneric)
& Intel 21140-Based PCI Fast Ethernet Adapter (Generic) £2
‘a Other devices

- Porks (COM & LPT)

---‘E.' Sound, video and game controllers

_.g System devices

= Pé cac may tinh co thé két ndi dwoc véi nhau ta can phai cai dat cac giao

thirc sau:

= Kiém tra cac giao thirc bang cach :

nhip phai chudt vao My Network

Places — chon Properties. Trén man hinh Network Connection nhap phai
chudt vao mét biéu twong két ndi va chon Properties

LAM or High-Speed Internet

5 Mai vai Switch 2
s Enabled
f L Inkel 21140-Based PCI Fast Et...

Bridge Connections

fRouter 1
IEnabled
L ritel 21k C
* Dlsal:ule
Status
Wizard }
Repair
{ i MNew Co
'_f_r-ﬂ;
Delete
Rename

Create Shaortout

§ Wiew ar change se

Properties

ch as adapter, prokocal, or modem configur: 2

Giao vién: Vo khoi Thoo

Page 3 of 11



Giao trinh — Mang can ban

Bai 6 — Cai dat va ciu hinh mang ngang hang

-L_ Router 1 Properties

General | Authentication I Advanced I

Connect ugsing:

i

I B8 Intel 21140-Bazed PCl Fast Ethernet Adapter [Generic]

Thiz conhection uzes the following items;

Client far kizro:

|+ e

ks

)

O l@ M ebwark, Load B alancing

v l File and Printer Sharing for Microsaft Mebworks

- Intermet Protocol [TCPAR)

1

Inztall... | Urinztall |

Froperties |

— Dezcrption

Bllowes pour computer to access resoUces on
niebwark.

a Microsoft

Mac dinh sau khi
Card mang duwoc

¥ Show icon in notification area when connected

cal dat dung cach
thi cac giao thic
nay dwoc ty ddng

OF.

cal dat

| Cancel |

Néu kiém tra chwa c6 cac giao thirc nay ta tién hanh cai dat nhw sau:

4.2.1. Cai dat giao thiee Client For Microsoft Network.
= Trén man thudc tinh nhap nut Install

-L_Router 1 Propetties

General | Authentication I Advanced I

Connect uzging:

2l xi

I B Intel 21140-Bazed PCI Fast Ethernet Adapter [Genenic]

Thiz connection uzes the following items;

[ ol |]

.@ File and Printer Sharing for Microsoft Metworks
O .@ Metwork Load Balancing
Elnternet Protocal [TCRAP]

riretall Froaperties

D ezcription

Tranzrmizzion Control Pratocaldnternet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected nebworks.

¥ Show icon in notification area when connected

Cloze LCancel

Giao vién: Vo khoi Thoo
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Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

= Trén man hinh Select Network Component Type chon Client va nhap Add

select Network Component Type 7] x|

Click the type of netwark component you want ta install;

S Protocol

— Dezcrption

&, client provides access to computers and files on
the network, you are connecting ta.

Add. Cancel |

= Trong man hinh Select Network Client chon Client for Microsoft Network
nhap OK

Select Network Clienk 2=

Click the Metwark, Client that pou want ba install, then click OF. If you have
=]

an inztallation dizk for thiz component, click Have Dizk.

M etwork, Client:

.':‘J Thiz driver iz digitally zigned. Have Disk |
Tell me why driver signing iz important =

] I Cancel |

4.2.2. Cai dat giao thirc IPX/SPX hoac TCP/IP
= Lam twong tw phan cai dat giao thire Client for Microsoft Network nhwng
tai man hinh Select Network Component Type chon Protocol va nhap Add

Giao vién: Vo khoi Thoo Page 5 of 11



Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

celect Network Component Type d A

LClick, the twpe of network, component you want to inztall

18] Client
.@ Service
L cloocl

— Dezcription

A pratocal iz a languaage your compLker uzes ko
communicate with other computers.

Add. Cancel |

= Trén man hinh Select Network Protocol chon giao thirc IPX/SPX va nhép
OK

select Network Protocol 7] ]

Click the Metwork Protocal that wou want ko inzstall, then click OF. If you have
E an installation dizk, far thiz compaonent, click Have Digk.

M etwork, Protocal: |
yﬁ.ppleTalk Protocol

S5 Metwork Monitar Driver
EE MLk [P /S PR /NetBIOS Compatible Transport Protocol

3} Thiz driver iz digitally signed. Have Dick |
Tell me why driver signing is important —

k. I Cancel |

= Sau khi cai cac giao thirc xuat hién nhw sau:
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Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

i Router 1 Properties 2=

Gieneral | Authentication I Advanced I

Connect using:

I EE Intel 21140-Bazed PCl Fast Ethernet Adapter [Generic]

T hiz connection uges the following items:

%= Nw/Link NetBIOS -
T MwLink, IP=/SFx/NetBIOS Compatible Transpart Prob
[ % Internet Pratacal [TCPARP]

« | »

—

Install... Urinztall | Fropertiez |
Dezcrption
Allowes vour computer to access resources on a Microsaft
network.
v
Viéc sy dung giao thire ¥ Show icon in notification area when connected
sau khi cai bay gi¢ %
twong dwong voi chon
hay khéng chon ma thoi ok | Ccancel |

4.3 - Cai dat dich vu mang
Trén man hinh Select Network component Type chon Service va nhap Add

Select Network Component Type 7] ]

Click the twpe of netwark. companent wou want tainstall:

158 Client
S

S Protacal

— Description

Services provide additional features such az file and
prifiter sharing.

Add.. Cancel |

= Trén man hinh Select Network Service chon File And Printer Sharing for
Microsoft Networks va nhap OK
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Giao trinh — Mang can ban

Bai 6 — Cai dat va ciu hinh mang ngang hang

Select Network Service d |
D Click the Metwork Service that you want to install, then clhick OF. [F pou have

| =

an inztallation dizk for thiz component, click Have Digk.

b This diver is digitally signed.

Tell me why driver signing i= imparkant

Have Disgk. .. |

o]

Cancel |

4.4 - bat tén may, tén workgroup

Cac may tinh trong cung mang phai co:

= Giao thirc gibng nhau
= Workgroup: giéng nhau

= Tén may tinh: phai khac nhau

Dat lai tén may tram va dat lai tén nhom:

= Nhép phai chudt vao My Computer chon Properties trén man hinh System
properties nhap Tab Computer name va nhap nut Change

LLN

Computer Name Changes

You can change the name and the membership of this

computer. Changes may affect access to network resources

|ws

[Cu:umpl.rter name:

Full computer name:
WS,

Member of
) Domain;

Nhap tén may
tinh maoi tai
day

V) |

Nhap tén
Workgroup
m¢&i tai day

{*) Workgroup:

WORKGROUP

Cancel

Giao vién: Vo khoi Thoo
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Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

Nhap OK (May tinh yéu céu khéi déng lai dé ddng nhdp mang)

4.5 - bang nhap mang

DPang nhap lan dau

Khéi ddng may tram

Nhap User Name, password va bAm Enter
Nhép phai Network Places chon Explore

Qpen

Search For Q:umputer%.

Map Mekwark Drive. .,
Disconnect Metwork Drive, ..

Inkernet

Ex |:|||:| Fer

Create Shortout
Delete
F.enarme

Properties

= Trén man hinh bén trai mé theo dwdng dan sau: My Network Places —
Entries Network — Microsoft Windows Network — nhap chon Workgroup
trén man hinh bén phai la toan b cac may tinh cé trong nhém Workgroup

% vorkgroup

File Edit ‘“iew Favaorites Tools Help | ",‘
JBack - ) - (T | ) Search ||t‘p Folders | W @ X ) | [~
fddress IC'% Warkgroup j 50

Folders X = = e - -
@ Desktop %! %! %! %! %!
B Iy Dacurments zk3 Codiem Minbnguyen Phuoc 'S
':; My Carnpuker (Phbcnt)
B 'Q My Metwork Places
=] “ Entire Metwork
?5 Microsoft Terminal Services
= ?3 Microsoft Windows Mebwork,
éf‘] Daokan
cf'{‘] Mhukrmink
5 Tht

g Codiemn
g Minhnguywen (Phbenk)
':J Phuac
':J Ws
(¥ web Client Netwark

LY sonws

L sharedDocs on Codiem

jJ Recyele Bin
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Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

(Néu xuat hién biéu tuvong cac may khach thi qua trinh dang nhap thanh céng,
néu khéng can phai dang nhap lai)

4.6 - Ghi nhan théng tin vé c4u hinh mang

Mudn biét thong tin cau hinh mang: nhap phai chuét vao My Computer chon
Properties va nhap Tab Computer Name.

Mudn biét thong tin cdu hinh may tinh: nhdp phai chuét My Computer —
Properties va nhap Tab General

System Properties 7] x|
Advanced | Automatic Lpdates . I Femote
General Computer M ame I Hardware

L | Wwindows uzes the fallowing information o identify your computer
i ot the retwork.

Computer description:

For example: "II5 Production Server'' or
“Aocounting Server’.

Full cormputer namme: 2F.3. vnespress. net

Workagraup: WORKGROLUP

T o rename thiz computer or join a domain, click Change. Charge... |

k. I Cancel Smply

Nh(rng théng tin nay cho biét cu hinh vé
mang

\ 4

Giao vién: Vo khoi Thoo Page 10 of 11



Giao trinh — Mang can ban Bai 6 — Cai dat va ciu hinh mang ngang hang

System Properties 7| x|
Advanced I Automatic Lpdates I Remote
General I Computer Mame I H ardware
System:

Microsoft \Windows Server 2003
Enterprize Edition

N
Ll/l..-!

Fegiztered to:

&

Hoang 'en
MMTYT OB

13-640-0532832-453839
Nhirng thdng tin Computer.
nay cho biét cAu b abile Intel[R) PentiumF]
hinh cua may 4-M CPU 1.80GH=z
tinh 1.76 GHz
304 MEB of Rékd

k. I Cancel Smply
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Huwéng dan thiét 1ap mang khong day

Két ndi mang khong day dang dan tré thanh mot xu thé hién dai, thoi thuong
bén canh cac loai hinh két ndi mang truyén thong dung day cap. Chat luong tin
cay, hoat dong on dinh, thi tuc cai dat don gian, gia ca phai ching la nhiing
yéu t6 dic trung ching to két ndi khong day d4 sin sang dap tng moi nhu cau
trao d6i thong tin khac nhau tir san xuét, kinh doanh dén nhu cau giai tri... Bai
Viét ndy s& cung cap cho ban thong tin can thiét dé xay dung mot mang may

tinh khdng day.

Chuan céng nghé khong day

Cong nghé mang khong day do t6 chtrc IEEE xay

dung va duoc t6 chire Wi-Fi Alliance chinh thic dua
vao st dung théng nhat trén toan thé gidi. C6 3 tiéu chuan: Chuan 802.11a, toc
d6 truyén dan t6i da 54Mbps; Chuan 802.11b, toc do truyén din tbi da
11Mbps; Chuan 802.11g, tdc do truyén dan ti da 54Mbps (xem thém bang chi

tiéu k¥ thuat kém theo). Pac tinh chung cua tirng cong nghé nhu sau:



Chuan 802.11b ¢6 tdc do truyén din thap nhét (11Mbps) nhung lai duoc ding
phd bién trong cac moi trudng san xuét, kinh doanh, dich vu do chi phi mua
sam thiét bi thp, téc do truyén dan du dap ung cac nhu cau trao do6i thong tin

trén internet nhu duyét web, e-mail, chat, nhan tin...

Chuan 802.11g c6 tdc do truyén din cao (54Mpbs), thich hop cho hé thong
mang c6 luu lugng trao doi dir lidu cao, dit liéu luan chuyén trong hé théng la
nhirng tap tin d6 hoa, am thanh, phim anh c¢6 dung luong I6n. Tan s phat song
vO tuyén cta chuin 802.11g cling tan s6 véi chuan 802.11b (2,4GHz) nén hé
théng mang chuan 802.11g giao tiép tot voi cac mang may tinh dang st dung
chuan 802.11b. Tuy nhién theo thoi gia hién nay, chi phi trang bi mot hé théng
két ndi khéng day theo chuan 802.11g cao hon 30% so véi chi phi cho mot hé

khong day theo chuan 802.11b.

Chuén 802.11a tuy c6 cling téc d6 truyén dan nhu chuan 802.11g nhung tan s6
hoat dong cao nhit, SGHz, bing thong 16n nén chira dugc nhiéu kénh théng tin
hon so véi hai chuan trén. Va cling do ¢o tan sb hoat dong cao hon tan sb hoat
dong cua cac thiét bi vién thong dan dung nhu dién thoai 'me béng con',
Bluetooth... nén hé thong mang khong diy st dung chuan 802.11a it bi anh

huong do nhiéu song. Nhung ddy ciing chinh 1a nguy@n nhan l1am cho hé théng



dung chuan nay khong twong thich véi cac hé thong sir dung 2 chuan khong

day con lai.

Cach chon mua thiét bi khong day

Thiét bi cho mang khong day gém 2 loai: card mang khong day va bo tiép
song/diém truy cap (Access Point - AP). Card mang khong day c6 2 loai: loai
lip ngodi (USB) va loai lip trong (PCI). Chon mua loai ndo tuy thudc vao cau
hinh phan ctmg (khe cidm, cong giao tiép) cua PC. Loai lip trong giao tiép véi
may tinh qua khe cdm PCI trén bo mach chu nén thu tuc lip rap, cai dat phan
mém ciing twong ty nhu khi chiing ta 1ap card am thanh, card mang, card diéu
khién dia ctng... Loai lap ngodi ndi véi may tinh théng qua cong USB nén
th&o rap rat thuan tién, thich hop véi nhiéu loai may tinh khac nhau tir may tinh
dé ban dén may xach tay, lai tranh dugc hién tugng nhidu dién tir do céc thiét
bi lap trong may tinh giy ra. Can luu y néu PC dung céng USB 1.0 (téc do
truyén dix liéu 12Mbps) thi chi thich hop v6i chuin 802.11b, néu dung véi 2

chuan con lai thi s& 1am cham tbc d6 truyén dir liéu.

Thu tuc dé xay dung mot mang ngang hang (peer-to-peer) khéng day rat don

gian. Chi can trang bi cho mdi mdy tinh mot card mang khong day, bo sung



phan mém diéu khién cua thiét bi 14 cAc may tinh trong mang d& cé thé trao doi
dir liéu voi nhau. Nhung néu mudn truy xuit dugce vao hé théng mang
LAN/WAN sin c6 hay truy xuét internet thi phai trang bi thém thiét bi tiép
séng Access Point. Chirc ning chinh ctia thiét bi ndy gom tiép nhan, trung
chuyén tin hiéu giita cac card mang trong ving phua song va la thiét bi chuyén
tiép trung gian gitp card mang khong day giao tiép voi hé théng mang
LAN/WAN (ciing c6 khi 14 modem) va internet. Tuy nhién tiy theo quan diém
ctia nha san xuét, yéu ciu sir dung va tao thudn tién cho ngudi quan tri mang,
mot so thiét bi Access Point c6 thém mot vai chirc ning mang khac nhu: cong
truy nhap (gateway), bd dan duong... TGVT A sb thang 4/2003, 5/2003,
8/2003 va 11/2003, c6 bai viét gidi thiéu mot sb loai Access Point cling cac

tinh nang cua thiét bi.

Xay dung mang khong day

Hinh 1: Kiém tra chét

lugng phat song cua két



Thiét 1ap mot mang khong day khéng ton kém thoi ndi khong day thong qua
gian, cong strc va phirc tap nhu cac hé thdng mang  tign ich kém theo thiét bi
truyén thong khac, d6i khi khong qua mot gio

ddng ho lao dong 14 ¢d thé hinh thanh mot hé

théng mang khong day. Thuc té cho thiy, da sb céc su ¢b, truc tric xay ra
trong hé thng mang khong day 1a do phan mém diéu khién thiét bi c6 15i nén
can wu tién st dung céc trinh diéu khién thiét bi méi nhat do nha san xuét thiét
bi cung cap, cap nhat hay tai vé tir internet. Néu hé théng dang stir dung hé diéu
hanh Windows XP thi ciing nén cai dit ban Service Pack mai nhat do

Microsoft phat hanh.

Khi lap dit thiét bi, nén bé tri cac bo tiép song (AP) & nhitng vi tri trén cao,
tranh bi che khuét bai cac vat can cang nhiéu cang tét. Cac loai vat liéu xay
dung, trang tri ndi that nhu: gidy dan tuong pha kim loai, hé théng diy din
dién chiéu sang, cdy canh... ciing c6 thé 1am suy giam tin hiéu ctia AP. Nh¢
dung cac can anten cta AP thing goc 900. Néu sir dung chuin khong day
802.11b va 802.11g thi can chi ¥ bd tri cac AP nam xa céc thiét bi phat song
dién tir c6 khoang tan s trling véi tan sd ctia AP (2,4GHz) nhu 10 vi ba, dién
thoai 'me bong con', dau thu phat Bluetooth... Khi thi cong mang nén di

chuyén, bd tri AP tai nhiéu vi tri lip dat khac nhau nhim tim ra vi trf 1ap dat



thiét bi s& cho chét luong tin hiéu tét nhat.

Khoang cach giita card mang khong diy voi AP ciing anh hudng rat nhiéu dén
tbc d6 truyén dan, cang xa AP thi tdc do truyén dan cang giam dan. Vi du dbi
Vvéi cac mang khong diy chuan 802.11b thi téc d6 suy giam dan tirmg mic,
muc sau bang ¥ 0 voi muc trude (11Mbps xudng 5,5Mbps xudng 2Mbps...).
Pa s6 cac phan mém tién ich di kém card mang khong day va AP c6 chirc ning

hién thi toc d6 truyén dan ciia mang.

Néu khong gian 1am viéc vuot qua ban kinh phu séng ciia AP hién c6 thi ching
ta phai mua thém bo khuyéch dai (repeater) dé nang céng suit phat song ciing

nhu ban kinh vung phu song cua AP.

Sau d6 tién hanh thi tuc cau hinh phan mém cho hé théng mang, cu thé 1a;

Sir dung dia chi IP ¢ dinh hay tu dong: Néu hé thong mang khong day dang
xay dung co truy cdp internet thi can 1ién hé v4i nha cung cap két ndi internet
(ISP) dé duoc cung cap dia chi IP va hudng din cach cai dit cho card mang

khong day.



St dung dich vu DHCP: Ciing nhu v6i mang may tinh thong thuong, nén s
dung dich vu DHCP dé hé théng tu dong cung cép dia chi IP cho tit ca cac
thiét bi mang tham gia trong mang. Lam nhu vay s& tiét kiém rat nhiéu cong

strc cho ngud1 quan tri mang.

SSID: Twong ty nhu khai niém tén mién trong internet, SSID (Service Set
Identifier) 1a chudi ky tu dai dién cho mot hé théng mang khong day. Tat ca
cac thiét bi mang (Access Point, card mang khong ddy...) cia mot hé thong
mang khong day phai dugc khai bao chung mot sé SSID thi mai 1am viéc dugc
v6i nhau. Thuong thi ngudi quan tri mang sé& khai bao cho toan bo hé thong
mot tén mang, nhung chinh chudi SSID nay la k& hé giup cac hacker phan
doan loai thiét bj mang dang str dung trong hé thdng dé tim cach truy cap vao

d6 bat hop phap.

Hinh 2: Tim mang hién dién trong
viing phu séng bang cong cu Wireless

Zero cua Windows XP



Kénh thong tin: Bang thong ctia chuan 802.11b va 802.11g cho phép xay dung
14 kénh khéac nhau dé truyén dan thong tin nhung hién nay nguoi ta thuong
dung maot trong cac kénh danh sé tir 1 dén 11, va tranh ding 14n 16n cac kénh 1,

6 va 11 dé nang chat luong song tin hiéu.

Tiép dén tién hanh cai dat va cAu hinh phan mém diéu khién card mang khong
day. C6 2 ché @6 cai dat: Ché d6 Infrastructure néu dung thiét bj tiép song
(Access Point), bo dan dudng (router), nhé khai bao SSID va kénh thong tin;
Ché d6 Ad hoc danh cho ché d6 mang ngang hang. Sau khi b6 sung phan mém
diéu khién, néu may tinh chay hé diéu hanh Windows XP thi chirc ning quan
tri mang khong day co tén Wireless Zero Configuration (WZC) sé dugc kich
hoat, thong qua chirc niang ndy (biéu tugng nam trong khay hé thdng) chung ta
s& biét duoc danh sach cac mang khong day dang hién dién xung quanh may
tinh (c6 card mang khong day). Nhan kép chon vao mot mang khong day trong

danh sach dé thyuc hién thu tuc két ndi vao mang do.

Theo quy dinh chung, danh sach cac mang khong day hién dién xung quanh
may tinh s& dugc phan thanh 2 loai: Available networks chira danh sach tat ca

cac mang khong ddy may tinh c6 thé két ndi dugc; Preferred networks 1a danh



séch tat ca cac mang khong day ma WZC cua Windows XP, xép thtr tir vu tién
tur cao Xuéng thép, s€ tu dong thyc hién thu tuc két ndi mang. Hai danh sach
ndy nam trong cira s6 Properties cta tién ich cau hinh card mang khong day,
tha tuc khoi dong ctra s6 nay nhu sau: Nhan chudt phai vao biéu tugng c6 nhan

My Network Places, chon menu Properties rdi menu Wireless Networks.

Bao mat hé thong: ngin ngira sy t0 mo khdng can thiét

Pé hé thong hoat dong an toan va bao mat thong tin
trong hé théng noi bo, ban nén tuan thi mot sé quy

Hinh 3: Ctra s6 ciu
dinh sau:

hinh card mang khong

v : day
Str dung mat khau: Khong nén dung mat khau truy cap

hé thong chi 12 khoang trang hay do phadn mém thiét bi tu dong tao ra.

Khong cung cap s6 dinh danh SSID: Theo mic dinh, AP tu dong cung cap
théng tin s6 dinh danh SSID cuia hé thdng mang cho tit ca céac thiét bi nam
trong ban kinh phu séng cua n6 khi c6 yéu cau. Diéu nay giup cho nguoi sir

dung may tinh c¢6 ddy du thong tin dé tham gia vao mang, nhung lai 1a nhuoc



diém bi cac hacker loi dung dé tham nhap bat hop phap, vi vay d6i véi cac

mang cuc bod can vo hi¢u hoa chirc nang nay dé mang hoat dong an toan hon.

Chi cho phép céc thiét bj c6 dia chi MAC nhat dinh duoc tham gia vao hé
théng: TAt ca cac thiét bi ndi mang déu c6 mot chudi 12 ky tu duy nhét dung
lam sb dinh danh cho tirng thiét bi, tir chuy@n mén goi 1a dia chi MAC (Media
Access Control). Pé hé théng hoat dong an toan hon, chi nhitng thiét bi ndi
mang c6 sd ding ky MAC nhat dinh méi duoc quyén truy cap vao hé théng.
Danh sach dia chi MAC céc thiét bj ndi mang khong day str dung trong hé
théng mang dugc khai bao thong qua phén mém quan tr1 Access Point. Trong
Windows XP hay 2000, thua tuc xac dinh dia chi MAC cua thiét bi mang nhu
sau: Nhan chu6t vao Start->Run, nhap vao dong l1énh cmd rdi nhan phim OK.
Trong ctra s6 DOS cua tién ich cmd, nhap vao dong Iénh ipconfig /all (Iuu ¥
gitta ipconfig va /all ¢ khoang tréng phan cach) rdi nhan phim Enter. Sau dau
"' ciia dong thdng bao Physical Address chinh Ia dia chi MAC cua thiét bi
mang. Véi Windows 98/Me chi can nhép cau 1énh winipconfig vao trong cta
s6 cua 1énh Run, dia chi MAC s& nam trén dong théng bao cé nhan 'Adapter

Address'.

Ap dung tiéu chuan bao mat WPA hodc WEP cho hé théng: WEP (Wireless



Encryption Protocol) va WPA (Wi-Fi Protected Access) la cac cbng nghé bao
mat hé thong mang khong dy. Tuy nhién hién nay cac hacker d4 tim ra cach
thtrc vo hiéu hoa ché do bao mat WEP nén can uu tién sit dung chuan WPA dé
bao mat cho hé thong. Néu hé thdng ctia ban hién dang ap dung chuan WEP thi
nén lién hé voi nha san xuat dé duoc huéng dan chuyén sang sir dung chuan

WPA.

Tit ché do dung chung tap tin cia Windows: Khoi dong phan mém Windows
Explorer. Nhan chudt phai vao ting biéu tugng dai dién cho cac 6 dia trong

may tinh cta ban rdi chon menu c6 nhdn Sharing and Security (Windows XP)
hoic Sharing (cac phién ban Windows 9x, NT). B6 danh diu chon tai muc ¢

nhén 'Sharing this folder on the network'.

Theo PCWorld Vietnam



Thuviendientu.org
Lap mang Wifi cho ca phé

Néu ai tirng lam Wifi ca phé, thi c6 |€ cling bi€t ngudi ta sé chay mo hinh nay nhiéu
haon:

Mang Internet ch

Modem L
phé Wi-Fi cé di

\-

antemet
\_/ 2 xDSL/Cable Modem

-

Thiét bi phat
song Wi-Fi

Switch/Hub May chu & quan

/——_'_ -|-
HHI
‘.
/

5 5
'|-. '.-.
S i = \a

May khach May khach May khach

B

Tu thiét 14p 1 md hinh wifi d& cung cp cho quan ca phé vira va nhd

S dung may cha dé quan ly

Yéu cau:

Pudng truyén tét dé cd thé cung cdp 6n dinh cho nhiéu may (8 day LAPPY)

Modem/Router, Acces Point



Thuviendientu.org

Mot Server chay Windows Server 2003 (PC nay sé can 2 cac mang LAN)

_1 cac nGi vao Modem dat tén NET

_1 cac nGi va Access Point dat tén LAN).

Met

Lan
Connected @& Metwork cable unplugged
s b Eroadcom Metstreme Gigabit E... T 1 Marvel Yukon Sigabit Etherne, .,

Md hinh s& chay theo kiéu

CA PHE & SONG WI-FI
N ol SERVER PHAT
anternet \-
\u.\_) xDSL/Cable Modem
| ©
Thiét bi phat | : \
song Wi-Fi " = o
e May chu ¢ quan

\ i \ |
— > 5 _ B
- N = N
May khach May khach May khach

1.1/May PC cai Windows Server 2003:



Thuviendientu.org

Viéc cai dit nay dién ra binh thudng tuong tu nhu WinXP.
Cai t&t ca cac Driver can thiét cho hé théng dé hoat ddng &n dinh

1.2/Cau hinh cac mang cho Windows Server 2003:

M@ Properties clia cac LAN roi thiét dat nhu hinh

Internet Protocol {TCP/IP) Properties i
General | Authentication I Advanced General |
Connect using: You can get IP settings assigned aukamatically i your netbwork supports
this capability, Otherwise, wou need to ask wour nebwork administrator
8 Marvelukon Gigabit Etherriet 10410 Configure. . for the appropriste IP settings,
Thiz connection uzes the following items: " Obtain an IP address automatically
| 12 Client for Microsoft Metworks —% Lse the Following IP address: 2
O] J=1 etwark Load Balancing P address: [172 .16 . 0 . 1
.@. File and Printer Sharing for Microzoft Wetworks 3
® %= Intemet Protocal [TCPAP) 1 Subnet mask: | 255 .255. 0 . 0
Default gateway: |
Install... | Wrmstall | Fropertiez
~ Diescription £ obtain DNS server address automatically
Tranzmizzion Control Protocold|ntermet Protocol. The default —{%" Use the Following DNS server addresses:
wide area netwark. protocal that provides communication
acrozz diverze interconnected netwarks. Preferred DNS server: I
: : T Alkernate DMNS server; I
¥ Show icon in notification area when connected

v Matify me when this connection haz limited or no connecivity

Advanced...

5 k. Canc 4 (0] 4 I Cance|

Trong dd, con s6 172.16.0.1 la s6 IP Address n6i b6 ma ban tu dat, Subnet Mask thi
né tu nhan dién cho ban. Ban cé thé ddt Ia bat ky, nhung budc phai theo 4 day s6
sau

_172.16.x.x - 255.255.0.0

_172.31.x.x - 255.255.0.0

_10.x.x.x - 255.0.0.0

_192.168.x.x - 255.255.255.0

Con s6 ban c6 thé I8y la tir 0 dén 254
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Z_ Sira Bai ViEt

E Windows Components Wizard

Zhi d&: Windows Components
r—

: You can add or remove components of Windows.
8 Add or Remov

=

Change or

i .
To add or remove a component, click the checkbox. A shaded box means that u:ur_‘ul_l,l LI

e | e MRS RO AT Ch T,

LComponents;

part of the companent will e . . —
L Details, Metworking Services

To add or remove a companent, click the check box. A shaded box means that o

O Eg] Management and Mor  of the component will be installed. To see what's included in & component, click O

2 B - Metworking Services Subcomponents of Metworking Services:

E X .
L] 52 0ther Netwark File ani - [ %' Connection anager Adrministration Kit 0.0k
E [ @@ RemoteStorage | ) 8 Do Name System (DNS] 171
41 (1 58 St Confinuration %I. Dwnarmic Hozt Configuration Protocol [DHCF)
p Dezcrptior:  Contains a wanet | Internet Authentication Service 0.0k
_ _ [ B RPC over HTTP Prasy 0.0
d el o sideataguion (] /= Simple TCPAP Services 0.0k
TE Ao S R R [ 3 ywindaows Intermet Mame Service [WINS] 09k
tE Description:  Sets up a DHCP server that automatically aszigns temporary [P
! addrezzez to client computers on the zame netwaorl,
tE —— Total dizk zpace required: 16 MB DER
Space available on dizk; 3554.6 MB
) EditPlus 2
4 Nals Car
5 File splitter and Joiner (FFSJ v3.1) L -
E Flashizet 1.9.6.1073 Size 134[-.-15'
i3 High Definition Audio Driver Package - KBS35221
Eﬂ k-Lite Codec Pack 3.8.5 Full Size  31,84MB
{g) Livellpdate 3.0 (Symantec Carporation) Size 9,59ME
. o ;

Néu cai, né doi dia, hay bo dia Windows Server 2003 vao r6i ti€p tuc. Nén khéi déng
lai cho 6n dinh.

2.2/C&au hinh DHCP dé& chia I6p mang:

Vao Start > Settings > Control Panel (cai nay cé nhiéu cach mg) > Administrative

Tools > DHCP

Nhan chudt phai vao tén Server chon New Scope.



Thuviendientu.org

Eile  Action Mjew Help

«=|m 2 2mE|8

DHCP

Display Statistics, ..

Mew Scope. ..

Mew Multicast Scope. .

Backup...
Restore...

Reconcile all Scopes, ..

Define User Classes, .,
Define vendor Classes. .
Set Predefined Options. ..

All Tasks k

Delete
Refresh

Properties

Help

Creakte a new scope

Mot bang hién ra Next > Dat tén bat ky, vd: Scopel
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Mew Scope Wizard

Scope Mame T
Y'ou have to provide an identifying zcope name. You alzo have the option of

providing a description.

Type a name and dezcription for this scope. Thiz information helps vou quickly identify
how the scope iz to be used on vour nebwork,

Marme: I Tén bi.jm muon
Description: I Ghi thl

< Back I [ et Cancel

Tiép tuc, dat theo I6p mang ban mudn cac lappy cta khach hang khi két nGi phai
dung. Phai cé thong s6 tuong duong cac LAN ban dang dung néi vao Access Point (la
cac mang chia sé internet).

Trong VD nay, lay:

_Start IP Address: 172.16.0.10 <= dia chi IP s& bat dau, khach hang nao két ndgi
dau tién sé cé s6 IP nay

_End IP Address: 172.16.0.254 <= dia chi IP két thlc, khach hang vao tré nhat sé&
c6 s6 IP nay

_Subnet Mask: dién y nhu lac thiét dat cac LAN. VD nay thiét dat la 255.255.0.0
_Leght: ban xem, né sé tu tang (gidi han bai nay ban khéng can quan tam)
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Mew Scope Wizard

IP Address Range

'ou define the zcope address range by identifving a zet of conzecutive [P @J
addreszes.

Enter the range of addrezzes that the zocope distributes.

Start IP address: IWE- 16 .0 .10

EndIP address |1?2- 16 . 0 . 254

A subnet mazk defines how many bitz of an IP addrezs to uze far the networkAzubnet
|Ciz and biow many bitz to wze for the host (D, Y'ou can zpecify the subnet mazk by
length or az an IP address.

Lergth: | _Ij

Subnet mask: | 2R, 285, 0 . O

< Back I Mest » I Cancel

Next > Add Exclusions > Next > Lease Duration > Next > Configure DHCP Options >
No, I will configure these options later > Next > Finish

Mew Scope YWizard

Configure DHCP Options e
'ou hiave to configure the most common DHCF options before clients can uzse the

TCOpE.

“When clients obtain an address, they are given DHCP optionz such az the [P
addreszes of routers [default gateways], DMNS servers, and WINS zettings for that
ZCOPE.

The settingz vou zelect here are for this scope and overide settings configured in the
Server Dptions folder for this server.

Cio you want to configure the DHCF options far this scope now?

" Yes, | want to configure theze optionz now

£ Mo, | wil configure theze options later

< Back I MNewt » I Cancel
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Sau khi thi€t dat xong phan trén, quay lai bang chinh ctia DHCP r6i chon nhu hinh
sau dé kich hoat dich vu DHCP

=

File  Action Mjew Help

¢= | AEXEFRR| 2B ®

H pHep Scope [172.16.0.0] Scopel
= [fay x-server [192,168,0,103
@ ! ] | Contents of Scope I

BRSO} 5cops [172. 16,0012
([0 address Pool Display Stakistics...
(D Address Lease e

) Reconcile, .. L
-I_El Reservations i

----- (< Scope Options
----- {_H Server Options

Yiew b

Delete
Refresh
Export Lisk, ..

Properties

Help

< | ]

|F'.|:I:i'-.fate this scope | |

Khi da dugc kich hoat, chon Address Pool. Ban sé thdy théng s6 minh da thiét dat IP
nhu hinh dudi bao gom
_Start IP: 172.16.0.10
_End IP: 172.16.0.254

@DHCP tddress Poo

- Fa bquang.homeip,net [192,1658.1.2
E:IDEI d 3 [ ] Start IP Address End IP Address
g Py — [£1172.16.0,10 172,16.0,254
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Chuyén xuéng phan Scope Options dé thiét dat viéc cho phép két ndi Internet: nhan
chudbt phai > Configure Options...
_Check vao 003 Router roi nhap thong sé IP clia cac LAN (tic cac & Server nGi dén

Access Point), nhap xong nhan Add

Gieneral I Advanced I

A ailable Dptions | Dezcription
O 002 Time Offset UCT offset i
003 Router Array of rout

[ 004 Time Server Array of time

[ 005 Mame Servers Array of nam -
. | -
—Data enty

Server name:

|| Hesolve |

IP address:
| =2 = = Auld

i

Bemowve

k]

il

0Ok Cancel Apply

_Check ti€p vao 006 DNS Server r6i nhap s6 DNS ma nha cung cap dich vu Internet
ho cap. Trong vi du minh hoa la s6 DNS cua Viettel.
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General | .ﬁ.dvancedl

Availlable Optionz | Dezcription :I
O 004 Time Server Array of timE_I
O 005 Mame Servers Arrap af nar
005 DMS Servers Aray of DN

[ 007 Log Servers Array af MIT -
q | wib

— Data entm
Server name:

I Heznlve |

IP address:
Il & & ¢ fodld

Remowve

[

) Ll

k. Cancel Apply

Chon Ok dé& hoan tét thiét dat DHCP, déng phan thiét dat DHCP lai.

Nhitng budc trén, ta d& cdu hinh dé€ cho Server c8p phét cac IP tu ddng cho cac
Laptop mdi khi két néi roi. Tuy nhién, néu chi Iam nhu vay thi may lappy (client) van
chua thé két ndi Internet dudc. Ta can cdu hinh thém. Viéc cdu hinh nay goi 1a NAT.
3/Cau hinh NAT cho Server dé may con truy cip mang:

Control Panel > Administrative Tools > Routing and Remote Access

Thiét Iap budc dau, nhan chudt phai vao tén clia Server > Configure and Enable
Routing and Remote Access
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< Routing and Remote Access -0l x|

File  Action Wiew Help
= | OEXEEH 2 E

E Routing and Remote Access X-SERYER {local}

% Server Status =
- ﬁi Configure and Enable Routing and Remote & ling and

bisable Routing and Remote Access
all Tasks p poess provides

— o private networks,
Wiew ¥ & access to configure
Delete ]
HEFreab petween two private
Properties ork (WPMN) gateway,
Help LT

* Metwark address translation (MATY,

* LAMN routing.

+ A basic firewall, e

To add a Routing and Remote Access
server, on the Action menu, click Add

Server,
For more information about setting up TI
Britinn and Rermnte Arrecs carver

|C|:unFigures Routing and Remote Access For the selected s|

Next > Custome Configuration > Next
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Routing and Remote Access Server Setup Wizard

Configuration

. - . . -t
'ou can enable any of the following combinations of services, or you can
custarmize thiz server.

" Remote access [dial-up or YPH]

Allow remote clients o connect to this server through either a dial-up connection or a
zecure Yirtual Private Metwork [WPN] Intermet connection,

= Metwork. address translation [MAT]
Allow internal clients to connect to the Internet uzing one public |P addressz.

= Wirtual Private Metwork, [VPM] access and NAT

Allow remote clients to connect o this zerer thraugh the Intemet and lozal clients to
connect to the Intermet uzing a zingle public IP address.

i~ Secure connection betwesn twa private netwarks
Connect thiz netwark to a remate nebwork, zuch az a branch office.

' Custom configuration
Select ary combination of the features available in Bouting and Remote Access.

For maore information about these optionz, see Routing and Remote Acces: Help.

< Back I Mest = I Cancel

Chon NAT va LAN > Next > Finish > Yes
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Routing and Remote Access Server Setup Wi

Custom Configuration

When this wizard closes, pou can configure the selected services in the Routing
and Remaote Acceszs console.

Bk Emm -

Bung d&u cong (+) & IP Routing ra dé cho dé nhin
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-1 Routing and Remote Acces:- -10] x|
- Fonks

File  Action Wiew Help

= | Bn B @

[~E—

_E__ Routing and Remote Access IP Routing

% Server Status e I
i Marme

= [fa) %-SERNER, (local) E
b B Metwork Interfaces =2 General
SRR 1P Fowting | = Static Routes
B Generdl 2 IGMP
Bl Static Routes B AT Basic Firewal
- E IGMP

e E MAT/Basic Firewall
Eﬂ--% Remoke Access Policies
#-[1] Remake Access Logaing

Nhan phai chudt vao Static Routes > New Static Route..., ké dén thiét dat thong s6
nhu sau:
_Interface: Net (Net la tén cla cac két ndi truc ti€p dén modem)

_Destination: 0.0.0.0
_Network Mask: 0.0.0.0
_Gateway: 192.168.1.1 (bPay la s6 IP cua modem)
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Static Route

Interface:

D estination;

Metwork mask:

G ateway:

I etric;

2l

INet
|n.n.n 0

|192.1EE. 1

.-

¥ | s= this route o intiate demand disl connections

o |

Cancel

au khi thiét dat nhu vay, ban thdy nhu hinh sau la da dudc.

= Routing and Remote Access =10 x|
File  Action  Wew Help
& - | BB 2

B
B} Routing and Remaote Access

é--% X-SERVER. {jocal)

Server Status

b E Metwork Interfaces
=& IP Routing

B General

Bl Skatic Routes
B TEMP

s E MAT/Basic Firewall
EEI--% Femote Access Policies
-Z0 Remote Access Logaging

Destination ©

Static Routes

Mebwork mask. | Gateway Interface

& 0.0.0.0

0.0.0.0 192.168.1.1 Met 1 Bioth

Gi¥ day, ta can phai ciu hinh lam sao cho Routing cé thé nhén biét dau la cac néi

mang, dau la cac chia sé mang
Phai chubt vao NAT/Basic Firewall > New Interface ... > LAN (trong hinh minh hoa,
tui dat tén la Cross) > OK. M6t bang khac hién ra, chon OK



Thuviendientu.org

New Interface for Network Address Translat

Thiz routing protocol inz on the interface that pou zelect below.

Interfaces:

22 Internal
23 Net

(] I Cancel |

Ti€p dén, cling lam tuong tu v@i cac NET: Phai chudt vao NAT/Basic Firewall > New
Interface ... > NET > OK

ew Interface for Network Address Translation (NA

X
T hiz routing pratocol rung an the interface that pou zelect below,

Interfaces:

Eﬂ Intermal

k. I Cancel
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Mot bang khac hién Ién, chon Public interface connected to the Internet, check vao
Enable NAT on this interface > OK

MAT /Basic Firewall | Address Paol I Services and Ports I [CHP I

Interface Type:

" Private interface connected to private netwaork

{* Public interface connected ko the [ntermnet

v Enable NAT on this interface

MAT enables clientz on this netwaork to zend data to and receive
data from the [ntermet uzing this interface.

™ Enable a basic firewall on this interface

A bazic firewall accepts data from the Internet anly if it has been
requested by the network,

i~ Basic firewall only

— Static packet filkers

Static packet filters can restrict traffic bazed on packet attributes, such
az |P addrezs ar protocol,

|nbound Eilterz Outbound Filkerz

] 4 I Cancel Lpply

Nhu vay, ta da hoan tat viéc cau hinh cho Server r6i. Thé con cau hinh cho Access
Point thi Iam sao? Minh s& khéng thuc hién budc nay. Budc nay sé dé cho ban tu
ngdm clru nhé . Cé 1 ggi y nho la: Tat chlc nang DHCP trong Access Point

Ggi y: néu ban két hgp mo hinh 1 va mé6 hinh 2, ban sé c6 kha nang tan dung nhiéu
Server cho nhiéu muc dich khac nhau nham dan trai dén su tién Igi cho khac hang

www.security.vnbb.com



Phan Tich Va Thiét Lap Mang Riéng ao
I. GIOTI THIEU

Ngay nay, Internet da phat trién manh vé mat md hinh cho dén cdng nghé, dap Ung
cac nhu ciu cla ngudi st dung. Internet d3 dudc thiét ké dé két ndi nhiéu mang
khac nhau va cho phép thong tin chuyén dén ngudi si* dung mdt cich tu do ma
khdng xem xét dé€n may va mang ma ngudi sif dung dé dang dung. D& lam dugc
diéu nay ngudi ta st dung mdt mdy tinh ddc biét goi la router dé két ndi cac LAN va
WAN vdéi nhau. Cac may tinh két ndi vao Internet thong qua nha cung cép dich vu
(ISP-Internet Service Provider), can mét giao thirc chung la TCP/IP. Biéu ma ky
thuat con ti€p tuc phai giai quyét la nang luc truyén théng clia cac mang vien thong
cong cong. Vi Internet, nhirng dich vu nhu gido duc tir xa, mua hang truc tuyén, tu
van y t€, va rat nhiéu diéu khac da tra thanh hién thuc.

Tuy nhién, do Internet c pham vi toan cau va khdng mdt td chirc, chinh phu cu thé
nao quan ly nén rat khé khan trong viéc bao mat va an toan d{ liéu cling nhu trong
viéc quan ly cac dich vu. TIr d6 ngudi ta da dua ra moét mé hinh mang méi nham
thod mé&n nhitng yéu cau trén ma van cé thé tan dung lai nhitng cd sé ha tang hién
c6 cua Internet, doé chinh la m6 hinh mang riéng ao (Virtual Private Network - VPN).
Vi md hinh mdi nay, ngudi ta khong phai dau tu thém nhiéu vé cc s¢ ha tang ma
cac tinh ndng nhu bdo mat, dd tin cdy van dam bao, ddong thdi cé thé quan ly riéng
dugc su hoat dong cua mang nay. VPN cho phép ngudi st dung lam viéc tai nha, trén
dudng di hay cac van phong chi nhanh ¢ thé két ndi an toan dé&n mday chud cua té
chic minh bang cd s& ha tdng dudc cung cdp bdi mang cdng cdng.[5] N6 cd thé dam
bao an toan thong tin gilra cac dai ly, ngudi cung cap, va cac doi tac kinh doanh vgi
nhau trong moéi trudng truyén thong rong I8n. Trong nhiéu trudng hgp VPN cling
giong nhu WAN (Wide Area Network), tuy nhién dac tinh quyét dinh ctia VPN la
chiing cé thé dung mang cdng cdng nhu Internet ma dam bao tinh riéng tu va tiét
kiém han nhiéu.

VPN cé ba loai chinh: truy nhap VPN, intranet VPN va extranet VPN.

+ Truy nhap VPN: cung cap kha nang truy nhap tir xa dén intranet hay extranet cla
td chifc qua cd sd ha tdng chung. Truy nhap VPN s dung ky thuét tuong tu, quay
sd, ISDN, DSL, mobile IP va cdp dé thuc hién két ndi an toan cho ngudi dung luu
dong, ngudi dung truyén thong va cac van phong chi nhanh.

+ Intranet VPN: lién két cac van phong trung tam, cac chi nhanh tdi mang intranet
théng qua co sd ha tdng dung chung bdng céc két ndi chuyén biét.

+ Extranet VPN: Lién két khach hang, nha cung cép, ddi tac hay cac cong dong
quyén Igi t8i mang td chiic thong qua cd s8 ha tdng dung chung bang cac két néi
chuyén biét. Extranet VPN khac vdi intranet VPN |a ching cho phép truy nhéap tdi
ngudi dung bén ngoai td chirc.[4]

II. MANG RIENG AO

M6t VPN co thé dudc cai dat theo nhiéu cach, c6 thé dugc xay dung qua ATM, frame
relay hay cong nghé X.25. Tuy nhién, phuong phap chung nhét la trién khai VPN dua
trén IP, phudng phap nay cho phép két néi linh hoat va dé dang hon. Hau hét cac
mang Intranet déu dung céng nghé IP va Web, IP-VPN c6 thé dé dang md réng tinh
nang nay théng qua mang dién réng. Mot lién két IP-VPN cé thé dugc thiét 14p tai bt
cr dau trén thé& gidi giira hai diém cudi, va mang IP tu déng quan ly qua trinh luu
théng nay.

Riéng tu va bado mat di liéu 1a diém quan trong nhét khi trién khai dich vu nay trén
Internet. Kha nang an toan cua IP-VPN dudgc thuc hién théng qua cac qua trinh ma



hoa (encryption) va chirng thuc (authentication), d6ng thagi phan I8p trén mang IP co
san. Nhdm ddp (ng van dé bdo mat, td chirc Internet Engineering Task Force
(ietf.org) d3 phat trién bd giao thirc IP Security (IPSec), day la bd giao thirc ma rong
cla IP nham chu trong dén chiing thuc va bao mat di liéu. B

M3c du VPN cla cac nha cung cdp khdc nhau cé nhitng diém riéng nhung van la
mang riéng dua trén IP backbone, ma hoa dir liéu, proxy ching thuc, blrc tudng Itra
(firewall) va loc spam.

Cac hé thong VPN thudng roi vao ba loai: hé thdng dua trén phan cing, hé thong
dua trén burc tudng Ira va géi 'ng dung chay déc Iap. Phan I6n VPN dua trén phan
cing la cac router c6 kha nang ma hod, day la loai dé dung va don gian trong cai
dat, né gidng nhu thiét bi “cdm va chay” (plug and play). Tuy nhién ching lai khéng
mém déo hon hé théng dua trén phan mém, khi ma hai diém két n6i VPN khdng
cling mot td chirc, loai nay thudng thich hgp cho cac déi tac kinh doanh hay cac may
con G xa. Loai VPN dua trén birc tudng Ira dugc chu trong vao bdo méat, tuy nhién
mot khi bdc tudng Ira dudec dung Ién thi nhiéu van dé sé nay sinh bat ngd.

Hinh 1: M6 hinh mang riéng ao.
1. Hoat dong cua VPN

Mot giai phap VPN la su két hgp cla cac cong nghé:

- Tao két n6i dudng Ong.

- M3 hoa dit liéu.

- Kha nang ching thuc.

- Diéu khién truy cap.

VPN dudc truyén tai trén Internet, dugc mang IP hay cac nha cung cdp backbone
quan ly. D& su truyén tai hoat ddng, cac backbone nay két hogp bat ky mot céng
nghé truy cap nao, bao gom T1, frame relay, ISDN, ATM hay don gian la quay so.
Khi mét may khach gdi mot ludng cac gai tin Point-to-Point Protocol (PPP) d& dudgc
ma hoa dén may cha hay router, thay vi sif dung moét dudng truyén riéng biét (giong
nhu WAN), né dudc truyén qua moét dudng 6ng trén mang chia sé. [1]

Phudng phap tao ra dudng 6ng chung dugc chdp nhan la dong gdi mot giao thic
mang (nhu 1a IPX, NetBEUI, AppleTalk, hay céac loai khac) bén trong PPP, va roi dong
goi toan bo gdi (package) trong mot giao thirc dudng 6ng, thudng la IP nhung cling
cé thé 1a ATM hay frame relay. Phuong phap nay goi la dudng 6ng tang 2 (Layer-2)
va giao thirc goi la giao thi'c dudng 6ng tang hai (Layer-2 Tunneling Protocol - L2TP).
Vi mé hinh nay, cac goi tin c6 ghi thdong tin diéu khién & phan dau hudng dén cac
mang & xa sé di dén thiét bj khai tao dudng 6ng, thiét bi nay cé nhiém vu chuyén
moi th tir mot router d&n mot PC cd s dung phan mém cho phép quay s6 vao VPN.
Tu thiét bi khdi tao dudng éng cho dén thiét bi VPN dau cui hay mét bod chuyén
mach dudng 6ng déu thdng nhat mét mau m3a hoa dé cé thé giao tiép véi nhau. Thiét
bi khdi tao dudng 6ng ma hoa cac gdéi tin nhadm dam bao an toan trudc khi truyén
dén cho thiét bi dau cudi, sau do thiét bi dau cudi sé giai ma cac goi tin va phan tan
ching dén dich trong mang.

Co hai loai két n6i VPN: két ndi VPN truy cdp tUr xa (remote access VPN connection)
va két n6i VPN tU router dén router (router-to-router VPN connection).

Loai két n6i VPN truy cép tir xa dudc tao ra bdi mot ngudi dung @ xa, ngudi dung
truy nhap theo mét ma nhat dinh vao diém truy nhép gan nhit (POP) cua nha cung
cap dich vu (thiét 1ap két n6i vao Internet), sau doé truy nhap vao mang VPN thong



qua hé théng ching thuc VPN, khach hang cung c8p tén thué bao va mét khéu, hoac
s6 nhan dang ca nhan PIN (Personal Identification Number)... Sau khi cung cap cac
thong tin day da, VN server sé cung cap kha nang tao kénh két ndi ao va ma hoa dir
liéu trong qua trinh tudng tac. Trudng hgp khach hang s dung kénh két ndi truc ti€p
thi qua trinh truy nhap vao Internet la khong can thiét.

Hinh 2: M6 hinh két nGi VPN truy cap tu xa.

Loai két nGi VPN ti router dén router dugc tao ra do su két ndi cia hai mang riéng.
VPN server cung cap kha nang két néi dén mot mang riéng khac ma tai dé cling co
su hoat dong cuia VPN server. Vi loai két nGi nay, cac gdi tin dugc bét dau gdi di tir
moi router, sau d6 router nhan s& phan phdi cac goi tin dén cac thanh vién trong
mang tuy theo dich dén ciia mai gai tin.

Hinh 3:M06 hinh két n6i VPN tU router dén router.
B quote
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2. Giao thic

Cac giao thic dugc dung chu yéu cho VPN gom cé PPTP, L2TP, IPSEC va IP-IP. Cac
giao thic nay cé thé dugc dung véi nhau hay déc 1ap. [6]

PPTP Point-to-Point Tunneling Protocol (PPTP) la mét m& réng ctia PPP, né déng goi
cac khung PPP vao géi tin IP (IP datagram) dé truy@n di trén mang c6ng cdng nhu 1a
Internet. PPTP c6 thé sir dung trong mang riéng LAN-LAN.

PPTP s dung mot két n6i TCP nham duy tri dudng 6ng déng thdi s&r dung mot bién
dang clia GRE (Generic Routing Encapsulation) dé déng goi cac frame PPP [a dif liéu
truyén trong dudng &ng. Khéi dit liéu chira cac frame PPP déng gdi cé thé dugc ma
hoa hay nén lai hoac la ca hai. PPTP hoat dong nhu la da cé san mot mang IP gilta
may khach PPTP (mady khach VPN co sir dung giao thirc dudng 6ng PPTP) va may chu
PPTP (mdy chu VPN c6 s dung giao thi'c dudng éng). Tlc 1a may khach PPTP cé thé
da tham gia vao mang IP dé€ dén dudc may chd PPTP, hay mdy khach PPTP cé thé la
dang quay s6 dén moét may chd clia mang truy cdp (NAS) nham thiét [ap mot két ndi
IP trong trudng hgp ngudi dung quay s6.
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Céac dudng 6ng PPTP dudc thiét I1ap phai thdng qua giai doan ching thuc bang cac ky
thuat chirng thuc giéng nhu cla cac két n6i PPP, nhu la PAP (Password Authentication
Protocol), SPAP (Shiva Password Authentication Protocol ), MS-CHAP (Microsoft
Challenge-Handshake Authentication Protocol), CHAP va EAP (Extensible
Authentication Protocol). PPTP ké thira ky thuat ma hoa va nén khoi dit liéu chlra
frame PPP tUr PPP. PPTP diéu khién két néi gilra dia chi IP cia may khach PPTP va dia
chi cia mdy chd PPTP béng c6ng TCP. Sau day la khuén dang géi dit liéu PPTP (hinh
4):

Hinh 4: Géi dit liéu PPTP truyén trén dudng ong.

L2TP Layer 2 Tunneling Protocol (L2TP) la su két hgp cla PPTP va Layer 2 Forwarding
(L2F) dudgc Cisco dé xuat. L2TP gop nhat nhitng dac tinh tét nhat cltia hai giao thic
nay. L2TP Ia giao th{’c mang déng gdi cac frame PPP dé€ gdi di théng qua mang IP,
X.25, Frame Relay hay ATM. L2TP cé thé dugc st dung nhu 1a mét giao thirc dudng
6ng qua Internet. L2TP ciling dudc dung cho mang riéng LAN-LAN.

L2TP s dung UDP (User Datagram Protocol) véi mot chudi cac théng diép nhdm duy
tri dudng 6ng. L2TP cling sir dung UDP dé gdi khdi dif liéu déng goi cac frame PPP va
kh&i dif liéu nay dugc mé& hod roi nén lai. L2TP c6 thé sir dung ky thudt chitng thyc la
PPP hay la IPSec. L2TP tao ra dudng 6ng giong nhu PPTP, thong qua két ndi co san
gilta ngudi dung vdi may chu. L2TP ké thira ky thuat nén cua PPP con ky thuat ma hoa
thi sir dung IPSec vi ky thuat PPP khéng cung cap kha nang chirng thuc cling nhu tinh
toan ven cho moai goéi tin.

Pudng 6ng L2TP dudc thiét 1ap cling phai thong qua qua trinh chitng thuc véi cac ky
thuat chiring thuc giéng nhu PPTP. Khong gidng nhu PPTP, L2TP duy tri dudng Ong
bang mot két ndi TCP riéng biét. L2TP diéu khién va quan ly luu thdng bang viéc gdi
cac thong diép UDP gilta may khach va may chd L2TP. S d6 khudn dang goi dir liéu
L2TP nhu sau (hinh 5):

Hinh 5: Géi dit liéu L2TP truyén trén dudng 6ng.

Nhu vay ca PPTP va L2TP déu sir dung PPP cho két ndi WAN “diém - diém” nhdm goi
dit liéu va gdn vao phan dau dé truyén tai trén mang. Tuy nhién van cé su khac nhau
gitta PPTP va L2TP:

- PPTP doi hdi mang no di qua phai la mang IP thi L2TP chi yéu cau phuong tién dudng
dng cung cdp kha nang tao két ndi “diém-diém”. L2TP cé thé chay trén IP (dung UDP),
Frame Relay PVC, X.25 VC hay ATM PVC.

- L2TP cung cédp kha nang nén dir liéu phan dau, do vay L2TP chi sir dung 4 byte cho
phan dau so vdéi 6 byte ciia PPTP.

IPSec B

IP Security (IPSec) la giao thic tang ham I6p 3 (tang mang), gébm moét chudi cac tiéu
chuén ho trg truyén di liéu mot cach an toan trén mang IP. M6 hinh dudng éng ESP
(IPSec Encapsulating Security Payload) cé thé dédng géi va ma hda toan bd IP
datagram dé c6 thé truy@n tai an toan trén mang céng cdng.



V@i mo hinh dudng 6ng IPSec ESP, mot IP datagram hoan chinh dugc déng géi va ma
hoéa vgi ESP. Duya trén cong thi'c ma hdéa datagram, may chu sé phan tich phan dau
cac goi tin, qua trinh xur ly cac géi tin dien ra mot cach tuan tu: ma hda, dinh tuyén
roi giai ma.

IP-IP

IP-IP, hay IP trong IP, la mét ky thuat dudng 6ng don gian dua trén I6p 3 OSI. Mot
mang o dudc tao bdng cach déng géi mot géi tin IP cdng thém mét phan dau IP. IP-
IP dudgc s dung chinh cho viéc truyén tai trén moét vung mang ma khéng ho trg cho
viéc dinh tuyén. Cau truc cua géi tin IP-IP bao gom vlung ngoai cia phan dau IP, phan
dau cua dudng 6ng, vung trong ctia phan dau IP va khéi di liéu tai IP.

Khai dif liéu tai IP ch&ra moi thr v& IP, nd cé thé |a TCP, UDP hay phan dau ICMP va
dir liéu. Viéc duy tri dudng 6ng dudc thuc hién bdi cac théng diép ICMP, cac théng
diép nay cho phép dudng 8ng cd thé kiém soat va xac dinh 10i khi xay ra tdc nghén va
dinh tuyén.

3. Bao mat trong VPN

T&t ca cac VPN déu can phai cdu hinh trén mot thiét bi truy nhap, cé thé Ia phan mém
hay phan cirng, nham tao ra mét kénh an toan. Mot ngudi dung nao dé khéng dé gi co
thé didng nhép vao hé théng VPN néu khdng cung cdp mot s6 thdng tin can thiét. Khi
st dung mdt ky thudt chimng thuc manh, VPN cé thé ngdn chdn su xam nhép trai phép
ngay ca khi bdng cach nao dé chidng cé thé bt dugc mot phién lam viéc cha VPN.
Hau hét cac VPN déu dung cong nghé IPSec, do tuaong thich véi hau hét cac phan
mém va phan cing VPN khac nhau. IPSec khéng yéu cau ngudi dung hiéu biét nhiéu,
bdi vi su chirng thuc khong dua trén ngudi st dung, thay vao dé nd st dung dia chi IP
cla may tram hay cac chirng nhan nham thiét 14p dinh danh cho ngudi st dung. Mot
dudng 6ng IPSec bao vé tat ca cac goi tin di qua no, ké;cé ’ng dung. Cac ma khoa
dudc thay d6i cho tirng géi tin (nhu trong PPTP) hay moi khoang thdi gian nhét dinh
(nhu trong L2TP) tuy theo d6 dai cia ma khoa va qua trinh giai ma moi gdi tin khéng
phu thudc vao goai tin trudc.

Goi loc (Packet Filtering)

DE truyén dan gitfa hai giao dién vat ly (interface), nhu 13 router, trén mang chia sé
va intranet, VPN server can phai loc nhitng dia chi khéng thudc hé thng VPN nham

bao vé intranet khoi nhirng truy cap khong phai la VPN.

Ca PPTP va L2TP déu c6 st dung gdi loc nay va ching cé thé dugc ciu hinh trén VPN
server hay truc ti€p trén blc tudng Iira.

4. Cach danh dia chi va dinh tuyén trong VPN

Cach danh dia chi va dinh tuyén trong VPN phu thubc vao loai két n6i VPN. Mot két nai
VPN tao ra mot giao dién ao, v8i mot dia chi IP, va router phai dinh tuyén dugc dir liéu
tur dia chi do nay dén dich mot cach an toan theo dudng 6ng chif khong phai la mang
chia sé.

Khi mot may tinh dudc két nGi, VPN server sé gan mot dia chi IP cho may tinh dong
thdi thay ddi dinh tuy&n mac dinh d& cé thé truyén thong trén giao dién ao.

V@i ngudi dung quay s6, trudc dé da két nbi vao Internet nén dong thdi ton tai hai dia
chi IP:

- Khi tao két n6i PPP, IPCP (IP Control Protocol) sé dan xép vai NAS (Network Access
Server ) cua ISP mét dia chi IP cong céng.

- Khi tao két ndi VPN, IPCP dan x&p véGi VPN server dé€ gan mot dia chi IP Intranet. Pia
chi nay cé thé 1a mét dia chi cdng cdng hay moét dia chi riéng phu thudc vao mang



Intranet d6 danh dia chi cong cong hay dia chi riéng.

Trong ca hai trudng hgp, dia chi IP déu phai cho phép VPN client vGi dén tat ca cac
may trong Intranet. VPN server diéu chinh bang dinh tuyén dé& VPN client dén dudc
cac may khac trong Intranet va Router phai diéu chinh bang dinh tuyén dé cé thé dén
dudc VPN client. Router chuyén dif liéu dén VPN server bang dia chi IP cdng cdng cla
server, con VPN client st dung dia chi IP do ISP cung cdp dé giao tiép v4i VPN server.

Hinh 6: Dia chi cong céng va dia chi riéng trong két nGi VPN.

Phan Tich Va Thiét Lap Mang Riéng Ao (tt)
III. CAI PAT VA KHAI THAC UNG DUNG
1. Mang may tinh Pai Hoc Hué

Do déc diém cac trudng dai hoc thanh vién ndm rai rac trong thanh phd, nén moi
trudng déu cé mot mang LAN riéng. Trong dd, trudng PHKH va@i nhiém vu chinh la
két nGi vai Internet thong qua dudng leased line (dudng truyén thué bao) s€ la mang
LAN trung tdm. Hién tai, cac trudng dai hoc thanh vién cé thé quay s& dén mang
Intranet cha DHKH dé cé thé truy cép Internet va co quan Pai Hoc Hué d3 két ndi
WAN v@i mang trung tam.

Mang trung tam dudc xay dung trén mang LAN, hinh thanh bdi mai lién két gilra ba
toa nha. Do cac toa nha nam céch xa nhau nén ngoai nhiing thiét bi théng thudng
con co cac thiét bi ho trg dé truyén dir liéu dén cac tram & xa nhu router, repeater,
hub, switch,... Cac dich vu trén mang trung tam gém c6 : WWW, E-mail, FTP va
TELNET. [2]

Hinh 7: So d6 hé thGng mang Pai hoc Hué.
2. Trién khai 'fng dung

Vd&i muc dich th nghiém, ching t6i da tién hanh thiét ké xay dung hé théng mang
riéng ao phuc vu cho viéc truyén so liéu ddm bao an toan trén giao thirc dudng 6ng
clia mang riéng 0. V8i mo hinh nay, gitp hiéu dugc co ché hoat déng clia hé théng
mang riéng ao, phan tich kha nang chirng thuc, ma hoa va an toan du liéu.

M6 hinh nay bao géom cac thanh phan nhu sau:

- Yéu cau vé thiét bi phan cing:

o DGi v@i dudng truyén quay s6: modem, dudng dién thoai thué bao, may tinh.

o Da4i véi mang LAN: may tinh cé két n6i dén mang LAN.

- Yéu cau vé phan mém:

o DG6i v8i may chu: hé diéu hanh coé dich vu VPN.

o D6i véi may tram: c6 phan mém cho phép truy nhap vao mang VPN.

Cac thu tuc chinh:



- Tai may chu: cai dat dich vu Routing and Remote Access (RRA).

Hinh 8: Dich vu RRA sau khi cai dat VPN.

Tao chuang trinh két nGi cho may tram tur xa, trong Windows 9x hay Windows NT, né
la mot biéu tugng thé hién két néi dial-up dé dang nhap vao mang. D& cé thé quan
ly cac user moét cach hgp ly ta can phai cd Connection Manager Administration Kit.

- Tai may tram: Tai may tram |ay file cpvpn.exe tir may chd. NgudGi dung can chay
file cpvpn.exe. N6 sé& cai dat VPN Connector 1én may tram (cé thé tim thdy VPN
connector trong My Network Properties trén desktop).

3. Thuc Hién Két Noi

Tai may tram, néu la tram tu xa thi trudce tién phai thuc hién két n6i vao mang
internet thong qua ISP, ngudi dung chay VPN connector, chudng trinh yéu cau nhéap
user name va password. Sau khi két n6i thanh cong, trén khay hé thong (system
tray) xudt hién biéu tuong cua két ndi VPN:

Hinh 9: Cac biéu tudng sau khi k&t ndi ddi vai Client 9x va 2000.

D& theo dbi qua trinh dinh tuyén, tir ddu nhac hé théng, ta thuc hién Iénh netstat-rn:

Hinh 10: Trang thai sau khi két n6i VPN.

Qua bang, ta nhan dudc dia chi IP that va ao cta Client va dia chi IP that cia Server
dang ton tai két néi trén hé th6ng mang. BDdng thdi modt c6ng TCP dudc thiét 1ap dé

duy tri dudng 6ng gilra Server va Client. o
AT WA
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4. Khai thac dich vu trén mang riéng ao

Véi hé théng mang riéng ao xay dung dudc, ta co thé trién khai cac dich vu giéng nhu
trén Internet. D& minh hoa, ching téi d3 thi nghiém véi hai dich vu Ia FTP va WWW.
Dich vu FTP

Tai may cha VPN, thié€t |ap dia chi IP cia FTP server la dia chi do ctia VPN server,
chdng han nhu 100.0.0.1, day la dia chi ma FTP server s& hoat déng trong mang VPN.
Tai mdy tram, ngudi dung bay gid cé thé sir dung dich vu FTP vdi dia chi
ftp://100.0.0.1.

Hinh 11: S dung dich vu ftp.

Dich vu World Wide Web trén VPN

Chung tdi xay dung (‘ng dung quan ly va phat trién phan mém cho mét dan vi san
xudt. V3i ¢’ng dung nay, Iap trinh vién lam viéc tai cac diém khac nhau cd thé cung
phat trién va trao ddi cdc module san phdm théng qua trang web chay trén VPN ma
van dam bao an toan. Ngudi dung can dang nhap vao mang VPN sau khi truy nhap
vao Internet. Trang web dudgc thé hién qua hinh sau:

Hinh 12: Trang Web trao ddi dif liéu giira cdc nhém 1ap trinh trén méi trudng VPN.
IV. KET LUAN

Sau khi th&r nghiém trén mo6 hinh BH-Hué, vdi tu cach clia ngudi quan tri mang
Internet théng thudng dua trén giao thirc TCP/IP, khdng thé nhin thdy qua trinh trao
ddi thdng tin cua VPN trén cac trinh diéu khién hé th6ng mang. T d6 moi thong tin
trao d&i trén VPN trén md hinh PH-Hué dudc bado mét va trong subt.

Pay l1a mot mo6 hinh dam béo tinh riéng tu va an toan dua trén nén tadng Internet nén
Igi dung dudc co sd ha tang hién cd. Nhu vay, qua bai nay ching t6i da ti€n hanh
nghién cru mét cach day du tur ly thuyét sau sac cia ky thudt dudng 6ng, co ché hoat
ddng, md hinh hé théng cho dén cai dat va trién khai 'ng dung trén VPN.

Hau hét cac VPN déu dua vao ky thudt goi Ia Tunneling d& tao ra mot mang riéng trén nén
Internet. Vé ban chat, day la qua trinh dat toan bd gdi tin vao trong moét I6p header (tiéu dé)
chira thdng tin dinh tuy&n c6 thé truyén qua hé théng mang trung gian theo nhiing "dudng éng"
riéng (tunnel).

Khi géi tin dugc truyén dé“,n dich, ching dugc tach I3p header va chuyén dén cac may tram cudi
cung can nhan dir liéu. Dé thiét 1ap két ndi Tunnel, may khach va may cht phai si dung chung
mot giao thdc (tunnel protocol).

Giao thic clia gdi tin boc ngoai dudc ca mang va hai diém d&u cudi nhan biét. Hai diém dau cudi
nay dugc goi la giao dién Tunnel (tunnel interface), noi gdi tin di vao va di ra trong mang.


ftp://100.0.0.1/

Ky thuat Tunneling yéu cau 3 giao thirc khac nhau:

- Giao thdc truyén tai (Carrier Protocol) la giao thic dudc st dung bdi mang c6 thong tin dang di
qua.

- Giao th'c ma hoa dit liéu (Encapsulating Protocol) la giao thic (nhu GRE, IPSec, L2F, PPTP,
L2TP) dugc boc quanh goi dif liéu goc.

- Giao thuc géi tin (Passenger Protocol) la giao thdc cta dif liéu goc dugc truyén di (nhu IPX,
NetBeui, IP).

Ngudi diing cd thé dit mot gdi tin str dung giao thirc khéng dugc hd trg trén Internet (nhur
NetBeui) bén trong mét géi IP va gli nd an toan qua Internet. Hodc, ho cd thé dat mét gdi tin
dung dia chi IP riéng (khong dinh tuyén) bén trong mot goi khac dung dia chi IP chung (dinh
tuyén) dé€ ma rong mot mang riéng trén Internet.

Ky thuat Tunneling trong mang VPN diém-néi diém

Trong VPN loai nay, giao thifc ma hda dinh tuyén GRE (Generic Routing Encapsulation) cung cap
€0 cdu "ddng gdi" giao thirc géi tin (Passenger Protocol) dé truyén di trén giao thic truyén tai
(Carier Protocol). N6 bao gom thong tin vé loai géi tin ma ban dnag ma hoa va thong tin vé két
noi gitta may chi véi may khach. Nhung IPSec trong co ché Tunnel, thay vi dung GRE, doi khi lai
dong vai tro la giao thfc ma hoa. IPSec hoat dong t6t trén ca hai loai mang VPN truy cap tur xa
va diém- ndi-diém. T4t nhién, nd phai dudc ho trg & ca hai giao dién Tunnel.

Site to Site VPN Viin phong tir xa i)

et
My chi truy ciip B

Tunnel - ci Ong do
router

DD

-. rovn router
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- IP
=i, ™= Vin phong chinh

Trong mé hinh ndy, goi tin duoc chuyén tuo mgt may tinh & van phong qh/hh qua may chud truy
cap, tdi router (tai déy giao thuc ma hoa GRE dién ra), qua Tunnel dé tdi mdy tinh cua van
phong tu xa.

Ky thuat Tunneling trong mang VPN truy cap tir xa

Vi loai VPN nay, Tunneling thudng dung giao thirc diém-néi-di€ém PPP (Point-to-Point Protocol).
La mét phan ctia TCP/IP, PPP ddng vai tro truyén tai cho cac giao thirc IP khac khi lién hé trén
mang gilra may chd va may truy cap tir xa. Néi tom lai, ky thuat Tunneling cho mang VPN truy
cap tur xa phu thudc vao PPP.

Cac giao thic dugi day dugc thiét Iap dua trén cau trdc cd ban cta PPP va dung trong mang VPN
truy cap tir xa.



L2F (Layer 2 Forwarding) dugc Cisco phat trién. L2 F dliing bat ky cd ché tham dinh quyén truy
cap nao dugc PPP ho trg.

PPTP (Point-to-Point Tunneling Protocol) dugc tap doan PPTP Forum phét trién. Giao thirc nay hd
trg ma hda 40 bit va 128 bit, dung bat ky cd ché tham dinh quyén truy cap nao dugc PPP ho trg.

L2TP (Layer 2 Tunneling Protocol) 1a san phdm cua su’ hgp tac gitra cac thanh vién PPTP Forum,
Cisco va IETF. Két hgp cac tinh nang ctia ca PPTP va L2F, L2TP cling ho trg day du IPSec. L2TP
6 thé dugc sir dung lam giao thirc Tunneling cho mang VPN diém-ndi-diém va VPN truy cap tir
xa. Trén thuc té, L2TP cd thé tao ra mét tunnel gitta may khach va router, NAS va router, router
va router. So v@i PPTP thi L2TP c6 nhiéu dac tinh manh va an toan han.



Qua trinh thiét 1ap m¢t mang khong day
Cap nhat luc 16h23' ngay 04/03/2009
Ban in

EXGiri cho ban be

IEPhan hoi

Xem thém: mang khong day, lan, wan
Brien M. Posey

Quan tri mang - Liuc nay chic han nhiéu ban trong s6 ching ta hén déu biét rang, chi
can mot laptop co hd tro truy cap mang khong day 1a ban co thé ngdi bat ctir & dau do
trong dia diém phu séng ciia mot diém truy cip khong day dé truy cap vao mang. Qua
thuc mang khong ddy di mang lai cho chiing ta rat nhiéu sy lia chon trong so s& ha tang
mang cta mot cong ty ndo d6. Qua trinh thiét 14p mot mang khong day vé cian ban s& nhu
thé nao? D6 chinh 13 chu dé trong bai ma ching t6i s& gi6i thiéu cho cac ban vé qué trinh
thiét 1ap mot mang khong day.

Phan cirng mang khong diy

Viéc thiét 1ap mot mang khong day ciing twong ty nhu viée thiét 1ap mot mang chay day.
Tuy nhién diém khéc bi¢t lon nhit ndm & phan ctng. Trong phan nay, ching t6i s¢ gidi
thiéu cho cac ban mot sd céac thiét bi thuong duoc st dung nhét va giai thich nhitng chirc
nang thuc hién cia ching.

Piém truy cip khong diy
Thanh phan trung tim cua hau hét cac mang khéng day 1a diém truy cap khéng day, vé

truomg hop nay ban c6 thé tham khao vé mé hinh 3Com ma chung t6i 14y vi du nhu trong
hinh A bén dudi.
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Hinh A: Piém truy cip khong diy 3Com

Diém truy cdp khong diy chinh 1 thiét bi két ndi mot mang khong day véi mot mang
chay day. Chung thyc hién chirc nang nhu mot hub cho cac may khach khong day. Diém
truy cap khong day ciing gdm c6 cong Ethernet chuan dung dé két nbi dén mang chay
day. Cong nay cho phép su truyén thong hai chiéu giita hai mang.

Mic du viéc sir dung diém truy cdp la phuong phap duogc sir dung nhidu nhit trong qua
trinh thiét 14p mot mang khong day, tuy nhién d6 khong phai 1a mot yéu ciu bét bude.
Ban c6 thé st dung card mang khong day voi hai ché do hoat dong: so so ha téng va ad
hoc. Khi hoat dong trong ché d6 ad hoc, card mang cé thé truyén thong voi nhau mot
cach truc tiép ma khong can dén diém truy cap. Tuy nhién st dung dlem truy cdp s€ lam
cho mang cia ban dé dang hon trong viéc quan ly, cho phep truyén thong véi mang
khong day va cho phép ban kiém soat tot hon vé van dé bao mat.

Gateway bang thong rong

C6 dén hang triéu bang tin khac nhau va cac mé hinh cua gateway bang thong rong cho
mang khong déy (cho vi du nhu trong hinh B) duoc cung cép trén thi truong voi rat nhiéu
tinh nang khac nhau. Mic du vdy ching van c¢6 mot s6 dic diém chung nhu: két ndi tryc
tiép v6i modem DSL hodc modem cap ciia ban va chia sé két ndi biang thong rong véi cac
may khach khong day thong qua mot diém truy cap khong day. Hau hét cac mé hinh ciing
déu c6 mot hub dinh kém c6 thé dung cho cac may khach chay day. Mot diéu thu vi nhat



vé cc gateway bang thong rong khong day 1a hau hét trong s6 chung déu cung cp céc
tinh nang chi available cho mot sb cac tap doan l6n véi mdt s6 nim nhat dinh. Nhin
chung, cac san phim nhu vdy thuong c6 gia tir 200$ dén 600$, phu thudc vao cac tinh
ning dugc cung cap trong chung.

Hinh B: M6t vi du vé gateway bang thong rong khong day
Card PCI khong day

Céc laptop thuong st dung card mé rong PCMCIA, trong khi d6 trén cac may tram
thuong thién veé sir dung card PCI hon. Mac du vay ca hai cach thirc thuc hién déu cho
phép hd tro card mang khong day. Hinh C bén dudi thé hién card mang PCI khong day
cta Linksys. Hinh D 1a mot card PCMCIA. Thanh phan mau den & cudi card 1a anten cua
card. Ca hai card déu hoat dong & cing mot toc do 11 Mbps, tuy nhién lai ding cho céac
kiéu may khac nhau.



Hinh D:

PCMCIA card

YTAS (5T




USB NIC khong day

Mot kiéu NIC khong dy khac d6 1a USB NIC. Piéu tha vi véi cac USB NIC d6 la chung
c6 thé lam viéc voi ca cac laptop va may tram. Céac ban c6 thé tham khao vi du vé USB
NIC khong day trong hinh E bén dudi.

Hinh E: USB NIC khong day

Cau Ethernet khong diy

Céu Ethernet khong day cung cap két ndi giita mang khong ddy va mang chay day voi
nhau. Trong khi diém truy cap khong day cho phép cac may khach khong day két ndi véi
cac mang chay diy (va nguoc lai), thi cAu Ethernet khong day lai cho phép cac thiét bi
chay day hoat dong trén mot mang khong day.

Cho vi dy, mét trong nhirmng may in laser c6 card JetDirect di kém co6 thé cho phép cim
tryc tiép vao mang. Trong trudng hop nay ban mudn lam viéc trén mang khong day
nhung khong c6 card khong day. Giai phap co thé thuc hién duoc & day la cam card
mang cua may in vao cong RJ-45 trén cau Ethernet khong day. O tinh hudng nay, may in
s€ duy tri dia chi IP cua nd v6i danh nghia mot cau ndi. Khi cac may khach can truy cap
vao may in, cac bang dinh tuyen s& hudng chung di qua diém truy cap khong day dé den
dugc cau khong day, sau do dén may in. Trong kich ban nay, ban dang sir dung cau
Ethernet khong day dé két ndi mot thiét bi riéng 1é vao mot mang khong day, tuy nhién



cling c6 thé két ndi ca mot doan mang nao d6 vao mang khong day thong qua cau nay.
Maic du vay, néu ban cé ké hoach két noi nhiéu thiet bi hdy st dung diém truy cép khong
day dé tiét kiém va hi¢u qua hon.

@\.
3COM  Ethernet Client
Bridge

Hinh F: Cau Ethernet khong day -
Chay day cho khong day

Thong thuong, khi ban tao mot mang khong day, ban s€ phai bét dau qua trinh bang cach
két nbi diém truy cip ctia minh vao mang chay day thong qua mot két ndi cap thong
thudng (khong phai cap dau chéo). Khi két ndi chay diy dén diém truy cap dugc thiét 1ap,
ban phai st dung mot trong nhitng may khach trén mang chay day dé cdu hinh diém truy
cap.

Cac van de ve giao dién web

Hau hét cac diém truy cap khong day déu co thé dugc ciu hinh théng qua giao dién web.
Céc khdi déu c6 may chu web di kém dé quan Iy mot site cau hinh web. Ciing tuong tu
nhu vay, cac khdi cling c6 may chu DHCP di kém dé c6 thé phan phdi dia chi IP dén cac
may khach khong day. Néu mang cta ban da c6 may chit DHCP r6i, khi 6 ban nén vo
hiéu héa may chit DHCP ctia diém truy cap khong ddy di nham ngin chin viéc loc cac
dia chi IP da dugc dang ky béi may chu DHCP khéc.

Viéc két ndi vao diém truy cap khong day duoc thyc hién hoan toan don gian, ban chi can
mé Internet Explorer, nhap vao dia chi IP ciia diém truy cap khong day. O thao tac nay,
ban can phai xem tai liéu di kém véi diém truy cap khong day dé xem xem dia chi IP nio
dugc st dung, tuy nhién dia chi thuong hay dugc st dung nhét van 1a 192.168.0.1. Ban



dau c6 thé s& hoi kho khin cho viée két ndi dén mot site cau hinh cta diém truy cap
khong day. Tuy nhién néu ban gip phai van dé ndao do, hdy kiém tra dé bao dam ring
Internet Explorer khong bi cdu hinh dé sir dung proxy server. Néu mang cua ban phu
thudc vao proxy server, khi d6 hiy bo sung thém mot dia chi IP cua diém truy cap khong
day vao bang dia chi noi by (LAT) cua proxy server, va ban co thé truy cap vao sie cau
hinh ma khéng can huy bo cai dat proxy client ciia may tram.

Ban ciing c6 thé bét gap 16i kiéu trong subnet. Cho vi du, néu mang cua ban st dung
subnet mask 1a 255.255.0.0 va diém truy cip khong day cua ban st dung subnet mask 1a
255.255.255.0, khi d6 mang cua ban s¢ khong thé truyén thong véi diém truy cap khong
day. Trong truong hop nay ban co thé xEp dat moi thtr vao mot subnet chung hoac cap
nhit cac bang dinh tuyén ctia minh nhim cung cip mot dudng dan logic dén diém truy
cap khong day.

C4u hinh

Khi ban d3 tao mot két ndi dén trang ciu hinh cua diém truy cap khong day, luc nay hay
bat dau qua trinh cia minh. Ban phai chon cac thiét 1ap ma minh muon st dung, sau do
ciu hinh cac may khach khong diy dé sir dung cac thiét 1ap gidng nhau. Qua trinh céu
hinh thyc sy cho mot diém truy cap khong ddy dién ra khac nhau phy thudc vao cac nha
san xudt thiét bi, tuy nhién cac thong tin co ban ma ban can phai cung cip hoan toan
gidng nhau. Trong cac phan bén dudi, ching t6i s& gidi thiéu cho cac ban vé cac thiét 1ap
khong day quan trong nay.

Vung dich vu LAN khong day

Vung dich vu LAN khong day hay van duoc goi la SSID, chinh 14 noi xdc minh mang
khong day. Thong thuong, ving dich vu LAN khong day déu dit tén bang vin ban. Cho
vi du, ban c6 thé dit tén cho ving dich vu LAN khong day ctia minh 13 “Mang khéng day
ciia Cong Ty A” ndao d6. Mot tén duy nhat nhu vy s& bao dam ring ban khong bi sir
dung nham lan SSID bén canh.

Tén khoi

Piém truy cap khong day co pham vi di 16n phuc vu cho hau hét cac vin phong nhé nao.
Mic du vay, trong cac toa nha 16n, mot diém truy cap khong day cé thé khong di dé cung
cap tat ca sy bao phu can thiét. Trong cac tinh hudng gidng nhu viy, can phai st dung
nhiéu diém truy cap khong day. Theo cach d6 cac card mang khong day hoat dong tuong
tu nhu dién thoai cell phone. Khi mét nguoi dung roaming mt toa nha bang mot laptop,
wireless NIC s¢& tim kiém cac diém truy cap co6 san hién dang dugc cung cap VOl tin h1eu
16n nhat va két ndi dén diém truy cap nay cho t6i khi tin hiéu dé tré thanh yéu va can
thay thé bang mot diém truy cap khac. Tén cta khdi chinh 1a phuong phap wireless NIC



sir dung dé phan dinh diém truy cip nao ma né dang truyén thong véi.
Kénh

Tuy cac diém truy cap khong day 802.11B lam viéc ¢ pham vi dai tan 2.4-GHz nhung
van co cac kénh khac nhau nam bén trong dai phd 2.4-GHz. Nhin chung thuong c¢6 9
kénh co san nhung mot s6 mod hinh cii hon chi ¢6 ba dén sau kénh. Viéc thiét 1ap mot
kénh khong day ciing don gian nhu viéc diéu chinh séng vo tuyén trong xe 6 to dé bat
dugc mdt tram phat song nao do.

Vay tai sao can c6 nhiéu kénh dén vay? Mot 1y do ¢ ddy 13 nham giap ban tim ra mot
kénh khong bi anh hudng bdi cac hé s6 moi truong. Cho vi dy, khi thiét 1ap sé kénh 1a 3,
dién thoai khong day s& anh hudng dén hiéu suat mang. Mot Iy do khac cho cac kénh nay
1a sy riéng tu. Hay hinh dung rang ban dang hoat dong trén kénh 6 nhung mot vin phong
bén canh ban ciing hoat dong cung v6i kénh d6. Thong thudng, né s& phat sinh van dé &
day trur khi ban chon st dung SSID mac dinh. Néu diéu do xdy ra, hai mang s€ xuyén
nhiéu 1an nhau.

Vi¢c st dung kénh khac nhau véi1 & bén canh nhau s€ cho ban mang lai hiéu suét tot hon.
Giéng nhu cap déng, mdi mot kénh c6 mot sb luong han ché bang thong nhét dinh.
Thong thuong, ban phai co dén khoang 64 may tinh trén mot kénh trude khi hi¢u suit bao
dong, nhung néu mot ‘may khach nao do dang su dung két ndi ning, thi nhimg suy bién
vé hiéu suét c6 thé xuét hién chi véi mot s may tinh online khac.

WEP

Wireless Encryption Protocol (WEP) 1a mot céng nghé ma hoa dé ngin chin mot ké thir
ba c6 thé xAm nhdp vao kénh ctia ban dé an cip cac goi dir liéu khi dang phat chung trén
khong khi, bén canh dé viéc sir dung ching cting cho phep ban tang dugc kha nang truy
cap vao cac thong tin nhdy cam. WEP c6 mot s6 hé s6 khac nhau: 40 bit (hién nay gan
nhu khong sur dung), 64 bit va 128 bit.

Viéc kich hoat WEP thuong 1a van dé chon giita ma hoa 64-bit hay 128-bit va sau do
chon mat khau cho WEP. Mat khau cho WEP phai la mot s6 hexa 13 ky tu ( cho 64 bit)
hodc 26 ky tu cho (128 bit). Y tudng & day la rang cac sd nay khong phai dung dé truyén
tai ma dung dé ma hoa vao cau hinh ciia diém truy cap va cau hinh may khach. Khi mot
may khach gui di mot thong bao dén diém truy cép, goi dit liéu s& duoc ma hoa bang
cach str dung mat khau WEP véi tu cach 1a key. Khi diém truy cdp nhan thong béo, né co
thé giai ma n6 vi di c6 sin key can thiét.



Cic ban phai @it IP tinh cho tit ca ciAc may tinh trong mang nha.
Mot may chii va toi da 9 may khach két ndi vao ma thoi.
Win XP
14 r
oA A A A
Thiét 1ap mang vo6 tuyén dang Ad-hoc
Guri vao 1/1/2008 - 5:08
Néu mudn ndi mang khéng day cho vai ba chiéc laptop trong nha thi viéc dau tién
ban nghi dén 1a gi? Chay ra ngoai hang mua 1 wireless router hay I WAP a, hay mua gap

1 bd modem PLC? Tir tlr, con c6 mot phwong an khac tiét kiém va hiéu qua hon rat nhiéu
day: Mang Ad-hoc.

' Wireless
- A compuber

|
_.'rl ) ]
._,_/ r.

Wireless
computar

Internet Modem

S& d6 nguyén Iy mang chia sé két ndi dang Ad-hoc

Y tuong cuia mang Ad-hoc (theo tiéng Anh c6 nghia 1a "vi muc dich") 1a xay dung
1 mang két n6i (chu yéu 1a vo tuyén) gilta cac thiét bi dau cudi ma khong can phai dung
cac tram thu phat goc (BS). Cac thiét bi dau cudi sé tu dong bt lién lac véi nhau dé hinh
thanh nén 1 mang két nbi tam thoi dung cho muc dich truyén tin gilta cac nit mang. Ad-
hoc dau tién dugc phat trién cho muc dich quan su, nhung do uu diém vé gi4 thanh va sy
linh dong, ngay nay, moi ngudi déu c6 thé duge st dung nd. Néu ban dang & chung
phong véi 1 nhoém ban sir dung laptop, dugc trang bi Windows XP va céc card giao tiép
vo tuyén theo chuan 802.11b vé6i duy nhat 1 duong LAN két ndi ra Internet thi mang Ad-
hoc 1a mot Iya chon phut hop nhét.

T6i da biét dén mang Ad-hoc tir kha lau, nhung chi sau khi diing mang nay ¢ nha
1 ngudi ban t61 mai thay that sy ngac nhién vé toc do va su don gidn, tiét kiém chi phi
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ctiia phuong phap nay. Toi mong rang bai viét nay s& gitip nhidu ngudi co thém 1 lwa
chon két noi khong day trong nha phu hop véi di€u kién cua minh.

Pit cau hinh cho may chii:

|_L. Wireless Netwark Connection Properties 0%]

Genaral | WWirsless Networes | sythenbcation | Adwanced
[] Use Windows to configure my wirsiess network settings

Aalable netwaorks

To connedt bo an avalable network:, dick Configure

1 oeakdady s
1 fastlare
i OB4dbd w Aelresh

Prefamad ratwarks

Automatcaly connect io avalable networlcs in the order isted

nelow
confesse
l.ok )| cancel |

- Pau tién ban hay bo hét nhitng diém truy cap khong day (WAP) ma may tinh
cua ban dang lién két dé dam bao no chi lam viéc duy nhit v6i mang Ad-hoc ma ching ta
dang thiét lap.

- Tiép theo, kich vao tab "Advanced", chon "Computer to computer (ad hoc) networks
only" va x6a lya chon "Automatically connect to non-preferred networks"

- Kich lai vao tab "Wireless Networks". Dudi phﬁn "Preferred Networks", kich "Add".
Trong phan hop thoai "Wireless Network Properties", dit tén mang Adhoc ctia minh vao
"Network name (SSID)". Nhé danh ddu chon "computer-to-computer network”.
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Network name (SSID): |aloha4321
Wiraless natwork key (WEP)
This network requres a key for the following:

[T Data encryption (WEP enabled)
[ Network Authentication (Shared mode)

ok J[ cence |

- Thiét 1ap "Wireless Equivalency Protocol (WEP)" chwa can phai lam ngay &
budc nay vi ta nén 1ap mang Ad-hoc chay tron tru trude khi ma hoa dir liéu. Sau nay,
quyét dinh c6 dung ma hoa dir li¢u hay khong phu thudc vao moéi truong. Trong da so6

truong hop, nén dung tinh nang nay.

[#] Use Windows 1o corfiguee my winsless network settings

Prefemad ratwarks:

;;‘luumalrcmwwm nretwarks in the crder isted
W

Gangral | Wirsless Networkcs | ashertication | Advanced |

Formlable retwarks
To cannect bo an avaiable network. dick Configune
1 0B4d6d - orfigure
1 bt
i heloword v

- Pé y dén dau x d6 bén canh tén mang. Khi c6 1 may khac trong viing phil song

va lién két v&1 may chu nay, dau x dé sé mat di.
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Pit ciu hinh cho may khach:

<4 Wireless Hetwork Connection Properties

General Wireless Metworks | Authenbication | Advanced

I'"I L Windowss 10 confiGuis miy wrala s neteork asibngs

HAvrailable nateois

T connect i am avalabie netson, dick Configus

i E’-—;f" B Conbgre
i barbes

-+ EEEIGI | | Ache

e
Pratesd rsharks

Automabcaly conmeciio available nelwarks in the ceder hebed
Estbra

A

Lasen shout saing up witkless natwark
!

- Khi ndm trong pham vi phu séng ctia may chu, trén may khach s& xuat hién tén
cua mang Ad-hoc ma may chu vira tao ra. Chon tén nay, kich "Configure". Vi chua thiét
1ap WEP nén kich ti€p vao "OK".

Chia sé két noi

Sau khi da thiét 1ap duoc 1 két ndi gitta may chii va may khéch, ta s& thiét lap cau
hinh chia sé két néi Internet.
- M¢ "Network Connections" trén may chu, (chon Start>Control Panel>Switch to classic
view>Network Connections).
- Chon két ndi internet dé chia sé, chon "Allow other network users to connect through
this computer's Internet connection” trong tab "Advanced".
- Néu chua c6 firewall, ban nén thiét lap "Internet Connection Firewall (ICF)" tai budc
nay.
- C6 thé tiy chon cho nhirng ngudi dung khac kiém soat hay thay doi két ndi nay.
Sau khi két thuc viéc thiét lap cau hinh cho ICS, cura s6 "Network Connection" s& xuét
hién trén may chu véi trang thai "shared" va "Enable". Trén cia s6 "Network
Connection" ciia may khach, két ndi nay s& hién thi Ia "Internet Gateway".
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- May khéch s€ nhan dugc 1 dia chi ip ndi bo dang 192.168.0.* tir DHCP ctia may
chu va dugc thong ra Internet.

Pit ciu hinh cho WEP:

~ Saukhida thiét 1ap thanh cong mang Ad-hoc, tré lai "Network Properties" dé
thiét 1ap cho WEP.
- Trén may cha, m¢ "Wireless Network Properties", chon "Data encryption (WEP
enabled)”.

-

Wireless Network Properties x|

Network: name (SSI0) alohad321
Wiraless network key (WEE)
This retwork requires a key for the following:
[#] Data encryption (WEP enabled)
[ Netwark Authertication (Shared made)
Netwaork key. Qlde?

Key format: \ASCllcharacters | w]
Key length: | 40 bits (5 characters)  [we]
Kay index: (advancad): |0 :

[[] The key is provided far me automatically

Nhu vy ban da hoan tat qué trinh thiét 1ap va chia sé két ndi internet bang chirc
nang thiét 1ap mang Ad-hoc cia Windows XP.

Anh Ngoc (theo microsoft.com)
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http://www.microsoft.com/windowsxp/using/networking/expert/bowman_02april08.mspx

Win vista
TAO MOT MANG WIRELESS AD HOC

Néu ban st dung mét mang wireless mot cach nhat quan, mot mang wireless
infrastructure hau nhu s& 1a sy lya chon tot nhat. Tuy nhién, d6i khi ban muén xay dung
mdt mang wireless trong chi mot thoi gian ngin sao cho hai hodc nhiéu may tinh c6 thé
giao tiép tam thoi hodc sao cho ban c6 thé chia sé¢ dé dang ndi két Internet ciia may tinh
voi mot may tinh khac — vi dy, khi mgt ngudi ban ghé tham vai laptop mang theo. Trong
trudong hop ndy, ban co thé tao mot mang wireless ad hoc (dic biét), nhu duge mo ta
trong bai duoi day, thay vi xay dung mdt mang wireless infrastructure.

Bwoc 1: Thém cdac adapter mang néu can thiét

Budc dau tién trong viée xay dung mang wireless ad hoc 1a thém mot adapter
mang wireless vao bat ctr mdt PC ndo ban mudn su dung trong mang va khong c6 mdt
adapter. Hau hét cac laptop gan day va hién tai c6 mot adapter mang wireless do do co
thé ba khong can thém mot adapter nay.

Buwoc 2: Hoach dinh mang Wireless

Mot khi mdi PC gia nhip mang c¢6 mot adapter mang wireless, ban co thé hoach
dinh mang. Viéc hoach dinh }Nléu nhu khong mat thoi gian, dac bi¢t néu mang gdm chi
mot bai PC nhu trong mang mau dugc minh hoa trong hinh sau:

N&i két
wireless

LAPTOP
KHACH

Server Router

Hay ghi nhé nhitng diém sau day:

= Pia diém: Hau hét cac adapter mang wireless khong quan 1y cac khoan
cach biang nhau ma cac wirelwss access point phu song, do do ban s€ dat dugc
hau nhu cac két qua nhat quan — va cac toc do truyén dir lidu cao hon — néu cac
PC nidm trong khoan cach cua nhau va khong c6 vat cang trén duong. Nghia la
cac tin hiéu wireless truyén t01 da qua cac san nha va tran nha — thuong t6t hon
c4c Véach tudng nhét 1a cac vét ran day va hdc.
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= Phwong phap mi héa: Tit ca cac PC phai sir dung cing mot loai ma

hoéa — vi du, WPA hodc WEP.
Ghi chu

Windows XP gidi han chi siz dung WEP cho cac mang ad hoc, vi vdy néu mang
ciia ban sé gom hgt hogc nhiéu PC chay trén Windows XP, ban sé khong thé thuc
thi sy an ninh chat ché - nhung WEP sé ddy du cho vi¢ge s dung tam thoi. Néu
tat ca PC chay Windows Vista, ban co thé siz dung WPA — nhung mot S0 nguoi
thdy rang WPA gay ra su co véi cac mang ad hoc ca phdi quay tré vé WEB.

= Chia sé cac nguon tai nguyén. Bit ky mot PC von 14 mot ngudn tai

nguyén chia s¢ v&i nhitng PC khéc can truy cap cac nguong tai nguyén do.

Bwoc 3: Them cac PC vao mang

Thiét lap mot mang wireless hau nhu 1a mot vin dé cho tit ca PC t}}am gia mang
st dung cung mot tén mang (SSID) va cung mot phuong phap ma hoéa. Phan nay hudng
da cach thiét 1ap mang trong Windows Vista.

Thiét lip PC dau tién trén mang Wireless

Khi ban thiét lap PC dau tién két ndi vai mang, ban dang tao ra mang. Lam theo
cac budc sau day:

1. Chon Start > Connect To. Windows khoi dong Connect To A Network
Wizard, vn hién thi mang hinh Select A Network To Connect To. Man hinh
nay liét ké cac mang c6 san, néu co.

2. Nhip link Set Up A Connection Or Network ¢ goc trai phia dudi dé hién thi
man hinh Choose A Connection Option.

Chon muc Set Up A Wireless Ad Hoc (Computer-To-Computer).

4. Nhap nit Next dé hién thi man hinh Set Up A Wireless Ad HocNetwork, vn
trinh bai thong tin vé cac mang ad hoc.

Ghi cha

Man hinh Set Up A Wireless A Ad Hoc Network khan dinh cac méy tinh va thiét
bi trong c&c mang ad hoc “phdi nam trong pham vi 30 feet cia nhau”. Péu nay
khong hodn toan ding. Trir khi c6 cdc vach tuong hodc san nha day trén duong,
ban cé thé dat dwoc nhieng khodn cac lén hon néu can thiet.

5. Nhép nat Next dé hién thi man hinh Give Your Network A Name And Choose
Security Options, dugc minh hga & dudi day vai cac xac 1ap dugce chon:

6. Trong hop text Network Name, g tén ma ban mudn sir dung cho mang.

7. Trong danh sach s xudng Security Type, chon loai an ninh ma ban muén:

= No Authemtication (Open). Xéc 1ap nay cho bat ky may tinh trong
pham vi phu song két ndi véi mang ma khong tu xac thyc. Xac lap nay
khong bao gio 1a mot tuy y hay.

HOC NANG CAP MAY VI TINH (PC) NXB HONG bUC



* Web. Xdc lap nay su dung Wired Equivalent Privacy, von cung cAp sir
dung tuong d6i. St dung WEP néu ban can két noi cac PC Windows
XP véi mang.

=  WAP2-Personal. Xé4c 1ap nay sir dung Wi-Fi Portected Access, von
cung cap su bao mat tot. st dung WEP2-Personal néu tat ca PC s& ket
noi véi mang chay Windows Vista.

8. Trong hop thoai text Security Key/Passphrase, gé nhap password cho mang,
bao dam ban tuan tha theo cac quy tic dugc liét ké ké tiép cho loai an ninh ma
ban dd chon & budc 7. Chon hop kiém Display Characters néu ban mudn chic
chin vé nhiing gi ban dang gd nhap va tu tin khong ai theo ddi ban.

= WEP. Ma hoéa phai 1a 5 ky tu ASCII (binh thuong) hoac 13 ky tu
ASCII — vi dy, wire0 hodc wlrelessnet99. Mot ma hoéa 5 ky tu cung

cap sy mi hoa 40 bit, va mot ma hoa 13 ky tu cung cAp su mi hoa 104
bit.

Ghi chu

Hodc, ban c6 thé nhdp key WEP duéi dang 10 Ky tu thdp luc phdn (@é tao sir ma

hoa 40 bit) hoac 24 ky tu thap luc phdn (dé tao s ma hoa 104 bit).

= WAP2-Personal. Ban c6 thé sir dingj mot password gdm 8-63 ky tur
ASCII hoac 64 ky tu thap luc phan.

9. Chon hop kiém tra Save This Network néu ban mudn Wondows luu mang nay
déq st dung sau nay. Néu ban du dinh mang chi sit dung chi mét lan, dé hop
ki€ém nay huy chon.

10. Nhép nut Next. Wingiows thié:[ lap mang ~Ve‘l sau d(:) hién thi moét man hinh
(dugc minh hoa ke ti€p) cho biét mang da san sang dé st dung.

11. Néu ban mudn chia sé két ndi Internet ciia PC ndy thong qua mang wireless,
hiy nhip nat Turn On Internet Connection Shareing, di qua User Account
Control cho chuong trinh Adhoc Wireless Network (trir khi ban da tit User
Control), va tién hanh cac budc con lai trong danh sach nay. Néu ban khong
chia sé két ndi Internet nhip nit Close, va bo qua cac bude con lai.

12. Wizard hién thi man hinh Select The Internet Connection Uou Want To Share.

13. Trong danh sach x0 Xuéng Available, chon ndi két Internet, va sau d6 nhép
nat Next. Wizard thiét 1ap viéc chia sé va sau d6 hién thi man hinh Internet
Connection Sharing Is Enable.

14. Nhap nut Close dé dong Wizard.

Béy gio mang wireless ad hoc dugc thiét lap, va nhitng PC khéc c6 thé két ndi
vao no.

Thém mot PC mdoi vao mot mang wireless hién co

Mot khi ban d3 thiét 1ap mot PC cung cép mang wireless, ban c6 thé két ndi thém
cac PC v&1 mang bang cach sir dung mot k¥ thuat khac. Lam theo cac budce sau:

HOC NANG CAP MAY VI TINH (PC) NXB HONG bUC



1. Chon Start > Connect To. Windows khéi dong Connect To A Network Wizar,
von hién thi man hinh Select A Network To Connect To. Man hinh nay li¢t ké
cac mang c san.

Tha thuat

Biéu tiwong ¢ dau bén trai hang cia méi mang cho thay logi mang. Biéu nrong
cho mét mang ad hoc cho thdy ba mdy tinh dwoc lién két lgi véi nhau. Néu danh
sach mang bao gom nhiéu logi mang, chon Wireless trong danh sach xé xuong
Show dé 1am cho danh sach hién th; cac mang wireless.

2. Nhap mang ma mudn két ndi, va nhap nat Connect. Wizard hién thi man hinh
Type The Network Security Key Or Passpharse dugc minh hoa ¢ day.

3. G0 nhap key mang trong hop text Security Key Or Passphrase. Néu khong cd
nguoi noa chon qua vai ban, ban c6 thé chon hop kiém Display Character dé
bo qua cac dau cham ma Wizard hién thi theo mac dinh (vi an ninh cua ban).

4. Nhap nat Connect. Wizard két ndi PC véi mang, sau d6 hién thi man hinh
Successfully Connected.

5. Néu ban mudn sir dung dé& ding mang niy trong tuong lai, chon hop kiém
Save This Network. Tuy nhién, do61 voiwscacs mang ad hoc tam thoi, c6 1€
ban muon hdp chon nay dugc huy chon.

6. Nhap nut Close dé dong wizard. Bay gio PC dugc két ndi voi mang.

Buwoc 4: Ngd’t két ndi mot PC véi mang Wireeless

Khi ban muon ngan mét PC tré thanh mot mang cua wireless, ngat néi ket PC voi
mang do.

D¢ ngat ndi két, nhap phai vao bi€u tugng Network Connection trong vung thong
bao, nhaaos hodc bat sang muc Disconnect From trén menu ngir canh, sau d6 nhap tén
cua mang trén menu con. Windows s€ ngat noi két vdi mang.

Buoc 5: Tit mang Ad Hoc

Khi ban di thdy xong mang wireless, ban ¢ thé tit no bang cach ngit ndi két tat
ca cac PC trén no, nhu duoc thao luan & phén trudc.

Nhu ban di thdy truée d6 trong bai niy, Windows Vista cho ban quyét dinh c6
nén luu mang dé sir dung sau nay hay khong. Miém 1a ban khong chon hop kiém Save
This Network trong khi thiét lap mang, Windows Vista tu dong loai bo chi tiét cua mang
khi ban ngit ndi két PC véi mang.

HOC NANG CAP MAY VI TINH (PC) NXB HONG bUC



Cac tinh toan cin ban dé thiét 1Ap mang
Wireless Lan

15

Cac tinh toan co’ ban dé thiét lap mang wireless LAN

Cac bwéc co ban dé thiét 1ap mot mang wireless LAN

Buwéc 1: Dit ké hoach (Khao sat mang)

Bwéc nay dwa vao nhu cau cla khach hang ching toi sé tim hiéu va di dén quyét dinh tw van
cho khach hang. Buwédc nay phai tra 160 cac cau héi dudi day.

Diéu gi khién cho ban quyét dinh trién khai mang khéng day?

Néu trién khai mang khoéng day thi ban sé trién khai theo mé hinh nao duéi day:

M6 hinh Adhoc (Peer to Peer): mé hinh nay thich hop véi mang nhé sé lwong vai may tinh,
khéng can diém truy nhap Access Point, chi cdn may tinh cé card khong day 1a cé thé chia sé tai
nguyén.

M6 hinh Infrastructure: Mé hinh nay ap dung cho hé thdng vira va Ién. Yéu ciu cé diém truy cap

Access Point (hodc Gateway Access Point). Md hinh nay vira cé thé |a khéng day hoan toan, vira
c6 thé la dung chung vé&i hé théng mang co day.

Tan sé str dung cho cac thiét bi mang khéng day nhw Acccess Point, desktop, laptop, PDA 1 dai

tan nao?

Bao nhiéu User c6 thé s dung mot Access Point (hodc Gateway AP)

Téng sb thiét bi dung mang khéng day nhw PC, laptop, PDA, Printer Server...dung mang khéng

day la bao nhiéu. .
Tt do6 tinh dwgc sO Access Point (Gateway AP)can dung

Bwéc 2: Chon loai thiét bi mang khéng day

Chon Card mang khéng day: USB, PCI, PCI CIA...
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Chon Access Point (hodc Gateway AP): téc d6 theo chuan nao, co cac tinh néng gi, chang han
nhw DHCP, loc MAC, ban kinh phl séng, tinh security..., (néu |a Gateway AP thi ¢6 tinh néng gi,
chang han nhw DHCP, NAT, VPN...).

Buwéc 3: Trién khai mang

Cai dat va két nbi cac Access Point (hodc Gateway Access Point ) vao mang

Cai dat card mang khoéng day sau do két néi vao hé théng mang

Bwéc 4: Trién khai an ninh mang

Ap dung cic bién phap an ninh mang khong diy nhu

Dung ma hoa WEP Key
Ma hoa Shared Key

Ma hoa WPA - PSK )

Ma hoa WPA (Wireless Proteccted Access) dung két hgp Radius Server nhén thyc va ma hoa
ngudi dung

Cac yéu t6 anh hwéng dén qua trinh truyén séng

Dwéi day la so d6 qua trinh truyén song tir phia phat dén phia thu, cac yéu té anh hwéng
déen qua trinh truyén séng

Co6ng suét dau ra thiét bi phat. Yéu t6 nay phu thudc vao Access point (AP), chudn AP, toc do

truyén dan cla AP. Cac thong sb nay thuwdng di kém véi tai liéu thuyét minh vé sadn pham.

Tén hao tin hiéu trén cap phia phéat. Tuy tirng loai cap dai hay ngan, khi san xuét thuwéng ghi sén

dd suy hao cua loai cap nay.

Khuéch dai tin hiéu trén angten phia phat. Yéu té nay phu thudc vao tirng loai Angten va khi san

xuét thwéng ghi s&n d6 khuéch dai

Tén hao tin hiéu trén dwéong truyén tir phia phat téi phia thu. Théng sé nay cé cong thirc dé tinh
toan (32,4 + 20 log F (Mhz) + 20log R (km))

Khuéch dai tin hiéu trén Angten thu



Ton hao tin hiéu trén cap phia thu ] ] ’
Do nhay cla thiét bi phia thu: B6 nhay cua thiét bj phia thu do cong nghé san xuat san pham,
thong sO nay cang nho thi cang

Tx Antenna Rx Antenna

Gain Gain
\S\ Clear Line of Sight ’g
) B s— e

No Freznel Zone Encrochment

TxCable |< Distancs -] Rx Cable

Loss Loss
Tx Power Rx Signal ‘.§
Level \\,\
Transmitter or Receiver or
Amplifier Amplifier

tét.
So db qua trinh truyén séng tir bén phat dén bén thu

Mt s6 bai toan cu thé trong mé hinh két n6i mang LAN to LAN & ché d bridge
Bai toan 1

Dung Wap-4000 ’téc (jﬁ 54Mbps cua PLANET, angten Yagi 20dBi, tinh toan khoang
cach toi da khi két noi 2 mang Lan giira 2 toa nha

Wap-4000 hoat dong & dai tn 2,4GHz (= 2400MHz) , v&i téc d6 54Mbps thi d6 nhay thu 1a:
68dBi (thong sb nay tuy vao toc do truyén), cong suat dau ra la 13dBi

Cong thire tinh suy hao khoang cach = 32,4 + 20logF(MHz) + 20logR(km) = 32,4 + 20log2400 +
20logR =100 + 20logR

Tdn hao trén cap phia phat la: -3,5dBi

Khuéch dai trén angten thu la 20dBi (Angten Yagi 20dBi)

Thoéng sb EIRP 1a théng sb tdng cong dé tinh toan bai toan cé dat yéu cau khong, théng thueng
EIRP > = 53 tét. O day ta l4y bang 5

Tét ca cac thong s6 nay duoc tinh toan nhw bang dwéi day . Bang nay ap dung cho tat ca cac

trwdrng hop tinh toan lién quan dén angten trong mé hinh LAN to LAN (Bridge)

Cong suat dau ra phia phat 13

Tdn hao trén cap phia phat -3,5

Khuéch dai tin hiéu trén angten phat 20

Suy hao tin hiéu trén dwéng truyén ( suy hao khodng céch ) -(100 + 20logR)
Khuéch dai trén angten thu 20

Tdn hao trén cap phia thu -3,5

D& nhay thiét bj thu - (-68)




| EIRP (Effective Isotropic Radiated Power) IB

Cong tat ca cac thong sbé trong bang trén dé tinh dwoc R

EIRP =5 = 13-7+40+68- ( 100+20logR ) => R = 2,81km .

Nhw vay khi dung Wap-4000 téc d6 54Mbps , angten 20dBi thi khoang céach truyén téi da duoc
2,81km.

Chu y : xem thém So db qué trinh truyén séng ttr phia phat dén phia thu dé hiéu ré hon vé cac
théng sé6 trong bang da tinh & trén dong thoi phai xem thém théng sé ky thuét cda san phdm dé

biét cac théng sb vé cong suét phat, d6 nhay thu, tén hao tin hiéu trén cép...

Bai toan 2

Yéu cau vé tbc do va khodng cach. Gia st yéu cau téc d6 mang khong day phai dat dwoc 1a 36
Mb/s, khodng cach truyén 1a 10, thiét bi nao ctia PLANET dap (rng dwoc yéu cau nay?

Gia st chon thiét bj Ia Wap 4000, angten dinh huwéng Yagi c6 dd khuéch dai 20 dBi. Dwa vao bai
toan 1 ta sé tinh tat ca cac thong sb sau dé cong lai ta dwoc tbng 1a EIRP, EIRP nay phai > =5
néu khong thoa man ta sé phai chon thiét bj khac.

Cong thire tinh suy hao khoang cach = 32,4 + 20logF(Mhz) + 20logR(km) = 32,4 + 20log2400 +
20log10 = 120dBi

Xem thong sb ctia Access Point Wap-4000 néu truyén & téc do 36Mbps thi cong suét phat 1a
15dBi, d6 nhay thu la; -76dBi

Co6ng suat dau ra phia phat 15
Ton hao trén cap phia phat -3,5
Khuéch dai tin hiéu trén angten phat 20
Suy hao tin hiéu trén duwdng truyén (suy hao khodng cach) -(120)
Khuéch dai trén angten thu 20
Ton hao trén cap phia thu -3,5
D6 nhay thiét bj thu ~(-76)
EIRP (Effective Isotropic Radiated Power) ?

Cong tat ca cac thong sbé trong bang ta dwoc EIRP = 4 khdng thoa man. Nhw vay ta c6 thé tang
dd khuéch dai Angten hoac la thay ddi Access Point c6 d6 nhay thu va cong suat phat cao hon.
O truong hop nay ta cé thé thay angten

Giai phap thiét ké mang LAN s dung thiét bi VDSL

Phan 1

1. Hién trang .

Gia sir mét cd quan c6 2 toa nha cach nhau khong qua 1.5 km. Tai mai toa nha hién
da c6 cac mang LAN noi bo.

yéu cau dat ra la: két n6i mang gilra 2 toa nha nay vdi chi phi thap va téc d6 truyén
dat 10Mbps.

Trudng hgp dat ra trong tudng lai Ia cd quan nay cé thé md réng céac chi nhanh va
yéu cau két n6i mang cua toan cd quan vdéi chi phi thap va téc d6 chdp nhan 10Mbps.



2. Giai phap két noi

Thdng thudng, theo nguyén ly thiét k€ hé théng mang thi viéc két néi gitra hai diém
cach xa nhau (1.5 km) nhu trén chl]ng ta phéi dung cadp quang dé dam bao du’(jng
truyén. Tuy nhién, viéc sur dung cap quang cling kha tén kém ma nhu yéu cau dat ra
thi t&c do truyén dan khong can cao 18m chi da dé truyen dan cac thong tin théng
thudng. Do dé, giai phdp st dung dudng dién thoai dé€ két néi la mét gidi phap kha
hoan hao trong truéng hgp nay

2.1. Gidi phap két n6i gitta 2 diém

- SUr dung day dién thoai thong thudng (loai di ngoai trdi) dé két ndi gilra 2 toa nha
- Tai toa nha trung tam (vén phong cdng ty chdng han) ta dat 1 thiét bi VDSL master
va tai chi nhanh ta dat mot thiét bi VDSL Slaver. Day dién thoai sé dugc két ndi vao
2 thiét bi nay th6ng qua hop dau day dién thoai va thiét bi ch6ng sét lan truyén trén
dudng day (cé thé sUr dung thiét bi chéng sét cua APC) vao céng cb ky hiéu VDSL

- May tinh trong moi toa nha sé dudc két ndi vao thiét bi VDSL (théng thu‘dng moi
thiét bi VDSL c6 04 cong RJ45 cho phep két ndi dudc 4 may tinh) hodc cd thé két ndi
Hub/Switch cé san tai mdi tod nha vao thiét bi.

- Sau khi dau n6i nhu trén mang LAN noi b6 clia cac toa nha sé dudc két ndi véi
nhau vdi téc do khoang 10 Mbps ma khong phai cai thém bat cr phan mém hay
driver nao. T6c d6 mang LAN hién tai s&€ khéng phu thudc vao két n6i VDSL, néu _
mang LAN cii cGa cac toa nha cé toc d6 10Mbps hay 10/100Mbps thi toc do nay van
dugc gilt nguyén trong mang LAN mdi nay.

Giai phap thiét ké mang LAN s dung thiét bi VDSL

Phan 1

1. Hién trang 3

Gia sir mot ca quan co 2 toa nha cach nhau khong qua 1.5 km. Tai moi toa nha hién
da c6 cac mang LAN ndi bo.

yéu cau dat ra la: két n6i mang gilra 2 toa nha nay vdi chi phi thap va toc do truyén
dat 10Mbps.

Trudng hop dat ra trong tuong lai 1a cd quan nay cé thé ma réng cac chi nhanh va
yéu cau két n6i mang cla toan co quan vdi chi phi thdp va téc d6 chap nhan 10Mbps.
2. Giai phap két noi

Thoéng thudng, theo nguyén ly thiét ké hé théng mang thi viéc két néi gitra hai diém
cach xa nhau (1.5 km) nhu trén chiing ta phai dung cdp quang dé dam bao dudng
truyén. Tuy nhién, viéc sir dung cap quang cling kha t6n kém ma nhu yéu cau dat ra
thi tdc dd truyén dan khdng can cao 18m chi dU dé truyén dan cac théng tin théng
thudng. Do dd, giai phap sir dung dudng dién thoai dé ké&t ndi 1a mot giai phap kha
hoan hao trong trudng hgp nay

2.1. Gidi phdp két néi giira 2 diém

- SUr dung day dién thoai thdng thudng (loai di ngoai trdi) dé két ndi gilra 2 toa nha

- Tai toa nha trung tdm (van phong cdng ty chdng han) ta dat 1 thiét bi VDSL master
va tai chi nhanh ta dat mot thiét bji VDSL Slaver. Day dién thoai sé dugc két ndi vao
2 thiét bi nay thong qua hop dau day dién thoai va thiét bi chGng sét lan truyén trén
dudng day (c6 thé str dung thiét bj ch8ng sét cia APC) vao cdng c6 ky hiéu VDSL

- May tinh trong moi toa nha sé dudc két ndéi vao thiét bi VDSL (théng thuGng moi
thiét bi VDSL c6 04 c6ng R145 cho phép két ndi dudc 4 mdy tinh) hodc cé thé két néi
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Hub/Switch cé san tai mdi toa nha vao thiét bi.

- Sau khi dau n6i nhu trén mang LAN néi b6 clia cac toa nha sé dudc két néi véi
nhau véi téc do khoang 10 Mbps ma khoéng phai cai thém bat cr phan mém hay
driver nao. Téc d6 mang LAN hién tai s& khong phu thuéc vao két néi VDSL, néu
mang LAN cii clia cac toa nha co téc d6 10Mbps hay 10/100Mbps thi téc do nay van
dugc gilt nguyén trong mang LAN mdi nay.

Giai phap thiét ké VDSL (phan tiép theo)

2.2. Giai phap thiét ké VDSL cho nhiéu diém

Trong trudng hop két n6i mang cho 1 céng ty vdi 4 toa nha A,B,C,D chang han thi ta
can phai chon moét toa nha lam trung tam va phudng an két néi sé nhu sau:

- Phuong &n 1: Tai diém trung tdm s& s dung mot thiét bj Multiport Master VDSL
(da cdng VDSL vdi 12 céng master) va néi véi 3 diém con lai theo cach thlic nhu d3
ndi & phan 1. Tai cac diém khdng phai |a trung tdm bat budc phai st dung thiét bi
Slaver VDSL

- Phuong &n 2: Tai diém trung tdm sé s dung 3 thiét bj Master VDSL don c6ng két
nGi vai 3 thiét bi Slaver VDSL tai 3 diém con lai. Cac thiét bi Master VDSL tai trung
tam bat budc phai dudc n6i tdng vdi nhau dé dam bao théng mang.

Trudng hop cu thé vé khoang cach khi két ndi:

Gia sU, sau khi chon diém B la trung tdm mang ma khoang cach két néi tir diém C tdi
diém B 18n hon 1.5 km (t{rc 1a I18n hon khoang cach cho phép cla thiét bi) trong khi
khoang céch tir C t&i D va tir D dén B nhé hon 1.5 km thi ta cé thé thuc hién két néi
tur C téi B thong qua D. Trudc hét thiét 1ap két n6i VDSL gilta C - D va D - B dam béo
dudc mang thdng gitta CD va DB sau d6 d&u néi tdng thiét bj VDSL tai diém D, khi d6
mang gitta 3 diém B,C,D sé& thdng nhau.

PHAN II
Mo hinh két n6i mang VDSL thi 2

Trong phéan trudc ching ta d& tim hiéu cach két ndi mang LAN s dung cdng nghé
VDSL va dudng cd sdn. Van dé dt ra & trudng hop th 2 nay 1a néu tai cac
diém cé sdn mang dién thoai ndi bd hay mudn ndi 1 dién thoai ndi bd ti chi nhanh
tdi trung tdm thi ta phai [am nhu thé nao. Phudng an két néi cé thé dudc thuyét
minh moét cach don gian nhu sau:

- Mua mot cdp thiét bi VDSL (01 M &amp; 01 S), 02 thi€t bi chGng sét lan truyén qua
dudng dién thoai, 02 hop dau day dién thoai

- Thuc hién cac budc ddu ndi nhu sau:

+ Théo dau day gan vao dién thoai d&€ gan vao cdng VDSL cla thiét bi VDSL Slaver
+ Gan dién thoai vao céng Phone cua cua thiét bi VDSL Slaver

+ Théo dau day gdn vao téng dai dé gén sang cong VDSL trén thiét bi Master VDSL
+ Dau ra cla tong dai dugc gén téi cdng Phone cla thiét bj VDSL Master

- BDdu n6i may tinh vao thiét bi VDSL hodc dau ndi tang véi Hub/sw c6 san

- Sau khi d&u néi nhu trén hai mang LAN (mot tai trung tdm va mot tai diém cua 01
may dién

thoai 1& trong hé théng téng dai ndi bd) s& két ndi dudc vai nhau tdc dd khoang
10MBps ma khoéng can phai cai dat thém phan mém hay driver nao ca (téc do trong
moi mang LAN khéng bi phu thudc vao két néi VDSL, néu mang LAN cii c6 téc do
10MBps hay 10/100MBps thi t6c d6 nay van dugc gilf nguyén trong néi b6 mang LAN
nay), hé théng nay khéng anh hudng dén viéc goi dién thoai cta tat ca cac may dién
thoai trong toan bd hé théng mang dién thoai téng dai ndi bd cling nhu két ndi ra
bén ngoai do mang dién thoai thdng thudng sir dung phé tan s8 0~4KHz con VDSL
s dung dai phd tan sb tir 25KHz dén 30MHz.

Giai phap VDSL cho két néi nhiéu diém:
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-Trong trudng hop két ndi nhiéu diém, thi diém dat tdng dai dién thoai la diém trung
tam. Luc

nay c6 02 phudng an két noi:

o Tai diém trung tdm nay sé s dung 01 thiét bi Multiport Master VDSL (da c6ng
Master

VDSL gbébm 12 c6ng master VDSL) va ndi véi cac di€m con lai cling theo cach thic
nhu trén, tai cdc diém khdng phai |a trung tdm bat budc phai s dung thiét bi Slave
VDSL. Thiét bj Master VDSL da c6ng c6 04 c6ng mang 10/100Mbps nén cd thé két
nGi truc ti€p 04 may tinh vao thiét bi nay hoac ndi tang thiét bi véi HUB hoac Switch
tai trung tdm d€ ma rong mang, tai cac diém dung thiét bi Slave VDSL ciling ¢ thé
két ndi truc ti€p may tinh vao cdng mang 10/100MBps cua thiét bi hodc d&u néi ting
vGi HUB

hodc Switch d&€ md& réng mang.

o Tai diém trung tdm s& s dung cac thiét bj Master VDSL don c6ng ndi vdi cac thiét
bi Slave VDSL & cac diém con lai. Cac thiét bj Master VDSL tai trung tdm bt budc
phai ndi tAng v3&i nhau dé két ndi toan bd mang.

-Viéc dau n6i cap tudng tu nhu da trinh bay & phan trén cho tirng cap, viéc lua chon
phuong an st dung Multiport Master VDSL hay nhiéu Master VDSL don cong tai trung
tam la tuy theo kinh phi va cac yéu cau mad rong cua hé théng.

- Viéc d&u ndi cho nhiéu diém cling hoan toan khéng anh hudng dén céac tinh néng
clia hé théng téng dai ndi bd.

- Trong trudng hop hé théng tdng dai ndi bd da cé hé théng chdng sét thi nén khao
sat cu thé dé dua ra phudng an chdng sét cho ca hai hé théng, trong trudng hap
chua cé can xay dung nhu trong hinh vé minh hoa dudi day.

Ban c6 thé thiét k& cho minh mang khong day don gian, dé chia sé truy c@p Internet, tap tin , may in... Ban
c6 thé lwst Net trong khi ban dang trong san, hay ngoai vuon... Dé thiét 1ap mét mang may tinh khong day
kha don gian, ban chi can thyc hién qua 4 buwéc sau:

Lwa chon thiét bi:

Két ndi cac router khong day

Thiét lap c4u hinh router khéng day
két néi cac may tinh

Bl N

Déi voi ngudi str dung Windows XP, ban Windows XP SP2 cho phép thiét lap mang dé dang hon, khéng
nhirng thé ban SP2 con giup ban chong lai hacker, sau, va nhirng k& xam nhap mang khéng day.

@ VUL Ll
Intemet Modem Wireless

router / %

Desktop

M6 hinh mang khong day cho gia dinh

Buwéc 1: Lwa chon thiét bj khéng day



Trudc hét, ban can phai co cac thiét bi phat séng khong day. Néu ban dang tim kiém céc san pham trong
céac clra hang, ho&c trén Internet, ban can chu y téi cac thiét bj hd trg 3 cong nghé khong day phd bién hién
nay: 802.11a, 802.11b, 802.11g. Tuy nhién, chuén 802.11g dwoc khuyén khich st dung béi né cho phép
dem lai hiéu n&ng cao nhét va twong thich véi hdu hét cac san pham khac.

Cac thiét bi cAn mua gom:

Két néi Internet béng théng rong

Router khong day

Cac may tinh da tich hop céc thiét bi két néi khong day, hodc ban phai mua thém cac card mang
khéng day.

Router khdng day

Router chuyén déi cac tin hiéu dén t két ndi Internet thanh cac két néi khong day broadcast, twong tw nhw
tram phat song cla thiét bj dién thoai khdng day. Ban cling chu y 1a phai mua router khéng day, chtr khdng
phai la cac diém truy cap khong day ( wireless access point).

Cac card mang khong day

Card mang khdng day két ndi may tinh ctia ban t&i cac router khdng day. Néu ban cé laptop méi, rat co thé
may tinh ctia ban da cé san card mang khéng day tich hop. Trong trwdng hop khéc, ban can phai mua card
mang khong day. Néu ban can mua card mang khéng day cho may dé ban, ban nén mua loai USB. Néu
ban dang st dung may tinh xach tay, ban hay mua loai PC card.

Chu y: Dé tao két ndi dé dang, ban can chon card mang khéng day cuing voi hang san xuét router khdng
day. Vi du: Ban sé thay router cta Linksys c6 gia tét, ban sé& chon luén card mang cla Linksys. D& mua s&m
dwoc dé dang hon ban nén mua ca bo tir D-Link, Netgear, Linksys, Microsoft,..Néu ban st dung may tinh
d& ban thi ban phai chic chén Ia minh da c6 s&n céng USB. Néu khong c6 cdng USB thi ban phai mua
thém card cam thém céng USB.

Buwérc 2. Két néi téi router khéng day

Ban nén tam ngat két ndi vao Internet. Trudc hét, can phai xac dinh ban dang st dung modem cap hozc
DSL modem, r6i rut phich cam dién ra (hoac tat nguon dién).

Sau d6, ban két ndi router khéng day cia ban vao modem. Modem clia ban phai chac chan sé& lam viéc tét
(van truy cap dwoc vao Internet). Sau do, khi moi thir da hoan thanh, may tinh ctia ban sé& két n6i khong day
t&i router, va router sé két ndi Internet qua modem.

Sau day la budc két nbi router t&i modem:

Chu y: Cac huwéng dan bén dudi duoc st dung cho router Linksys.
Néu ban st dung loai modem khac thi ban hay doc ki tai liéu hudng
dan di kém véi thiét bi ctia ban.

B Néu ban dang c6 may tinh két néi truc tiép vao modem:
ban can phai bé dau cam cap mang dang sau may tinh cta
ban, va cdm né vao cong c6 nhan la Internet, WAN, hoac
WLAN & dang sau router khong day clia ban.

B Néu ban khéng cé may tinh dang két néi vao internet:
Hay c&m mét dau cam cap mang vao trong modem, va dau
cap mang con lai thi két néi vao céng Internet, WAN, hoac
WLAN & trong router khéng day.

B Néu ban c6 may tinh dang dwoc két néi téi router: Ban
hay g& bd dau két ndi mang & cong Internet, WAN, hodc
WLAN trong router cii, va cdm dau cdm nay vao cong Céc cbng ctia Router khong day
Internet, WAN, hoac WLAN cua router m&i. Va sau do, dwa




tat c& cac dau cdm cap mang tir cac cong clia router cii sang cong két ndi cia router mai. Ban sé
khong can router cli nira b&i router méi sé thay thé cong viéc.

3 Tiép d6, sau khi da két ndi vat ly xong, ban hay bat modem cap hoac
DSL modem cla ban. Doi vai phut dé thiét bi co thoi gian két néi
Internet, va sau do ban hay mé router khéng day [én. M6t vai phut
sau dén & phan Internet, WAN, or WLAN & trong router khéng day
sé& sang, diéu do chirng t6 ban da két ndi thanh cong.

Buwéc 3: Cau hinh router khéng déy

Dén tin hiéu cong Internet

Hay st dung moét cap mang di kém v&i router khdng day cla ban, ban can tam két ndi may tinh ctia minh
t&i mét trong nhivng cdng con tréng clia router khéng day (b4t ct cbng ndo ma khong c6 nhén Internet,
WAN, hodac WLAN). Ban hay bat may cta minh, PC cuia ban sé tw dong két ndi vao router.

Ban hay m& |E, va g6 dia chi IP dé cAu hinh router.C6 thé ban s& phai g6 mat khau. Tén mat khdu va dia
chi sé rat khac nhgu, phu thuéc vao router ma bqn mua, ban can xem hwéng dan trong tai liéu di kém. Bang
dwdi day la mét cau hinh cac dia chi, tén mat khau thwong dwoc str dung mac dinh cla hang san xuat.

Router Address Username Password
3Com http://192.168.1.1 | admin |admin
D-Link http://192.168.0.1 | admin

Linksys http://192.168.1.1 | admin jadmin
Microsoft Broadband http://192.168.2.1 | admin admin
Netgear http://192.168.0.1 | admin |password

IE sé& hién thi trang c&u hinh router ctia ban. Hau hét cac cAu hinh mac dinh déu tét, tuy nhién ban can chu
y:

. Tén mang khong day cua ban, thwong goi 1a SSID: Cai t én nay xac dinh mang cta ban. Do
do, ban can phai dat tén khac va khéng gidng nhw céi tén ma hang xdm cla ban dang st dung.

. Ma héa khéng day WEP, va bao vé truy cap khéng day (WPA) sé giup mang khong day cla
ban bdo mat hon. Hau hét cac router, ban can cung cép vi ki tw dé& router ctia ban tw sinh cac
khéa. Ban hay gd cac ki tw nay duy nhat ding I&p lai ( ban ciing khéng can phai nhé cac ki tw
nay). Sau dé ban hay ghi lai cac khéa ma router tw sinh.

. Mat khau quan tri, chia khéa cau hinh mang khéong day: Ciing gidng nhuw cac mat khau khac,
mat khau cho router khong thé 1a mét tir nao d6 trong tir didn, né can phai la sw két hop céc ki tu,
sb, bidu twong. nhwng ciing rat quan trong la ban phai nhé ching, bdi ban sé phai gé mat khau khi
dang nhap dé cu hinh lai router.

Cac budc cau hinh c6 thé rat khac gilra cac router, nhing bao gio trong méi lan thiét 1ap c&u hinh ciing Ia
co cac myc nhu: Save Settings, Apply, va OK dé luu lai cac thay déi ciia ban.Bay gio, ban co thé tat két
nbi mang tr may ban dang dung dé cau hinh.

Buwérc 4: Két néi cdc may tinh

Néu may tinh clia ban khong tich hgp card mang khéng day, ban hdy cam thiét bi két ndi mang khéng day
vao cbng USB, va hay dwa anten 1&n vi tri cao nhét (dat 1én dinh cla case clia may tinh dé ban), hodc ban
cam card PC khong day vao khe cdm (may tinh xach tay). Windows XP sé& tw ddng nhan cac nhan card
mang mai, va cé thé sé yéu cau ban cai dat phan mém. Ban hay dwa dia cai dat trinh diéu khién (driver)
cho card mang khi ¢6 yéu cau. Man hinh hwéng dan cai dat sé gitp ban cai dat trinh didu khién trong vong
vai pht.



Chu y: Cac buédc duéi day ciing stv dung Windows XP SP2. Néu ban s dung Windows XP ma chua ¢
SP2 thi ban hay cai dat ban SP 2 tai http://www.microsoft.com/windowsxp/sp2/default. mspx.Windows XP sé
hién thi mét hdp thoai thong bao da nhan dwoc mang khéng day.

Dé két ndi vao mang khoéng day ban can Iam theo cac budc:

. Nhan chuét phai vao biéu twong mang khéng day & géc
dwi bén phai man hinh, va nhan chuét vao View
Available Wireless Networks. Néu ban g&p rac ri, hay
tham khao tai liéu di kém card mang. Blrng ngai lién hé voi
nha cung cap vé ki thuat néu ban gap kho khan.

B coa sé két néi mang khong day sé xut hién va ban sé thay
mang khéng day s& xuat hién vai tén ma ban chon. Néu
ban khong thdy mang, hay nhan Refresh network list vao
& trén cling bén trai. Ban hay nhan vao mang clia ban, va
nhan vao nut Connect.

. Windows XP sé& dwa ra |&i nhic ban nhap khéa. Ban hay gé khoa da dwoc ma héa ma ban da viét
lic trwde trong ca hai trudng Network key va Confirm network key, sau d6 nh&n Connect.

Chu y: clra sé Wireless Network Connection van tiép tuc hién ra Acquiring Network Address, c6 thé 1a
ban da gé nham kh6éa ma hoa.

Windows XP s& hién thj qua trinh két ni vao mang. Sau khi ban da két vao mang, ban cé thé déng clra sb
Wireless Network Connection.

" Wireless Network Connection s now connected
Cormacted 1o 23 0ahed

SO0 Syeng: Encelent

Két néi vao mang khéng day thanh cong


http://www.microsoft.com/windowsxp/sp2/default.mspx

T I{ié't Ldap Mang Wifi Chia Sé Lan Va Internet Khong
Can Acsess Point

Tinh hudng 14 hai may tinh mudn chia sé file va internet véi nhau con truong hop chi chia sé file khong thoi
thi s€ néi & phan sau.

Trudce hét cling nén gidi thiéu qua vé cong nghé dang rat pho bién nay chir nhi:

WiFi hay Wireless Fidelity dugc 4m chi nhu la c6ng ngh¢ Lan khong day duogc phat trién dwa trén chuin i
IEEE 802.11a/b/g .( Bluetooth thi hoi khac a nha, né su dung tan so radio thap hon WIFI va dya trén chuan
IEEE 802.15.1).

Mang Lan khong day 14 lya chon ctia ban néu:

- Ban mudn di chuyén dén bét ctr ddu trong nha ban véi chiéc laptop than yéu ma van két ndi duoc lan va
net ( vd; nhu tui 6m may PPC vao WC dé chat né )

- Ban khong muén thém bét ctr day do lang nhing di 1ong vong trong nha ban ( dic biét 1a khi nha ban co
nhidu may).

Dé tao mot mang khong day & nha, phd bién nha 1a dung mot WIFI access point. Mot access point dong vai
trd nhu 1a mot cai Hub hodc switch nhu trong mot mang Lan c6 day — diém két ndi trung tim - két nbi cac
thiét bi may tinh (pocket pc, laptop,desktop) voi nhau hoic két ndi mang khong day véi mang co ddy hay
két ndi voi Intonét.

Computer 1

Ethernet  Computer 2
cables

Printer \

Game Console

Computer 3

bay la hinh minh hoa mang WIFI véi access point. Hién gio phé bién loai router kiém access point véi 4
cong LAN ( nhu Linksys W.. tam 70$ thi phai)

Mit khac, mot mang khong ddy trong d6 may tinh lién két truc tiép v6i nhau khong thong qua Access point
dugc goi la Ad-hoc network.



Ethernet or
USE cable

(to Internet
eonnection)

\V
Computer 2
- ;\\ omputer
| — Wi-Fi -..::
R Computer 1%/

~ -
Printer =~ -
7 \\\ Wi-Fi ’;",

—
J
—
p—
-

Computer 4 l. tﬂ ” E:-l Computer 3

Entertainment Conscles
Mang WiFI khong can Access point

Va gid' méi la vin dé chinh cia ching ta d6 1 tao mdt mang Lan Ad hoc dé chia sé file va két ndi
Internet giira cAc may tinh trong nha :

Trudc tién ban phai chuén bi trudc;

- Kiém tra xem chuin cua card WIFI: card chuin a chi choi v&i chudn a,con card chudn b thi choi duoc ca b
1an g (luu i card chuén b chi hd trg dén 11Mbps con chuan g 1a 54 Mbps)

- Gan card v6 mdi may va cai driver ( trudng hop néu ban chua lam)

- Xac dinh mirc d6 bao mat cho mang : ko ma hoa, WEP hoac WPA. ( Luu i ban chi c¢o thé dung WPA néu
ca 2 card ho trg no)

- bat may cta ban trong pham vi song. Thong thirong 1a 50 mét trong nha. Poc them tai liéu di kem card
cua ban dé biét chi tict.

- Pé song dyoc truyén tt nhat, ban nén tranh dit may gan nhimng vat chin kim loai hoic nhirng ngudn gay
nhiéu nhu 10 vi song, nhiing thict bi Bluetooth dang hoat ddng, dién thoai me bong con...

- Ban phai chic chén ring ca hai qard WIFI phai hd trg c~hé d6 ad hoc va Windows XP Wireless Zero
Configuration ( WZC) service. Neu WZC khong dugc ho trg thi ban phai dung chuong trinh di cung voi
card cua ban dé tao mang ad-hoc.

- Dé cho phép chia s¢ file ban phai dit tén duy nhat cho mdi may va dat chung cung work group. Dé lam
dicu nay ban click chudt phai vao My computer icon, chon Properties roi di dén System Properties. Trén
Computer name tab, click Change. Sau do6 restart may nha.

I. Cai dit mang Adhoc trén may tinh thir nhét: )
1. Bi dén Control Panel va m& Network Connection folder. Néu ban da nhét card wifi va cai driver cho no,
ban phai tim biéu tugng Wireless Network Connection dudi Lan or High-Speed Internet Connection



File Edit Wiew Favorites Tools aAdvanced  Help

Qe - © - 3| Pseach [ roliers ([T

 Address @) Network Connections v B
Network Tasks (2] w Dial-up
B Myieret o
% Setup a home or smal wIRTIRCTEN TiEwel Wiew Available Wireless Networks
affice netwark Lmpan Lata e vonem Stabus
g Change 'Windows v
Firavuall cattings LAN or High Speed Internet Repa
21 Yie lable wirele i
TESMIOH S/SRoti ol Bridge Cornections
i . 134:4 Emnecmn
@ Disalethis network ﬂ » Creats Shortrut
Q, Repair ths connection | Delete
[4] change settings of this !|_ t:#
connection

2. Click phai chudt vao Wireless Network Connection va chon Properties dé mé ra cira s6 Wireless
Network Connection Properties.

3. O tab Wireless Networks cta cira s6 Wireless Network Connection Properties. , chon Add dudi Preferred
networks.

Luu { tab Wireless Network chi xuat hién néu card ban hd tro Windows XP Wireless Zero Configuration (
WZC) service




Lamm Wireless Metworks |;:,a1.ran.m1|

|Jse Windows to configure my wirsless netwaik settings

~fvalable networks: y

To connect to, disconnect from, or find out more information
sbout wireless retwarks in targe, cliek the buttan below,

| View wieless Networks |

b

~ Preferred networks: v
Automalically cornect o available metwoek s in the order listed
bl

b e Lip
Mo down

([2ee. ) [ Remove ] [ Fiopoties ]

Leam about setting up wiretess netwsork
corifquration.

L=

o) (Conel

4. Trén tab Association gd bét ki tén mang ad-hoc trong Network name (SSID)



Wireless network properties m

 Association | Authentication | Comnection|

Metweork name [S5I0]: popawes
Wireless network key
This network nequines a loey for the following:

Network Authenticsfion: ‘Shared

Data encryption: WEP

& B}

The key iz provided for me automaticaly

[#] This iz & computer-to-computer [ad hoc) network wirddess
access pomts are ot used

| ok || Cance

5. Chon "This is a computer-to-computer (ad hoc) network" va xdéa "The key is provided for me

automatically" néu ban mudn dit network key mot cach thu cong.

6. Trong muc Network Authentication chon Open hodc Share hoach WPA-None. Trong mang c6 access
point ta c6 thém lwa chon WPA-PSK va WPA. Trong win XP SP1 ban chi c6 thé tim thay Open hodc

Shared, trir khi la ban da cai thém ban update cho WPA

Wirelass network. key

Thiz netwark requires a key for the following:

Metwaork Authenticaton: Open w
Data encryphion: gﬁ:ld
PN one

7. Trong Data encryption chon ché d6 bao mat thich hop vai ban.

Néu ban chon Open hodc 'Shared trong Network Authentication ban‘sé tim théy Disabled and WEP in Data
encryption. Chon WEP néu ban mu6n dir liéu duoc ma hoa khi truyén thich hop v6i mang nho va gia dinh.
Néu chon WPA-None in Network Authentication, ban s€ thay TKIP and AES trong Data encryption. Ca

hai cai nay deu Ia mirc d9 ma hoéa manh nhat



Wirelezs network. key

Thiz network. requires a key for the: following:

Network Authendication: W/PA-None ~|
Data encryption: AES [at
Network key: AES

Confirrn netsark ke

Wirelsss risbwork, key
This network. requires a key for the: followang:

Network Authertic ation: Shared |

Diata encryplion: 'WEP E
Disabled

Metwark key

Condfiern ristusork: key:

8. Trong Network key gd chia khoa bdo mat vo dung ASCII hodc ki tu hexadecimal..

Ki tu ASCII c6 thé chira chit cai, s6 hodc biéu tuong trong khi hexa chi chira s6 tir 0-9 va chir tir A d&én F.
Luu {: néu ban chon ché d6 bao mat WEP, chia khoa s& phai 1a 5 ki tw ASCII hoac 10 ki tu hexa cho mtrc
bao mat 64 bit va 13 ASCII hoac 26 hexa cho mirc bao mat 128 bit.

Vd: 12345 (5 ki ty ASCII) hoac ABC123EF45 ( 10 ki ty hexa) cho mrc ma héa 64 bit.

9. Trong Confirm network key g lai chia khoa
10. Click OK trong cira s6 Wireless network properties dé luu lai thay doi.

11. Click OK trong cira s6 Wireless Network Connection properties dé luu lai nhirng thay doi.



General ‘Wireless Networks | Advanced |

[#] Use Windows to configure my wireless netvaork, settings

Ayvalable networks:

To connect bo, disconnect from, or find out more information
about witeless netwarks in range, chek the button below,

| View wikeless Netwerks |

Preferred networks:
Automatically connect to available networks n the order listed
below:

E» popawes [Autamatic) Move up

M ove down

[ add. |[ Remove | [ Properies |

Leam about setting up wireless netvaork,
corigurstion.

| ok || Cancel |

II. Cai dat mang Ad-hoc trén may thir 2:
1. M& Network Connections folder.

2. Tim Wireless Network Connection icon and chon "View Available Wireless Networks".



File Edit ‘iew

Metwork Tasks

Create a new
connection

£ Setup ahome or smal
office network
Change Windows
Firewall settings

Favorites Toolks  Advanced

l(TJl Yiew available wireless
networks

)

Disabile thils netveork.
device

‘ Repalr this conmection
Rename this
connection

@ Change settings of this
connection

3. Cira s6 Wireless Network Connection sé& chi ra danh sach cic mang khong day dugc tim thay trong pham

vi phu song

Help

éeaatk' @ - ¥ Osexrch [ roiders [T~

Incoming

' Incoming Connectid

Disable

Status
Repair

LAN or High-Speed Intern

Bridge Cannections

Local Area Conmect
Mehwork cable unpl
Realtek RTLE139 F

Create Shortout
Dealete
Rename

t_i i) -

Properties




© Wireless Network Connection |4

Network Tasks Choose a wireless network
& Refresh network list Click an item in the list below to connect to 8 wireless network in range or to get more
infarmation,

=2 Setup a wireless network
for & home or small office

Related Tasks

J) Learn shout wireless
nebworking

ﬁ Change the order of
preferred netvorks

@ Change advanced

settings

4. Chon tén mang vura tao va 4n CONECT.

5. Go “CHIA KHOA” nhu trén may 1 khi mot thong‘béo hién ra va chon Conngct.rNéu bgn khong chon
"The key is provided for me automatically" trong phan setup ¢ may 1 thi hay d€ trong phan network key va
an Connect.

'Wireless Network Connection [

The network popawes’ requires a network key (also caled a WER key or WP key). A
nebwscrk: key helps prevent unkmown intruders from connecting to khis network.

Type the key, .and then dick Connect.
Corifirm netwark key: | |

| connect | | canem |

By gio mang WI-FI adhoc gitra hai may da dugc két ndi:



I wireless Network Connection is now connected  ©

Connected to: popawes
Signal Strength: Excellent

8:18 aMm

CHIA SE KET NOI INTERNET:
Trén may két noi truc tiép voi Internet
1. M6 thu muc Network Connections .

2. Tim két ndi Internet ban muén chia sé. Click chudt phai 1én Kkét nbi d6 va chon Properties.

File Edit Wiew Favorites Tools Advanced Help

eEaci: o ﬁ pﬁaard"l %Fnl:lers v

- Ackdress | @) Network Connections

M

Connect

Status

Cancel as Default Connection

Create Copy

Create Shortout
Delete
Rename

.~ Dpiakup
Network Tasks &
[5] Create anew
connection ‘
Q Set up & home or smal '_L
office network
€ g;i :in_dms LAN or High-Speed Internet
; ::rt m:::m:tlm g—r 1304 Connection
niane: nRected, i
conneckion [
—h -
) ) . g
+2) Delete this connection Wireless Network Conne
:r:-.; ;:I:tll'ugs of this Connected
Ill]l]

Bekin S4hbps Wireless | NRTOpertes N

3. Trong tab Advanced , chon"Allow other network users to connect through this computer's Internet

connection" va chon "Wireless Network Connection" tir hdp tha xuong.




'wmw
“
General | Options | Secuity | Networking  Advanced

Wirdows: Firessall

Help protect my computer and network by
lirmitng or preventing access to this m

conpubes from the rnternest

Intearet Connection Sharing

[+] Allcwee ather netvsork wests bo connect throwgh this
cornpater's Intermet connechion

Hame netwarking cornection;
wireless Network Connection v |

[] Establish a dighup cormechion whenever a computer on
my network, slternpls to access the Infemet

[]Allow ather network users bo control or disable the
shared |nfternet connection

Lean mons about [Hbeinst Cornmclon .
Shating Settings...

If you'e nok sure: how to et these properties, uses
the Mebwoik Sebup '» izand instasd

Lo J ([ Conn

4. Sau d6 bam vao Setting.

5. Tich chon céc dich vu can thiét. nhw DHCP, DNS....

6. BAm OK, sau d6 may s€ thong bao 1a ddi dia chi IP cia Wireness thanh 192.168.0.1 c(r dé mic dinh.
7. Trong phan IP cua card wifi may kia dé dong

8. Chon repair ¢ wireless connection dé hai may nhan lai nhau.

Béy gio ban di két thuc qua trinh tao mang WIFI adhoc va thiét 1ap chia sé Internet cho 2 may. Pé truy cap
tai nguyén may khac ban phai thiét 1ap network sharing cho tirng tai nguyén.



i )
General | Suppoit |
Connection
Status: Connected
Mtk POp SweE
Dusation: M:2325
Speed: 11.0 Mbps
Signal Srengih: ailll
Activity
Sent —— g—l’ ——  Recemwed
C_ [lfl]
Packets: E5.041 | 45,759
| Propeties || Disable || View Wieless Networks |

Truong hop chi chia sé file gilta 2 may khong thai thi ban dat IP tinh cho ca hai WIFI conection 6 ca hai
may, khong dugc dat IP trung nhau nha

Vd:

May 1: 1P : 192.168.0.1

Subnet Mask : 255.255.255.0

May 2:1P: 192.168.0.2

Subnet Mask : 255.255.255.0

Roi bat tit lai WIfi cho 2 may nhan lai nhau.



Thiét 14p mot mang khong day trong Windows XP

Pay 1a mot hudng thiét 1ap mang khong day (hay duoc goi la Wifi) trong windows XP.
Hay cung theo ddi bai dudi day dé dugc hudng dan cu thé nhé!

Thiét 1ap router méi.

Budc 1:

Luu Y rang néu mua mot bd router, tit ca cac router déu twong thich véi Windows XP.
Day la by adapter khong day c6 tinh twong thich khac nhau doi voi Windows XP. Néu
router ciia ban khong phai 1a méi, hy bat va dé che do ""Detecting your wireless
adapter™ .

Budec 2:
Cam 0 router cua ban vao 6 cam internet cua ban néu ban muon chia s¢é internet.

Budérc 3:
Cam 6 router vao may tinh véi cap Ethernet.

Budc 4:
G6 vao trinh duyét ctia ban dia chi *'192 .168.0.1'" hoic bat ctr dia chi cia may chi web
router.



ki Htp:ﬂin.mﬂ.t.mﬁ

Setup Wireless

Basic Setup |

Imernet Setup

Internet Conmnection Type Automatic Configurstion - DHCP (v
Optional Settings @
iraquinad by s Haost Mame:
Internet Service Providers) g
Coomaedn Mame;
ML Ao ¥ Strec | g
Netwerk Setup m
Rowtar B | o s doress: 152 _.715:5 1 10 .y
Subret Mask: [msza52550 E
L
DHCP Server SetUng | pyjep gy & Enabled ) Disahled Q
Start P Address: 192 168 .1. 11 E'
Mscemum Mumies of Users: |50 :
P Adiress Range: 192 163 .1. 11 to 6D ~
Chert Leass Tine |o mirnbes (D means one day) :
Static DN 1 0 o o o 0
Static DNS 2 B J e 0 0
Static DNS 3 o Jo Jo (] Q
YUNS: o .jg .o 0 3
Time Seltings
Time Zone {CSMT-05-000) Emstern Time (LISA & Canada) ~

[¥] sutomaticary sdiust clack tor daylight saving changes.

Accems Applications &

Ad isliati
Restrictions Gaming e

Security

Buwée 5:Nhap tén nguoi ding va mat khiu (thuong 14 "admin® va "admin")

Buée 6:Kich hoat mang khong day va dé ché a6 (WEP hoicj WPA) va gb vao mat khau

mang.

Kiém tra adapter khong day ciia ban

-Adapter khong day cta ban dugc phat hién ty dong bai Windows XP.

-Kiém tra Device Manager.

Két ndi vao mang

Budée 1:Néu két ndi ciia ban xuét hién trong Wireless Connection Manage, hdy két ndi

V61 no.



i" Wireless Network Connection

e Choose a wireless network
i, Refrash network list Click: ar itern in the list below to conneck to a wireless network in range or to get mare
<l Setup a wireless netwark
for a home or small office
Related Tasks
JJ Learn about wireless o wireless networks were Found in rangs

nebworking
Make sure the wireless switch on your computer is on.
¢ Change the order of To see an updated list, click "Refrash network list,”
preferred netwaorks

gy Change advanced
settings

'fi&f}aﬂm _

Confee

Buwéc 2:Chay Wireless Network Setup Wizard.




Wireless Network Setup Wizard @

Welcome to the Wireless Networlk
Setup Wizard

This wizard helps vou set up a security-enabled wireless network,
in which all of vour computers and devices connect through a
wireless access point, (This is called a wireless infrastructure
riebwork)

To cantinue, click Mext,

> o
4 )Gnegloidiemnty.com

[ Mexk = ][ Cancel ]

Buwée 3:Cung cip mot cai tén SSID néu ban mubn



Wireless Network Setup Wizard

Create a name for your wireless network.

aive your network a name, using up ko 32 characters,

Metwork name {35100 |_| [

%) Aukomatically assign a network key (recommended)

To prevent outsiders from accessing your netwark, Windows will aukomatically assian a
secure key (also called a WEP or WPA keyw) bo wour nebwork,

) Manually assign a network key

IJse this option if ywou would prefer ko create your own key, or add a new device to yvour
existing wireless networking usin old ke,

thegloidicnty.com

[ JUse WPA encryption instead of WEP (P4 is stronger than WEP but not all devices are
compatible with WPa)

[ < Back, ” Mext = ][ Cancel

Buée 4:Chon cach thire ma hoa(WEP hoac WPA) va nhap vao.



Wireless Network Setup Wizard

Enter a WEP key for your wireless network.

-
%

The WEP {or Wired Equivalent Privacy) key must meet one of the Following guidelines:
- Exackly 5 or 13 characters
- Exackly 10 or 26 characters using 0-2 and 4-F

& longer WEP key is more secure than a shark one,

Metwork key: | | {0 charackers)

| (0 characters)

Hide: characters as I bvpe

Cn the last page of this wizard, wou can prink this keyw and your other network, settings For
safekeeping.

(A thegloidienty.com

[ < Back ” Mexk = ][ Cancel ]

Buwée 5:Piéu chinh mot vai tly chon:



Buée 6:Két ndi.

- Wireless Network Connection Properties |E| [g|

| General| “irelezs Metworks }-,ﬁ'dvanced;

Ize Windows to configure my wirgless netwark, settings

Available network s

To connect to, disconnect fram, or find out more information
abiout wireless netwarks in range, click the button below,

Wiew Wireless Metworks

Preferred netwiork.z:

Autamatically connect to available netwarks in the arder listed
below:

! ‘ b o Lp
.G&a@gﬁ@ﬁ@ﬁ- Aceln
Add.. Remove Froperties

Learn about sething up wirsless network
confiquratio.

[. ak. ” Cancel ]




- Wireless Network Connection Properties |E| [g|

| General| “irelezs Metworks }-,ﬁ'dvanced;

Ize Windows to configure my wirgless netwark, settings

Available network s

To connect to, disconnect fram, or find out more information
abiout wireless netwarks in range, click the button below,

Wiew Wireless Metworks

Preferred netwiork.z:

Autamatically connect to available netwarks in the arder listed
below:

! ‘ b o Lp
.G&a@gﬁ@ﬁ@ﬁ- Aceln
Add.. Remove Froperties

Learn about sething up wirsless network
confiquratio.

[. ak. ” Cancel ]

wthiét lap wifi, Windows XP




