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Khi doc qua tai ligu nay, néu phét hién sai s6t hoic noi dung kem chat luong
xin hdy thong bdo de chding toi stra chira hoac thay thé bang mot tai liéu clng
chu dé cua tac gla khac. Tai li¢u ndy bao gom nh1eu tai liéu nho co cung chu
dé bén trong nd. Phan ndi dung ban can c0 thé nam 6 giira hodc & cuoi tai lidu
nay, hiy st dung chirc nang Search dé tim ching.

Ban c6 thé tham khao nguon tai liéu duoc dich tir tiéng Anh tai day:
http://mientayvn.com/Tai_lieu da_dich.html

Thong tin lién hé:
Yahoo mail: thanhlam1910 2006 @yahoo.com

Gmail: frowrthes@gmail.com

Theo yéu ciu cia khich hing, trong mdt nim
qua, ching t6i di dijch qua 16 mén hoc, 34
cubn séch, 43 bai bio, 5 sb tay (chua tinh céic
tai liéu tir nim 2010 tré vé truéc) Xem & diy

DJCH VU Chi sau moét lan hién lac, viéce

DICH dich duoc tién hanh
TIENG

ANH
CHUYRN Gia ca: cé thé giam dén 10

A L L —
NH.ANH

NHAT VA Chat lu'(_)'ng:Te}.o dung niém tin cho

CHINH kh’éch hang bang c6ng nghé 1.Ban

XAC thay duoc tog‘tn bé ban dich: 2.Ba’n

NHAT danh gia chat luong. 3.Ban quyét
dinh thanh toan.
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Mang vién théng

!'_ Chuong 4: Mang IP
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i Noi dung: Mang IP

= Ly thuyét
= BO giao thdc TCP/IP
= L3p lién mang
= Giao thuac IP
= Cau truc goi tin IP

= L&p van chuyén
= Giao thic UDP
= Giao thuc TCP

= LGp Ung dung
= Minh hoa hoat dong cua mang IP
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i Bo giao thirc TCP/IP

= BO giao thic diéu khién truyén théng/giao
thic Internet (TCP/IP) la mot tén dung
chung cho moét ho cac giao thutc tiéu
chuan cho viéc trao doi thong tin gilia
may tinh-may tinh.

= Hién nay, TCP/IP dugc su dung rat pho
bi€én trong mang may tinh, ma dién hinh
la mang Internet.

L. TCP: Transmission Control Protocol: Giao thirc diéu khién truyén dan
2. TCP/IP protocol suite: Chong/ bd giao thirc TCP/IP
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i Bo giao thirc TCP/IP

= BO giao thu'c TCP/IP: TCER/IP Protocol Suite

DNS
1P FTP  Telnet

RIP- NNTP whois  ARP IGMP
TFTP SMTP
P OSPF

and many more...
finger |CMP

TCP RARP SNMP NTp UD
BOOTP
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i Bo giao thirc TCP/IP

= TCP/IP dugc phat trién trudc mo hinh OSI = cac
tang trong TCP/IP khong tuong (rhg hoan toan
vGi cac tang trong mo hinh OSI
= BO giao thuc TCP/IP dugc chia thanh bon tang:
= LGp 4- Application layer (IGp Ung dung)
= L3p 3- Transport layer (16p van chuyén)
= LGp 2- Internet Layer (I6p Internet — doi khi dudc goi
la IGp lién mang)
= LGp 1- Network Access Layer/ Network Interface and
Hardware (IGp truy nhap mang, doi khi dudc goi la I6p
giao di€én mang)




B giao thirc TCP/IP
Application layer
Ping |[SMTP|[ ETP | [Telnet| [NNTP][ etc... NES [ DNs | [TFTP|[BOOTH | etc..

Network
Access layer

!

Media
(physical)
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i Bd giao thirc TCP/IP

0 Nhén xet:

« B0 giao thuc TCP/IP la su’ két hap cua cac giao
thuc khac nhau o cac Iop khac nhau, khong chi
cO cac giao thuc TCP va IP. Moi Iop lai co chuc
nang riéng.

= Hau hét cac dir liéu truyén trén bo giao thuc
TCP/IP déu két thuc dong goi o dir liéu do IP (IP
datagram), tri’ ARP va RARP duoc dong goi truc
tiép 0 Khung lop lién két (Link Level Frames)
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BO giao thi'c TCP/IP

= DOi chiéu véi mo hinh OSI

MO hinh OSI MO hinh TCP/IP
Lép trinh dién Lép dg dung
Lop phién
Lép van chuyén Lép van chuyén

Lép lién két dir liéu

Lop giao dién man
Lép Vé:lt l)’, 0’p gl l. . g
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i Hoat dong co ban cua chong giao thirc

10
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i Uu diém cua két néi mang IP

= Giao thuc IP dudc su dung rong rai trén pham
vi toan cau cho két noi mang dir liéu vi:
= mang su dung giao thdc IP loai bo ranh gidi gilra
dich vu s0 liéu va thoai
= giao thirc IP doc lap vai I6p lién két dir liéu
= cac mang IP dugc xay dung dua trén cac tiéu chuan
toan cau cua IETF
= phan cing va phan mém IP cung cap do tin cay va
chat lugng dich vu so liéu cao han trudc day

11
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i Lp lién mang: Giao thirc IP

= L3p lién mang trong chong giao thuc TCP/IP
tuong Ung voi I6p mang trong mo hinh OSI.

= Chu'c nang chinh cua I6p lién mang la danh
dia chi logic va dinh tuyén goi tdi dich.

= Giao thuc dang chu y nhat & IGp lién mang
chinh Ia giao thic lien mang (IP — Internet
Protocol).

= Ngoai ra con c6 mot so giao thuc khac nhu
ICMP, ARP va RARP.

12
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i Cac giao thirc I6p lién mang

» Giao thuc Internet (IP) la giao thic
= chuyén mach goéi phi két ndi
= khong tin cay
= dua trén nguyén Iy no lu'c tot nhat. NO luc nhat
o) day co nghla IP khong cung cap chirc nang theo

ddi va kiém tra 10i. NS chi ¢ gdng chuyén gdi tdi
dich chir khong co su’ dam bao.

= Giao thuc nay lam viéc tai I6p mang, tucng
duong vai I6p 3 trong mo hinh OSI

= [P: Internet Protocol

= OSI: Open System Interconnection
13
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= Néu do tin cay la yéu to quan trong, IP
phai hoat dong vGi mot giao thurc IGp phia
trén tin cay, chang han TCP.

= SO hiéu nhan dang dudc st dung & IGp lién
mang cua bd giao thuc TCP/IP dugc goi la
dia chi lién mang (dia chi IP).
= dia chi nhi phan 32 bit
= dugc thuc thi trong phan mém
= dung dé dinh danh duy nhat va toan cuc mot

tram hoac mot router trén li€n mang

14
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Cac giao thirc I6p lién mang

= Giao thirc ICMP:Giao thirc thdng bao diéu khién lién mang
(Internet Control Message Protocol).

= Giao thuc IGMP: Quan ly cac nhom cho tr
= Giao thic ARP va RARP

/ arp reply to

n Multicast
rarp reply
t0:8:0:20:3:f6:c1,
Your IP address is:
192.168.12.42

/arp: who has

FTP 1| 19216812132 || TP 192.168.12.17
[ tell me! I 192.168.12.13 is
TCP (I'm TCP 8:0:20:16:¢3:52
| 192.168.12.17) | rarp: I'm 8:0:20:3:f6:c1
P P What’s my IP address?
. RARP
AI?P AI?P server
I
Ethernet Ethernet Ethernet Ethernet

| | | |
A (12.17) B (12.13) C (12.1) D (12.42)
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i Lp lién mang: Giao thirc IP

= Giao thic IP

5 IP dudc thiét ké nham muc dich str dung co hiéu
qua tai nguyén mang.

> Giao thirc nay c6 hai thi€u hut: thi€u diéu khién
16i va thiéu cac ca ché ho trg; IP ciling thi€u co
ché truy van. Mot tram doi khi can xac dinh xem
router hoac mot tram khac co hoat dong khong.
MOt nguGi quan ly mang doi khi can thong tin tu
mot tram hoac router khac.

16
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* Giao thiuc IP

destination: 203.162.0.11




192.168.5.2

Mang Tram
192.168.1 1
192.168.3 1
1
192.168.5 2
3
Ethernet
192.168.5.0
192.168.1.0
Token
Ring
192.168.1.1

192.168.3.1

Ethernet 192.168.3.0
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in 32 bit words, so
max hdr len is
bytes?

min delay,
max throughput,
max reliability,

min cost.

Version
=4

4 _\4 8 3 /13

7/
. offset from start
orig dgram id: VErSION| narlen| type of service otal length (bytes) of orig dgram
keeps
fragments identification flags fragment offset
together
time-to-live protocol header checksum
: covers
prevents inf. source IP address header only
loops
destination IP address
options (if any) _;_
e.g. special
routing, ‘
_recordlng data (if any)
timestamps T
19
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i LSp lién mang - C&u trdc gai tin IPv4

Phién ban (Version): Chi phién ban cua giao thudc IP da
dung dé tao datagram.

D06 dai mao dau IP (IP Header Length): Cung cap thong
tmglze bd’o dai mao dau cua datagram, dudc tinh theo cac
tu It

Loai dich vu (Type of Service-Service type): xac dinh do
uu tién clia datagram va xac dinh kiéu giao thong clia
datagram. delay, max throughput, max reliability, min
COst.

Tong do dai (Total Length): Gom tong s octet clia phan
tieu de va dir liéu.

Nhan dang (Identification): Gia tri ID datagram ban dau
Cd (Flag): banh dau phan manh.

20
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i LSp lién mang - C&u trdc gai tin IPv4

Fragment offset: DO léch tur diém khdi dau cula
datagram.

Time to live: Thdi gian song.
Protocol: Giao thu'c

Header checksum: tong kiém tra (chi gdm phan header).

Tinh todn tong kiém tra

Pia chi IP ngudn va dich dé xac dinh nguon va dich
dén cua goi IP, co 32 bit.

Tuy chon (Option-toi da 40 byte): Khai bao cac tuy chon
do bén gui yéu cau néu co .

DiI liéu (Data): Néu co (d{ liéu cua ISp trén ...)..

21
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i LSp lién mang - Pia chi IP

= MOi dia chi IP gom 4 byte (32 bit), dinh
nghia hai phan:
= dia chi mang (NetID)
= dia chi tram (HostID)

= Cac phan nay co chiéu dai khac nhau tuy
thudc vao I0p dia chi.

= Cac bit dau tién trong phan dia chi mang
xac dinh 18p cua dia chi IP.

22
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i LSp lién mang - Dia chi IP

= Su’ can thiét co dia chi IP:

= O mUc ¢ng dung, cé thé coi lién mang 1a mot
mang dan lé két nbi cac tram vdi nhau.

= D& mot tram truyén thdong vai tram khac, can
cd mot hé thong dinh danh toan cau (dat tén
duy nhat cho méi tram) > khong thé sur dung
& tang mang vi trén mang con cd cac thuc thé
khac nhu router

23
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i LSp lién mang - Dia chi IP

= SU can thiét co dia chi IP(2):

= MOt lién mang dugc tao nén tu su két hgp cua
cac mang vat ly (LAN hoac WAN) thong qua
cac router

= Khi hai tram truyén thong vdi nhau, goi dir liéu
qua cac mang vat ly khac nhau bang cach str
dung cac router nay = Vvié€c truyén thong tai
muc nay cling can c6 mot hé thong dinh danh
toan cuc

24
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01234 7/ 15

i LSp lién mang - Dia chi IPv4

23 31

0| Pia chi mang Dia chi tram (24 bit)

1|0 Dia chi mang

Dia chi tram (16 bit)

1/1(0 Pia chi mang

Pia chi tram
(8 bit)

1/11/1|0 Dia chi multicast (28 bit)

1/11(1|1 Chua st dung (28 bit)

25
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* Gi¢i thiéu TCP/IP
* Diachi IP
*Gi¢i thieu Subnetting
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OS] Model

Application “

Presentation

Session

Transport

| Network ]

Data Link

Physical

TCPI/IP Model

Application

—

=

Transport
Internet
- ,
Metwork
ACCess
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-
Flle Transfer
«TFTE#*
+FTP #
Application *NES
E-mall
« SMTP
- Remote Login
Transport * Telnet #
| * Flogin
Internet Network Management
2 i
Mame Management
Network . DNS +
AEE‘EEE + used by the router
I-'—I
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=
]

Application
Transmission Contral Pratocol (TCP)
— ]
7 y Connection-Oriented
Transport
:—l* User Datagram Protocol (UDP)
Internet Connectionless
Metwork
Access

r
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- | T |S |D|T|S |R
Application T E M N F N
Layer P L T S T M D
N | P P | P
E
T

Transport
Layer

TCP . UDP

<+POort
Numbers
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Source
Port

Dest. port = 23.
Gl packet tol
trng dung telne
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U 4 10 16 24 3

Source Port Destination Porl
Sedquence Number
Acknowledgment Mumber
Heen Reserved Code Bits Window
Checksum Urgent Painter
Options {If Any) Padding

Cala




TCP la mét giao thirc tin cay (connection oriented ),
trwére khi truyén div liéu hai host phai xtv ly dong bd
dé tao ra mét ket nol do. Tién trinh nay dwoc goi la
ba btrorc bat tay (Three way handshake)

Pau tién host kh&i tao connection gé&i packet syn

(dong bg), thong tin nay mé ta trong sequen number
dé bao cho bén nhan biét c6 nhu cau két noi

Khi bén nhan dwoc packet n6 g&i lai packet xac
nhan la da nhan dwoc packet thong tin nay dwoc lwu
trong Acknowledgment number (ACK) va s6
sequence number yéu cau bén gé&i g&i

WWW.CiSco.com ICND v1.0a—1-9



Sau khi host ¢6 nhu cau két nol nhan dwoc thong tin
tra 10i n6 sé g&i lai mot packet ACK. Sau do 2 bén

thwc hién truyéen nhan

= =

Send SYM
(seq = x) \ Recaive SYNMN
(seq=x)
Recsive SY%M / Send SYM
fgeq = W, I:-EE'I'J =¥,
ﬂu'::l“:::-:'""l} ACHKH =x+1)
\

Send ACHK
(ACK=y+1) Receive ACK

(ACHK=vw+1)

© 2000, Cisco Systems, Inc. WWW.CiSco.com ICND v1.0a—1-10



Host A Host B

4 1 Send SYN
(seq=1 ack=0)
YN received

© 2000, Cisco Systems, Inc. WWW.CiSCo.com ICND v1.0a—1-11



Host A Host B

4 1 Send SYN

(seq=1 ack=1)

YN received

]
Send SYN, ACK _2]

SYN received (seq=1 ack=2)

© 2000, Cisco Systems, Inc. WWW.CiSco.com ICND v1.0a—1-12



r

r

1 Send SYN

Host A

—

(seq=1 ack=0)

SYN received

3 Established
(seq=2 ack=2)

© 2000, Cisco Systems, Inc.
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Host B

YN received

,
Send SYN, ACK x 2]

(seq=1 ack=2)

ICND v1.0a—1-13



Sender | - Receiver

Window size =1
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Sender Receiver

Send 1

eceive 1

Window size =1
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Sender Receiver
Send 1 .
ecelve 1
Send ACK 2

Receive ACK 2

Window size =1
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Sender Receiver
Send 1 .
ecelve 1
_ Send ACK 2
Recelve ACK 2
Send 2 _
ecelve 2

Window size =1
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Sender | - Receiver

Send 1

eceive 1
_ Send ACK 2
Recelve ACK 2
Send 2 _
ecelve 2
Send ACK 3

Receive ACK

Window size =1

© 2000, Cisco Systems, Inc. WWW.CiSco.com
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Sender | - Receiver

Send 1

eceive 1
_ Send ACK 2
Recelve ACK 2
Send 2 _
ecelve 2
. Send ACK 3
Recelve ACK
Send 3 _
ecelve 3

Window size =1

© 2000, Cisco Systems, Inc. WWW.CiSco.com
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Sender | - Receiver

Send 1

eceive 1
_ Send ACK 2
Recelve ACK 2
Send 2 _
ecelve 2
. Send ACK 3
Recelve ACK
Send 3 _
ecelve 3
Send ACK 4

Receive ACK 4

Window size=1

© 2000, Cisco Systems, Inc. WWW.CiSco.com
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Sender | . Receiver

Window size = 3
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Tong div liéu can truyén qua I&n dwoc g&i trong
segment. Trong trieo'ng hop nay dir lieu phal dwoc
chia nhé thanh nhirtng manh nhé dé truyén div liéu
hiéu qua hon. TCP chiu trach nhiém thwc hién nhiém
vu hay

Khi truyén va nhan dir liéu, mét dich vu dwoc cung
cap b&i TCP la dieu khién dong (flow control). C6
nghia bao nhiéu div liéu dwoc truyén trong mét
khéang thoi gian, tién trinh diéu khién dwoc biét 1a
windowing

Window size xac dinh tong dir liéu co6 thé truyen tal
mot thoi diem trwwédc khi nhan ACK tw destination

WWW.CiSco.com ICND v1.0a—1-22



Window size = 3 lu :

Window size = 3

Send 2 |
e |

Window size = 3
Send 3

Window size = 3
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Wlndow3|ze 3
ender Sendl

Wmdow size =3
Send 3

Window size = 3
Send 4

Window size =3
Send 5

Window size = 3
Send 6

© 2000, Cisco Systems, Inc.

Window size = 3
Send 2

Window size = 3

WWW.CiSco.com

Receiver

ACK 4
Window size = 3
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Wlndow size=3
Send 1 Receiver
Window size = 3
Send 2
Wmdow size =3
Send 3
ACK 4
Window size = 3
Window size =3
Send 4
Window size =3
Send 5
Window size = 3
Send 6 ACK Z
Wlndow size=3

Window size = 3
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Sender | . Receiver

Window size = 3
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Window size = 3 lu :

Window size = 3

Send 2 |
e |

Window size = 3
Send 3

Window size = 3
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Wlndow size=3 :
ender Send 1 Receiver

Window size = 3

Send 2

Wmdow size =3

Send 3 _
ACK3 Packet 3 is
Window size = 2 Dropped

Window size = 3

WWW.CiSco.com ICND v1.0a—1-28

© 2000, Cisco Systems, Inc.



Receiver

Window size = 3 lu
Sender Send 1 |
Window size = 3
Send 2
Window size =3 |l
Send 3

Window size =2 |l
Send 3

Window size = 2
Send 4

ACK 3 Packet 3 is
Window size = 2 Dropped

Window size = 2
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Window size = 3 Window size = 3
Sender| gend 1 | ;I Receiver

Wlnd0W3|ze 3

Send2

Wlnd0W3|ze 3

Send3 _
ACK 3 Packet 3 is
WlndOWSIze 2] Dropped

Wlndow3|ze 3

Send3

Wlndow3|ze 3

Send4
ACK5
Wlnd0W3|ze 2

Window size = 2
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TCP chia nho dir liéu thanh nhirng segment. Nhirng
segment dwoc truyén tir noi g&i dén noi nhan,
nhwng trong qua trinh truyén bén nhan c6 thé nhan
khéng theo thwr tw

Pé bén nhan tai lap ghép lal data thi khi bo'l mol
segent deu dwoc ghi mot so thw tw gol la sequence
number

WWW.CiSco.com



Denial of service(DoS) la kiéu tan céng theo kiéu
ttr choi dich vu bang cach co gang tao connection.

La mot kiéu tan cong cua hacker nham muc dich

lam cho server qua tal bang cach khéi tao két noi
dén host muon tan cong nhwng véi IP khong ton
tai, khi host bi tan c6ng nhdn segment né sé gé&i

ACK cho host khéng ton tai

Két qua khdng nhan dworc tra 1ol trong khi dé
hacker lién tuc go’l lam cho bén nhan roi vao tinh
trang cho, tieu ton RAM,CPU . . .Pi vao tinh trang
treo hé thong

WWW.CiSco.com ICND v1.0a—1-32



Three-way handshake

=%

-
- SYMN ACK
ACH -
SYNMN Flooding Server
SYM -
YN e
SYM e e
SYIM <=7 ACK
SN =S ACK
SYHMN ACK

SEryer

© 2000, Cisco Systems, Inc. WWW.CiSco.com ICND v1.0a—1-33



Source Acknowledgement
Port #

Source Dest. Seq. Ack.

1028 | 23

© 2000, Cisco Systems, Inc. WWW.CiSco.com
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Source
Port #

| just got #10,
now | need #11.

ourcq Dest
10

© 2000, Cisco Systems, Inc. WWW.CiSCO.com ICND v1.0a—1-35



Seque
#

Acknowledgement
#

| just got #10,

now | need #11.

ourcq Dest

o200, cse QU CE Dest. Seq. Ack. WWW.CiSCo.com ICND v1.0a—1-36



Sequery Acknowledgement
# #

| just got #11,
now | need #12.

ourcq Dest

—
M
o200 e SOUYGE Dest. Seq. Ack. WWW.CiSCo.com D v1.0a—1-37



Dich vu chay trén mot host phai c6 mot
Port dang ky dée giao tiep méi co the xay
ra .

Mot host & xa két noi den mot dich vu
mong doi ma dich vu nay dung transport
layer va port

Trong TCP/IP gom 2 giao thirc hoat dong
tang transport la TCPva UDP va mot so
Port chuan

WWW.CiSco.com



Khi client két nol dén mét dich vu trén
server, source va destination port phal
dworc chi ro

Trong TCp hoac UDP deéu coé trwérng
chtra source va destination port

Khi client muon két nol den mét dich vu
trén server no tw tao ra source port >
1024 va destination port la port chuan
cua rng dung nhw : web(80), Telnet(23),
DNS(53) . ..

WWW.CiSco.com



Metwork 2
Fouter 1 — Fouter 2

<) N
i o g
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Class B
e 1§ BitS e——

o | vevon [

# Bits 1 1 14 16

Class B: 1 0 |[NETWORK#| HOSTH#H

WWW.CiSco.com ICND v1.0a—1-41



= The first 2 bits of a Class B address iIs
always 1 0.

= The first two octets to identify the
network part of the address.

= Possible network address from
128.0.0.0 to 191.255.0.0.

= The remaining two octets can be used
for the host portion of the address.

= Class B network have up to 65.534
possible IP addresses.

WWW.CiSco.com



Class C

e 3 Bits s
NETWORK NETWORK NETWORK _
# Bits 1 1 21 8
Class C: 1 | 0 |[NETWORK#| HOST#

WWW.CiSco.com




= The first 3 bits of a Class C address iIs
always 1 1 0.

= The first three octets to identify the
network part of the address.

= Possible network address from
192.0.0.0 to 223.255.255.0.

= The remaining last octet can be used
for the host portion of the address.

= Class C network have up to 254
possible IP addresses.
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Class A :1.0.0.0-126.0.0.0
Loopback network : 127.0.0.0
Class B : 128.0.0.0 - 191.255.0.0

Class C:192.0.0.0 - 223.255.255.0
Class D, multicast :224.0.0.0 - 239.0.0.0
Class E, reserved :240.0.0.0 - 255.0.0.0
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Class A

Class B
Llass G

Class D

Clazs E

1-126 (00000001-01111110)
128-181 (10000000-10111111)
182-223 (11000000-11011111)
224:239 (11100000-11101111)
240-255 [1110000-1111111)



% Broadcast goes to every host with a
particular network ID number.

< An |IP address that ends with binary 1s
INn all host bits Is reserved for the directed
broadcast address.

< An |IP address with binary 1s in all
network bits and host bits Is reserved for
the local broadcast address.
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STOP

255.255.255.255
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A i

192.168.20.0

192.168.20.255

Sroacleast ac
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172.16.20.200 1s Class B address
Network portion: 172.16

Host portion: 20.200
Network address: 172.16.0.0
Broadcast address: 172.16.255.255
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According to RFC-1918.

= Organizations make use of the private
Internet address space for hosts that
require IP connectivity within their
enterprise network, but do not require
external connections to the global
Internet.

= Class A: 10.0.0.0.
» Class B: 172.16.0.0-172.31.0.0.
w Class C: 192.168.0.0 - 192.168.255.0.
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1981501115 198.150.11.16

§ =

198150, 11,17 198.150.11.18

=)

=)

198.150,11.19

=)

Address 198.150.11.255

196.150.11.1

Address 198.150.12.255

ED

(

198.150.12.1

E1

§ ¥ § 8 8

198.150.12.12 198.150.12.13 198.150.12.14 198.150.12.15

—

s

Intermet

g -

198.150.12.16
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Class ~ RFC 1918 internal address range

A 100001 10504080

B | 7218000 17231 26255
G | 1921680010 192168 265255
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» Static assignment of an IP address

* RARP IP address assignment

* BOOTP IP address assignment

- DHCP IP address management

» Address Resolution Protocol (ARP)

WWW.CiSco.com



workstation SEndEr Sanyer

1921681034 1921681081 1921681087 192165810938
AAECFI2344:18 FEEDFR4d:45668 DDECECABOIAC DDECHCONBD4 FEEDFIA5:33:3A

gaR

| | F F/

182 168.10.1 I
FEED:FO:FA 33 AL

r' 4 —
Diskless DHCP DHCF ('k Internet ;
Mgt

188.1.10.2
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Disklass
workstation

FEED:FR25:44:EF

-

— —

Disklass TFTP BoOoTR( Intemet
workstation Sender Server .., -
182.168.10.24 192.168.10.M 192.168.10.87  192.168,10.93
FE'ED'Fi:dd 4566 DDECECAROMAC DOECBCONO04Dd FEEDFIE533:34
198.1.10.2

20 q/
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192.168.10.1
FEEED:FB:FAIZTAA
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Disklass
waorkstation

FEELXFI 2544 EF

Ciskdess
workstation

192.168.10.24 192.168.10.91 192.168.10.97
FEEDFF 445668 [DXECBLIABDLAL  DLNECBC OS2

RARF
Servar

192.163.10.98
FE:ED:FI65:33:3A
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Disklass
waorkstation

FEELXFI 2544 EF

Ciskdess
workstation

192.168.10.24 192.168.10.91 192.168.10.97
FEEDFF 445668 [DXECBLIABDLAL  DLNECBC OS2

RARF
Servar

192.163.10.98
FE:ED:FI65:33:3A
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Send Data to a
device

Mo

l

Send an ARP
request
Get an ARP
reply
[
Y
=end Data
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Cisco SysTems
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Network administrators sometimes need
to divide networks, especially large
ones, iInto smaller networks:

 Reduce the size of a broadcast domain.
* Improve network security.

* Implement the hierarchical managements.

So we need more network addresses for
your network.
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Subnetworks are smaller divisions of
network.

= Subnet addresses include the Class A,
Class B, or Class C network portion,
subnet fileld and a host field.

= 10 create a subnet address, a network
administrator borrows bits from the
original host portion and designates
them as the subnet field.

w Subnet addresses are assigned locally,
usually by a network administrator.
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. Create another section in the IP
SOLUTION * address called the subnet.

NETWORK| SUBNET -

Network Network Network SM  Host

T 6 54 3 210 765 4 3210 210 T 4 3 210
22222222 22222222 22222222 22222222
Octet (8 bits) Octet (8 bits) Octet (8 bits) Octet (8 bits)

11000000(/00000101|®|00100010(e{0000101 1

HOW?7?7?

By using a SUBNET MASK



“Extended Network Prefix”.

Determines which part of an IP address is
the network field and which part is the
host field.

& 32 bits long.
& Divided into four octets.

& All 1’s use for Network and Subnet
portions.

< All O’s use for Host portions.
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Class A : 255.0.0.0

Class B : 255.255.0.0

Class C: 255.255.255.0
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IP address : 10.10.2.100
00001010.00001010.00000010.01100100.
Default SM : 255.0.0.0
11111111.0000000.00000000.00000000.
00001010.00001010.00000010.01100100.

Class A network:
« 8 bits for network portion.
* 0 bits for subnet portion.
» 24 bits for host portion.

Subnet address: 10.0.0.0
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IP address : 172.16.2.100
10101100.00010000.00000010.01100100.
Default SM : 255.255.0.0
11111111.11111111.00000000.00000000.
10101100.00010000.00000010.01100100.

Class B network:
* 16 bits for network portion.
* 0 bits for subnet portion.
* 16 bits for host portion.

Subnet address: 172.16.0.0
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IP address : 192.168.2.100
11000000.10101000.00000010.01100100.
Default SM : 255.255.255.0
11111111.11111111.111111112.00000000.
11000000.10101000.00000010.01100100.

Class C network:
« 24 bits for network portion.

* 0 bits for subnet portion.
« 8 bits for host portion.

Subnet address: 192.168.2.0
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IP address : 172.16.65.100
10101100.00010000.01000001.01100100.
Subnet Mask : 255.255.240.0
11111111.11111111.11110000.00000000.
10101100.00010000.01000001.01100100.

Class B network:
« 16 bits for network portion.
* 4 bits for subnet portion.
« 12 bits for host portion.

Subnet address: 172.16.64.0
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Boolean operators:

*AND.
*OR.
*‘NOT.
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1AND 1=1
1 ANDO=0
OAND 1=0
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NOT 1
NOT O
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1010 AND 0110 = 0010

1010 OR 0110 = 1110

WWW.CiSco.com



IP AND Subnet Network and

Address Mask Subnet address

“ Network layer performs the Boolean operations
In order to find the network ID of a subnet

+ Example:
IP addr=> 172.16.65.100 AND 255.255.240.0 €SM
=172.16.64.0 € Subnetwork address
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Given network 172.16.0.0.
We need :

& 8 usable subnets

= Up to 1000 hosts on each subnet.
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» Determine the class of network and
default subnet mask.

=&
RN

=D

Determine how many bits to borrow.

Determine the subnet mask and the
actual number of subnets and hosts.

Determine the ranges of host address
for each subnet. Choose the subnets
that you want to use.
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& Determine the Class of network
Class B
* Determine the default subnet mask
255.255.0.0
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» Number of subnets <=2" -2 with n is
number of bits that are borrowed.

w» Number of hosts <=2m -2 with m Is
number of bits that are remained from
host bit (m=host bit —n)

= Determine how many bits to borrow
from the host portion from requirement:

8 subnets.

* 1000 hosts on each subnet.
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Choose n = 4;
 Number of possible subnets is:

24 -2 =14

 Number of possible hosts on each subnet is:

2(16-4) - 2 = 4094

Other choicen=5,n=67
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32 16 8 4 2
0 0 ) 0 )
0 o | o o | o
1 0 0 0 0
1 1 | o o | o
1 1 1 0 0
1 1 1 1 0
1 1 1 1 1
1 1 1 1 1

128

192

224

240

248

252

254

255

T
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ne subnet mask: 255.255.240.0.
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Determine the subnets and the ranges of
host address for each subnet. Including:

» Sub-network addresses

» Range of usa
= Sub-network

nle IP addresses

oroadcast addresses
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Determine the subnets from 4 borrowed
bits from the host portion (last 2 bytes):

= 1St subnet: .00000000.00000000
= 2"d subnet: .00010000.00000000
= 39 subnet: .00100000.00000000

= 15" subnet: .11110000.00000000

“Let subnet bits run”
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No Su:ér&(reé\gv;)rk Possible host address B;ggggsst Uge
0| 172.16.0.0 172.16.0.1 -172.16.15.254 | 172.16.15.255 | N
1| 17216.16.0 | 172.16.16.1-172.16.31.254 | 172.16.31.255 | Y
2 | 172.16.32.0 | 172.16.32.1-172.16.47.254 | 172.16.47.255 | Y
13 |1 172.16.208.0 | 172.16.208.1 — 172.16.223.254 | 172.16.223.255 | Y
141 172.16.224.0 | 172.16.224.1 - 172.16.239.254 | 172.16.239.255 | Y
15| 172.16.240.0 | 172.16.240.1 - 172.16.255.254 | 172.16.255.255 | N




j 172.16.16.0
Logical
MNetwork ‘
£

Physical Network

jﬂ' ;
172.16.48.0 172.16.32.0 &

= Using subnets No.1 to No.8.

w Assign IP addresses to hosts and
Interfaces on each network. IP address
. con figuration.
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The minimum bits you can borrow is:

2 bits.
The maximum bits you can borrow is:
A: 22 bits ~ 222 -2 =4.194.302 subnets.
B: 14 bits ~2%-2= 16.382 subnets.
C: 06 bits ~ 2% -2 = 62 subnets.
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Number of Number of MNumber of Total Number | Percent
Bits Borrowed | Subnets Created|Hosts Per Subnet of Hosts Used
2 2 62 124 49%
3 6 30 180 71%
4 14 14 196 77%
5 30 B 180 71%
B 62 p 124 49%

“ Network administrator must strike a
balance between the number of subnets
required, the hosts per subnet that is
acceptable, and the resulting waste of

~_addresses 7.
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Chuong I
HQ GIAO THUC TCP/IP
I.1.1. Ho giao thuc TCP/IP

TCP/IP 12 mét ho giao thirc dé cung cip phuong tién truyén thong lién
mang va n6 dugc ciu trac theo kiéu phan cip.

Khac v6i md hinh OSI/ISO tang lién mang st dung giao thic két nbi
mang "khong lién két" (connectionless) IP, tao thanh hat nhan hoat dong cua
Internet. Cung v6i cac thuat toan dinh tuyén RIP, OSPF, BGP, téng lién
mang [P cho phép két ndi mot cach mém déo va linh hoat cac loai mang "vat
1y" khac nhau nhu: Ethernet, Token Ring , X.25...

Giao thirc trao doi dir liéu "co lién két" (connection - oriented) TCP
dugc st dung & téng van chuyén dé dam béo tinh chinh x4ac va tin cay viéc
trao doi dir lidu dua trén kién trac két nbi "khong lién két" ¢ tang lién mang
IP.

Cac giao thirc hd tro ung dung phd bién nhu truy nhép tir xa (telnet),
chuyén tép (FTP), dich vu World Wide Web (HTTP), thu dién tir (SMTP),
dich vu tén mién (DNS) ngay cang duoc cai dat phd bién nhu nhimg bo phan
cdu thanh cta cic hé diéu hanh théng dung nhu UNIX (va cac hé diéu hanh
chuyén dung cing ho cta céc nha cung cép thiét bi tinh toan nhu AIX cta
IBM, SINIX cua Siemens, Digital UNIX ctia DEC), Windows9x/NT, Novell

Netware,...

OSI TCP/IP

Application Application '
|

) SMTP FTP TELNET DNS '
Presentation

Session '

Transprort

TCP UDP




Hinh 2.1 M6 hinh OSI va mé hinh kién trac ciia TCP/IP

Hinh 13. M6 hinh thanm chiéu TCP/IP v6i chuan OSI 7 16p

Trong céu trac bon 16p ciia TCP/IP, khi dit liéu truyén tir 16p ung
dung cho dén 16p vat 1y, mdi 16p déu cong thém vao phan diéu khién cua
minh dé ¢am bao cho viéc truyén dir liéu duoc chinh xac. Mdi thong tin diéu
khién nay dugc goi 13 mot header va duge dit ¢ trude phan dir litu duoc
truyén. Mdi 10p xem tat ca cac thong tin ma nd nhan dugc tir 10p trén 1a dir
lidu, va dit phan thong tin diéu khién header ctia né vao trudc phan thong
tin ndy. Viéc cong thém vao cic header & mdi 16p trong qua trinh truyén tin

dugc goi 1a encapsulation. Qua trinh nhan dir li¢u dién ra theo chi€éu nguoc

lai: mdi 16p sé& tach ra phan header trude khi truyén dit liéu 1én 16p trén.

MBOi 16p c6 mét ciu trac dit lidu riéng, doc 1ap vai cdu trac dir lidu dugc
dung & 16p trén hay 16p dudi cia né. Sau déy 1a giai thich mot sé khai niém
thuong gap.

Stream 1a dong s6 liéu duoc truyén trén co s& don vi sb lidu 1a Byte.

S6 liéu duoc trao doi gitta cac ung dung dung TCP duogc goi 1a stream, trong
khi dung UDP, chung dugc goi la message.

Mdi goi s6 lieu TCP duoc goi 1a segment con UDP dinh nghia cdu trac dir
li¢u cua no la packet.



L6p Internet xem tat ca cac dir liéu nhu 13 cac khdi va goi 13 datagram. Bo
giao thitc TCP/IP ¢6 thé dung nhiéu kiéu khac nhau cta 16p mang dudi
cung, mdi loai ¢6 thé c6 mot thuét ngir khac nhau dé truyén dir liéu.

Phén 16n cac mang két ciu phan dit liéu truyén di dudi dang cac packets hay

la cac frames.

Application Stream
Transport Segment/datagram
Internet Datagram
Network Access Frame

Cdu tric dir liéu tai cdc [6p cua TCP/IP
L&p truy nhap mang
Network Access Layer 1a 16p thap nhét trong cdu trac phan bac cua TCP/IP.
Nhiing giao thic ¢ 16p nay cung cip cho hé théng phuong thic dé truyén dit
liéu trén cac tang vat 1y khic nhau ctia mang. N6 dinh nghia cach thirc
truyén cac khéi dir liéu (datagram) IP. Cac giao thic & 16p nay phai biét chi
tiét cac phan cdu trac vat Iy mang ¢ dudi né (bao gdm ciu tric gbi sd lidu,
ciu trac dia chi...) dé dinh dang dugc chinh x4c cac goi dir ligu s€ duogc
truyén trong ting loai mang cu thé.
So sanh véi ciu tric OSI/OSI, 16p nay ciia TCP/IP tuong duong véi hai 16p
Datalink, va Physical.
Chtic ning dinh dang di liéu s& dugc truyén & 16p ndy bao gdbm viéc nhiing
cac goi dit lidu IP vao cac frame s& dugc truyén trén mang va viéc anh xa
cac dia chi IP vao dia chi vat 1y duoc dung cho mang.
Lop lién mang
Internet Layer 13 16p o ngay trén 16p Network Access trong cau tric phan
16p cua TCP/IP. Internet Protocol 1a giao thirc trung tim cua TCP/IP va la
phan quan trong nhat cta 16p Internet. IP cung cip cac goi luu chuyén co

ban ma thong qua d6 cac mang dung TCP/IP dugc xay dung.



Chirc niang chinh cia - Giao thirc lién mang I1P(v4)
Trong phan nay trinh bay vé giao thirc IPv4 (dé cho thuan tién ta viét IP c6
nghia 1 dé cap dén IPv4).
Muc dich chinh cta IP 1a cung cap kha nang két nbi cac mang con thanh lién
mang dé truyén dit liéu. IP cung cdp cac chic ning chinh sau:
= Pinh nghia cau tric cac goi dit lidu 1a don vi co sé cho viée truyén dir
liéu trén Internet.
* Pinh nghia phuvong thirc danh dia chi IP.
= Truyén dir liéu giita tang van chuyén va ting mang .
= Pinh tuyén dé chuyén cac géi dir lidu trong mang.
= Thyc hién viéc phian manh va hop nhat (fragmentation -reassembly)
cac goi dit liéu va nhung / tich chung trong cac géi dit liéu & tang lién
két.
Pinh tuyén IP
Co hai loai dinh tuyén:
= Pinh tuyén tryc tiép: Dinh tuyén truc tiép 1a viéc xac dinh dudng ndi
gitra hai tram lam vi¢c trong cung mot mang vat ly.
= Pinh tuyén khong truc tiép. Pinh tuyén khong truc tiép 1a viéc xac dinh
duong ndi giira hai tram 1am viéc khong nam trong cing mot mang vt 1y
va vi vy, viéc truyén tin giita chung phai dugc thuc hién thong qua cac
tram trung gian la cic gateway.
Pé kiém tra xem tram dich c6 nam trén ciing mang vat 1y véi tram ngudn
hay khong, nguoi giri phai tach 1iy phan dia chi mang trong phan dia chi IP.
Néu hai dja chi nay co6 dia chi mang giéng nhau thi datagram s& duogc truyén
di truc tiép; nguoc lai phai xac dinh mot gateway, thong qua gateway nay
chuyén tiép cac datagram.
Khi mdt tram mudn guri cac goi dir liéu dén mot tram khéc thi n6 phai dong
g6i datagram vao mot khung (frame) va guri cac frame nay dén gateway gan
nhat. Khi mot frame dén mot gateway, phan datagram da dugc dong goi sé

dugc tach ra va IP routing s& chon gateway tiép doc theo duong dian dén



dich. Datagram sau d6 lai duoc dong goi vao mot frame khac va giri dén
mang vat ly dé gui dén gateway tiép theo trén duong truyén va tiép tuc nhu
thé cho dén khi datagram duoc truyén dén tram dich.

Chién lwoc dinh tuyén: Trong thuat ngit truyén théng ciia TCP/IP chi c6 hai

kiéu thiét bi, d6 1a cac cong truyén (gateway) va cac tram (host). Cac cong
truyén co vai trd giri cac goi dir liéu, con cac tram thi khong. Tuy nhién khi
mot tram duoc ndi voi nhiéu mang thi né cling c6 thé dinh hudng cho viéc
lwu chuyén cac géi dir liéu gilta cac mang va lic nay né dong vai trd hoan
toan nhu mot gateway.

Cac tram 1am viéc luu chuyén cac géi dir liéu xuyén subt qua ca bon 16p,
trong khi cac cong truyén chi chuyén cac goi dén 16p Internet 1 noi quyét
dinh tuyén dudng tiép theo dé chuyén tiép cac goi dir liéu.

Cac may chi co thé truyén dir lidu dén cac may khac nam trén cing mot
mang vat 1y. Cac goi tir Al can chuyén cho C1 s& dugc hudng dén gateway
G1 va G2. Tram Al dau tién s& truyén cac goi dén gateway G1 thong qua
mang A. Sau d6 G1 truyén tiép dén G2 thong qua mang B va cudi cung G2
s& truyén céac goi truc tiép dén tram C1, boi vi chung duoc ndi truc tiép véi
nhau théng qua mang C. Tram A1 khong hé biét dén cac gateway nam & sau
G1. Al giri cac g6i s6 lidu cho cac mang B va C dén gateway cuc bo G1 va
dua vao gateway ndy dé dinh hudng tiép cho cac géi dir liéu di dén dich.
Theo cach nay thi tram C1 trudc tién s& guri cac godi cia minh dén cho G2 va

G2 sé& giri di tiép cho cdc tram & trén mang A ciing nhu ¢ trén mang B.



Hinh v€ sau mé ta viéc dung cac gateway dé gui cac goi dur liéu:

Host Al Host C1
Application Gateway Gateway Application
Transport Transport
Internet Internet
Network [Network
AcCess Internet Internet Access

[Network [Network
Network A Network B Network C

Hxnh 17. §bnh tuyOn gi+a hai hO théng

Viéc phdn manh cdc géi dir ligu: Trong qua trinh truyén dir liéu, mot goi dix

lidu (datagram) c6 thé duoc truyén di thong qua nhiéu mang khac nhau. Mot
g61 dir liéu (datagram) nhan dugc tor mot mang nao d6 co thé qua lén dé
truyén di trong goi don & trén mot mang khac, boi mdi loai cAu tric mang
cho phép mot don vi truyén cyc dai (Maximum Transmit Unit - MTU), khac
nhau. Pay chinh 1a kich thudc 16n nhat ciia mot gbi ma chung cé thé truyén.
Néu nhu mot g61 dit li¢u nhan duoc tr mot mang nao dé6 ma 1é6n hon MTU
cua mdt mang khéc thi no can duoc phan manh ra thanh cac gbi nho hon, goi
1a fragment. Qua trinh nay goi la qua trinh phan manh. Dang cia mdt
fragment ciing giéng nhu dang ciia mot goi dit liéu thong thuong. Tir thir hai
trong phan header chita cac thong tin dé xac dinh mdi fragment va cung cap
cac thong tin dé hop nhét cac fragment nay lai thanh cdc goéi nhu ban dau.
Truong identification dung dé xac dinh fragment nay 1a thudc vé goi dit liéu

nao.



Giao thue ICMP
ICMP ((Internet Control Message Protocol) 1a mét giao thire diéu khién cua

mirc IP, duoc dung dé trao ddi cac thong tin diéu khién dong sd liéu, thong

bao 16i va cac thong tin trang thai khac ctia bd giao thire TCP/IP. Vi du:

Piéu khién luu luong dit liéu (Flow control): khi cac goi dit lidu dén
qua nhanh, thiét bi dich hodc thiét bi dinh tuyén & giita s& guri mot
thong diép ICMP trd lai thiét bi giri, yéu cau thiét bi gui tam thoi
ngung viéc guri dir lidu.

Thong bao 16i: trong truong hop dia chi dich khong t6i duge thi hé
théng s& glri mot thong bao 16i "Destination Unreachable".

Dinh hudng lai cac tuyén dudng: mot thiét bi dinh tuyén s& guri mot
thong diép ICMP "dinh tuyén lai" (Redirect Router) dé thong bao
v6i mot tram 1a nén dung thiét bi dinh tuyén khac dé t6i thiét bi
dich. Thong diép nay c6 thé chi duoc dung khi tram ngudn & trén
cung mot mang vai ca hai thiét bj dinh tuyén.

Kiém tra cac tram ¢ xa: mot tram co thé guri mét thong digp ICMP

"Echo" dé kiém tra xem mot tram ¢ hoat dong hay khong.

Sau day la mo ta mot ing dung cua giao thuc ICMP thuc hién viéc dinh

tuyén lai (Redirect):

Vi du: gia st host giri mot géi dir 1i€u IP té1 Router R1. Router R1 thuc hi¢n

viéc quyét dinh tuyén vi R1 1a router mic dinh cta host d6. R1 nhéan goi dir

liéu va tim trong bang dinh tuyén va nod tim thdy mot tuyén t6i R2. Khi R1

giri go6i dir liéu t6i R2 thi R1 phat hién ra ring n6 dang gui goi dir liéu d6 ra

ngoai trén cung mot giao dién ma goi dir li¢u do da dén (1a giao di¢n mang

LAN ma ca host va hai Router ndi dén). Luc nay R1 s& giri mot thong bao

ICMP Redirect Error to1 host, thong bao cho host nén guri cac goi dir liéu
tiép theo dén R2 thi tét hon.




Tac dung ciia ICMP Redirect 1a dé cho mot host v&i nhan biét tdi thiéu vé
dinh tuyén xay dung 1én mot bang dinh tuyén t6t hon theo thoi gian. Host d6
c6 thé bit dau véi mot tuyén mic dinh (c6 thé R1 hodc R2 nhu vi du trén) va
bat ky 1an ndo tuyén mic dinh nay duoc dung véi host d6 dén R2 thi né sé&
dugc Router mic dinh gui thong bao Redirect dé cho phép host d6 cap nhat
bang dinh tuyén ctia n6 mét cach phu hop hon.

1.6.2. Giao thirc ARP va giao thuc RARP

bia chi IP dugc dung dé dinh danh cac host va mang & tﬁng mang cua mo
hinh OSI, chung khong phai 1a cac dia chi vat 1y (hay dia chi MAC) cua céac
tram do trén mdt mang cuc bd (Ethernet, Token Ring,...). Trén mdt mang
cuc bo hai tram chi ¢ thé lién lac v&i nhau néu ching biét dia chi vat 1y ctia
nhau. Nhu vay van dé datra 1a phai thuc hién anh xa gitra dia chi IP (32 bits)
va dia chi vat ly (48 bits) cua mot tram. Giao thirc ARP (Address Resolution
Protocol) di duogc xay dung dé chuyén dbi tir dia chi IP sang dia chi vat Iy
khi can thiét. Nguoc lai, giao thic RARP (Reverse Address Resolution
Protocol) dugc dung dé chuyén déi dia chi vat 1y sang dia chi IP. Céc giao
thirc ARP va RARP khong phai 14 b phan caa IP ma IP s& dung dén ching

khi can.



Giao thurc ARP

Giao thuc TCP/IP st dung ARP dé tim dia chi vat Iy cua tram dich. Vi du
khi can giri mot goi dir liéu IP cho mot hé théng khac trén cung mot mang
vat 1y Ethernet, h¢ thong gui can biét dia chi Ethernet ctia hé théng dich dé
tang lién két dir liéu xay dung khung géi dit liéu.

Thong thuong, mdi hé thong luu gitt va cip nhat bang thich Gng dia chi
IP-MAC tai chd (con dugc goi 1a bang ARP cache). Bang thich tng dia chi
dugc cap nhat boi ngudi quan tri hé théng hoac tu dong béi giao thuc ARP
sau mdi 1an anh xa dugc mot dia chi thich ung moi.

MBoi khi can tim thich tmg dia chi IP - MAC, c¢6 thé tim dia chi MAC
tuong ung voi dia IP d6 trude tién trong bang dia chi IP - MAC & mdi hé
thong. Néu khong tim thay, c6 thé sir dung giao thic ARP dé 1am viéc nay.
Tram lam viéc giri yéu cau ARP (ARP_Request) tim thich Gng dia chi IP -
MAC dén may phuc vu ARP - server. May phuc vu ARP tim trong bang
thich tng dia chi IP - MAC cua minh va tra 10i bang ARP Response cho
tram lam viéc. Néu khong, may phuc vu chuyén tiép yéu cau nhan duoc dudi
dang quang ba cho tit ca cic tram 1am viéc trong mang. Tram nao cé tring
dia chi IP dugc yéu cau s& tra 101 v6i dia chi MAC caa minh. Tém lai tién

trinh cia ARP duoc mo ta nhu sau

IP
ARP request

IP
v

P ARP request

ARP request 129.1.1.1

Tién trinh ARP



IP yéu cau dia chi MAC.
Tim kiém trong bang ARP.
Néu tim théiy s¢ tra lai dia chi MAC.

Néu khong tim thay, tao goi ARP yéu cau va gui téi tt ca cac

AW N

tram.
5. Tuy theo goi dir li€u tra 161, ARP cdp nhat vao bang ARP va gt
dia chi MAC d6 cho IP.
Giao thitc RARP
Reverse ARP (Reverse Address Resolution Protocol) 1a giao thuc giai thich
ung dia chi AMC - IP. Quad trinh nay nguoc lai voi qua trinh giai thich ung
dia chi IP - MAC mo ta ¢ trén, nghia la cho trudc dia chi mac lién két, tim

dia chi IP tuong ung.

Giao thirc 16p chuyén tai (Transport Layer)
- Giao thtrc TCP ?
TCP (Transmission Control Protocol) 1a mot giao thuc “co lién két”
(connection - oriented), nghia 13 can thiét 1ap lién két (logic), gitta mot cip
thuc thé TCP trudc khi chung trao d6i dir liéu v6i nhau.
TCP cung cap kha ning truyén dir liéu mot cach an toan giita cic may tram
trong hé théng cac mang. N6 cung cap thém cac chirc ning nham kiém tra
tinh chinh xac cua dir liéu khi dén va bao gdm ca viéc gui lai dit liéu khi c6
16i x4y ra. TCP cung cdp cac chire niang chinh sau:
1. Thiét 1ap, duy tri, két thuc lién két gitra hai qua trinh.
2. Phan phat géi tin mét céach tin cay.
3. Panh sd tht tu (sequencing) cac goi dir liéu nham truyén dit liéu mot
cach tin cay.
4. Cho phép diéu khién 15i.
5. Cung cép kha ning da két nbi v6i cac qua trinh khac nhau giita tram
ngudn va tram dich nhat dinh thong qua viéc st dung cac cong.

6. Truyén dit liéu str dung co ché song cong (full-duplex).
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Mot tién trinh tmg dung trong mot host truy nhap vao cac dich vu ciia TCP
cung cip thong qua mot cong (port) nhu sau:

Mot céng két hop véi mot dia chi IP tao thanh mdt socket duy nhat trong
lién mang. TCP dugc cung cap nhd mot lién két logic giita mot cap socket.
Mot socket c6 thé tham gia nhiéu lién két voi cac socket & xa khac nhau.
Trudce khi truyén dir liéu giita hai tram can phai thiét 1ap mot lién két TCP
giita chung va khi két thuc phién truyén dir liéu thi lién két d6 s& duoc giai
phong. Ciing gidng nhu & cac giao thic khac, cac thuc thé ¢ ting trén st
dung TCP thong qua cac ham dich vu nguyén thuy (service primitives), hay
con goi la cac 1o1 goi ham (function call).

/Userprocess /Uerprocess
o) 3 & 3

TCP
p TCP
NAP 1P
NAP
— Host

NAP: Network Access Protocol
Cong truy nhap dich vu TCP
- Thiét 1ap va két thuc két ndi TCP
Thiét 1ap két noi
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Thiét 1ap két ndi TCP dugce thyuc hién trén co s& phuong thirc bat tay ba budc
(Tree - way Handsake) hinh 2.11. Yéu cau két ndi luén duoc tién trinh tram
khéi tao, b?mg cach girt mgt goi1 TCP véi co SYN=1 va chua gia tr1 khoi tao
s6 tuan tu ISN cia client. Gia tri ISN nay 1a mot s6 4 byte khong dau va
duoc ting mdi khi két ndi dugc yéu ciu (gia tri ndy quay vé 0 khi nd téi gia
trj 2°%). Trong thong diép SYN nay con chira s6 hiéu cong TCP cua phan
mém dich vu ma tién trinh tram mudn két nbi (budce 1).

M&i thyc thé két ndi TCP déu c6 mot gia tri ISN méi sé nay duoc ting theo
thoi gian. Vi mot két ndi TCP c6 cung s6 hiéu cong va cung dia chi IP duoc
dung lai nhiéu lan, do d6 viéc thay doi gia tri INS ngan khong cho céc két
ndi dung lai cac dir liéu da cil (stale) van con duoc truyén tir mot két ndi cii
va ¢6 cuing mot dia chi két nbi.

Khi thue thé TCP cua phﬁn mém dich vu nhan duogc thong di¢p SYN, n6 gui
lai g6i SYN cung gia tri ISN ctia né va dit cd ACK=1 trong trudng hop san
sang nhan két n6i. Thong diép nay con chira gia tri ISN cua tién trinh tram
trong trudng hop sé tuan tu thu dé bao rang thuc thé dich vu da nhan dugc
gia tri ISN cua tién trinh tram (budc 2).

Tién trinh tram tra 1oi lai g61 SYN cua thuc thé dich vu b'flng mot thong bao
tra 1061 ACK cudi cung. Béng cach nay, cac thuc thé TCP trao d6i mot cach
tin cy cac gia tri ISN ctia nhau va c6 thé bat dau trao doi dit liéu. Khong cé
thong diép nao trong ba budc trén chira bat ky dit liéu gi; tat ca thong tin trao

d6i déu nam trong phan tiéu dé cua théng diép TCP (budc 3).
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TCP_A TCP_A
TCP B TCP_B

\\\\\\\\\\\\\\\\\\\\’ . —x
Syn, Seq=x 4ﬂ_________—-—~“"’—
/ Ack(x+1)

Syn, Seq=y
Ack(x+1) M
\ s eq=Y9
Ack(x+1
— ]
Ack(y+1)
Ack(y+1)
Qua trinh két ndi theo 3 budc
Két thiic két ndi

Khi ¢6 nhu cau két thic két ndi, thuc thé TCP, vi du cu thé A gui yéu cau
két thic két ndi véi FIN=1. Vi két néi TCP la song cong (full-duplex) nén
mic du nhan duoc yéu cau két thic két ndi cua A (A thong bao hét s licu
giri) thue thé B van c6 thé tiép tuc truyén sd liéu cho dén khi B khong con sb
lidu dé giri va thong bao cho A bang yéu cau két thic két ndi v6i FIN=1 caa
minh. Khi thuc thé TCP d3 nhan duoc thong diép FIN va sau khi da gui
thong di€p FIN cua chinh minh, két ndi TCP thuc su két thuc.
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Chuong II
Cong nghé DataSocket
I. Giéi thiéu vé cong nghé DataSocket.

X4y dung hé thdng do ludng va chuyén dir lidu do luong cing céc
thudc tinh ctia chung véi toc do cao qua mang Internet(TCP/IP) hién 1 bai
toan duoc nhiéu linh vuc quan tdm. N6 thuong 1a mdi truong thuc nghiém
moi trudng 4o, thudng 1a hé thdng duoc xdy dung véi cac thiét bi do do(VI),
cac hé thong nay thuodng xir dung mo hinh hé thdng do ludng phén tan két
hop khong chit. Cac hé théng do ndy cho phép dé dang céu hinh lai hé
théng, phdi hop cac thanh phan cta hé théng dé thyc hién mot phép do yéu
cau.

Su phat tan dir liéu qua mang Internet(TCP/IP) c6 thé thuc hién theo
cac phuong phap sau:

- Mang LAN.

- Mang dién thoai cong cong(PSTN).
- xDSL.

- Wireless.

- Leased Line

Trén thé gii c6 nhidu hing phat trién va tro gitp cic hé thdng nay,
nhat 13 hang National Instruments, hdng nay di phét trién cic diéu khién
ActiveX danh cho thu thip dir liéu do ludng, phat trién giao dién, xu 1 dit
liu va phat tan dir liéu do ludng véi tdc do cao qua mang Internet dua trén
co s& cong nghé DataSocket. Véi cac thu vién d6 nguoi s dung dé dang
phat trién cac ing dung do ludng va diéu khién qua mang TCP/IP véi su tich
hop manh m¢€ cua cong ngh¢ WEB, nd cho phép ngudi st dung truy cap dir
liéu do luong khong khac gi truy cép cac trang Web thong thudng, dong thoi
diéu d6 ciing cho co hoi dé& dang tich hop dir liéu do ludng véi cac cong
nghé khac.

1. DataSocket la gi ?
DataSocket 14 mot cong nghé 14p trinh méi dua trén co so chuan cong

nghiép TCP/IP, dé lam don gian hoa viéc trao d6i dir liéu giita cac tmg dung
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khac nhau trén mot may tinh hodc giita nhitng may tinh duoc két ndi véi
nhau qua mang. DataSocket thuc hién mét giao di¢n 1ap trinh c6 hi€u nang
cao va d& str dung, cho phép thiét ké chia sé va phat sinh dir liéu Online
trong cac hé théng do luong va tu dong hoa.

Vi DataSocket 1a cong cu 1ap trinh mdéi nén n6é duge st dung trong
nhiéu Gmg dung khac nhau nhu xay dung mang lién két mot cach thong nhét
va hi¢u qua gitra cdc phong thi nghi€ém cua cac co quan nghién ctu, cac
truong dai hoc va cac trung tdim dao tao trong nudc ciing nhu quéc té voéi
nhau. Tur d6 tang kha nang hop tac nghién ctru khoa hoc, chia sé tai nguyén,
tiét kiém dang ké cac thiét bi khoa hoc, hé thong thi nghiém dat tién hién
nay. Khi ap dung cong nghé DataSocket ching ta c6 thé khai thac duoc hét
tinh nang cling nhu cong suét cua cac hé théng thi nghiém da niang nhung lai
dat ¢ cac trung tdm co vi tri xa nhau.

e (Cac dac trung cua DataSocket:

— Poc va viét dir liéu giira nhiéu dich va nhiéu ngudn dir liéu khac
nhau.

— Cac nguodn va dich dir liéu duoc chi ra thong qua ciac URL
gidng nhu truy cp trang WEB bang trinh duyét WEB.

— Giao dién lap trinh don gian, doc lap cho phép truy cap to1 cac
Server File, FTP, HTTP, OPC.

~ Giao thuc truyén DataSocket(DSTP) la giao thtrc riéng cia
DataSocket, cho phép trao doi dir liu v6i moi kiéu dir liéu
thong qua cac DataSocket Server, tham tri cho phép truyén ca
cac Frame anh Online(Chuyén anh vé dang mang va truyén) va
tién noi.

e M0 hinh phat tan dir licu dung DataSocket
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Remote Monitoring and Control

Clisnt
Web

- Browser

Cliant

Clisnt

Acquisition
Application

LV, CVI,VB

Data Socket

Data Server

2. Cac thanh phén ciia cong nghé DataSocket.

e (Cong nghé DataSocket gdbm 2 phan.

— DataSocket API.

— DataSocket Server.

2.1. DataSocket API.

— DataSocket API 1a mot giao dién dé giao tiép v6i nhiéu kiéu dit liéu

tir nhiéu ngdn ngir thong qua mang.

- DataSocket API st dung nhu mot diéu khién ActiveX, n6 1a mot thu

vién cua LabWindows/CVI va cho phép nhing vao cac moi truong

1ap trinh g dung khac nhau nhu VB, VC'', LabVIEW.

— Co ché hoat dong ciia DataSocket API: Tu dong thyc hién chuyén
dir liéu do luong thanh mot ludng cac Byte ma c6 thé giri duoc qua

mang dén dia chi dich, cac ung dung DataSocket phia nhan s& chuyén

16




ludng Byte dir liéu d6 vé dang gbc cua nd, sy chuyén d6i tu dong nay
lam don gian van dé phat trién cac tmg dung trén mang.

~ DataSocket gobm 4 thao tic co ban: Open(Md), Read(Poc),
Write(Ghi), Close(Péng), cho phép ban mé kénh dir li€u, doc hoac
viét dir liéu qua kénh d6 va déng kénh dir liéu khi két thac. Ta co thé
su dung DataSocket API cung mot s6 chuong trinh dé doc dir liéu tur:
HTTP Servers, FTP Servers, Local Files, DSTP Servers.

2.2. DataSocket Server.

- DataSocket 1a mdét Modul phﬁn mém doc lap vo1 DataSocket API
dung dé quang ba dit liéu do Online qua mang Internet toi cac Client
tir xa voi toc do cao. DataSocket Server don gian hoa truyén thong
qua Internet véi giao thuc 1ap trinhTCP/IP, né ty dong quan li cac két
ndi cua Client.

— Hé thong thuc hién phat tan dir liéu qua mang st dung DataSocket
gbém 3 thanh phan:

+ B0 phan xuat ban dir liéu(Publisher).
+ DataSocket Server
+ B0 phan nhéan dir li¢u(Subscriber).

e B0 phan xuét dir liéu(Publisher): Str dung DataSocket API dé viét dir
liéu thu dugc tir cac ung dung thu nhap dit liéu(Cac thiét bi do, cac hé
thu thap dir liu...) té1 Server.

e Cac tmg dung nhan dir lidu(Subscriber): Sir dung DataSocket API dé
doc dir li¢u tir phia Server, ca ing dung Xudt va ung dung nhan déu 1a
cac Client ciia DataSocket Server. Ca 3 thanh phan dé quang ba dir

liéu c6 thé ndm trén cung mdt may hoac trén cac may tinh khac nhau.
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e DataSocket Server:
+Kha nang chay DataSocket Server trén cac may khac nhau cai tao

dang ké hoat dong va kha ning an toan cia cac hé thong do ludng vi né
duoc cach li qua mang may tinh.
+ DataSocket Server 1a mot giai phap dé sir dung.
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e Hat nhin co ban dé phat trién tng dung trong cac méi trudng khac

nhau cua cong nghé DataSocket 1a cac ddi twong ActiveX
CWDataSocket va CWData.

e Dbi twong CWDataSocket 13 thanh phan cho phép két ndi cac ngudn
dir liéu khac nhau dé doc dit liéu tir ngudn va viét dir liéu t6i dich.
CWDataSocket luu giit dir liéu trong cac d6i tuong CWData.

CWDataSocket
Properties Methods Events
AccessMode AboutBox OnDataUpdated
ActualURL Connect OnStatusUpdated
AutoConnect ConnectTo
Data Disconnect
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DataUpdated SelectURL
LastError Update
LastMessage
Status
StatusUpdated
URL

Cdc thuoc tinh, phuong phap, sy kién cua CWDataSocket.
e Doi twong CWData giit cac gia tri va thudc tinh gin véi cac gia tri dir

liéu do thong qua cac thude tinh Data.

CWData

Properties Methods Events

Value CopyFrom
DeleteAttribute
GetAttribute

GetAttributeNames
HasAttributeReset
SetAttribute

Cdc thugc tinh, phuwong phap va sy kién cua CWData.
3. Giao thirc DSTP
- Giao thirc DSTP 1a giao thic quan trong trong viéc phat tan dir
liéu téc do cao qua mang Internet.

e Cac diic diém ciia giao thirc DSTP.

- DSTP 1a mét giao thirc 16p tng dung dé truyén dit liéu t6i noi doc
dir li€u tor mot Server DSTP goi 1a DataSocket Server. DSTP duoc
thuc hién trén nén TCP/IP va cung cap truyén thong hudng két nbi
giita Server va Client. Trong d6 phia Client s& duy tri phién truyén
thong vé&i phia Server. Trong phién truyén thong d6 phia Server s& giir
cac thong tin két ndi cua phia Client. May Client cung cép dit liéu do

t5i phia Server va duoc coi nhu nhitng bo xuat ban dit liéu (Publisher)
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hay 13 noi viét dir liéu. Con phia nhan dit liéu dugc coi 1a nhung noi
doc hay thanh vién nhan dir liéu(Subscribes => Thanh vién thué dir
li¢u).
- Cac thanh phan.
Trong hé thong DSTP gdm 3 thanh phan:
- DataSocket Server.
- Noi xuat ban dit lidu.
- Noi1 nhan dir licu.

Noi xudt ban di liéu: Thu thap dit liéu tir thiét bi thu thap dir
li¢u cuc bd hoac tir xa va gui nd té1 may Server. May Server co
thé dugc dinh trén cing may cuc bo hay trén may tir xa qua mang
Internet.

Noi nhan dir liéu: Nhan dir liéu tir mayServer. DPdi voi céc ung
dung phirc tap yéu cau nhiéu hon mot Publisher va nhiéu hon mot
Server.

- Nhén biét dit liéu do lwong trén mdt Server

Str dung URL dé nhan biét vi tri coa dit liéu do duong trén
Server. Mot URL DSTP chi thi tén cua Server DataSocket va
duong dan truy cap ddi véi mot muc du liéu do luong cu thé. Cac
Publisher va Subscriber can chi téi muc dit lieu béi cung mat
URL.

e Cach sir dung.

- Thiét 1ap mdt phién lam viée

Nguoi st dung tuong tic véi DSTP bang cach st dung giao
dién 1ap trinh ung dung DataSocket API trong mot (mg dung phan
mém National Instruments.

Dé thiét lap mot két ndi téi mot DataSocket Server st dung API
DataSocket ngudi st dung chi can viét t&i URL, sau do Client s&
thong qua mot vai budce dé thiét 1ap mot két ndi DSTP.

Cac bude thwe hién két ndi DSTP:

Buwéc I: Bé thiét 1ap mot phién voi Server:
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Client gui thong di€p “Request to log on” td1 Server. Yéu
cdu ciing bao gém sb phién ban DSTP d6i voi phién két ndi.
Buée 2: Néu Server chép nhan két ndi no sd guri lai mot
thong béo dé xac nhan sé phién ban DSTP.
Buwoce 3: Client gui lai mot yéu cau dé két ndi téi mot URL
cu thé trén Server.
Cac URL thé hién dir liu do ludong cu thé trén DataSocket
Server dugc quy chiéu nhu 1a ciac muc DataSocket. DataSocket
Server stt dung cung két ndi TCP d6i voi tit ca cac muc ton tai

trong cung khong gian xu ly do.

Thiét lgp mét phién két né téi DataSocket Server.

- Truyén va nhén dir liéu.

bé truyén dir li€u té1 Server , Client guri toan bd phﬁn dau mot
thong diép toi Server dé viét dir liéu duoc dong goi trong thong
diép nhu 1a mot gia tri méi d6i voi dir liéu. Thong diép ciing bao
gém URL nha dang dir li€u trén Server, dé yéu cau dit liéu tur
Server, Client gtri thong diép yéu cau gié tri dir liéu gan day nhat.
Thong diép ciing gom URL cia dir liéu yéu cau tir Server. Client

nhan dir liéu t&r Server qua cac yéu cau dir li€u ré rang hoac qua
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mét két ndi cap nhat tu dong, Server gui dir li€u cap nhat toi
Subssribes duoc lap trinh dé cap nhat ty dong ngay khi Server
nhan gia tri mo1 tor Publisher.

- Két thiic mdt phién.

Pé két thuc két ndi, Client guri yéu cau thoi két ndi téi Server.
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Chuong III
Thir nghiém phat tan dir liéu qua mang TCP/IP

st dung DataSocket

1. Mo hinh h¢ thir nghiém

Server
-Win 2000 -
DataSocket Server
-LabView, VB
-Server.VI
- CSDL Excel

Modem

Mang cuc b
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Hinh 6. M6 hinh hé thdng thir nghiém

a) Mo ti phan cirng
Phan clmg thir nghiém bao gém:
*) Mang LAN gom 2 mdy tinh véi cdu hinh:
+ CPU: P4-2GHz
+RAM: 256MB
+HDD: 20GB
+Card mang, cable mang
+Monitor, keyboard, mouse
*) Card AT-MIO-16XE-10
Pay 1a card da ning, bao gdm: 16 kénh Al, 2 kénh AO, 8 kénh DIO
va cac mach dém, cac mach phat xung. So dd khdi cta card thé hién nhu
hinh vé 7
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AT =110 Channel

[0 Connector

Hinh 7. So d6 khéi card AT-MIO-16XE-10

- B0 ghép nbi SCB-68 va cable
- B0 chi thi tin hiéu s6 led

Bo chi thi Led dung dé chi thi tin hiéu diéu khién sb giri tir may tir xa qua
mang, gdm 8 kénh s6 DIO.
- B0 chi thi tin hiéu hién s6

Bo chi thi tin hiéu hién sé dung chip ICL7107 dé chi thi s6. Bo ndy nhan
tin hiéu Analog tir may tir xa giri dén may cuc bo va duoc dua qua bo DAC
t61 b chi thi tin hi¢u dién ap.
- Mach déu do nhiét do PT100
- Sensor PT100

b) M6 td phan mém

Chuong trinh phin mém gém 2 chuong trinh: Chuong trinh server cai dat
trén may chu va chuong trinh client cai dat trén cac may tram. . Trong
LabVIEW co6 cac 1énh cho phép lap trinh tng dung lam vi¢c véi DataSocket
mot cach thuan tién, dé dang:
- Lénh Select: Chon URL DataSocket nguén dé doc dit lidu

hoac dich dé viét dir liéu
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- Lénh DataSocket Read: Poc dir liéu tir két ndéi duoc chi béi
URL va tra vé dit liéu

-Lénh DataSocket Write: Viét dit lidu toi két ndi DataSocket

duoc chi bd1 URL

Céc 1énh gop dit liéu va tach dir liéu dé truyén qua mang. Dit liéu qua mang

1a loai dir li¢u khong dinh kiéu Variant.

L /4 < . . < R .
a0 Lay thudc tinh va gia tri gan véi dit liéu ki€u Variant

i Thay doi hodc tao thudc tinh va gia tri d6i voi kiéu dit liéu

Variant

Chuong trinh st dung giao thirc DSTP dé phat tan dit lidu qua mang.
- Chuong trinh cai trén may chi Datasocket: Chuong trinh nay gém cé cac
modul:
+Modul nhan tin hiéu vao Analog
+Modul nhan tin hiéu vao sb
+Modul dua tin hi€u ra Analog
+Modul dua tin hiéu ra sd
+Modul truyén phat tan dit liéu do ludng qua mang Internet
- Phan mém nay thuc hién cac chirc nang sau:
+ Khéi tao cac cong, card AT-MIO-16XE-10
+ Khoi tao DataSocket Server
+ Dat server ¢ trang thai nghe
+ Nhan tin hi¢u tuong tu tir cac sensor, cac thudc tinh caa dir liéu do
va chuyén qua mang
+ Nhan tin hiéu sb tir cac mach logic dau vao va chuyén qua mang
+ Nhén cac tin hiéu diéu khién tuong tu va sb tir cac client trén
mang va dua ra chi thi hodc diéu khién
+ Cho phép chuyén doi gitta 2 ché 46 Remote/Local
+ Tao giao dién d€ dang st dung
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+ Cho phép dé dang chon kénh va chon thiét bi

Hinh 8 1a giao dién nguoi st dung dé nhén dit liéu tr xa va dua ra diéu khién
thiét bi qua card AT- MIO-16XE-10. N6 c6 2 mode thyc hi¢n:

- Mode cuc bo cho phép dua ra tin hiéu diéu khién tir may cuc bd

- Mode tir xa cho phép nhan tin hiéu diéu khién tir cac client va dua ra

diéu khién thiét bi.
Trong giao dién nay co cac truong:

- Dia chi URL dé doc dit li¢u

- Hién thi trang thai két n6i

- Hién thi d6 hoa tin hiéu truén dén tir xa véi cc thude tinh tir xa

- Truong chon kénh tin hi€u tuong tu, cho phép dén 2 kénh dua tin hiéu

- Truong chon thiét bi s6

- Truong chon kénh sb

- Céc nat diéu khién sb dé dua ra tin hiéu s6 cuc bd trong mode cuc b0

- Cac led chi thi tin hiéu sd tir xa gui ti trong mode tir xa

- Déng ho chi thi dién ap dua ra diéu khién trong mode cuc bd hodc tur
Xa

Hinh x, x+1 1a ma cua2 modul chuong trinh chinh server va client

Target]

[abc)

iCountl

scan rate
3 scans/sec

[116]
1/0]

=l |

%m/%d/%Y %H:%M:%S —

|Write the data to the server only when it is updated
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Hinh x

Source

(L] |iTimestamp| |iCount| [F2Lz]
Hinh b 13 —1 —
dua ra dia: —‘ o i
Hinh 10, 1

I

N
-

truong sau:

Trudng chon thiét bi
Truong chon kénh

Truong dat dai tin hiéu dugc phép nhan

[o6mv96d/%Y %H:%6M: %5} — .

va

cac

Truong chuyén déi mode nhén tin hi¢u tir thiét b1 ngoai dua vao hodc mo

phong(Al/Sample)

Truong Target dé nhap dia chi URL cua dich sé& viét dit liéu phat tan.

Truong Timestam dé chi thi thudc tinh thoi gian cua dy licu

Truong phat sinh tin hiéu s6 dé phat tan qua mang...

-Chuong trinh cai trén may chu Datasocket: Chuong trinh nay gom c6

cac modul:

+ Modul nhan tin hi€u vao Analog

+ Modul nhéan tin hiéu vao so

+ Modul dua tin hiéu ra Analog

+ Modul dua tin hiéu ra s6

+ Modul truyén phat tan di liéu do ludng qua mang Internet
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B server2004.vi

|7

12/31/1903 16:00:00

Hinh 9. Luoc d6 phan cip cta phan diéu khién Local/Remote
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Hinh 10. Giao dién phan phat tan dit liéu do luong qua Internet
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Hinh 11. So db phan cép ctia phan phat tan dit liéu
do ludong qua mang Internet

- Chuong trinh client: Chuong trinh client cai dat trén cdc may trén mang,
n6 gdm cac modul sau:
+ Modul nhan tin hiéu diéu khién
+ Modul gui tin hiéu diéu khién dén server
+ Modul nhan dit liéu do ludng giri dén tir server
+ Modul nhan tin hiéu diéu khién tir nguoi ding va chuyén qua mang
t6i server dé diéu khién thiét bi trén may tir xa
+ Hién thi dit liéu d6 hoa.
Giao dién cua chuong trinh phan nhan tin hiéu phat tan va phan diéu
khién tir xa thé hién nhu hinh 10, 11.
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Hinh 12. Giao dién chuong trinh trén may client
Ca 2 phan mém déu dugc viét bang ngon ngit LABVIEW

2. Thir nghiém va két qua
Trén so d6 thir nghiém, may chu server c¢6 cai dat modul phan mém
DataSocket Server, trinh quan tri DataSocket Server, trinh rng dung duogc
xay dung trong moi truong LabVIEW.
Hé thng thir nghiém gom:
- May server cai Datasocket Server, Client 1 ndi mang cuc bd NT véi may
Server
- Phan mém LabVIEW dugc cai trén cac may tinh.
- Trinh Gng dung Server.VI va Client.VI duoc phat trién trong méi truong
LabVIEW.
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a) Cai ddt hé théng

- Cai dat LabView trén cac hé may tinh

- Dung trinh Measurement & Automation dé khai bao thiét bi card AT-
MIO-16XE-10 1a loai card vao/ra da chirc nang vo1 do phan giai cao.

File Edit Wiew Tools Help

¥ 'mMAxX

N =1

|

Configuration
5 My Syeskern

@& Data Meighborhaood
Devices and Interfaces
R IVI Instruments

3 scales

|

National Instruments
Measurement &
Automation Explorer

what is
Measurement &
Automation
Explorer?

tMeasurement &
Automation Explarer
(A prowvides
access to all wour
Mational Instruments
DACL GRIB. [MAC, L
b otion. WS4, and =l

kAL displaws an
interactive task list
in the right side of
the kAR window to
guide wou through
configuration and
basictasks.

Tolearn about
any task on the
list, click on it

.

Hinh 13. Trinh Measurement & Automation
Str dung trinh DataSocket Server manager dé khai bdo cdc nhom 1am viéc
va dinh nghia cac muc dir li€u, tén cac két ndi viét, doc dir liéu, sb két ndi
cuc dai. Trinh quan trj DataSocket Server cho phép t6i hang nghin két

P4 DataSocket Server Manager |

Settings Help

Server Settings
e M awConnections
b axlterms
Permizzion Groups

--------- Adrinistratars
--------- D efaultReaders
--------- D efaultriters
--------- Creatars

......... SampleGroup
fined D1 ata [kems

Mew Group M e [hem

Eremave

Dezcription

Iterns created when the server iz started.
These itemsz exizt even when no
DataSocket iz connected to them.




ndi thuc hién dong thoi.

Hinh 13. Trinh quén tri DataSocket Server

- Khéi tao DataSocket Server, man hinh c6 dang sau:

[l DataSocket Server !EIE

Serser  Help

Statigtics for “'p404"

Procezses connected: 0
Mumber of packets: IEI—

Hinh 14. Man hinh kiém thi DataSocket Server

- Khoi tao chuong trinh (mg dung phat trién trong méi trudng LabVIEW
Server.VI va client.VI dé thu thap dit liéu qua card ADC/DAC, dong thoi
duoc viét qua két nbi DataSocket Server.

Thuc nghiém da thuc hién cac cong viéc sau:

- Phat tan dir liéu doc dau vao hodc dir liéu miu ca loai twong tu véi cac
thugc tinh ctia dir lidu va sd qua mang Internet va chi thi cac két qua trén
may tinh tur xa.

- Thyec hién giri tin hiéu diéu khién tir xa téi may dé dua ra diéu khién thiét
bi ca loai sb va tuong tu.

- Tht nghiém cac van dé& quan tri hé thong phét tan dir liéu qua mang véi
trinh quan tri DataSocket Server.

b) Két qua

Hé théng thir nghiém ca phan ctng va phan mém d3 lam viée tét, tin

cay va dap ung dudc yéu cau dit ra cta bai toan. Qua thir nghiém hé thong
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hoan toan co thé trié khai ra dién rong trong thuc té, nhat 1a trong linh vuc

gido duc dao tao va san xuat.

Chuong IV
Mot s6 két luan ddi véi viée khai thac cong ngh¢ DataSocket

Trong do 4n nay, chiing toi da tién hanh thir nghiém viéc thu thap va
phat tan dir liéu do ludong va diéu khién qua mang Internet vé6i téc do cao va
str dung hé thong thiét bi do ludong do0. Pay 1a mot hé théng két hop khong
chit ché, no cho phép thyuc hién cac phép do va cdu hinh hé théng do luong
phan tan mot cach mém déo.

Pd an da xdy dyng hé thir nghiém, xay dung phan mém lam viéc
trong moi truong LabVIEW da cho két qua thir nghiém tot va co thé trién
khai dugc trong thuc té.

Do 4n s& duge tiép tuc phat trién va thir nghiém vo1 céac loai dir licu
hinh anh, 4m thanh va thir nghiém véi moi truong WEB. Hé thong do luong
s& cho phép bat ké ngudi st dung nao thao tac trén mang truy cap lay dir liéu
do luong va quan sat khong khac gi truy cap trang WEB binh thuong véi su
tich hop cua cac dich vu khac nhau va da phuong tién.

Két qua thir nghiém thu dugc cho phép danh gia viéc sir dung cong
nghé DataSocket cua hing National Instruments, 1 mot hing ndi tiéng thé
gidi vé cac thiét bi va cac hé thong do ludong diéu khién, cho phép phat trién
cac phan mém hoan chinh dé tng dung trong day hoc, ing dung trong lién
két cac trung tim thi nghiém, cac phong thi nghiém néi riéng va cho cac tng
dung truyén dit liéu qua mang Internet véi toc do cao néi chung, nham ting
cuong hop tac nghién ciu khoa hoc, chia sé dir liéu, chia sé thiét bi thi
nghiém, mé céc dich vu tién hanh cho thué thiét bi thi nghiém tir xa va kha
nang tién hanh thi nghiém tir xa. Trén co s& d6 giam dugc chi phi thiét bi,
nang cao hi¢u Suét st dung thiét bi. Nhit 1a ¢ diéu kién Viét nam ching ta,
kinh phi dau tu thiét bj khoa hoc cho nghién ctru khoa hoc, cho cac truong
bPai hoc , cac trung tam day nghé con han ché ma cac trung tam do lai cach

xa nhau vé dia ly.
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Khéng nhiing vy, cong nghé DataSocket con cho phép phat trién cac
hé thong do ludng va diéu khién tir xa trong céng nghiép qua mang véi giao
thirc TCP/IP mot cach dé dang, thuan tién vé1 mot su da dang cac kiéu dix
lidu, ké ca dang dir liéu anh va am thanh. Diéu nay cho phép nhiéu nguoi,
nhiéu linh vuc khong chuyén nghiép tin hoc van c6 thé d& dang phat trién
duoc tng dung cua riéng minh qua mang.

Vé6i cong nghé nay, tuong lai gan ddy chang t6i sé& tién hanh thu
nghiém chuyén sau va hoan chinh hé théng lién két giira mot s phong thi
nghiém thudc cac trung tdm khoa hoc, va cac trung tam thi nghiém cua cac
Truong Pai hoc ciing nhu img dung rong rii trong giang day véi hé thong

trg giap cong ngh¢ da phuong tién(MultiMedia).
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Khai Niém Vé TCP/IP

K/N: TCP/IP 1a mgt hé thong giao thirc - mot tap hop cac giao thic
hd tro viéc luu truyeén trén mang

Céc giao thire TCP/IP c6 vai tro xac dinh qua trinh lién lac trong
mang va quan trong hon ca la dinh nghia “hinh dang” cia mot don
vi dit liéu va nhitng thong tin chta trong né dé may tinh dich c6 thé
dich thong tin mot cach chinh xac

Mot hé thong mang la tap hop ctia nhiéu may tinh hodc cac thiét bi
twong tw, chung c6 thé lién lac v4i nhau thong qua mot trung gian
truyén tai, nhw ¢ hinh 1.1.

=1 t7  Trong pham vi mot hé théng mang, cac yéu cau va
d@ liéu tir mot may tinh dwoc chuyén qua bd phan
trung gian (c6 thé 1a day cap mang hoac duong dién
thoai) t6i mot may tinh khac. Trong hinh 1.1, may
tinh A phai c6 kha ndng gai thong tin hodc yéu cau
t6i mdy tinh B. My tinh B phai hiéu duoc thong
diép ctia may tinh A va dap lai bang cach gri hoi am
cho may tinh A.

Hinh 1.1 - Mot
mang cuc bo
dién hinh.

Mot may tinh twong tac vdi thé gidi thong qua mot hodc nhiéu ting
dung. Nhitng ting dung nay thuc hién cac nhiém vu cu thé va quan
ly d@ liéu ra va vao. Néu mdy tinh d6 la mot phan ctaa hé thong
mang, thi mot trong s6 cac iing dung trén sé co thé giao tiép vdi cac
uing dung trén cac may tinh khac thudc cing hé thong mang. B giao
thirc mang la mot hé thong cac quy dinh chung gitp xac dinh qua
trinh truyén dit liéu phtrc tap. Dit liéu di tir tng dung trén may nay,
qua phan céng vé mang ctia may, téi b phan trung gian va dén noi
nhan, thong qua phan cting ctia may tinh dich roi t6i ttng dung. (Xem
hinh 1.2).



= Cac giao thire TCP/IP c6 vai tro xac dinh qua trinh
'—l:l [r;[l lién lac trong mang va quan trong hon ca la dinh
nghia “hinh ddng” ciia mot don vi dit liéu va nhiing
thong tin chira trong n6 d€ may tinh dich ¢6 thé dich
thong tin mot cach chinh xac. TCP/IP va cac giao
thirc lién quan tao ra mot hé thong hoan chinh quan

Hinh 1.2 - Vai

tro cuamOtbO 1y 114 trinh dit liu duoc xir Iy, chuyén va nhan trén

mot mang st dung TCP/IP. Mot hé thong cac giao
thizc lién quan, chang han nhu TCP/IP, duwgc goi la

giao thirc
mang.

bo giao thtrc.

Can ban vé TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) 1a mot bo

protocols (giao thiic) dwoc thiét k&' dé dat hai muc tiéu chinh:

1. Cho phép truyén thong qua cac duong day ctia mang rong
(Wide Area Network - WAN).
2. Cho phép truyen thong gitta cac moi treong da dang.

Do d6 hiéu dugc cai goc cua cac protocols ndy giup ta hiéu dudc sy
quan trong cta chuing trong cac mang ngay nay.

Lich st cua TCP/IP

Vao cudi thap nién 1960, co quan Advanced Research Projects
Agency (DARPA) cuia bo Quoc Phong My thuc hién nhiéu loat thi
nghiém dé goi cac kién hang dit kién di lai moi hudng (packet-
switching) trén mang. Hai muc tiéu chinh cua cong tac nay la:

1. Trién khai mot mang d€ gitp cac trung tam nghién cttu chia sé
cac thong tin.



2. Trién khai mot mang dé ndi chat ché cac dia diém quoc phong
trong trieong hop My bi tah cong bang vii khi nguyén tt.

Két qua 1a bo TCP/IP. Sau nay Internet Society (HoOi Internet) dung
mot nhém tu van mang tén The Internet Architecture Board (IAB)
(Ban Kién trac Internet) d€ trong coi viéc lam cho TCP/IP cang ngay
cang hay hon. Mdi khi ai ¢4 sdng kién ki thuat gi muon dé nghi véi
Ban thi nguwoi ta xin Ban dang lén va thong bao cho nhitng ai quan
tam cd y kién. Ban thong bao ay duoc goi la Request for Comments
(RFC) (Yéu cau cho biét y kién). Néu da sd cac guru vé TCP/IP thay
hay thi c6 thé lan 1an dé nghi ay duoc cho vao TCP/IP.

Nhitng TCP/IP protocols va cac cong cu

Nhu ta biét, truyén thong gitta hang triéu computers trén Internet
xay ra dugc nho cé TCP/IP protocol, mot cach giao thitc trén mang
rat thong dung trong vong cac computers chay Unix trude day. Vi nd
rat tién dung nén Microsoft da dung TCP/IP lam giao thitc chinh cho
mang Windows2000. TCP/IP la tap hop ctia nhiéu protocols, ma
trong sO dé co6 cac Protocols chanh sau day:

B TCP (Transmission Control Protocol): Chuyén viéc ndi cac
hosts lai va bao dam viéc giao hang (messages) vi n6 vita dung
sw xac nhan hang dén (Acknowledgement ) giong nhu thw bao
dam, vira ki€m xem kién hang cé bi hu hai khong bang cach
dung CRC (Cyclic Redundant Check) , giong nhu c6 dong
khang chd mo kién hang.

IP (Internet Protocol): Lo vé dia chi va chuyén hang di dung
hudng, dén noi, dén chon.

SMTP (Simple Mail Transfer Protocol): Chuyén viéc giao
Email.

FTP (File Transfer Protocol): Chuyén viéc goi File
(upload/download) gitta cac hosts.

SNMP (Simple Network Management Protocol): Dung cho
cac programs quan ly mang d€ user c6 thé quan ly mang tur xa.



B UDP (User Datagram Protocol): Chuyén giao cac boc nho
(packets) cia mot kién hang. N6 nhanh hon TCP vi khong cé su
kiém tra hay stra 16i. Nguroc lai, n6 khong bao dam viéc giao
hang.

La Network Administrator ta nén lam quen véi cac cong cu chudn dé
lam viéc voi TCP/IP nhu:

File Transfer Protocol (FTP): D€ thit upload/download files
gitta cac hosts.

Telnet: Cho ta Terminal Emulation (gia lam mot Terminal) dé
noi chuyén voi mot Host chay program Telnet Server.

Packet Internet Groper (Ping): Dung dé thie TCP/IP
configurations va connections.

IPCONFIG: D¢ kiém TCP/IP configuration cta local host.
NSLOOKUP: Dung line command d€ doc cac records trong
DNS (Domain Name System) database.

TRACERT: D¢ display cac khtic duong (route) dung gitta hai
hosts.

Dia chi TCP

Mbi computer trén LAN/Internet phai c6 mot dia chi TCP ddc dao
(unique). Mot dia chi TCP gom c6 32 bits, chia lam 4 nhom goi la
Octet (co 8 bits, tirc la 1 Byte dit kién) va dugc viét dwdi dang;:
11000000 . 01101010 . 00000011 . 11001000

Madc dau trén day la cac con s6 ma computers thay, nhung d6 khong
phai la cac con s6 ma con nguoi suy nghi. Do d6 nguoi ta thuong viét
n6 dwdi dang goi la dotted decimal (s thap phan véi ddu cham) nhuw
sau:

192.100.3.200.

Vi dia chi TCP nhu thé rat khé nhé nén nguoi ta quy wdc dung cac
tén dé nhé hon nhu www.yahoo.com, www.vps.org, .v.v.. r6i nho
nhitng chd dac biét trén mang, goi 1a Domain Name Server (DNS)
ddi cac user friendly names ndy ra cac dia chi TCP d€ lam viéc.



Dé€ viéc trao ddi cac messages gitta cac hosts trén mang c6 hiéu nang,
nguoi ta theong gom cac Hosts lai thanh titng nhom, goi la Network.
Mobi Network duoc cho mot NetworkID. Do d6 mdi dia chi TCP dwoc
chia ra lam hai phan:

B Network ID (hay Network Address): Dung d€ chuyén cac
messages dén dang Network (con goi la Subnet hay Segment.
B Host ID (hay Host Address):

Thi du nhu ba dia chi TCP 192.168.104.1, 192.168.104.4, 192.168.104.7

c6 cung Network ID 192.168.104.

Mot Subnet cta cac computers giong nhuw mot con dwong ctia nhing

cdn nha, mdi cin nha c6 mot con s6 &€ phan biét nhung dia chi cua

tat ca cac can nha déu cé chung tén duong, ngoai 6, thanh phd .v.v. .
TCP Addresses :

Houge Mo, = 125 127 129

oy & oy

King Street, Mewtowr, Sodney

HostiD=> 1 4

)
= =
| | |

Metwork [0: 192 .168.104

Con s0 bits,, dém tt trai qua phai, ctia dia chi TCP d€ dung cho
Network ID dugc goi la Subnet Mask. Ta cé thé dung 8, 16, 24, 25
bits .v.v.. tuy y, nhung phai ndi cho system biét ta dung bao nhiéu
bits d€ n6 cd thé tinh ra phan nao trong 32 bits la cia NetworkID,
phan nao la cta HostID.



Subnet Mask

Subnet Mask
1111131131.13133313133.33333331 (255255255
24 hits

TCF Address=192.100.3.200

[ 1|
11000000.01101010., 00000011.11001000

[ |
11000000.01101010. 00000011 11001000
MNetwark [D=192.100.3 Host D= 200

Dé biét thém vé Subnet xin hay doc bai Subnet Mask.

Céc dia chi TCP dwoc chi dinh cho mdi Host khong thay d6i ndy
duoc goi 1a Static Address. Khi ta dial-up Internet d€ connect qua
ISP (Internet Service Provider), computer cua ta thwong duwgc ISP
phat cho mét dia chi TCP d€ dung tam trong thoi gian may ta
connect trong lic dy. Lan tdi, ta dial-up Internet sé dugc ISP cap cho
mot dia chi TCP khac, mét trong nhitng dia chi TCP ma ISP da dugc
co quan dang ky dia chi TCP cta thé gidi cung cap.

Nhu thé, mdi 14n ta dung Internet thi computer ctia chting ta 1a mot
host trong mang Internet TCP/IP ctia toan thé gidi. Computer ta c6
thé truyén thong voi cac hosts khac va nguoc lai, nguoi ta cling co thé
thay va to mo dom ngd nhitng gi trong computer ching ta trong kha
nang ctia TCP/IP. Ttic 14, hé mo cra lam an thi coi chitng ngoai lai 1én
vao.

Khi tat ca cac computer trén mang dung cho Internet duoc gidi han
trong vong mot co quan, t0 chirc hay tap doan thi ta goi no la
Intranet. Thuong thuong cac computers trong Intranet nam trén
cung mot Local Area Network (LAN), cdc message dugc goi di lai voi
van toc cao (10Mbits/sec - 100Mbits/sec). Ngay ca khi mot cong ty cd
hai, ba dia diém cach nhau, cidc duong day vién thong lién két ciing
cO van tOc toi1 thiéu la 128Kbits/sec.


http://www.vovisoft.com/mcse/rks/tnt/subnetmask.htm

Da goi la Intranet thi ta mudn dich vu Internet chi danh cho ndi bd va
nguoi ngoai kkong thé nao to mo thay duoc.

Gateway, Router va Firewall

Néu ta khong cd y dinh n6i Network ctia minh véi Internet bén ngoai
hay Network TCP/IP nao khac thi khong c6 gi phai lo va ¢ trong
vong Network riéng tu cua ta, ta co thé cap cac dia chi TCP thoai mai.

Nhuw da noi o trén, dia chi TCP cta tat ca moi hosts trong mot
Network dau c6 cung mot NetworkID. Bén trong mot Network,
messages duoc goi di gitta cac hosts rat nhanh. Néu mudn goi
messages tit mot Network ndy qua mot Network khéc thi phai qua
mot host ¢6 vi tri ddc biét trong cung Network goi 1a Gateway (cong
lién hé bén ngoai). Ty nhw mot 14 thu tit Pong Thap mudn di ngoai
quoc thi phai qua Gateway ¢ Thanh phd HCM. Tuong to nhu vay, ¢
Network bén kia cling c6 mot Gateway d€ don nhan message tir
Gateway bén nay.

D€ chuyén messages gitra hai Networks ta can phai c6 mot dung cu
dac biét, hardware hay software (mot hop hay mot program), goi la
Router (phat am la rau-to trong tiéng Viét).

Router la dung cu gitp cho hai Networks truyén thong nhau. N6
giong nhu mot thong dich vién vay, cd thé néi chuyén véi ca hai bén.
Déi véi mdi Network, Router hoat dong nhu thé né la mot host trong
Network ay. Hinh dwéi day minh hoa cach dung Gateways va Router
dé noi hai Networks lai véi nhau:



Gateways and Router

= 2 4
I I I Gateway
=
MNetwork ID: 192.168.104 ==
e * = = =
S— == ==k ==
\ L
I I I ROUTER Gateway

q‘-‘-‘ =1 Metwark D 192.168.126
—
| | |

Trong hinh trén, néu ca hai Gateways that ra la hai Network cards
nam trén cing mot computers chay MSWindows2000 Server, ta c6
thé dung software d€ lam nhiém vu ctia Router. Nhu thé'ta khoi phai
mua mot hop Router.

Firewall (bttc tuong ltra) la tir dung d€ néi dén phuong tién ta dung
dé kiém soat chat ché sy di lai cua cac messages. Ta dung Firewall dé
ngan ngtra ké la xam pham vao khu vic mang TCP/IP cta co quan
ta. Nhu ta da thdy, Router c6 thé dam nhiém cong tac ay. Van d€ la
néu ta gat gao qua thi sy di lai rat gi6i han va khong tién loi cho cong
viéc lam &n. Nguoc lai, néu ta dé dai qua thi khong con an toan gi ca.

Phan chia giai cap A,B,C

Nhu da giai thich ¢ trén, Subnet Mask cho biét bao nhiéu bits dau cta
dia chi TCP dugc dung lam NetworkID, con cac bits con lai la
HostID. D& biéu dién mot Subnet Mask duing 24 bits cho mot
NetworkID, ta cé thé viét 135.100.3.200/24. Da s cac NetworkID ta
thuong gdp dung 24 bit Subnet Mask. Nhung that ra, ngwoi ta phan
chia giai cap cac dia chi TCP ra lam cac Classes A, B va C.

Cac dia chi cta Class A dung Octet thit nhat. Cé diéu nguoi ta khong



dung bit thit nhat, n6 ludn ludn bang 0. Do d6 toan bo Internet chi ¢6
127 Class A Networks. Du dia chi 127 la mot dia chi Class A, ta
khong thé dung né dugc vi n6 dugc reserved (danh riéng) dé thi
Loopback (Loopback Testing) . Mdi Class A Network cd trén 16 triéu
(2 lay thtra 24) hosts. Khoi phai noi, bay gio ta khong thé xin mot
Class A Network dugc ntta, vi cac Dai Sw Huynh da danh hét roi.
Trong sO cac cong ty 16n &y cd General Electric, IBM, Apple, Xerox,
va Pai hoc Columbia.

Céc Networks thudc Class B bit dau véi Octet thit nhat ¢6 values
trong range 128 dén 191. Trong Class B ta dung 2 Octets dau cho
NetwordID. Do d6 ta chi cé 16,384 Class B Networks, mbi Network
€O 65,534 (2 lay thira 16)hosts. Tat ca cac Networks Class B déu da bi
nguoi ta xi hét roi. Trong s cac cong ty dy cd Microsoft va Exxon.

Sau cting la Class C Networks bat dau véi Octet thit nhat c6 values
trong range 192 dén 223 va dung 3 Octets dau tién dé biéu dién
NetworkID. Nhu thé'ta ¢6 khoang 2 triéu Class C Networks, nhung
mdi Network chi c6 thé support 254 hosts (HostID=1 cho dén 254),
HostID=255 duoc reserved cho Loopback testing, HostID=0 thi bat
hop 1é. Tin mitng cho chting ta 1a minh con xin mot Class C network
duoc.

Cac loai Servers

C6 ba thte dich vu ta thuong dung nhat trén Internet. P6 la Surfing
the Web ( chu du ta ba thé gidi tir trang Web nay dén trang Web
khac), Email va download File bang cach dung FTP (File Transfer
Protocol).

Cho mbi tht dich vu ta dung ¢ dau kia phai c6 mot Server (mot
program phuc vu) - do d6 tly theo ta dang connect véi chd nao &
thoi diém ay, tai chd cung cap dich vu phai c6 Web server, Mail
Server hay FTP Server d€ dap tng request (thinh cau) cua ban.
Ban héi néu mot Computer trén Internet chay ca 3 loai Servers noi



trén thi lam sao phan biét message nao la cho Server nao khi chung
dén cting mot dia chi TCP. Xin tra 1oi 1a ngoai dia chi TCP ra, mdi
computer con c¢6 nhiéu Ports, d€ khi ta ndi véi Server trén mot
computer ta con cho biét Port number. Thi du cho Web (WWW) thi
dung Port 80, cho FTP thi dung Port 21, .v.v.. Cach dung cac Port
numbers giong giong nhu dung tén ctia cac ca nhan sdng trong cung
mot can nha khi goi thw cho ho. Ngoai dia chi ctia cdn nha ta con noéi
10 la thu &y cho cha, me hay nguoi con nao.

Hon nita, mdi loai message con diing mot protocol khac nhau, nén ta
co thé Surf the Net, goi/nhan Email va download/upload files cung
mot ltc trén mot dueong day dién thoai ma khong so 1an 16n. Ban c6
thé tudng twgng TCP/IP nhu cai protocol can ban cua Internet, roi
nam 1én phia trén la nhitng protocols khéc. Cling gidng nhu trong
mang buu chinh, xe hang la can ban cta viéc chuyén chd, nhung kich
thudc cac kién hang theo chuan 16n, nhoé gitip nguoi ta phan biét cac
loai hang hoa khac nhau.
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: Giao thirc TCP/IP va IP Address V.4

-
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Chuén hda qud trinh trao déi thdng tin, dii liéu gitta cdc may tinh. Binh dang

ﬁ

cau truc dir liéu va phuong thuc khi truyén.
d
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GiGi thiéu TCP/IP

B0 giao thirc TCP/IP

Mot so giao thirc khac

IP Address V.4

Mot so giao thirc khac

Xir ly mat so su’ cé thong dung
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MUC TIEU BAI HOC

% Hiéu dugc Md hinh va chirc ning cac ting ctia TCP/IP.

% Biét cac giao thirc pho bién va cac khai niém vé Port va
Socket

¥ Hiéu dugc tién trinh trao ddi dir liéu cia cac may tinh.

9 Biéu dién dudc dia chi IP V4

2 X ly cac su co két ndéi mang TCP/IP

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

GiGi thiéu TCP/IP

TCr/IP la bo giao thuc chudn gilp cac hé thong (platforms) khdac nhau
truydn théng vdi nhau, 13 giao thuc chudn cua truyén thong Internet.

2 M6 hinh kién trac caa TCP/IP
B TCP/IP Ia chuan Internet

B Dugc phat trién bai US DoD (United L
States Department of Defense).
B Lam viéc doc lap vdi phan cirng mang | — |
B Mo hinh TCP/IP c6 4 I6p : Application,
Transport, Internet, Network Access | Internet |

Network Interface

TCP/IP Model

12/15/2009
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Gidi thiéu TCP/IP
T MO hinh kién truc cia TCP/IP
B Tudng quan mo hinh OSI va mé hinh TCP/IP (So sanh OSI va
TCP/IP)
7 Application
6 Presentation Application
5 Session
| 4 ‘ Transport | | Transport |
| 3 ‘ Network | o | Internet |
| 2 ‘ Data Link | o
Network Interface
| 1 ‘ Physical |
Osl Model TCPI/IP Model

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

BO giao thirc TCP/IP

BJ giao thuc TCE/IP gdm 4 tdng, mdi téng trong mé hinh TCP/IP c6 mdt
chue nang riéng biét.

2 Chirc nang cac Iép trong mo hinh TCP/IP
B Application Layer (tang ('ng dung)
HO trg (ng dung cho céc giao thifc tAng Host to Host
B Cung cap giao dién ngudi str dung
E Cac giao thdc gom:
» HTTP(HyperText Transfer Protocol)
> FTP (File Transfer Protocol)
> Telnet
» SMTP(Simple Mail Transfer Protocol
» POP3

12/15/2009
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BO giao thirc TCP/IP

2 Chirc nang cac Iép trong mo hinh TCP/IP
B Transport Layer (Host to Host-tang van chuyén)
E Thuc hién két ndi gilta 2 may trén mang theo 2 giao thirc
> Giao thirc diéu khién trao ddi dif liéu TCP (Transmission
Control Protocol)
> Giao thirc di liéu ngugi dung UDP (User Datagram

Protocol)
TCP UDP
Reliable Unreliable
Connection-oriented Connectionless
‘Segment retransmission 5 5
and flow control through "r:trmlm:i%: £
windowing
Segment sequencing No sequencing
No
——

Website: http://www.ispace.edu.vn

TRUONG CAO DANG NGHE CNTT iSPACE

BO giao thirc TCP/IP

T Chirc nang cac Iép trong mo hinh TCP/IP
B Internet layer (tang mang)
B IP(Internet Protocol) : Giao thirc van chuyén
B RIP(Route Information Protocol): Tim dudng
BICMP : Ping (kiém tra ndi mang)
B ARP(Address Resolution Protocol): phan giai dia chi vat ly

Client Firewall Server

CMP Echo
-
CMP Echo
ESTABLISHED Client
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Bo giao thir'c TCP/IP

2 Chirc nang cac Iép trong mo6 hinh TCP/IP
B Network Interface Layer (tang truy nhap mang)
E Tang nay nam gill nhitng dinh dang dir liéu va truyén dir liéu
dén cable
E Cung cap cac phuang tién két ndi vat ly:
» Cable
> Bd chuyén d6i (Transceiver)
» Card mang (Nic)
E Giao thirc két ndi, giao thirc truy nhap dudng truyén (CSMA/CD,
token ring, token bus,...)

E Cung cap cac dich vu cho tang Internet, phan doan dir liéu thanh
cac khung

TRUONG CAO DANG NGHE CNTT iSPACE

Website: http://www.ispace.edu.vn

B0 giao thirc TCP/IP

2 Chirc nang cac Iép trong mo hinh TCP/IP

r ( TCP/IP Protocol Suite Y
\ RRIESton wre || FTP || smTe N DNS || RIP SNMP. ‘
A
h
‘ Transport TCP UDP
.
r
‘ Internet ARP IP IGMP | ICMP
L
r
. Token Frame
‘ Link Ethernet Ring Relay ATM ‘
“\ /
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Bo giao thir'c TCP/IP

2 MOt so giao thirc chinh
B Giao thurc gdbi tin ngudi dung UDP (User Datagram Protocol)
UDP la giao thic khong lién két (Connectionless)
Khong c6 do tin cdy cao, khong cé cd ché xac nhan ACK
Phu hgp cac ing dung yéu cau xtr ly nhanh
> Giao thirc SNMP (Simple Network Management Protocol)
> Voip ing dung UDP
S Bytes

UDP Header UDP Data

Source port number Destination port number
16 bits 16 bits
Total length Checksum
16 bits 16 bits
sDlace

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

BO giao thirc TCP/IP

T Mot so giao thirc chinh
B Giao thic diéu khién truyén TCP (Transmission Control Protocol)
E TCP la giao thic hudng lién két (Connection Oriented)
B Thuc thé TCP phat va thuc thé TCP thu thuong lugng dé thiét
l&p 1 két ndi logic tam thdi

B C6 do tin cdy cao, an toan va chinh xac khi truyén
The TCP Segment Format
Bit1 Bit15 _Bit16 Bit 32

Source Port (16) | Destination Port (16)

Sequence Number (32)

Acknowledgment Number (32)

“Header
Length | Reserved (6) Flags (8) Window (16)
(e
Checksum (16) Urgent Pointer (16)
Options (0 or 32)
Data (variable)

12/15/2009
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Bo giao thir'c TCP/IP

2 MOt so giao thirc chinh
& Giao thirc mang IP (Internet Protocol)
E IP (Internet protocol) la giao thirc khong lién két
B Truyén di liéu véi phuong thic chuyén mach géi IP datagram
E Dinh dia chi va chon duGng
B IP dinh tuyén cac goi tin bang cach sir dung cac bang dinh
tuyén dong

Link-layer Link
Header H Data = IP datagram ||Trniler
Version| IP HL | TOS Total Length T
Identification Flags Fragment Offset 153
TTL | Protocol Header Checksum .g
Source Address a3
Destination Address 1
QOptions Pad |
Data

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

BO giao thirc TCP/IP

T MGt so giao thirc chinh
B Giao thirc thong bdo diéu khién mang ICMP (Internet Control
Message Protocol)
B ICMP a giao thirc diéu khién & tang IP, sir dung dé trao doi cac
thong tin diéu khién dong dir liéu

> Diéu khién Iuu lugng (Flow control)
> Théng béo 10i
> binh dang lai cac tuyén (Ridirect router)
> Kiém tra cac tram & xa

B Cac loai thong diép ICMP
> Thong diép truy van
> Thdng diép thdng béo 16i

12/15/2009
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Bo giao thir'c TCP/IP

2 Mot s6 giao thirc chinh
B Giao thiric phan giai dia chi ARP (Address Resolution Protocol)

E IP yéu cau dia chi MAC

B Tim kiém trong bang ARP

NEu tim thady sé tra lai dia chi MAC

Néu khong tim thay, tao goi ARP yéu cau ggi tdi tat ca cac
tram

B Tuy theo gdi tin tra I0i, ARP cap nhat vao bang ARP va gdi dia
MAC cho IP

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

BO giao thirc TCP/IP

2 Mot s6 giao thirc chinh
B Giao thirc phan giai dia chi ngugc RARP (Reverse Address
Resolution Protocol)
B Qua trinh nay ngugc lai v8i qua trinh ARP
RARP phat hién dia chi IP khi biét dia chi MAC

Host A RARP Request - Broadcast to all hosts
*My Ethernet address is 22:BC:66:17:01:75
Does anyone know my [P address?”

= T

RARP Server
Your IP Address is 128.213.1.17
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Bo giao thir'c TCP/IP

2 Ports
B Gia tri port dugc biéu dién 2 byte(16 bits : 0 to 65535)
B Well Known Ports : 0 - 1023.
B Registered Ports : 1024 - 49151
B Dynamic and/or Private Ports : 49152 - 65535

TELNET TELNET
(client) (server)
(51001) (23)
TCP or UDP A TCP or UDP A
1P IP
Data link Data link
Physical Physical

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

BO giao thirc TCP/IP

2 Pia chi MAC
B Dia chi vat ly (Physical Address) clia thiét bi mang.
B 6 bytes, 48 bits, gom 12 ky s6 hé Hecxa.
B 6 ky s6 dau dé nhan dién nha san xuét.
B 6 ky s6 sau nhan dién thiét bi phan cling clia méi nha San Xuét.
B Hoat dong & I6p Data Link cta mé hinh OSI.

A5-0C-D3-1B-05-46

- -

| ManulD | | ProID |

12/15/2009
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Mot so giao thirc khac

Ngoai bg giao thuc TCP/IP, con mot s6 bg giao thut khac do cac hang
phat trién cho hé théng mang LAN cua minh

2 Internetwork Packet Exchange/Sequenced Packet Exchange
(IPX/SPX)
B Pugc cdng ty Novell thiét ké sir dung cho céc san phdm mang cua chinh
hang
B SPX hoat dong trén tang transport cia mo hinh OSI, bao dam do tin cay
cua lién két truyén thong tr mat dén mut.

. N

N GE8 @ Novell

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

Mot s giao thirc khac

¥ AppleTalk

B Do hang Apple computer phat trién cho ho may tinh cd nhan
Macintosh

B Giao thirc Apple dudc phat trién trén tang vat ly clia Ethernet va
Token Ring.

B Cac vung t6i da trén mot phdn mang: Phase 1 1a 1, phase 2 la
255

B Cac node t6i da trén mdi mang: Phase 1 1a 254, phase 2 khoang
16 triéu

B Dia chi dong dua trén cac giao thic truy nhap

B Dinh tuyén Spit-horizon

12/15/2009
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IP Address V.4

Cac hé théng mady tinh trén mang LAN va Internet lién lac vdi nhau qua
dia chi IP. Dja chi IP dang su’ dung la IP Address v.4

9 Dia chi IP (IPV4)

& Dia chi IP v.4 la mot sO 32 bit, dugc chia lam 4 Octects(4 bytes),
cach nhau ="

g'ifss Net ID Host ID

@ Class Bit: Xac dinh IP thudc I8p nao( A, B, C, D, E)
& Net ID: dinh danh dia chi mang
B HostID: dinh dia chi IP cia mot host cu thé.

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

IP Address V.4

T Dia chi IP (IPV4)

B NetID, HostID, SubnetMask
194 200 101 10 IP address

0
mask
194 200 101 10
I -I\ [ Host ID

!

Network ID

12/15/2009
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IP Address V.4

D Pia chi IP (IPV4)
B Cac I6p dia chi IPv4

#S0 bit | #S6 bit | Bat dau Gia tri
net_id | host_id bang bit byte dau

A 1-126 255.0.0.0
B 16 16 10 128-191 255.255.0.0
C 24 8 110 192-223 255.255.255.0
D Reserved for 1110 224-239 N/A
multicast
E Reserved for R & 11110- 240-255 N/A
D 11111

iDlace

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

IP Address V.4

T Pia chi IP (IPV4)
B IPIGp A
1-Bit cao nhat cua byte 1 d& nhan biét I6p A va cd gia tri la
0

ESG Net ID :
> Chiém 1 byte gia tri, 281 =27 = 128
> Trur 2 gia tri dac biét (0 : cuc bd mang, 127 mang

loopback) : 126

E SO Host ID :

> Chiém 3 bytes gia tri, 224-2=16.777.216

Hu rmb=sr
| Class A of Matworks

Hatork Host 1D
u}

@...mnlllh""'*"""" |

12/15/2009

12


http://ispace.edu.vn/modules.php?mod=info&cat=39&top=53&iid=1208&lang=vn
http://ispace.edu.vn/modules.php?mod=info&cat=39&top=53&iid=1208&lang=vn

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

IP Address V.4

% Dia chi IP (IPV4)
@ IPI6p B
B 2-bit cao nhéat cla byte 1 d€ nhan biét I6p B va cd gia tri la
10.
E SO Net ID :
> Chiém 2 bytes gi4 tri, 2162 = 214 = 16,384
E SO Host ID :
> Chiém 2 bytes gia tri, 216-2=65.536
| Class B
Network [ Host I

@IIIIHIIIII III\IIHIIIIIII

16384 || 65534

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

IP Address V.4

T Pia chi IP (IPV4)
B IP I6p C
B 3-bit cao nhat dé nhan biét I&p C va co gia tri la 110.
ESO NetID :
> Chiém 3 bytes gia tri, 2243 =221 = 2,097.152
ES6 Host ID :
> Chi€ém 1 bytes gia tri, 28-2= 256

Class C

Hetwork 10 Host IO

2097152 | [ 254
110
\/LDIIIIHIIIIIIHIIIIHIIIIIII

12/15/2009
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TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

IP Address V.4

9 Pia chi IP (IPV4)
B Mat na mang (Subnet Mask)

Dia chi IP 145.98.20.5

Subnet mask 255.255.0.0

bia chi mang 10010001 ! 01100010 !§0000 0000 ! 00000000
or
145 98 0 0

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

Mot so su’ c6 thong dung

@ Thiét lap dia chi mang khong ding

196.135.8.17

195.135.4.10

12/15/2009
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Website: http://www.ispace.edu.vn

TRUONG CAO DANG NGHE CNTT iSPACE

Mot so su co thong dung

2 Trung dia chi IP

r

Toi la
131.107.5.10.

'frﬂng dia chi IP, \
T6i khéng thé truyén th

Host 1 Host 2 khgi dong

iplace

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

Mot so su’ c6 thong dung

2 Sai dia chi mang

IP address = 131.125.10.10
Default gateway = 131.125.1.1
Computer 1

IP address = 131.125.1.3 IP address = 131.125.1.4
Default gateway = 131.125.1.1 Default gateway = 131.126.2.2

Computer 2 Computer 3

12/15/2009

Network
1
131.125.1.1
131.126.2.2
Network =
| .
IP address = 131.126.2.2 IP address = 131.125.5.2 IP address = 131.126.2.5
Default gateway = 131.126.12.2 Default gateway = 131.126.2.2  Default gateway = 131.126.2.2
Computer 4 Computer 5 Computer 6
tplace
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TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

TOM LUOC BAI HOC

2 Cau trac va chc ndang mo hinh TCP/IP
2 Dia chi IP V.4
2 Cau hinh dia chi IP v.4
2 Kétluan
B Giup sinh vién hiéu dugc, bd giao thirc trao d6i trén hé
thong mang LAN va Internet
B N3m dudc dia chi IP v.4
B Trién khai dia chi IP cho hé théng mang LAN cho doanh
nghiép.
B S dung dia chi IP ding véi hé théng mang LAN cula
doanh nghiép

TRUONG CAO DANG NGHE CNTT iSPACE Website: http://www.ispace.edu.vn

HOI - PAP
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8/2006 | Chu dé 6. Mang Internet va Giao thirc TCP/IP Chu dé 6

Tong quan vé mang Internet va giao thirc TCP/IP

« Datagram va Virtual Circuits (VC)
« Routing trong mang chuyén mach goi
« Shortest path routing
 Giao thuc IP

v'Internet protocol

v ARP, ICMP

v Internet routing protocols

v DHCP, NAT, mobile IP
 Giao thirc TCP va UDP

v UDP

vTCP

(& [
gum. Hanoi University of Technology Faculty of Electronics and Telecommunications
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- Mang chuyén mach goi (packet switching network)
v/ Van dé cua Network layer
0 Can c6 cac phan t&r mang phan tan: switch and router

o Large scale: nhiéu user (con ngudi & thiét bj truyén théng)

o Dia chi hoa va dinh tuyén (addressing & routing)

v Dich vu mang cho tang transport layer: connection-oriented,

connectionless, best-effort

Messages Messages
* ¢ Segments f ¢
Transport g Transport
Layer Layer
Network Network
Service ¢ + ¢ ¢ Service
Network Network Network Network
Layer Layer Layer Layer
Data Link Data Link Data Link Data Link
End Layer Layer Layer Layer End
System A | Physical Physical Physical Physical | SystemB
Layer Layer Layer Layer

(& [
gmn Hanoi University of Technology

Faculty of Electronics and Telecommunications
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v Chirc nang cua Network layer
o Routing: Co ché dinh tuyén cho cac gai tin trong mang
o Forwarding: chuyén tiép cac goi tin qua cac thiét b mang

o Priority & scheduling: xac dinh trat tw truyén cac géi tin trong
mang

o Congestion control, segmentation & reassembly, security (tuy chon)
v’ Datagram va Virtual Circuit (VC)
o Chuyén mach géi
= Truyén thdng tin qua cac packet (goi tin)
= Kha nang c6 tré ngau nhién va mat packet

= Mdi rng dung c6 yéu cau truyén tin khac nhau

(& [
gum. Hanoi University of Technology Faculty of Electronics and Telecommunications
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8/2006

v Mang chuyén mach goi
o Truyén céac gai tin gira cac user
o Puong truyén va chuyén mach goi (router)

o Ché db lam viéc

= Connectionless =

= Virtual circuit

v Packet switching — datagram
_ "

o0 Message chia thanh cac packe

—~t+

o Dia chi ngudn va dich dat
’,‘V
<

trong packet header
o Packet c6 thé dén dich

khdng theo trat ty

Faculty of Electronics and Telecommunications

4
Hanoi University of Technology

EBACH 04
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v’ Routing table trong mang chuyén mach géi
o Cac tuyén dwoc xac dinh tr bang dinh tuyén
0 Xac dinh chang tiép theo (next hop) di t&i dich qua output port
o Kich thwéc bang dinh tuyén tang theo dia chi dich

o Vi du: Internet routing

v Packet switching — Virtual circuit '

0 Giai doan thiét lap lién két \
(call set-up phase): xac dinh <&
con tré theo dwérng dan trong mang

o Céc packets trong két noi Q
di theo cung dwdng dan Virtual

o Co6 thé thay ddi bitrate, delay circuit

(& [
gum. Hanoi University of Technology Faculty of Electronics and Telecommunications
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v’ Thiét lap lién két

o Théng tin bao hiéu (signaling message) xac dinh lién két va cac
bang khé&i tao (setup table) trong cac chuyén mach

o Céac lién két dwoc xac dinh nho virtual circuit identifier (VCI)

o Khi setup table dwoc thiét 1ap, packet dwoc truyén trén dwdng dan
v' Virtual circuit forwarding tables (VC FT)

o Dau vao ctiia mbi chuyén mach géi c6 FT
o Tim VCI twong trng cho incoming packet

0 Xac dinh dau ra t&éi next hop va thém VCI twong &rng cho dwéng
link

o VC FT cé thé mang théng tin vé& mdc wu tién cta packet, v.v...

ich o | Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Pinh tuyén trong mang chuyén mach géi
o Cbthé co 3 tuyén tlr node 1 t&i node 6: 1-3-6, 1-4-5-6, 1-2-5-6
o Tuyén nao t6i wu nhat? : Min delay, min hop, max BW, min cost
o Thuat toan dinh tuyén
= Truyén nhanh va chinh xac
= Thich t&rng véi thay ddi ctia cau hinh mang (link & node failure)
= Thich &ng v&i sw thay dbi lwu lwong mang tr nguén dén dich
o Centralized vs distributed routing, static vs dynamic routing
v Tao bang dinh tuyén (routing table - RT)

o Can co théng tin vé trang thai link

0 S& dung thuat toan dinh tuyén dé
thdng bao trang thai link: broadcast, flooding !

o Tinhtoan tuyéntheo théngtin: & ===

» Single metric, multiple metric Node
(Switch hoac Router

Wi

!“ = Single route, alternate route
q
sici o | Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Dinh tuyén trong Virtual-circuit (VC) packet network
o Tuyén dwoc xac lap khi khdi tao lién két

o Cac bang dinh tuyén trong cac switch thwc hién chuyén tiép packet
theo tuyén da duwoc xac lap

-

P
-
-
-
-

D

4
bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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o RT trong VC packet network

Node 1 Node 3
1 Incoming | Outgoing 2 Incoming | Outgoing
___________ Node VCI | Node VCI| ___Z=___1Node VCI| Node VCI
A Node 6
___________ A 1 3 2 T 1 2 6 7 ' '
5 \\? Incoming | Outgoing
A_S513 3 3 1 3 | 4 4 [F=~I2--[Node VCI|Node VCI
3 2| A 1 4 2 6 1 ‘1\\ 3 7| B 8
3 3 A 5 6 7 1 2 3 1 B 5
6 1 4 2 B 5 3 1
4 4 1 3 B 8 3 7
I, I,
I 1
4.[; 2
/[! Node4
Incoming | Outgoing
Node VCI | Node VCI
2 3 3 2
Node 2 3 4 5 5
Incoming | Outgoing L7"--" [ 3 > 5 3 [ Node 5
Node VCI| Node VCI¢™ 3 AN = :
5 5 3 4 *J Incoming | Outgoing
___—— C 614 3 5 " Node VCI|Node VCI
Cr---- é’ 4 3 C 6 4 5 D 2
D 2 4 5 Frmme—
‘é —————— D
* Vidu:VCItt A=> D

TwWA&VCI5S5=23&VCI324&VCI4=25&VCI5=>D&VCI2

A

A
bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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o RT trong Datagram packet network

Node 1 Node 3
Destination| Next node Destination| Next node
A > 5 1 1 Node 6 B
3 3 2 4 \ Destination| Next node /
4 4 4 4 1 3
5 2 5 6 2 5
6 3 6 6 3 3
| 4 3
| 5 5
|
[ Node 4
I Destination| Next node
|
I 1 1
v Node 2/ 2 >
Destination| Next node 3 3 \ Node 5
/ 1 1 > ° Destination| Next node
C 3 1 6 3 1 4
4 4 2 2 ]
D
5 5 | == === aeamaemaemm e e e 3 4
6 5 4 4
6 6

[sici e Hanoi University of Technology Faculty of Electronics and Telecommunications
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- Pinh tuyén (routing) trong mang chuyén mach goéi
v Pinh tuyén dac biét: flooding va deflection
o Flooding

= Gli goi tin t&i tAt ca cac node trong mang: Khéng can bang dinh
tuyén, st dung kiéu quang ba dé glri cac packet t&i cac nut
mang

» Limited-flooding:
< Time-to-live cho méi gai tin: gidi han s6 chang chuyén tiép

< Tram nguon dién s th&r tw cho mdi packet

4
bk o Hanoi University of Technology
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o Deflection routing

= Network chuyén tiép cac packet t&i cac cong (port) xac dinh

= Néu port nay busy, packet s& dwoc chuyén hwdng téi port
khac

Node (0, 2) = (1, 0)

y 3

rary
Py
7Y

(& ’CIND“’@} o)

Illﬁ.

A
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» Shortest path routing
v' Shortest path & routing
0 C6 nhiéu tuyén két ndi gitva ngudn va dich

o Binh tuyén: chon tuyén két noi ngan nhat (shortest path - SP) thuc
hién phién truyén dan

o Mbi tuyén két ndi gitra 2 node dwoc gan cost hodc distance
v' Routing metrics: Tiéu chi danh gia tuyén
N Destination
o Path length: Tong cost hoac distance
o Cac tiéu chi:
o @ c. Db
= Ppém s6 chang (hop count) \u’®

= Reliability, link reliability, BER

-
-

= Delay Néu D; 1a khoang cach ngan nhat

= Bandwidth t&i dich tlr node i, va néu node |
lién k& nam trén SP = D, = C;; + D,

I
ich o | Hanoi University of Technology Faculty of Electronics and Telecommunications
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v' Cac phuwong an
o Distance vector protocol (DVP)
= Cac node ké nhau trao ddi thong tin vé khoang cach di téi dich
= X4c dinh chang tiép theo (next hop - NH) t&i dia chi dich
» Thuat toan Bellman-Ford SP (phan tan)
o Link state protocol (LSP)
= Théng tin vé link state dwoc gl t&i tt ca cac router (flooding)
= Router ¢c6 thdng tin day du vé cau hinh mang
= SP va NH dwoc tinh toan
» Thuat toan Dijkstra SP (tap trung)
v Distance vector (DV): Vector khoang cach
o Routing table (RT) cho méi dia chi dich: next-node (NN), distance

0 Téng hop RT: Cac node Ian can trao dbi RT, xac dinh next hope

(& [
gum. Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Bellman-Ford algorithm
1. Initialization
= Khoang céach tr node d t&i chinh né: D, =0
= Khoang cach tlr node i batky t¢id: D, = <, i#d
= Node tiép theo chwa dwoc xac dinh: n. =-1,i#d
2. Send step
= Cap nhat DV cho cac node ké bén qua dwéng link truc tiép
3. Receive step
= Tainode i, tim NH c6 khoang cach ngan nhét t&i d
% Dy(d) = Min{C; + D}, i #]

< Thay céap gia tri ¢t (n,, D;(d)) bang gia tri mai (n.”, D;"(d))
néu tim dwoc NN méi

= Quay lai bwéc 2 cho dén khi khdng con thay dbi thém niva

T

4
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Chu dé 6

lteration | Node 1l | Node 2 | Node 3

Node 4 | Nodeb5

Initial (-1, =) (-1,°) | (1, =)

('1! °°) ('1! °°)

Node 2 = Node 6
"2-1-3-6:3+2+1=6
m2-4-3-6:1+2+1 =4
"m2-5-6:4+2=6
Puwdng ndo ngan nhéat?

A
T Hanoi University of Technology

(n, Dy)
= n: NN di t&i dich
= D;: khodng cach ngan nhat

twr node i t&i dich
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Chu dé 6

Iteration | Node 1l | Node2 | Node3 | Node4 | Node5
Initial (-1, =) (-1, ) (-1, =) (-1, «) (-1, »)
1 (-1,2) | (-1, (6, 1) (-1, ) (6, 2)
2 (3, 3) (5, 6) (6, 1) (3, 3) (6, 2)
3 (3, 3) (4, 4) (6, 1) (3, 3) (6, 2)
4 (3, 3) (4, 4) (6, 1) (3, 3) (6, 2)

A
L Hanoi University of Technology

J

Faculty of Electronics and Telecommunications 1
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o Khi cé 16i mang

Iteration | Node 1l | Node2 | Node3 | Node4 | Node5
3 3,3 | 44 | 61 | 33 | 62
Update 1| (3,3) (4, 4) (4, 5) (3, 3) (6, 2)
Update 2| (3,7) (4, 4) (4, 5) (5, 5) (6, 2)
Update 3| (3,7) (4, 6) (4, 7) (5, 5) (6, 2)
Update4| (2,9) (4, 6) (4, 7) (5, 5) (6, 2)
Update 5| (2,9) (4, 6) (4,7) (5, 5) (6, 2)

A
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 Link-state algorithm
v Qua trinh 2 giai doan

0 M&i node nguén dwoc nhan ban dd (map) cla tat ca cac node khac
va link-state cua mang

o Tim SP trén ban dé tr node ngudn t&i tat ca cac node dich
v Quéng bé thdng tin vé link-state
o Mbi node i trong mang gi¥i quéng ba t&i tirng node mang:
= ID clia node lién ké: N, = tdp hop clia cac node lién ké node i

= Khodng céch t¢i node lién k& cta né {C; | j [N}

Illﬁ.

Ty Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Dijstra algorithm: tim SP theo th tw
o N: tap hop cac node da tim thay SP
o Initialization (Bat d4u v&i node nguén s)
= N ={s}, D, = 0: Khoang cach tlr node s t&i chinh né bang 0
= D, =Cy;, j #s: Khoang cach t&i node lién ke két ndi truc tiép
o Step A (Tim node i gan nhét)
= Tim node ill N sao cho D; = min D; voi jlIN
= Cap nhat node i vao tap hop N
= Né&u N cha tat ca cac node, STOP
o0 Step B (cap nhat minimum cost)
* V6&i moi node jllN, tinh D; = min (D;, D; + Cy)
= Quay lai step A

T

4
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J

v Thye hién thuat toan Dijkstra
o Vi du: Tim SP cho Node 1

Iteration N D, D, D, Dy D¢
Initial {1} 3 2 5 0 0
1 {1, 3} 3 2 4 00 3

2 {1, 2,3} 3 2 4 7 3

3 {1, 2, 3, 6} 3 2 4 5 3

4 {1, 2,3, 4,6} 3 2 4 5 3

5 {1,2,3,4,5, 6} 3 2 4 5 3

A
T Hanoi University of Technology



8/2006 Chu dé 6

o0 RT cia node 1

Destination| Next node Cost
2 2 3
3 2
4 3 4
5 3 5
6 3 3

o Khi cé link bi hdng

= Router thiét 1ap khoang cach cua link vé « va glvi théng bao
cap nhat sir dung phwong phap flooding

= T4t ca cac router sé tinh toan va cap nhat SP
o Van dé thdng bao cap nhat link cost
= Gan s thir tw cho méi thdng bao vé cap nhat link cost

= Kiém tra mdi théng bao dén. Néu 1a théng bao mai, cap nhat va
gli quang ba. Néu la thong bao ci, gwi lai theo link dén

bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Source routing
o Source chi dinh tuyén cho cac packet
= Strict: Source chi dinh tat ca cac node cho packet

= Loose: Chi mét phan cac node dwoc chi dinh

Destination

[sici e Hanoi University of Technology Faculty of Electronics and Telecommunications
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* Internet protocol (IP)

v’ IP packet header: ti da 20 byte, trwdng option khéng qua 40 byte

0 4 8 16 19 24 31
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time To Live Protocol Header Checksum

Source IP Address
Destination IP Address
Options Padding

4
bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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0 4 8 16 19 24 31
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time To Live Protocol Header Checksum

Source IP Address
Destination IP Address
Options Padding

= Version: IPv4

» Internet Header Length (IHL): D6 dai IP header tinh theo 32 bit/word
= Type of Service (ToS): Mirc wu tién cho packet tai méi router.

= Total Length: Sé byte cac IP packet, bao gdm header va data (< 65536)

= |dentification, Flags, Fragment Offset: St dung trong fragmentation
va reassembly

bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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0 4 8 16 19 24 31
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time To Live Protocol Header Checksum

Source IP Address
Destination IP Address
Options Padding

= Time To Live (TTL): S6 chang t6i da cho mdi packet dwoc phép di qua
< Qua moi router trén dworng téi dich, TTL gidm 1 don vi

< Néu TTL dat gia tri O trwéc khi t&i dich, router hay IP packet, giri
théng bao 16i t&i ngudn
» Protocol: Bao cho layer phia trén IP data trong packet tai dich
% TCP (6), UDP (17), ICMP (1)

= Header Checksum: Kiém tra tinh chinh xac clia IP header nhan dwoc

= Source IP, Destination IP address: Dia chi IP cta tram nguén va dich _

4
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0 4 8 16 19 24 31
Version IHL Type of Service Total Length
Identification Flags Fragment Offset

Time To Live

Protocol

Header Checksum

Source IP Address

Destination IP Address

Options

Padding

= Option: cé dd dai thay dbi, cho phép packet yéu cau mot sb tuy chon
dac biét - mdc bao mat, timestamp cho packet tai moi router

= Padding: dam bao header la sd nguyén 1an cac tir 32 bit

T Hanoi University of Technology

Faculty of Electronics and Telecommunications
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v X ly IP header

o Kiém tra do chl’nh xac cua IP header théng qua tinh toan Header
Checksum, dong thoi kiem tra tinh hop 1€ cua cac triwdng trong
header (IP version, length, ...)

0 Xac dinh chang tiép theo sir dung bang dinh tuyén
0 Cap nhat cac trwéng can thiét: TTL, header checksum, ...
v' Phwong phap dia chi hoa IP

0 Mbi tram cé dia chi IP 32 bit duy nhat: NetID, hostID

o NetID la duy nhat, dwoc st dung trong dinh tuyén, dwoc quan ly béi
= American Registry for Internet Numbers (ARIN)
» Reseaux IP Europeens (RIPE)
» Asia Pacific Network Information Center (APNIC)

o Méi lién két vat ly st dung dia chi vat ly duy nhat; multi-home host

!“ o Biéu dién trong hé 10 cho méi octet (VD: 128.10.1.2)

A
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v' Phan I&p dia chi IP
Class A 7 24

0 NetID HostID

= T6i da 126 mang véi tdi da 16 triéu host / mang: 1.0.0.0 dén 127.255.255.255

Class B 14 16

1|0 NetID HostID

= T6i da 16382 mang véi tdi da 64000 host / mang: 128.0.0.0 : 191.255.255.255

Class C 21 8

1(11]0 NetID HostID

= THi da 2 triéu mang v&i tdi da 254 host / mang: 192.0.0.0 : 223.255.255.255

Class D 28
1({1111(0 Multicast

!w = T6i da 250 triéu multicast group: 224.0.0.0 : 239.255.255.255

ich o | Hanoi University of Technology Faculty of Electronics and Telecommunications




8/2006 Chu dé 6
v Mot sb dia chi IP dac biét

00...00 00...00 This host (used in booting up)

00...00 Host A host in this network

11...11 11... 11 Broadcast on a local network
NetID 11...11 Broadcast on a distant network

v Dia chi IP dac biét dung trong mang riéng (private IP address)
o Router trong mang chung tir chdi packet vé&i cac dia chi IP nay
o0 Range 1: 10.0.0.0 = 10.255.255.255
o Range 2: 172.16.0.0 - 172.31. 255.255
0 Range 3: 192.168.0.0 — 192.168.255.255 (Home LAN)

o Network Address Translation (NAT): chuyén dbi IP riéng va
toan cau

A
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v Vi du: IP addressing

128.135.40.1 128.140.5.40

| Interface address |
— Interface address

128.135.10.2 128.140.5.35

Network \—.|/ Network
128.135.0.0 Router 128.140.0.0
_ ]
] =
128.135.10.20
128.135.10.21 128.140.5.36

o HostID = all 0: tham chiéu t&i mang dwoc chi ra b&i NetID
o HostID = all 1: truyén quang ba packet trong mang v&i NetID

4
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v Dia chi hda mang con (Subnet addressing - SA)
0 SA sl dung cau tric mang & mic thap hon trong mang hién tai
o Trong subt déi véi mang & bén ngoai
o Pon gién hoa viéc quan ly nhiéu mang LAN

o Mé&t na (masking): st dung dé xac dinh s6 mang con (subnet)

Dia chi IP (I&p B) 1[0 NetID HostID

Dia chi subnet 1|0 NetID SubnetID | HostID

4
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v'Vi du: 1 t6 chire ¢6 dia chi IP I1&p B véi netlD: 150.100.0.0 (16 bit hostID)
o Tao cac mang con co tdi da 100 host/subnet
= 7 bit: vira dG cho mbi subnet dat s6 host yéu cau
» 16 — 7 = 9 bit: subnetID
o Ap dung subnet mask cho dia chi IP dé& tim mang con twong (*ng
o Vi du: Tim subnet cho dia chi IP 150.100.12.176
o Pia chi IP: 10010110 01100100 00001100 10110000

o Mask: 111111171 2111722171 11112211 10000000
o AND: 10010110 01100100 00001100 10000000
0 Subnet: 150.100.12.128

o Broadcast subnet: 150.100.12.255
0 Cac host két ndi vao subnet: 150.100.12.129 — 150.100.12.254

o Céc router chi sir dung dia chi subnet bén trong té chirc nay

(& [
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v Vi du: Gia st 9 bit subnetID va 7 bit hostID

H1 H2
150.100.12.154 150.100.12.176

150.100.12.128

Dest.: 150.100.15.11

150.100.12.129

150.100.0.1
.. +—R1
Téi mang
Internet 150.100.12.4 H3 H4
150.100.12.24 150.100.12.55
150.100.12.0 150.100.12.1
IP 10010110 01100100 00001111 00001011 R2 HE
Mask 11111111 11111111 11111111 10000000 150.100.15.54 150.100.15.11
AND 10010110 01100100 00001111 00000000 150.100.15.0
Subnet 150.100.15.0

bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Pinh tuyén véi subnetwork
o IP layer trong host va router lwu gilr routing table (RT)
o Host: tham chiéu RT

= Néu host dich cuing mang, givi packet trwc tiép t&i host dich st
dung giao dién mang twong rng

= Néu khdng cung mang, glri packet gian tiép qua default router
o Router: Kiém tra dia chi IP clia packet nhan dwoc

= Néu khéng biét IP dich, tham chiéu RT va xac dinh next hop
o Routing table

= M6i dong trong RT chira: Dest. IP , next-hop router IP, subnet
mask, phy. address, network interface, statistics, flag

* Flag
< H = 1/0: dinh tuyén t&i host/network

- I
TETTY Hanoi University of Technology Faculty of Electronics and Telecommunications *

!“ < G = 1/0: dinh tuyén t&i router (gateway)/truc tiép
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J

o Vidu: Host 5 2 Host 2

H1 H2
150.100.12.154 150.100.12.176
150.100.12.128

150.100.12.129

150.100.0.1
. —R1
T&i mang
Internet 150.100.12.4 H3 H4
150.100.12.24 150.100.12.55
Routing table at H5 150.100.12.0 150.100.12.1
Destination Next hop Flags Net. Interface R2 15 | Dest.. 150.100.12.176
127.0.0.1 127.0.01  H 100 ———
150.100.15.54
default  150.100.15.54 G emd0 150.100.15.11
150.100.15.0 150.100.15.54 emd0 150.100.15.0

bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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J

o Vidu: Host 5 2 Host 2

H1 H2
150.100.12.154 150.100.12.176
150.100.12.128

150.100.12.129

150.100.0.1
. —R1
T&i mang
Internet 150.100.12.4 H3 H4
150.100.12.24 150.100.12.55
Routing table at R2 150.100.12.0 150.100.12.1
Destination Next hop Flags Net. Interface =
1 197 0.0 H 100 Dest.: 150.100.12.176 HS
127.0.0. .0.0.
150.100.15.54
default  150.100.12.4 G emdo 150.100.15.11
150.100.15.0 150.100.15.54 emd1 150.100.15.0
150.100.12.0 150.100.12.1 emdO

A
bich s Hanoi University of Technology Faculty of Electronics and Telecommunications



Chu dé 6

150.100.12.176

8/2006
o Vidu: Host 5 2 Host 2
H1 H2
150.100.12.154
150.100.12.128
150.100.12.129
150.100.0.1

<+<—Dest.: 150.100.12.176

Té&¥imang ——
Internet 150.100.12.4 H3 H4
150.100.12.24 150.100.12.55

Routing table at R1 150.100.12.0 150.100.12.1

Destination Next hop Flags  Net. Interface | | R2 H5

127.0.0.1 127.0.0.1 H lo0

150.100.15.54

155.100.12.176 150.100.12.176 emdo 150.100.15.11
150.100.12.0 150.100.12.4 emd1 150.100.15.0

150.100.15.0 150.100.12.1 G emd1

EBACH 04

Hanoi University of Technology

Faculty of Electronics and Telecommunications
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v’ Van dé dia chi IP
0 1900: 2 van dé nay sinh
= Hét cac dai dia chi IP
= Bang dinh tuyén IP phat trién cdng kénh
o Giai phap tam thoi
» Subnetting
» Classless Interdomain Routing (CIDR)
» Network Address Translation (NAT)
o Giai phap lau dai: IPv6

4
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v CIDR va supernetting
0 Dia chi IP I6p A, B, C khéng mém déo
o CIDR: NetID véi sb bit bat ky
o Vi du: 205.100.0.0/22
= 22: s6 bit trong mask — 255.255.252.0
o CIDR dinh tuyén s&r dung prefix cta dia chi IP, khédng dé y t&i class
= Bang dinh tuyén: <IP address, network mask>

= Do d6 dai prefix thay dbi, tr bang dinh tuyén phai xac dinh
prefix dai nhat tring nhau

o Supernetting: CIDR st dung ky thuat supernetting, cho phép 1
dia chi IP dai dién cho 1 nhém dia chi IP (I6p A, B, C)

0 Vi du: CIDR st dung dia chi IP 205.100.0.0/22 dai dién cho 4 dia chi
IP phan lop C (205.100.0.0, 205.100.1.0, 205.100.2.0, 205.100.3.0)

(& [
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v Fragmentation va reassembly
o Identification:nhan biét kiéu gai tin
o Flag (3 bit): Unused, MF, (more fragment), DF (don’t fragment)

o Fragment offset: vi tri fragment trong packet (don vi 8 byte)

0 4 8 16 19 24 31
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Source Destination [ ]
|:| Router
Fragment at J Fragmentat | r--- Reassembly &
source router at destination

IP

: &
:

S

bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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v Vi du: Packet dwoc truyén qua mang véi Max. Trasfer Unit (MTU)
MTU = 576 byte, header = 20 byte, data = 1484 byte

o Max. data length/frament: 576 — 20 = 556 byte

o Chon max. data length = 552 (sb nguyén lan cla 8)

Lengtn | | MF | Torer
Opr;%il?;' 1504 | x | 0 0
Fragment 1 572 X 1 0
Fragment 2 572 X 1 69
Fragment 3 400 X 0 138

bich s Hanoi University of Technology Faculty of Electronics and Telecommunications
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EBACH 04

v Address Resolution Protocol (ARP)

Chu dé 6

o Dia chi IP sr dung dé phan biét host, nhung dwoc truyén trén
dwdng truyén vat ly st dung dia chi MAC (vi du trong Ethernet)

o ARP: Anh xa dia chi IP 2 vat ly

D: 150.100.76.22
MAC = ?

H1

H2

150.100.76.20

150.100.76.21

H3

H4

150.100.76.22 ,

150.100.76.23

\ 4

o

D: 150.100.76.20
MAC = 08:00:5A:3B:94

H1 H2

150.100.76.20

150.100.76.21

H3

150.100.76.22

H4

150.100.76.23

Hanoi University of Technology

J



Interface: 0.0.0.0
Internet Address
206.38.190.192

0x2
Physical Address
00-01-4a-c2-40-ab

8/2006

Interface: 192.168.1.3
Internet Address
192.168.1.1

0x3
Physical Address
00-01-4a-c2-40-ab

Chu dé 6

Type
static

Type
static

Q=) ARP_Motebook - Ethereal g@
Fil= Edit “iew iGo Capture Analyze  Skatistics  Help
B @ x % S RE 2T L RAQR]N D E X @ |
|Ei|ter: ~ Expression... Clear apply |
Mo, - Time Source Destination Protocol Info
1 0.000000 192.168.1.3 192.168.1.255 EROWSE HOST AnnouncCement ROTEBOQOR, wor
< | un | [>
+ Frame 1 (254 bytes on wire, 254 bytes captured) -~
= Ethernet II, Sroc: 00:0l:4a:c2:40:abh, bDst: FH:ff:ff:fr:FF:T
Destinatiaon: Fff:ffF:fF:fF:FF:¥F (Broadcast
Source: 00:01l:d4a:c2:40rab (192.168.1.37
Twpe: IP (OxO80070
= Internet Protocol, Src addr: 192.168.1.3 (192.168.1.37, Dst aAddr: 192.168.1.255% (192.1a8
version: 4
Hezader Tength: 20 bytes
= Differentiated services Field: O0=x00 (DscP O0x00: Default; ECH: QxO00
Total Length: 240
Identification: Oxcc35 (522770
= Flags: 0x00 =
Fragment offset: 0O
Time to Tive: 128
Protocol: UDP CO=117
Header checksum: Oxe974 (correctl
Source: 192.168.1.3 (192.1a68.1.37
Destination: 192.168.1.255% (192.168.1.2552
# User Datagram Protocol, Src Port: nethios-dogm (13802, Dst FPort: netbhios—-dogm (138D
# MetEICS Datagram Serwvice
+ SME ([Serwver mMessage Elock Protocoll
SME Mailslot Protocol |
= Microsoft windows Browser Protocol [
< | 1Tt >
oo1o [~ ]
o020 =
O0=0 1
Q040 —_EFPEFE L.
Q050 =Y
O0E0 [ ]
rame (Frames), 254 byktes |P: 10:1M:0 A

Hanoi University of Technology
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v Internet Control Message Protocol (ICMP)
o Puwoc dong goi trong IP packet (protocol type = 1)
0 X ly cac thdng bao diéu khién va 16i
o Néu router khéng givi dwoc packet, glri ICMP “host unreachable”

dén sender

o Néu router nhan dwoc packet 1& ra can phai gvi t&i mot router khéc,
no gri ICMP “redirect” t&i sender dé thay doi bang dinh tuyén

o ICMP “router discovery” cho phép 1 host tim hiéu vé cac router
trong mang, khéi déng va cap nhat bang dinh tuyén

o ICMP echo request (type = 0) va reply (type = 0): str dung trong
ping

(& [
gum. Hanoi University of Technology Faculty of Electronics and Telecommunications
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Chu dé 6

@ Ping_www.vnexpress_net - Ethereal E]@.%
File Edit Wiew Go Capture Analyze  Statistics Help
B | E x % 8/ ¢« = [ F 2| @ @ @ [ = 0 g > E
Eilter: + Expression... Clear apply
Mo, - Time Source Destination Protocol Info il
1 0.000000  192.168.1.3 210.245.0.21 IZMP Echo Cpingl) reguest
2 0.021536 210.245.0.21 192.168.1.3 ICMP Echo Cpingl reply
3 1l.000%24 1592 168.1.3 210 245.0.21 ICMP Echo Cpingl reguest
4 1.024982 210.245.0.21 192.168.1.3 TCMP Echo £ping) reply
5 2.001901 192.168.1.3 210.245.0.21 IZMP Echo Cpingl) reguest
6 2.024251 210,245,021 192, . 168.1.3 ICMP Echo Cpingl) reply
7T IL0ON2EFS O192.168.1.3 210.245.0.21 TMP Echo Cpingl reguest B |
& 3.023852 210.245.0.271 192.1658.1.3 ICMP Echo (pingl) reply [ |
< | X
+ Frame 1 (74 bytes on wire, 74 bytes captured)
=l Ethernet II, =Src: 00:0l:da:c2:40:ab, Dst: 00:7F4:05:01:00:01
Destination: 00:7F4:05:01L:00:01 (192.165.1.17
Source: O0:0l:4a:c2:d40:ab (192.165.1.370
Type: IF (0Ox05000
-l Internet Protocol, sre addr: 19z2.185.1.3 (192.1853.1.37, D=t addr: 210.245.0.21 (210.245.0.=
veaersion: 4
Hezader length: 20 bytes
+ Differentiated Services Field: O0=x00 (DSCP O0x00: Default; ECH: Oxa0l
Total Length: &0
Tdentification: O=xbdsd (484770
+ Flags: 0Ox0Q0
Fragment offset: O
Time to Tive: 128
PFrotocol: ICMP CO=010
Header checksum: OxeSad (cCorrectl
source: 192.168.1.3 (192.163.1.3)
Destination: 210.245.0.21 (210.245.0.210
+ Internet Control Message Protocol
<] E
oolo a8 ad L L A
aozZa [@] I - =T
QO30 ghijkImn opc
Q040 wabcdeto hi ]
IInI:ernet Control Message F |P: 100: 10M: 0

Hanoi University of Technology
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v Mét s6 giao thirc cua tang IP
o Routing information protocol (RIP)
0 Open shortest Path First (OSPF)
o Border Gateway Protocol (BGP), Exterior Gateway Protocol (EGP)

o Dynamic Host Configuration Protocol (DHCP), Network Address
Translation (NAT), Mobile IP

v  Transport Control Protocol (TCP) va User Data Protocol (UDP)
o TCP Reliable Stream Service
o TCP Protocol
o TCP Connection Management
o TCP Error/Flow/Congestion Control
o UDP

T

4
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o Transmission Control Protocol

= TCP cung cép dich vu chuyén giao thong tin ¢
két no1 (connection - oriented)

= Bao goém viéc ki€m tra va sta 16i.

* TCP cung cap dich vu tin cay véi co ché goi la
"Positive Ackowledgment with Retransmission”
(PAR). Don gian la tram nguon tiép tuc gui thong
tin di cho t61 khi n6é nhan dugc thong bao dir li¢u
da duoc nhan chinh x4c tai tram dich.

(& [
gum. Hanoi University of Technology Faculty of Electronics and Telecommunications




8/2006 Chu dé 6

Cau truc segment TCP

0 34 10 15 16 31
STINATION PORT

ACKNOWLEDGENMENT NUVIBER
WINDOW
cCK sSuUV URGENT POINTE
TCP OPTION (IF ANY)
DATE

(] |
Oy Hanoi University of Technology Faculty of Electronics and Telecommunications
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Port number, phan kenh va don kénh

F H S D T S

Application | T T M N F N
Layer P T T S T M

P P P P

T (SRR RN SRS,

Transport : Numbers
Layer TCP UDP

4
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TCP Handshake/Open Connection

Host A Host B

1 Send SYN

(seq=100 ctl=SYN)

SYN received

_ Send SYN 2
SYN received (seq=300 ack=101 ctl=syn,ack)

3 Established
(seq=101 ack=301 ctl=ack)

4 Established
(seq=101 ack=301 ctl=ack
Data)

Y

wims|  Hanoi University of Technology Faculty of Electronics and Telecommunications s



8/2006 Chu dé 6 _/

TCP Sequence and Acknowledgment Numbers

Source | Dest. Sequence | Acknowledgement
Port Port # #

| just
sent #10.

| just got #10,
now | need #11.

Source Dest. Seq. Ack.
1028 23 10 1 —
I - I Source Dest. Seq. Ack.

Source Dest. Seq. Ack.

1028 | 23 2 || —

wami  Hanoi University of Technology Faculty of Electronics and Telecommunications M
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o User data protocol

= UDP cho phép chuong trinh ting dung truy cap truc ti€p dén
g6i tin cua dich vu chuyén giao giong nhu dich vu ma giao
thiic IP cung cap.

= N6 cho phép tng dung trao doi thong tin qua mang véi it
thong tin diéu khién nhat.

= UDP la giao thiic khong két noi, kém tin cay vi né khong cé
co ché kiém tra tinh ding dan cua dir liéu truyén.

0 1516 31

(] I
Oy Hanoi University of Technology Faculty of Electronics and Telecommunications




GIAO THUC TCP/IP
HE THONG DIA CHI IP




NHUNG CHU DE CHINH

2Gidi thiéu TCP/IP
aKién tric TCP/IP

aHé thong dia chi y
aNhirng cong cu TCP/IP |




GiOI THIEU TCP/IP

» TCP/IP la b giao thirc chuan gitip cac hé thong
(platforms) khac nhau truyen thong voi nhau, la giao
thirc chuan cua truyén théng Internet.

« TCP/IP c0 2 giao thirc chinn TCP va IP :
— TCP dam nhiém chuyén data gitra hai hé thong.
— IP d&m nhiém tim dwéng chuyén cac goi di.

Application

Network Access




MO HINH TCP/IP

r § TCPIIP Protocol Suite B

'App"cation l HTTP w FTP l SMTPI DNS l RIP l SNMP'
-

Transport l ' TCP l UDP l ]
@ | |
-

Internet ‘ ARP IP GG SN w }
L : - /
-

Link \ }
|

[ Ethernet ;‘fﬁg” Eﬁ;“ye ATM J




PONG GOI TCP/IP

« Don vi data dwgc tao trén Io'p Application goi la Message.

« TCP, UDP (Transport) tao ra don vi data goi la Segment hay User
Datagram.

« |IP (Internet) tao ra don vi data goi la IP Datagram.
 DPon vi data dworc tao trén I&p Link goi la Frame.

E-mail message
y

Data Data

Data Segment

Network

Header Data Packet

Frame
(medium dependent)

Frame | Network Data Frame
Header | Header Trailer

01101010001101110100011010111010010 . ! Bits




KiEN TRUC TCP/IP

« Application : Xac thwc, nén, cac dich vu ngwdi dung.
* Transport: TCP ,c'fém nhiem chuyén data gitra hai hé
thdng va cung cap truy xuat mang cho Application.

* Internet . Packet routing.
* Link: Giao dién Kernel OS/device driver v&i mang.

Host A Host 8

.

SYN, AGK

J

SYN

ACK, data

* data transfer has begun




IP ADDRESSING

10000011011 011000111101011001100

. 32 Bl —-

Binary : 11000000.10101000.000000001.00001000 and 11000000.10101000.00000001.00001001

Decimal ; 192.168.1.8 and 192.168.1.9

Both the binary and decimal numbers represent the same values, but it is much easier o see
wilh the dolled decimal values. This is one of the common problems found in working directly
with binary numbers, The long strings of repeated ones and zeros make transposition and

omission errors more likely,




|IP ADDRESS FORMAT

10000011011011000111101011001100

- 32 Bits >
o [t ]

-€ 32 Bits
10000011 “ 01101100 “ 01111010 “ 11001100

e § Bits == - Bjtg = - f Bifg = - Bitg =—T

131 . 108 . 122 : 204

e Bits = e { Bits = e Bits = a3 Bitg —




BINARY AND DECIMAL

CONVERSION
wemwors [ |

-€ 32 Bits >

10000011 “ 01101100 “ 01111010 “ 11001100

e § Bits == - Bjtg = - f Bifg = - Bitg =—T

131 . 108 . 122 : 204

e Bits = e { Bits = e Bits = a3 Bitg —

11000000|/®|00000101|®#(00100010|#|0000101 1

322°0'0%%'0 00N ) hh'Y S50
Octet (8 bits) ~ Octet (8 bits)  Octet (8 bits)  Octet (8 bits)



FAST CONVERSION

11000000

00000101

00100010

00001011

5 4 3
37222%%'7
Octet (8 bits)

7 6.5 4 3210
22222222

Octet (8 bits)

2'."' 2:|2"3|2 4-2 132 2'2 'IEE )

Octet (8 bits)

7 B 54 3 210
22222222
Octet (8 bits)

(7) (6) (5) (4) (3) (2) (1) (0)
2 Z 2 2 2 2 2 2
128 64 32 | 16 8 4 2 1




Exercise: DEC — BIN




Exercise: DEC — BIN

128 64 3216 84 2 1



Exercise: BIN — DEC

10100010



Exercise: BIN — DEC




Exercise: BIN — DEC

A 10101010

B :10110110
_C:10111010_

D :00111010




Exercise: BIN — DEC

A 10101010
B :10110110

EIERE

D :00111010



NETWORK ADDRESS

* Dia chi mang: la dia chi ma Host ID chi
chira toan bit O

192.168.1.0



HOST ADDRESS

» Dia chi host: 1a dja chi ma phan HostID
vira ton tai bit 0 va vira ton tai bit 1

192.168.1.1



SUBNET MASK

DPia chi netmask(mat na mang) la dia ‘chi ma
phan bit & NetID toan 1a bit 1 va phan bit &
HostID toan la bit O



BROADCAST ADDRESS

» Dja chi broadcast: 1a dia chi ma phan
HostlD chwra toan bit 1

192.168.1.255



IP ADDRESS: CLASS A

Class A
e D/} Bt e———
nework  [TTTHOST | T HosT | HosT |
# Bits 1 7 24
Class A: 0 INETWORK#| HOST#




IP ADDRESS: CLASS A

- = Bit dau tién cla class A luén la 0.

- »= Dung 8 bit dé& st dung cho NetID.

- »= DAy dia chi mang c6 thé bat dau tiy
1.0.0.0 dén 127.0.0.0

» »= S dung 3 octet lam phan HostID.

+ » MOAi Network & class A c6 16,777,214 dia
chi Host.



IP ADDRESS: CLASS B

Class B
s 16 Bt e——

o | vevon [

# Bits 1 1 14 16

Class B: 1 0 |[NETWORK#| HOSTH#H




IP ADDRESS: CLASS B

= 2 bit dau tién cla class B luén la 10.

= 2 octect dau tién dwoc si dung lam
NetlD.

= Day dia chi mang cé thé bat dau tw
128.0.0.0 dén 191.255.0.0

= St dung 2 octet [am phan HostID.

= MOoi Network & class B c6 65534 dia chi
Host.

=
255.255.0.0



IP ADDRESS: CLASS C

Class C
e 3 Bits ==
NETWORK NETWORK NETWORK _
# Bits 1 1 21 8
Class C: 1 | 0 |[NETWORK#| HOST#




IP ADDRESS: CLASS C

»= 3 bit dau tién cla class C luén la 110.

= 3 octect dau tién dwoc st dung lam
NetlD.

= Day dia chi mang cé thé bat dau tw
192.0.0.0 dén 223.255.255.0
= St dung 1 octet cudi lam phan HostID.

= MO6i Network & class C c6 254 dia chi
Host.



IP ADDRESS SUMMARY

 ClassA:1.0.0.0-126.0.0.0

* Loopback network : 127.0.0.0

« Class B :128.0.0.0 - 191.255.0.0

ass C :192.0.0.0 - 223.255.255.0

ass D, multicast :224.0.0.0 - 239.0.0.0
ass E, reserved :240.0.0.0 - 255.0.0.0

O O 0O



THIET LAP DIA CHI MANG

KHONG DPUNG

196.135.8.17
Khéng thé truyén

195.135.4.10



TRUNG DIA CHI IP

Trung dia chi IP,
T6i khong thé truyén théng

Host 1 Khéi dong

Host 1 Host 2 kh&i déng



SAI PIA CHI

IP address =131.125.10.10 IP address =131.125.1.3 IP address =131.125.1.4
Default gateway = 131.125.1.1 Default gateway = 131.125.1.1 Default gateway = 131.126.2.2
Computer 1 Computer 2 Computer 3

Network
1
131.125.1.1
131.126.2.2
Network = e -
2
IP address = 131.126.2.2 IP address = 131.125.5.2 IP address = 131.126.2.5
Default gateway = 131.126.12.2 Default gateway = 131.126.2.2 Default gateway = 131.126.2.2

Computer 4 Computer 5 Computer 6



PRIVATE ADDRESS

 Theo chuan RFC-1918.

* w= Class A: 10.0.0.0.

* » Class B: 172.16.0.0 - 172.31.0.0.

* w= Class C: 192.168.0.0 - 192.168.255.0.




TAI SAO CAN PHAI

CHIA MANG CON

« Chia mang mac nhién thanh mang nhoé hon.

* Phu hop véi mdé hinh mang hién tai caa Cong ty.

- Giam traffic, cd 1ap mang khi can thiét.

« Phai dat bd dinh tuyén(Router) gitba cAc mang con nay.
 Phwong phap :

— LAy céac bits cao nhat cia Phan Host cho phan
Netwok.

— Tinh cac NetlDs va cac HostIDs.

110nnNnnn INnnnnnnnn nnnnnnnn| nnhhhhhh




CAC PHEP TOAN TREN BIT

* Boolean operators:

—AND.
-OR.
—NOT.



AND OPERATOR

*1]AND 1 =1
1 AND O =0
*OAND 1 =0
*OAND 0 =0




OR OPERATOR

*1]OR1=1
*1]OR0=1
‘OOR1=1
*OORO0=0



NOT OPERATOR

‘NOT1=0
‘NOTO0=1



EXAMPLE

*1010 AND 0110 = 0010

*1010 OR 0110 = 1110



TAI SAO CHUNG TA CAN PHAI

BIET PHEP TOAN TREN BIT?

IP AND Subnet _ Network and
Address Mask Subnet address
= Example:

IP addr—> 192.168.1.1 AND 255.255.255.0 <SM
=192.168.1.0 <& Network address



THUC HANH CHIA MANG CON

 Cho network 172.16.0.0.
* Yé&u cau:
< Chia ra 8 mang con

= MOi mang con cé trén 1000 dija chi
host



BUOC 1

« Xac dinh dia chi 172.16.0.0 thudc vé
Class B

* Dia chi subnet mask mac dinh sé la
255.255.0.0




« SO subnets <=2"-2 vdinlaso bitta
muon.

« SO hosts <= 2™ - 2 vé&i m la s bit con lai
sau khi mwon n bt(m=host bit — n)

» Quyét dinh xem can mwon bao nhiéu bit &

phan HostID dé thda

— 8 subnets.

— Trén 1000 hosts cho moi subnet.



« Chon n = 4:
— SO subnet:

24 -2 =14

— S0 lwong host;

2(16-4) = 2 = 4094

e Hobacn=5,n=67



BUOC 2
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BUOC 3

* Tinh ra cac subnets, s6 lwgng host cho moi
subnet. Bao gom:

= Dia chi mang
= Day dia chi host
= Dia chi broadcast




» Quyét dinh mwon 4 bit, day dia chi mang sé
la: (chi khao sat 2 bytes cubi)

* = 1Stsubnet;: .00000000.00000000

* w 2" suybnet: .00010000.00000000

* w 3 subnet: .00100000.00000000

= 15" subnet:  .11110000.00000000



No ,fdudbrr(]ezts Host address range B;ggfgsst U;e
0| 172.16.0.0 172.16.0.1 - 172.16.15.254 172.16.15.255 | N
1| 17216.16.0 | 172.16.16.1-172.16.31.254 | 172.16.31.255 | Y
2 | 17216.32.0 | 172.16.32.1-172.16.47.254 | 172.16.47.255 | Y
13 | 172.16.208.0 | 172.16.208.1 - 172.16.223.254 | 172.16.223.255 | Y
14 | 172.16.224.0 | 172.16.224.1 - 172.16.239.254 | 172.16.239.255 | Y
15| 172.16.240.0 | 172.16.240.1 - 172.16.255.254 | 172.16.255.255 | N




TA CO THE MUON TOI DA

BAO NHIEU BIT?

« SO bit tdi thiéu c6 thé mwon |a:

2 bits.

« S0 bit tdi da c6 thé mwon Ia:

A: 22
B: 14
C: 06

Dits ~ 222 -2 =4.194.302 su
nits ~ 214 -2 = 16.382 su

nits ~ 206 - 2 = 62 su

onets.
onets.

onets.



CLASS C

Number of Number of Number of Total Number | Percent
Bits Borrowed | Subnets Created|Hosts Per Subnet of Hosts Used
2 2 62 124 49%
3 B 30 180 T1%
4 14 14 196 T7%
5 30 B 180 1%
3] 62 2 124 49%




DNS

IP Address la s6 khé nh&, nén hé thong mau tu
co tinh goi nh& cao duoc tao ra goi la DNS.
Cau tric DNS :

— GOm nhiéu phan céch nhau dau “.”
— C6 it nhat 2 phan : Second-Level.top-level
— DNS <=255 ki tw, méi phan <=63 ki tw
Top-Level :

— 3 ki tw : Com, Edu, Gov, Mil, Org, Net

— 2 kitw:Vn, Th, Tw, Sg, Jp, Fr, It, Uk, Ca..
Vi du : Pia chi Host www.hocict.net




PHAN CAP DNS

suodornains

FQDN:
srv0l.sales.south.hocict.net




FULL QUALITY DOMAIN NAME

N R
Examples: o
." Root
) ]
msft ]
FQDN L
A [nvvtra ers

serverl.nwtraders.msft.

\ JAN )
Y Y
Host Name DNS Suffix

FQDN [gerverl = 192.168.0.66}
A
~
/J 4

gerverl.training.nvvtraders.msft. Serverl = 192.168.0.6?
S A\ » - 4

¥ Y
Host Name DNS Suffix

[training ]}




PHAN GIAI TEN MIEN

SANG DIA CHI IP

IP ciia srvO1.hocict.n
La 192.168.1.1

A Computer

' Y
Pia chi IP cua
Srv0l1.hocict.net?




TIEN ICH TCP/IP

ARP
netstat
nbtstat
TP

Ping
nconfig
‘racert
‘elnet
Nslookup

WINDOWS' system32' cmd.exe

D:“Documents and Settings“Administrator.DAN}netstat

Active Connections

Proto Local Address
ICP EH
ICP dan:
TGP dan:
TGP dan:
ICP EH
ICP dan:
TGP dan:
TGP dan:
ICP EH
TGP dan:
TGP dan:
ICP EH
ICP dan:
TGP dan:
TGP dan:
ICP EH

:SDocuments

1dap
ldap
1dap
1dap
1836
1837
1040
1652
1dap
1dap
1674
1752
1753
1772
1773
1774

Foreign Address

dan.vuncisnet.com:1836
dan.vncisnet.com:1837
dan.vncisnet.com:=1840
dan.vncisnet.com:=1852
dan.vncisnet.com:1ldap
dan.vncisnet.com:=1dap
dan.vncisnet.com:1ldap
dan.vncisnet.com:ldap
dan.vuncisnet.com:1752
dan.vncisnet.com=1753

webmailserv. hcmut .edu.vn:22 ESTABLISHED

dan.vncisnet.com:1ldap
dan.vncisnet.com:=1dap

State

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

ESTABLISHED
ESTABLISHED

dan.vncisnet.com=epmap TIME_WAIT

dan.vncisnet.com:1825
dan.vuncisnet.com:1825

and SettingssAdministrator.DAN

TIME_UAIT
TIME_WAIT




QUESTION & ANSWER

-




Tong quan veé giao

thwec TCP/IP

Mail:
lephuc@ptithcm.edu.vn
http://is.ptithcm.edu.vn/~lephuc



mailto:lephuc@ptithcm.edu.vn

"
NOi dung
m Cac thanh phan cua TCP/IP
m Giao thuce IP
m Giao thic TCP
m Giao thire UDP
m Cac giao thuc phu trg (ARP, ICMP)
m So do chuyén ddi trang thai TCP

PTIT, 2011 Network management



" --EE
TCP/IP trén mang Internet

Host Host

Internet

—— TCP/IP

L& giao thirc truyén thong, bat budc doi véi mang Internet.

PTIT, 2011 Network management 3



- S
Lép trng dung cua TCP/IP

Application

Transport

Internet

Network
interface

PTIT, 2011 Network management



- S
Lép Van chuyén trong TCP/IP

Application

Transport

Internet

Network Interface

PTIT, 2011 Network management



- S
Lép Lién két mang trong TCP/IP

Application

Transport

Internet

Network interface

PTIT, 2011 Network management



"
Giao thiee IP

= IP 14 giao thirc khéng cé két noi
(connectio,nless protocol), do d6 khong co
thu tuc thiét 1ap va giai tdéa két noi.

m |P khéng kiém tra 16i trén phan di liéu, do
do giao thire 1&p trén (TCP) phai thwe hién
chutrc nang nay.

m Chtrc nang co ban cua IP la tim dwong
chuyén goi dir lieu dén dung noi nhan

PTIT, 2011 Network management 7



g

Cau truc goi dir lieu IP

0 8 16 19 24 31

VERS HLEN Service Type Total Length
Identification Flags Fragment Offset

Time to Live

Protocol Header Checksum

Source IP Address

Destination |IP Address

IP Options (If Any)

Padding

)))

N7

Data

PTIT, 2011

Network management

&



"
Giao thuc ICMP

= Kiém tra két ndi (echo request)
OReply from ..: Kétndi hoat ddng tot
ORequest timeout: Két ndi khéng ton tai
[ODestination .. unreachable: Binh
tuyén sai
m Do dwong di (Route tracing)

01 Go6i div lidu di qua nhikng router nao dé dén
dich?

PTIT, 2011 Network management



" A
Giao thirc ICMP

C:»Documents and Settings~IBM>ping www.google.com
Pinging www.l.google.com [72.14.235.147]1 with 32 hytes of data:

Reply from 72.14.235.147: bhytes=32 time=91ms TTL=244
Reply from 72.14.235.147: bhytes=32 time=88mz= TTL=244
F2.14.235.147: hytes=32 time=74ms TTL=244
F2.14.235.147: hytes=32 time=84ms TTL=244

Ping statistics for 72.14.235.147: Do dwong
Packets: Sent = 4, Received = 4, Lost = 8 (B lossl, di

Approximate round trip times in milli—seconds:
Minimum = B4ms, Maximum = P4ms,. Average = B9ms

C:s»Documents and SettingssIBM>tracert www.twoitre.com.vn

Tracing route to wuww.twoitre.com.vn [2H3.162.163.351
over a maximum of 38 hops:

<1 ms <1 m= <1 172.168.18_254

3 ms ms 2 283 .162.184.33

8 ms ms 8 2803 .162.143 .73

1? m= ms 19 localhost [123.38.128_.411

? m= ms 11 localhost [123_.38.1280_.221

1? ms ms ? www . tuwoitre.com.vn [2B83.162.163.351

Trace complete.

PTIT, 2011 Network management




"
Giao thirc ARP

m Tim dia chi vat ly (MAC address) cua may
dich trong mang noi bd (local network) khi
biét dia chi IP.

m Hoat dong theo co ché broadcast.

m Lwu lai két qua truy van cho cac lan gdi ké
tiep.

PTIT, 2011 Network management 11



"
Giao thirc ARP: ARP request

MAC MAC P P - 5
A.B.C.1.3.3 | ff.ff.ff.ff.ff.ff 197.15.22.31197.15.22.3 What is your MAC Addr?

G&i ban tin

ARP request T T
theo co ché
broadcast

| |

|
| 197.15..22.33| | 197.15..22.34| | 197.15..22.35|
| AB.C.1.3.3| | AB.C.4.3.4 ] | AB.C.7.35 |

Networ

PTIT, 201



"
Giao thirc ARP: ARP reply

MAC MAC P P _
AB.C.7.35 | AB.C.1.3.3 L97.15.22.3197.15.22.3: My MAC Addr: A.B.C.7.3.5

/ Tra 1o

bang ban

— tin ARP
reply trwc
tiép cho
may hoi

| | |
| 10.02.1 | | 10.025 | | 10.029 |
| AB.C.1.3.3] | A.B.C.4.3.4 ] | AB.C.7.3.5]

PTIT, 13



PTI

AN
Giao thirc ARP: Caching

Physical Addresses  IP Addresses
|!'.] 2-60-8C-01-02-03] | 197.15.22.33
|00-00-A2-05-09-89| | 197.15.22.44 Destination = 197.15.22.126
|!'.] 9-00-20-67-92-89 197.15.22.123
[08-00-02-90-90-90 [ 197.15.22.4 Ghi lai két qua truy van trong bd
277 nh& cache
Source

=]

S5 & O

199.15.22.33 || 197.15.22.44 || 197.15.22.123 || 197.15.22.4

5 B

197.15.22.37 || 197.15.22.126

Destination

14



- S
Lép Van chuyén trong TCP/IP

Application
Transport
Internet
Data Link ) 5 ~ N o N p )
Chtrc nang: Van chuyén goi dir liéu tr ngudn dén dich
Physical theo 1 trong 2 phwong thurc:

«Tin cdy (TCP): C6 slra 16i va diéu khién
«Khéng tin cdy (UDP): Khéng stra 16i, khéng diéu khién

PTIT, 2011 Network management 15



- I
Giao thuc TCP

Host A

PTIT, 2011 Network management

Host B

16



|

Cau truc goi div liéu TCP
Bit 0 Bit15 Bit16

Source port (16} Destination port (16)

Sequence number (32)

Acknowledgement number (32)

Header .
length ()] R€Served (6)} Code bits (6)

Checksum (16)

Options {0 or 32 if any)

Data (varies)

PTIT, 2011 Network management

Bit 31

17



.— | ]
Tha tuc thiét 1ap két néi TCP

Tha tuc bat tay 3 chiéu (three way handshake)

@ Send %ceiued
seq=100 ctl =S¥YN
(seq ) Send SYN, ACK @
/ (seq=300 ack=101
SYN received cti=syn,ack)
Established -
(seq=101 ack=301

ctl=ack)

PTIT, 2011 Network management 18



" -=EEENN

Co ché truyén div liéu trong TCP

Sender Receiver

Send packet 1 -

G&i div ligu va
ch® xac nhén cua Receive packet 1 and
el plrlbizal - reply with an ACK 1
Receive ACK
Send packet 2 -

PTIT, 2011 Network management 19
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TCP: co che truyen don gian

Send 1 _
ecelve 1

Send ACK 2

Receive ACK 2

Send 2 _
ecelve 2

Receive ACK Send ACK 3

Send 3 |
ecelve 3

Receive ACK 4 Send ACK 4

m Window size =1

PTIT, 2011 Network management

20



" ]
TCP: co ché truyén don gian

So Sequerp Acknowledgement
P # #

ourcd Dest : —

i e
g e e ETR
P
PTIT, 201 Network t 3
Source Dest. Seq. Ack. o onegemen

10




L i
TCP: Co cheé dich cwra soO

Gidm thoi gian cho, tdng hiéu suét truyén

Phia g&i Phia nhan
Wlndow size=3
Wmdow size=3

|W|ndow size = 3|
Send 1
Send 2

\é\gﬂg%w sl =2 Goi so 3 16i
ACK 3
W|nd0W size=2
W|ndow size=3
Send 3
Window size = 3
Send 4
ACK 5
Wlndow size=2
PTIT, 2011 Network management 22




'__
Pac diem giao thirc TCP

m L3 giao thirc co két ndi (connection-
oriented), st dung tha tuc bat tay 3 chiéu
dé thiét l1ap két ndi.

m Truyén di¥ liéu tin cay (co slra sai, sap xép
goi theo thu tw).

= Dung port dé nhan dang di¥ liéu cua tirng
dich vu

PTIT, 2011 Network management 23



"
Giao thirc UDP

Bit 0 Bit15 Bit16 Bit 31

Source port (16) Destination port (16)

Length (16) Checksum (16)

Data (if any)

PTIT, 2011 Network management 24



"
Pac diem cua giao thirc UDP

m La giao thirc khdng co két ndi

= Hoat dong don gian, khéng c6 cac chirc
nang diéu khién.

m Truyén di liéu khéng tin cay.

m Thich hop voi cac dich vu co lwong diy
liéu nho, tinh dap &*rng nhanh.

PTIT, 2011 Network management 25



"
Pbong goi dir lieu trong TCP/IP

Lé&p eng dung Data
Giao thwee TCP Data

l

Giao thuc IP Data

PTIT, 2011 Network management



" -=EENN
So do trang thai TCP

m Liét ké cac trang thai (state) cua giao thirc
TCP

m Cac co ché chuyén dbi trang thai cla giao
thiee TCP.

PTIT, 2011 Network management 27



|- _—
CLOSED

Active open/SYN

Passive open Close
Close

LISTEN

SYN/SYN + ACK Send/SYN

. SYN/SYN + ACK ,
SYN_RCVD = SYN_SENT
Aﬁ ﬁq + ACK/ACK
Close[FIN ESTABLISHED
Y Close/FIN ~__ FINJACK
FIN_WAIT_1 CLOSE_WAIT
FIN/ACK
ACK Close[FIN
i Y
FIN_WAIT_2 CLOSING LAST_ACK
l ACK  Timeout after rwo ' ACK
FIN/ACK segment lifetimes
= TIME_WAIT = CLOSED

PTIT, 2011 Network management



=
Tom tat bo giao thwee TCP/IP

M6 hinh TCP/IP Giao thirc TCP/IP

PTIT, 2011 Network management

29



Certified Hardware & Networking

Giao thuc TCP/IP
va Mang Internet

Gidng vién huwéng dan : Th.s P6 Quang Trung
Sinh vién thuwe hién : LE THI THANH HIEN
Lop : S0809G

MSSV : HDSM 252601



Loi mé dau

m D¢ hoan thanh dé an “Giao thitc TCP/IP va Mang Internet"
t6i xin guri 101 cam on tran thanh tdi Thay gido PO Quang
Trung d3 tan tinh hudéng dan cling nhu tao diéu kién cho toi
hoan thanh tot dé an nay, toi xin cdm on dén cac ban di cung
thao luan va gitip d& toi trong suodt thoi gian lam do an.

m Muc tiéu cua dé an
Tim hiéu va thu thap kién thuc vé&” Giao thitc TCP/IP va
mang Internet”. D6 an gbp phan cho nguoi doc co duge kién
thtrc tong quat va day du vé TCP/IP.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



Giao thuec TCP/IP va Mang Internet

m Tong quan hé thong mang TCP/IP.
mB0 giao thirc TCP/IP.
mDinh tuyén.

mMang Internet.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



Tong quan hé thong mang TCP/IP.

m Kién tric phan tang ctia mang. m MO hinh OSI.

He Thong A

¢ Thong B

Tang N —— Giuo thiic ting N ———— Tang N
Tang N - 1 —— Giuo thiic tang N-] ————Pp»t  Ting N - |

i i

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

i i

] ' Transport
Tang 2 —— Giuo thic ting 2 —————Pp» Tang 2 Seg mEntS E"d't:;lEd“d ?B’l:;?;ﬁﬂﬂﬂ

Network
Packets Path Determination

Tang 1 i —— Giuo thiic taing | ————Pp» Tang 1 and [P I:LDQIGEI del"ﬁ&&il’lg]

budng Truyén Vat Ly

Lé Thi Thanh Hién

Giao thirc TCP/IP va Mang Internet



Tong quan hé thong mang TCP/IP

Giao thic TCP/IP va Mo hinh OSI

OSI Model TCP/IP Architectual Model
Application Telnet FTP sMTP | | DNS | [snmp
Presentation \ /

Session Transmision Control UserDatagram | _——1_RIP
Protocol (TCP) Protocol (UDP) ICMP
Transport
Network ARP Internet Protocol (IP)
] ]
Data link Ethernet Tokenbus | [Token Ring FDDI
Physical IEEE802.3  IEEE802.4 EEES02.5 ANSI X3 T95

Lé Thj Thanh Hién Giao thirc TCP/IP va Mang Internet



Bo giao thirc TCP/IP.

e e
[CP/IP 2 mo ninh 4o dung ¢no

Layers o o
* The Application Layer (Lop wrng

S dung): quan 1y cac giao thurc, nhu
Application hd trg vidc trinh bay, ma héa, va
quan 1y cudc goi. Lop nay cling hod
tro nhiéu Ung dung .

* The Network Access Layer
(Link): xac dinh viéc truy xuat dén

Network Access cac thiét bi, chuyén doi dit liéu
thanh cac bit ro1 truyén.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



TCP/IP Layers

Transport Layer
- Dam nhiém viéc van chuyén dir [icu peaceren
tor nguodn to1 dich thong qua 2 giao

thirc:
m TCP (Transmission Control Protocol)
1 c6 lién két.
1 diéu khién ludng.

network
data link
physical

physical

network
datalink
physical

1 diéu khién chong nghén mang.
—> Giao thure tin cay.
m UDP (User Datagram Protocol)
71 Khong két noi.
71 Khong c6 kiém soat ludng va kiém soat
nghén mang.

—> Giao thirc khong tin cay.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



TCP/IP Layers

Chuc nang cua tang mang
application
® Dam nhlem vieéc lua chon duong di Aersport]

data ‘link etwork / )

tot nhat cho cac goi tin (chon datalik | oy /\ —
duong, chuyen mach, thiét lap lién dotolnk phchal _dﬁ*ralinlr

& ysica physica

két ) thong qua giao thurc IP.

plication
Transport

i :_() data link
physical

«& data link
g physical

X e
datali
I O B gy
data link

4 - . 4 hysical
Chtrc nang giao thuc IP : - JLEE
m Xac dinh lugce do dia chi Internet. e :

. A ~ 1°A Y hY . physical

m Dichuyén dir li€u gitra tang giao

van va tang lién keét.
m Dan duong cho cic don vi dit liéu &

td1 cac tram O xa.
m Thuc hién viéc cat va hop dir lidu.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



|P addressing

- 32 Bits -
l]'.JIlJIlJl.'JlJIlJl'.JL.l]l]ll]l'.]lﬂangﬂﬂfhﬂf_t
Clazs addresses
1.0.0.0t0
A 0] Network Host 127 255,255,255
B |10 Network Host 1 3?23'5%%'5.255
182.0.0.0 to
C . 110 MNetwork Host 223,255 255,255
224.0.0.0 10
D 1110 Multicast address 230 255 255 255
C 1111 Resenved for future use 22221;}50;%255

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



So sanh mo6 hinh OSI va mo hinh TCP/IP

Application
SMTP FTP DNS SNMP
Presentation Application
HTTP POP3 = Telnet

Session

Transport Transport TCP UDP

Network Internet IP ICMP ARP RARP

Data Link

Network Interface Ethernet FDDI
Physical

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



Pinh tuyén

m Dinh tuyén 1a qua trinh chon mot con duong dé
truyén mot don vi dir 11€u tur tram nguon dén dich.

1?91710.-24

~s/

mmv 024 ’ RZ’MMH

gf 17217.1280 17

192.168.1.0 /24

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



Pinh tuyén

Phan loai :
m Dinh tuyén tip trung.
m Dinh tuyén phan tan.
m Dinh tuyén tinh.
m Dinh tuyén dong.
Mot sb giao thirc dinh tuyén dong nhu RIP, EIGRP, OSPF,

IGRP...
Muc tieu:
T@i uu hiéu nang mang.
To1 thiéu gia thanh mang.

T6i wu tham sO6 mang nhu bang thong, d6 tré, do tin cay, chat
lugng goi tin...

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



Mang Internet

So lugc lich st phat trién

m Nam
B Nam
B Nam

B Nam

m Nam

1969, mang ARPnet ra doi.

1974, TCP/IP — Giao thitc mang ARPnet.
1982, TCP/IP 1a giao thirc chuan ctia DOD.
1983, Internet chinh thirc ra doi.

1989, Tim Berners Lee trién khai thanh cong dich vu

WWW.

m 12-1997, Viét Nam chinh thirc tham gia vao mang
Internet.

Lé Thi Thanh Hién

Giao thirc TCP/IP va Mang Internet



Mang Internet

Cac dich vu co ban :

m Dich vu trang tin toan cAu WWW.
m Dich vu thu dién ta E-mall.

m Dich vu truyén tep tin FTP.

m Dich vu truy cap tu xa Telnet.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



0 Do an dugc hoan thanh giup nguoi doc ¢6 dugc nhu’ng
kién thirc tong quat va day du vé “Giao thirc TCP/IP va
mang Internet”.

Huéng phdt trién:

m Phat trién giao thtc IP thay thé IPv.4 bang IPv.6, khong
gian dia chi IP tir 32 bits tang 1én 128 bits.

m T6i vu hoa cac giao thire dinh tuyén dé goi tin di tir nguén
to1 dich, trude ti€n nd phai tuan theo tap hop cac qui tac,

chon duong di dé giam thiéu do tré ciing nhu bang thong
mang.

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



Giao thuwc TCP/IP va Mang Internet.

Thank Youl!l!

Lé Thi Thanh Hién Giao thirc TCP/IP va Mang Internet



