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xin hdy thong bdo de chding toi stra chira hoac thay thé bang mot tai liéu clng
chu dé cua tac gla khac. Tai li¢u ndy bao gom nh1eu tai liéu nho co cung chu
dé bén trong nd. Phan ndi dung ban can c0 thé nam 6 giira hodc & cuoi tai lidu
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C4u hinh Windows Server 2008 thanh SSL VPN Server truy cap tir xa (Phan
2)

Ngubn : quantrimang.com
Thomas Shinder

Trong phan thr nhat, ching tdi da néi vé mét sé giao thirc VPN va may cha
VPN cua Microsoft trwérc kia. Dé tiép ndi nhirng gi da gi®i thiéu trong phan
mot, ching t6i sé dwa ra cho cac ban moét mo ta vi du mang sé str dung
trong viéc cau hinh gateway VPN dé c6 thé hé tro’ cho két néi SSTP tir cac
may khach Vista SP1.

Chung t6i s& khéng gi¢i thiéu toan bd tat ca cac buwéc ma sé thira nhan rang ban
da cai dat DC va da kich hoat cac role nhw DHCP, DNS va Certificate Services
trén may chd do. Kiéu chirng chi may cha |1a Enterprise, nén ban sé& cau hinh moét
CA doanh nghiép trén mang ctia minh. May chi VPN sé& dwoc nhap vao mién
trwdc khi bat dau cac buwdc dwdi day. May khach Vista can phai dwoc nang cap
lén phién ban SP1 trwdc khi thwe hién theo hwdng dan nay.

Chung t6i can thwe hién mét sé thi tuc dwsi day:

« CaidatllS trén may cha VPN

« Yéu cau mét chirng chi may tinh cho may chi VPN bang cach st dung 1IS
Certificate Request Wizard

« Cai dat role RRAS server trén may cha VPN

. Kich hoat may chii RRAS Server va ciu hinh né thanh may chd VPN va
NAT

« Céu hinh may chi NAT dé xuét ban CRL

« CAu hinh User Account dé cho phép cac két nbi dial-up

« CAu hinh lIS trén Certificate Server dé cho phép cac két ndi HTTP cho thw

muc CRL

C4u hinh file HOSTS trén VPN client

St dung PPTP dé két ndi v&i may cha VPN

Thu dwoc chirng chi CA tr Enterprise CA

C4u hinh Client dé c6 thé st dung SSTP va Connect dbi véi VPN Server

bang cach sir dung SSTP

Cai dat lIS trén may chu VPN Server

C6 thé ban sé thay lam la vi théng thwong chung tAi van goi y rang dirng bao gi¢
dat may chi web (Web server) trwdc mot thiét bj bao vé mang. Diéu nay 1a vi



chung ta khéng can gitr Web server trén moét VPN server ma chi can st dung né
trong mot thdi diém nao dé. Béi site két nap Web gdm c6 Windows Server 2008
Certificate Server khéng hiru dung cho viéc yéu cau cac chirng chi may tinh.
Trong thuc t&, n6 hoan toan khéng dwoc sir dung. Nhirng gi dang quan tam &
day |a ban c6 thé c6 dwoc chirng chi may tinh bang s dung site két nap Web.

Dé gidi quyét van dé nay, chung ta sé loi dung enterprise CA. Khi st» dung
enterprise CA, ban co thé tao mét yéu cau dbi véi mét may chi chirng chi truc
tuyén. Yéu cau trwc tuyén cho mét chirng chi may tinh dwoc cho phép khi ban
st dung IIS Certificate Request Wizard va yéu cau “Domain Certificate’- chirng
chi mién. VAn dé nay chi lam viéc khi may tinh yéu ciu ching chi cung véi tén
mién Enterprise CA.

Thuwe hién theo cac budc sau trén may chi VPN dé cai dat role 1IS Web server:
1. M& Server Manager cua Windows 2008

2. Trong phan panel bén phia trai ciia giao dién diéu khién, kich nat Roles
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3. Kich vao lién két Add Roles & phan bén phai clia panel bén phai.

4. Kich Next trén ctra sd Before You Begin



5. Tich vao hop kiém Web Server (IIS) trén clra s6 Select Server Roles sau dé
kich Next.

Add Roles Wizard e x|
.ﬁ:ﬂ Select Server Roles
Before You Begn Salact one Or mOre Fobes to mistal on Hes server,
Description:
Wely Servier [T15) iab Sarver (I15) provides a reliazble,
manageable, and scalable Web
Rgle Servces application infrastructure.
Confirmation e
Progross LI Astve Dereciory Rights Management Services
Resylts Apaleation Sarver
| DHCP Sernss
[] o5 Server
L | Pax Server
Fie Sandges

Iabadr PORCY Bnd ACCESE Sarvices
Print Semaces

| Terminal Services
| UDCI Services

Vindows Deplayment Senansg

| \¥ndows Sharss'oendt Services
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6. Poc thdng tin trén clra s Web Server (11S) néu can. Day la mét théng tin téng
quan rat tét déi vai viéc st dung [1IS7 nhuw mét may chi Web, tuy nhién do ching
ta sé khéng s&r dung may cha Web IIS trén may chd VPN nén théng tin nay
khéng ap dung cho kich ban cta chung ta.

7. Trén ctra sb Select Role Services, c6 mét sé tuy chon da dwoc chon sén. Ké
ca ban str dung cac tuy chon mac dinh thi cling khéng cé nghia sé cé duoc tuy
chon st dung Certificate Request Wizard. Chinh vi vay hay tich vao cac tuy chon
bdo mat Security dé cé Role Service cho Certificate Request Wizard va sau d6
kich Next.
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8. Xem lai cac théng tin trén ctra sb Confirm Installation Selections va kich
Install.

9. Kich Close trén clra sé Installation Results



x
ixr:i Installation Results

Ko Vi
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Yéu ciu chirng chi may tinh cho VPN Server bang str dung IIS Certificate
Request Wizard

Budc tiép theo 1a yéu cau chirng chi may tinh cho VPN server. VPN server can
mot chirng chi may tinh dé co thé tao két néi SSL VPN véi may khach SSL VPN,
Tén thwdng str dung trén chirng chi phai hop 1é v&i tén ma may khach VPN sé
st dung dé két nbi dén SSL VPN gateway. Diéu nay c6 nghia rang ban can phai
tao mot entry DNS chung cho tén trén chirng chi dé giai quyét dia chi IP mé rong
trén VPN server, ho&c dia chi IP clia thiét bi NAT nam trwdc may chi VPN sé
chuyén hwéng két néi dén SSL VPN server.

Thuwe hién theo cac budc dwdi day dé yéu cau va cai dat mét chirng chi may tinh
trén SSL VPN server:

1. Trong Server Manager, m& rong phan Roles & trong panel bén trai, sau dé
m& Web Server (lIS). Kich vao Internet Information Services (lIS) Manager.



o S Eal
_Eh Server Manager (\W2008RCO-VPNGW)
= 5 Roles

= & web Server (I1S)
W} Internet Information Services (II5) Manager
e ﬁ Features
# ? Diagnostics
= jﬁ Configuration
& =2 storage
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2. Trong giao dién diéu khién Internet Information Services (11S) Manager xuat
hién & panel bén phai, hay kich tén cia may chu. Trong vi du nay, tén ciia may
chd 1a W2008RCO0-VPNGW. Kich vao biéu twong Server Certificates trong
panel bén phai cla giao dién diéu khién IIS.
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3. Trong panel bén phai cla giao dién diéu khién, kich vao lién két Create
Domain Certificate.



G‘é! Server Certificates

Lise ths feature to request and manage certificates that the \Web
Server can use with Web sites configured for 551,

Mame = I Tssued To

Import...

Create Certificate Reguest...
Complete Certificate Reguest...

Create Domain Certificate. ..
Create Self Signed Certificate. ..

@ Hep

Online Help
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4. Poc cac thong tin trén clra s6 Distinguished Name Properties. Muc quan trong

nhat trén ctra sd nay |a the Common Name. Tén nay la tén ma cac may khach
VPN sé str dung dé két ndi v&i may chd VPN. Ban sé& can c6 mot entry DNS
chung cho tén nay dé né co thé giai quyét ddi véi giao dién bén ngoai ctia may
cht VPN hoéc dia chi chung cla thiét bi NAT trwérc may chd VPN. Trong vi du
nay, chung tdi sé dung tén chung sstp.msfirewall.org. Sau dé, chung ta sé tao
céac entry file HOSTS trén may khach VPN dé né cé thé thuc hién duwoc voi tén

nay. Kich Next.




21

Distinguished Name Properties

B

Specify the required information for the cartificats. State/provice and Cityflocality must be specifisd as
offical names and they cannot contain abbreviations,

Common name: |55t::. msfirewall.org

Organization: |TAC‘|‘E-1‘-‘.

Organizational unit: [paias

City focality [Dallas

State orovince: [Texas

Counfry/region: fus =
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5. Trén clra sd Online Certification Authority, kich nut Select. Trong hop thoai
Select Certification Authority, kich tén ctua Enterprise CA sau dé kich OK. Nhap
vao do tén cua chirng chi bén trong hop van ban Friendly name. Trong vi du
nay chang téi st dung tén SSTP Cert dé biét rang né dang dwoc s dung cho
SSTP VPN gateway.



I Select Certification Authority
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6. Kich Finish trén ctra s6 Online Certification Authority
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| Online Certification Authority

B

Specify the certification autharity within your domain that will sign the certificate, A friendly name is
required and should be easy to remember,

Spedfy Online Certification Autharity:
|1‘u‘3’--;2-:|r:|3RCIJ DL .msfirewall, org WIN2008RC0-DC. msfirewal . org Select... I
Example: CertificateAuthorityNameServerName

Friendly name:

|SSTP Cert]

0 ] e

Previous |
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7. Tién ich sé chay va sau d6 khéng xuét hién nira. Sau thdi diém nay, ban sé
nhin thdy chirng chi xuét hién trong giao dién diéu khién 1IS. Kich dup vao chirng
chi va ban c6 thé xem tén chung trong phan Issued to va ching ta sé c6 mét
khda riéng twong &ng véi chirng chi. Kich OK dé déng hdp thoai Certificate.



G‘gl Server Certificates

Iz this feature to request and manage certificates that the Web server can use with Web sites
configured for S5L.

Mame = | Issued To I Issued By I Expiration Date
S5TP Cert sstp.msfirewall.org WIMZ00ERCO-DC,msfirewall.org 1082010 6:24: 14 PM

x

General |Details I CertificationPath I

E ﬂ Certificate Information

This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer

Issued to:  sstp.msfirewal.org

Issued by: WINZ00SRCO-DC. mefirewall.org

Valid from 1/9/2003 to 1/8/2010

]? You have a private key that corresponds to this certificate. _I
3

Issuer statement |

Learn more about cerfificates |_
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Bay gi® chung ta da c6 mét chirng chi va cé thé cai dat RRAS Server Role. Luu
y rang ban phai cai dat chirng chi trwéc khi cai d&t RRAS Server Role. Khéng
thwe hién nhw vay ban sé gap phai mot sb van dé vi sé phai st dung mot
thwdng trinh dong 1énh kha phirc tap dé két ndi chirng chi véi bd nghe SSL VPN.

Cai dat RRAS Server Role trén VPN Server



Dé cai dat RRAS Server Role, ban thwc hién theo cac buédc dwdi day:

1. Trong Server Manager, kich nit Roles & phan bén trai cla giao dién diéu
khién

2. Trong phan Roles Summary, kich vao lién két Add Roles.
3. Kich Next trén ctra sb Before You Begin

4. Trén clra sd Select Server Roles, ban hay tich vao hop kiém Network Policy
and Access Services, sau do kich Next.

Add Reles Wizard - x|
.‘;,:i Select Server Roles
Gefore You Begin Salact one or more robes to mistal on ths server,
Description:
Febwerk Pobicy and Access Seraces Mategrc Poligy and Accasy Servigey
provides Network Policy Server (NPS),
Role Services Routing and Remaote Access, Health
e Registration Authority [HRA), snd
S [] At o 85 Hast Credential Autharization Pratacal
Brograss | Astive Directory Rights Management Services (HCAR), which help safeguand the
Rty [] Applcation Server kealth and secusity of your netwark,
| DR Sl
[ o Server
L | Fax Server

Fie Senvices

M bwaik Polcy and Afrees Seraies

[ Print Services
| Terminal Services
| UDET Senvices

Veirdouws Deplayment Senanes

| W¥nadows SharePomt Services

<orevos [ vet> | ot | coel |
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5. Doc cac théng tin trén ctra sd Network Policy and Access Services. Hau hét
céac théng tin nay cho ching ta biét vé Network Policy Server méi (may chd
chinh sach van dwoc goi la Internet Authentication Server [IAS] 1a RADIUS
server), tat ca trong chung hién déu khéng ap dung cho kich ban cuia ching ta.
Kich Next.

6. Trén ctra s6 Select Role Services, hay tich vao hép kiém Routing and



Remote Acce§s Services. Khi tich vao hop kiém nay, tién ich ciing sé tw tich
vao cac hép kiem Remote Access Service va Routing. Kich Next.

Add Roles Wizard = x|
ig;‘ Select Role Services
Before You Begn Select the rofe servces ko instad for Network Poboy and Acoess Servioes:
Server Rokes Ruie gervices: Description:
Metwork Policy and Access Services Houting gnd Bamole 2 l

provides remote users access to
FESOUINCES ON YOUr private network
aver virtual private neteork (VPN) o
dial-up connections, Servers

gstraton Authority configured with the Routing and

s Remote Access service can provide
Results ST LAN and WAN routing services used ko
connact metwork segments within a
small affice or bo connect bwo private
nebworks over the intemet,

Confirmation

Progress

-t?nrmmsl Heext > I i [ Cancel I
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7. Kich Install trén clra s6 Confirm Installation Selections.
8. Kich Close trén ctra s Installation Results.
Kich hoat RRAS Server va ciu hinh né tré thanh mét may cha NAT va VPN

Ldc nay role may chi RRAS server hién da dwoc cai dat, chung ta can phai kich
hoat dich vu RRAS, gibng nhw cach da thwec hién véi né trong cac phién ban
trwdc dé clia Windows. Chung ta can kich hoat tinh ndng may chd VPN va dich
vu NAT. Viéc can phai kich hoat thanh phan may chd VPN 1a hét strc rd rang
nhwng rat cé thé ban phan van rang tai sao can phai kich hoat may chi NAT. Ly
do 1a dé cac may khach bén ngoai cé thé tdng quyén truy cap vao Certificate
Server dé c6 thé két néi voi CRL. Néu may khach SSTP VPN khéng thé
download dwoc CRL thi két ndi SSTP VPN sé thét bai.

Dé cho phép truy cap vao CRL chung ta sé cau hinh may chd VPN thanh mét



may cht NAT va céng bd CRL bang cach str dung NAT d&o nguwoc. Trong moi
trwdng thue té ban cé thé sé co mot twong Iva (nhw ISA Firewall chang han)
nam phia trwdc may chi chirng chi Certificate Server, vi vay ban sé cong bb
CRL bang s dung twéng Itra. Tuy vay trong vi du nay twdng Itra s dung la
Windows Firewall trén VPN server, chinh vi vay ching ta can phai cu hinh may
chu VPN thanh may chd NAT.

Thuwe hién theo cac budc duwdi day dé cé thé kich hoat dich vu RRAS:

1. Trong Server Manager, m& phan Roles trong panel bén trai cta giao dién
diéu khién. M& phan Network Policy and Access Services sau do kich nut
Routing and Remote Access. Kich chubt phai vao Routing and Remote

Access sau do kich Configure and Enable Routing and Remote Access.

File Action View Help
s 2mXE] o HiF
T Server Manager (W2008RCO-VPNGYY) Routing and Remote Access
B @ Roles
= R Network Policy and Access Services [ z
[B]Routing and Remote Access| | Configure the Routing and R
= W5 web Server (II5) Configure and Enable Routing and Remote Access
W} Internat Information Servig Disabile Routing and Remote Access )
# S Features =
(il Fea
[# ? Diagnostics A“: Refresh z
® gl Configuration Refresh Rate... o
[#] H Storage All Tasks b
View 3
Delete
Refresh
Properties
Help
I
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2. Kich Next trén ctra s Welcome to the Routing and Remote Access Server
Setup Wizard

3. Trén ctra sb Configuration, chon tuy chon Virtual private network (VPN)
access and NAT va kich Next.
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customize this server.
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4. Trén ctra s6 VPN Connection, chon NIC trong phan Network interfaces, phan
c6 giao dién bén ngoai ciia may chid VPN. Sau do kich Next.



Routing and Remote Access Server Setup Wizard N

VPN Connection
To enable VPN clients to connect to this server, at least one network interface
must be connected to the Intemat.

Select the network intedace that connects this server to the Intemet.

Metwork interfaces:

MName | Description P Address

Local Area Connection VMware Accelerated A, 192.168.1.73
Local Area Connection 2 Vidware Accelersted A 0.0.01

For more information about network interfaces.
For more information about packet filtedng.

< Back Mead =
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5. Trén clra sb IP Address Assignment, chon tuy chon Automatically. Chung ta
c6 thé chon tuy chon nay vi da cai dat may chi DHCP trén bd diéu khién mién
phia sau may chd VPN. Néu ban chwa cai dat may chii DHCP thi can phai chon
tuy chon From a specified range of addresses va sau dé cung cap mét danh
sach cac dia chi ma may chi VPN c¢6 thé st dung khi két ndi véi mang théng

qua VPN gateway. Kich Next.




Routing and Remote Access Server Setup Wizard '

IP Address Assignment

You can select the method for assigning IF addresses to remote clients.

How do you want IP addresses to be assigned o remote clients?

% Automatically

if you use a DHCP serverto assign addresses, confim that it is configured properdy.
ff you do not use & DHCP server. this server will generate the addresses.

" From a specified range of addresses

For more informistion

<Back [ MNet> | Cancel |
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6. Trén clra s Managing Multiple Remote Access Servers, chon No, use
Routing and Remote Access to authenticate connection requests. Day la
tuy chon ma chung ta st dung khi khéng cé may chu NPS hay RADIUS. Vi may
chd VPN la mét thanh vién ctia mién nén ban c6 thé chirng thyc ngudi dung
bang cach sir dung cac tai khodn mién. Néu may chi VPN khéng phai |a thanh
vién mién thi chi cé cac tai khodn cuc bo trén may chi VPN méi ¢ thé dwoc st
dung, trir khi ban quyét dinh st dung may chi NPS. Kich Next.



Routing and Remote Access Server Setup Wizard I

Managing Multiple Remote Access Servers
Connection requests can be authenticated localy or forwanded to a Remote
Authentication Dial-in User Service (RADIUS) server for authentication.

Although Routing and Remote Access can authenticate connection reguests, lange
networks that include multiple remote access servers often use 3 RADIUS serverfor

If you are using a RADIUS senver on your network, you can set up this server to forward
authentication requests to the RADIUS server.

Do you want to set up this server to work with a RADIUS server?

" Mo, use Fouting and Remote Access to authenticate connection requests
" Yes, set up this server to work with a RADIUS server

For more information

<Back [ Net> | Cancel |
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7. Doc cac thong tin tém tat trén ctra sd Completing the Routing and Remote
Access Server Setup Wizard va kich Finish.

8. Kich OK trong hop thoai Routing and Remote Access, day la hop thoai thong
bao cho ban biét rang viéc chuyén tiép cac thong bao DHCP yéu cau dén mét
tac nhan chuyén tiép.

9. Trong phan panel bén trai ctia giao dién diéu khién, m& phan Routing and
Rgmote Agce§s, sau do kich vao nut Ports. O phan gilra ciia panel, ban sé
thay cac két ndi cho SSTP.
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C4u hinh may chu NAT dé céng b6 CRL

Nhw chang téi da dé cap ti trwdc, may khach SSL VPN cén c6 thé download

dwoc CRL dé xac nhan rang chirng chi may chi trén may chia VPN da khéng

dwoc hiy bd. Dé thuc hién diéu nay, ban can cdu hinh mét thiét bj trwdc may

cht chirng chi dé& chuyén tiép cac yéu cau HTTP cho vij tri CRL dén duwoc may
chu chirng chi.

Vay ban da biét dwoc URL nao ma may khach SSL VPN can két nbi dé thuc
hién viéc download CRL chwa? Cac théng tin nay dwoc gidi thiéu dén ngay bén
trong ban than méi chirng chi. Néu ban vao may chi VPN mét 1an niva va kich
dup vao chirng chi trén giao dién diéu khién 1IS (day la do ban da thyc hién
trwdc), thi ban sé co thé tim dwoc cac thdng tin nay. Kich vao tab Details cua
chirng chi va kéo xuéng muc CRL Distribution Points, sau do kich chudt vao muc
d6. Trong panel thAp hon, ban c6 thé thay cac diém phan phéi khac nhau dwoc
dwa trén giao thirc str dung dé truy cap vao céac diém nay. Trong man hinh
chirng chi & hinh bén dwdi, ban cé thé thdy dwoc rang ching ta can phai cho
phép truy cap may khach SSL VPN vao CRL théng qua URL:

http://win2008rc0-dc.msfirewall.org/CertEnroll/WIN2008RCO-
DC.msfirewall.org.crl
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General Details |Cerﬁﬁcaﬁun Path I

Show: | <Al j
Field | Valle | il
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:L|Enl1an-'ed kKey Usage Server Authentication (1.3.6....
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ke uthority Key Identifier KeylD=27%h 023768 33 ae ...

Distribution Points [1]CRL Distribution Foint: Distr...
| Autharity Information Access  [1]Authority Info Access: Acc...
|Cer1:|ﬁn:ate Template MName WebServer

E

Full Mame:;

RL =ldap: /{jCH=\WIN2008RCO-
DC.msfirewall.org, CN=WIN2008RCO- DC,CH=CDP,CHN=Public®%:
20Key %
205ervices, CH=Services, CN=Configuration, DC=msfirewall, DC=org?
certificateRevocationList ?hase fobjectClass =cRLDistributionPoint

URL =http: /fwin2008rc-
dc.msfirewall, org/CertEnrall AWIN2003R.CO-DC, msfirewall.org. crl

i [

Edit Friopetties, ., | Copy to File. ..

Learn mare about certificate details
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Vi ly do nay nén ban can tao mét entry DNS chuing déi véi tén nay dé cac may
khach VPN bén ngoai déu c6 thé thuc thi dwoc tén doé vai dia chi IP trén thiét b,
thiét bj & day sé thyc hién dao ngugc NAT hodc dao nguoc proxy dé cho phép
truy cap dén dwoc website ctia Certificate Server. Trong vi du nay, chang ta can
phai c6 win2008rc0-dc.msfirewall.org dé gidi quyét dia chi IP trén giao dién bén
ngoai ciia may chu VPN, maycht VPN sé& dao ngwoc NAT két ndi véi Certificate
Server.

Néu ban dang s dung twdng Itra “d&i méi” (chang han nhw ISA Firewall) thi cé
thé thuc hién viéc cdng bd site CRL an toan hon bang cach cho phép chi truy
cap vao CRL ma khdéng vao toan b site. Tuy vay, trong bai nay chung téi sé han
ché trong kha nang moét thiét bi NAT don gidn nhw nhirng gi RRAS NAT cung
cap. Ban nén lwu y & day rang viéc st dung tén site cia CRL mac dinh cé thé
khoéng phai la cach an toan vi né 16 tén may tinh trén Internet. Ban c6 thé tao mot
CDP (CRL Distribution Point) dé tranh diéu nay néu cho rang viéc 16 tén riéng



ctia CA trong DNS chung la mét van dé quan trong.

Thuc hién theo cac bwdc dwdi day dé cau hinh RRAS NAT co thé chuyén tiép
cac yéu cau HTTP t&i Certificate Server:

1. Trong phan panel bén trai cua Server Manager, ban m¢& phan Routing and
Remote Access, sau d6 m& phan IPv4. Kich nat NAT.

2. Trong nut NAT, hay kich chudt phai nén giao dién bén ngoai, & gilra cua giao
dién dieu khién. Trong vi du nay, tén cta giao dién bén ngoai la Local Area
Connection, sau doé kich Properties.

T, Server Manager (WW200BRCO-VPNGIY)
3 3 Roles —l—
}E : E" Metwork Policy and Access Services Interfav:e- - : 191z} iapphgs
= ﬂj Routing and Remote Access ':":a Ea Cu:unneu:un 2 g
o
work s
% Ez:tsurlr Interface ﬂ?lnternal T
E Remote Access Clients (0) Delete
g Femote Access Logging & Policie Refrezh
B = IPvd
E General Properties
E Static Routes Help
B DHCP Relay Agent
B IGMP
= MAT
= B Py
E General
E Static Routes
= ‘E__ij Web Server (I1IS)
"d} Internet Information Services (II15) &
l‘fﬁl Features
_5"! Diagnostics
fﬁ’j Configuration
g Storage
Hinh 21

3. Trong hop thoai Local Area Connection Properties, tich vao hép kiém Web
Server (HTTP). Khi thwc hién nhw vay, hdp thoai Edit Service sé xuét hién.
Trong hép van ban Private Address, ban nhap vao dia chi IP cia may chu
chirng chi trén mang bén trong. Kich OK.



[ irtemet Mail Server (SMTP)

IP Securty (IKE)

IP Security (IKE NAT Traversal)

O Post-Cffice Protocol Version 3 (POP3)

[ Remote Desktop

O 5zcure Web Server (HTTPS)

[ Telnet Server

VPN Gateway {L2TP/IPsec - running on this server)
VPN Gateway (PPTP)

Edit Service
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4. Kich OK trong hop thoai Local Area Connection Properties.



MAT I Address Pool  Services and Ports |

Select the services on your private netwark to which vou want to redirect
the Intemet users. This will create NAT port redirection rules.

Services:

[ intemet Mail Sarver (SMTF) -
IP Securty (IKE)

IP Securty (IKE NAT Traversal)

[ Post-CHfice Protocol Yersion 3 (POP2)

[ Remate Desktop

[ Secure Web Server (HTTPS)

[ Telnet Server

YPM Gateway (LZTP/1Psec - unning on this server)

VPN Gateway (PPTF)

-

1| b

Add. | Ed. | Do |

For more infomation

oK | Cancet | mepy |
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Luc nay, NAT server da dwoc cai dat va dwgc cau hinh, ching ta co thé chuyén
sy quan tdm cua minh sang viéc cau hinh may chd CA va may khach SSTP
VPN.

Két luan

Trong phan hai nay, chang téi da tiép tuc gidi thiéu cho cac ban vé viéc ciu hinh
may chi SSL VPN bang cach st dung Windows Server 2008. Chung toi da di
vao cac van dé cai dat IS trén may chd VPN, yéu cau va cai dat chirng chi may
cha, cai dat va cau hinh cac dich vu RRAS va NAT. Trong phan tiép theo cla
loat bai nay ching t6i sé két thic bang viéc gidi thiéu cach cau hinh may chi CA
va may khach SSTP VPN, mong cac ban dén doc.



C4u hinh Windows Server 2008 thanh SSL VPN Server truy cap tir xa (Phan
3)

Ngudn : quantrimang.com

Thomas Shinder

Trong hai phan truwéc cda loat bai gi¢i thiéu cach tao mot may chd SSL VPN trén
Windows Server 2008 nay, ching t6i da gi¢i thiéu cac kién thirc co ban vé van
dé két n6i mang VPN, sau d6 di sdu vao cau hinh clia may chi. Trong qué trinh
nay, ching t6i da thwc hién mét s thay ddi cau hinh nhd trong Active Directory
va trén CA Web. Sau khi thwc hién mét sé thay déi, ching t6i sé tap trung vao
céu hinh may khach VPN va két thuc bang viéc thiét 1ap két ni SSL VPN.

Cau hinh tai khoan ngwoi dung cho phép két néi Dial-up

Céc tai khoan ngwdi dung can nhivng diéu khoan cho viéc truy cap dial-up truwéc
khi ho c6 thé két ndi véi may chi Windows VPN (mét thanh vién ctia mién Active
Directory). Cach tét nhat dé thwc hién diéu nay la st dung Network Policy Server
(NPS) va st dung diéu khodn tai khoan ngwdi dung mac dinh, nhivng diéu khoan
nay la d& cho phép truy cap tlr xa dwoc thiét 1ap dwa trén chinh sach NPS. Tuy
vay, ching ta da khéng cai dat may chd NPS trong kich ban nay, vi vay sé phai
céu hinh moét cach thi cong cac diéu khodn nay ctia ngwdi dung.

Thuwe hién cac bwdc dusi day dé kich hoat cac diéu khoan quay sé trén tai
khodn ngudi dung ma ban mudn két ndi dén may chi SSL VPN. Trong vi du
nay, chung t6i sé kich hoat truy cap quay sb cla tai khoan quan trj vién mién
mac dinh:

1. Tai domain controlle, mé& giao dién diéu khién Active Directory Users and
Computers tir menu Administrative Tools.

2. Trong phan panel bén trai ctia giao dién, m& rdng tén mién va kich vao nat
Users. Kich dup vao tai khoan Administrator.

3. Kich tab Dial-in. Thiét lap mé&c dinh la Control access through NPS Network
Policy. Vi ching ta khdng c6 may chi NPS trong kich ban nay nén sé thay doi
thiét 1ap thanh Allow access, nhuw nhirng gi ban cé thé thdy duoc trong hinh bén
dwdi. Kich OK dé tiép tuc.



Remote control | Teminal Services Profile I COM+ I
Zeneral I Address | Account I Profile I Telephones I COrganization I
Member Of Dialn Ervironment I Sessions

Metwore Access Pemission
& Alow access
" Deny access
" Control access through NP5 Network Policy

™ Verfy Caller-ID:
—Callback Options
&+ MNo Callback
"~ Set by Caller (Routing and Femote Access Service onlyl
" Always Calback to:

I Assign Static IP Addresses

D!efilje IP addrgsses to enable for this e |
Dialin connection.

A Apply Static Routes

Define rautes to enable for this Dialin Static Hautes . |
connection.

ok | canes | sy | Hen |
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Cau hinh IIS trén may chu chirng chi dé cho phép cac két néi HTTP dwoc
thwc hién véi CRL Directory

Vi mét sb ly do nén khi wizard dang cai dat Certificate Services Web site, n6 sé
céu hinh thw muc CRL dé yéu cau mot két ndi SSL. Diéu nay xét theo géc do
bdo mat dwéng nhw 1a mot y twdng tbt, van dé boc 16 & day la URL trén ching
chi khéng dwoc cu hinh sir dung SSL. Chung téi hy vong ban c6 thé tao moét
entry CDP tly chinh cho ching chi dé né cé thé sir dung SSL, tuy nhién ban cé
thé sé& tén rat nhiéu cong strc vi Microsoft khéng cé tai liéu cho van dé nay.
Chinh vi ching ta dang s& dung céc thiét 1ap mac dinh cho CDP trong bai nay
nén can tat cac yéu ciu SSL trén Web site ciia CA vé duwong dan cua thu muc
CRL.

Thwc hién cac bwédce dwdi day dé vo hiéu hda yéu cau SSL cho thu muc CRL



nay:

1. Tl menu Administrative Tools, m& Internet Information Services (lIS)
Manager.

2. Trong phan panel bén trai cta giao dién diéu khién, mé phan tén may chi va
sau do kich nut Sites. M& nut Default Web Site va kich vao CertEnroll, ban c6
thé xem nhirng gi thwc hién trong hinh vé bén duwdi.

!E’ Internet Information Services (I1S) Manager

@ S [ @ » WIN200S8RCODC » Sites » Def:

File  View Help

Q- |2 |8
i Qj Start Page
El---'Hj WIN2008RCO-DC (MSFIREWALL \Administrator)

e 3 Application Pools
B & Sites
B4 Default Web Site
-2 CertEnroll
Ei- CertSry

Hinh 2

3. Néu nhin vao phan gitra cta giao dién diéu khién thi ban sé thdy CRL dwoc
d&t trong thw muc &o nay, nhw nhirng gi trong hinh bén dwdi thé hién. Dé xem
ndi dung cda thw muc &o nay, ban can phai kich vao nat Content View & phan
bén dw&i cua panel gilra.

— | CertEnroll Content

[ of B

Filter: | |v| Go ~ \geyShow All | Group by: Na Grouping =
Mame = | Type

|| nsrev_WIN2008RCO-DC. msfirewall.org.asp ASP File

ﬂ WIN2008RCO-DC, mefirewall. org.crl Certificate Revocation List
‘_QJ"."'."IHEDDBRCD DC.msfirewall org_WIN2008R.., Security Certificate

ﬂ WIMNZ2008RCO-DC. msfirewall. org+.crl Certificate Revocation List
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4. Kich vao nut Features View & phan bén duéi ctia panel gitra. Tai phan dudi



cla panel gitra nay, kich dup vao biéu twong SSL Settings.

CertEnroll Home

-
Group by:  Area - E?v
ASP.NET
§ B
=  §
N~ - [ i =] ab
MET MET MNET Trust Apphcation Connachon
Compilation  Globaization Levels Setbngs Strings
@
gE |
SMTP E-rrnd
s
2 & B[ 49 o
ASP Authentication Authorzation Compression Dhefault
Rules Dracurment

B & B @ @
Direct Ervor Pages Faled Reguest  Handler HTTP Redrect
Traong Rules  Mappings

Directory
Browising
o= o =] = -
HTTP P4 Address Logging MIME Types Mochies
Respo... angd Domai, ..,

3

Oustput SEL Sattngs

"] Features view || Content View
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5. Trang SSL Settings xuat hién & gitra panel. Hly bd dau chon tir hop kiém
Require SSL. Kich vao lién két Apply & bén phai cta giao dién dieu khién.



& ssL Settings Adions

|/ Aoty

i ne Cancel

This page ists vou madify the SSL settings for the content of a Web site or | ok
applcaton. | @ e
T Regure 551 Ordine Help

IT Require 128-bit 53
Chient certificates:

& Ignore

 Acoent

& Require
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6. Déng giao dién diéu khién IS sau khi ban thdy thong bao The changes have
been successfully saved.

(_i:.l The changes have been
successfully saved.

& Apply

=y Cance

'@' Help

Online Help
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Cau hinh File HOSTS trén may khach VPN

Lac nay chang ta cé thé chuyén sy quan tdm sang may khach VPN. Th&r d4u
tién can thwe hién la cau hinh file HOSTS dé c6 thé mé phéng mét co s& ha tang
DNS céng cong. Cé hai tén ma ching ta can nhap vao file HOSTS (va ciing vay
v&i may chi DNS ¢ong cdng ma ban sé st dung trong méi trwdng san xuat).
DPA4u tién 1a tén cia may chi VPN, nhw da dwoc dinh nghia bdi tén
common/subject trén chirng chi ma ban da gi¢i han cho may chd SSL VPN. Tén
th(r hai can nhap vao file HOSTS (va may chi DNS céng cong) 1a CDP URL, tén
duwoc tim thdy trong chirng chi. Chang ta da thdy dworc vi tri cla cac théng tin
CDP trong phan hai cla loat bai nay.

Hai t&n can nhap vao trong file HOSTS trong vi du nay la:

192.168.1.73 sstp.msfirewall.org



192.168.1.73 win2008rc0-dc.msfirewall.org

Thwe hién cac buéc dudi day trén may khach Vista SP1 VPN dé cau hinh file
HOSTS:

1. Kich nut Start va nhap vao dong c:\windows\system32\drivers\etc\hosts
trong hép tim ki€ém va nhan Enter.

2. Trong hép thoai Open With, kich dup vao Notepad.
3. Nhap vao cac muc cla file HOSTS bang dinh dang nhw nhirng gi ban c6 thé

nhin thay trong hinh bén dwoi. Bao dam phai nhan Enter sau dong cubi ciing dé
con tré xuat hién & dwéi dong cudi cung do.

| hosts - Notepad P=%|EoE e
File Edit Format View Help
# Copyright (c¢) 1993-2006 Mmicrosoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP fTor windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed bg the corresponding host name.
The 1P address and the host name should be separated by at least one
space.

Additiuna11¥, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#° symbaol.

For example:

102, 54.94, 97 rhino. acme. com # source server
38.25.63.10 X. ACme. com # x client host

EE S L EEEEEEEE S L LT

127.0.0.1 localhost

g Tecalhost

192.168.1.73 sstp.msfirewall.org
192.168.1.713 win2008rcO-dc.msfirewall. org

Hinh 7
4. Bong file va chon tuy chon save khi dwoc héi.
Str dung PPTP dé két néi véi may cha VPN
Chuing ta dang tién gan hon véi viéc tao mét két noi SSL VPN! Budc tiép theo la
tao moét két ndi VPN trén may khach Vista SP1 dé cho phép co6 thé tao mét két

noi VPN ban dau cho may chii VPN. Chung ta can thic hién cong viéc nay trong
kich ban hién hanh vi may tinh trinh khach khéng phai la mét thanh vién mién.



Do may tinh nay khédng nam trong mién nén né sé khéng cé chirng chi CA dwoc
cai dat moét cach tw dong trong kho lwu trir chirng chi Trusted Root Certificate
Authorities. Néu may tinh nay 1a mét thanh vién mién thi viéc tw dong két nap sé
quan tdm dén van dé do, vi da cai dat Enterprise CA. Cach don gian nhat dé
thwe hién diéu nay 1a tao mot két ndi PPTP tlr may khach Vista SP1 VPN dén
may chd Windows Server 2008 VPN. Mé&c dinh, may chi VPN sé hd tro cac két
néi PPTP va may khach sé thir PPTP dau tién truwdc khi thir L2TP/IPSec va
SSTP. Bé thuc hién diéu nay, ching ta can phai tao mot két néi VPN hoac dbi
twong két noi.

Thuwe hién cac budc dudi day trén may khach VPN dé tao két ndi:

1. Trén may khach VPN, kich chuét phai vao biéu twong va sau doé kich Network
and Sharing Center.

2. Trong ctra sd Network Sharing Center, kich vao lién két trén Set up a
connection or network phia trai ctia ctra so.

3. Trén clra s6 Choose a connection option, kich vao muc Connect to a
workplace va sau do kich Next.

oy B Setup a connection of netwaork

Choose a connection option

i Il Conmect to the Intennet

! Set up & wirehess nouter of AC0EsS poind

i

- St up & dial- U CORRECTIGN

}; Lonmect to a workplace

Cancel
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4. Trén ctra sd How do you want to connect, chon muc Use my Internet
connection (VPN).



ferl @ s |
@ K¢ Connect to s workplace

How do you want to connect?

* Use my Internet connection (VPN)

Connect wiing a vartual private netwaork (VPN connection throawgh the Internet.

A @ b

+ Dial directly
Connect directly to a phone nember without guing through the Internet

8 |
N &
Wihat 15 3 VPN connection?
| Cancel _'
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5. Trén ctra sb Type the Internet address to connect to, nhap vao do tén cua
may chu SSL VPN. Bao dam rang tén nay giong v&i tén chung trén chirng chi da
dwgc st dung b&i may cha SSL VPN. Trong vi du nay, tén cia né la

sstp.msfirewall.org. Nhap vao Destination Name. Trong vi du nay chung téi sé
dat tén SSL VPN dich. Kich Next.

=y
@ 'Q" Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Imternet address: sstp.misfirewall.org

Diestination name: SSLVPN

Use a smart card

¥ || Allow other people to use this connection

This :'.pt'u:n allows anyone with access to this computer to use this connection.

| Don't connect new; just set it up so  can connect later

Net | Cancel ]
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6. Trén clra sd Type your user name and password, nhap vao Password va
Domain. Kich Connect.

Type your user name and password

Administrator

Pml'd: L L L Ll L L L]
7| Show characters
Remember this password
Domain {optional): MSFIREWALL

Hinh 11

7. Kich Close trén cira sb You are connected.

You are connected
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8. Trén clra s Select a location for the “SSL VPN” network, chon tuy chon
Work.

lesd o Set Metwork Location

Select a location for the "S5L VPN netwark

Windows will automatically apply the camect network settings for the location,

_/" Home

|II f Choose this for 8 home or samilar becation. Youwr computer 1z discoverable and
; you can see other computers and dewnces.

l Work
f Choose this for a werkplace or sirmilar lscation. Your computer is discoverable
and you can se¢ other computers and devices.

F== Public location
Choose this for airports, coffee shops, and other public places or if you are
directly connected to the Internet. Discovery of other computers and devices is
Inrtedl,

Cystonage the name. location type. and icon for the nebwork

Help me chooge

| Cancel

Hinh 13
9. Kich Continue trong I&i nhac cia UAC.

10. Kich Close trén clra sd Successfully set network settings



K .'!; Set Metwork Location

Successfully set network settings

etwork name
(el ] l Location bype:

SSLVPN

Private

This allows you bo see other computers and
devices, while making your computer
discoverable,
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Close |

11. Trong Network and Sharing Center, kich vao lién két View status trong
phan SSL VPN, c6 thé tham khao trong hinh bén dwdi. Ban sé thay trong hop
thoai SSL VPN Status kiéu két n6i VPN nay la PPTP. Kich Close trong hép

thoai SSL VPN Status.



Metwork and Sharing Center

A 5_

|
- x .
VISTAZ Multiple networks Intermet
(Thiz computer)
5* tacteam.net (Private nebwork) 154
Access Lecal and Internet
Connection Local Area Connechion e tabu
}J 551 VPN (Private network) uston
Access Local onby
Connection S5L VPN tatu
[ onne

| SSLVPN Status
General | Detals .,.

Property Value bt

Dewvice: Mame WAN Mirsport [PPTP) e

Device Type wpn

Sarver bype PP ¥

Transports
Authentbcation
Encrypbion
Compression

PPP meltiing; framing
Server [Pv4 address
Chent [Pv4 address

TCR T

M5 CHAP V2
MPPE 128
(none)

off
10.0.0.10%
10.0.0. 108
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12. M& ctra sb |énh va ping dén domain controller. Trong vi du nay, dia chi IP
cua domain controller la 10.0.0.2. Néu két ndi VPN dwoc thwe hién thanh cong
thi ban sé nhan dwoc mét reply ctia qua trinh ping tir domain controller.



¥ Command Prompt

icrosoft Windows [Uersion 6.08.68011
Copyright <c? 20886 Microsoft Corporation. All rights reserved.

swtshinderrping 10.8.8.2

a time=31mns TTL=127
[ i a. ] time=3ms TTL=127
Reply from 18.8.8.2: ] 32 ti 2ms TTL=127
Reply from 18.8.8. 2 time=3ms TTL=127

Ping statistics for 18.8.8.2:

Packets: Sent = 4, Received = 4, st = B (B loss).
pproximate round trip times in milli-

MHinimum * 2ms,. Maxinum = 3lps,. Average =

IC:sUsersstshinder>

Hinh 16



C4u hinh Windows Server 2008 thanh SSL VPN Server truy cap tir xa (Phan
4)

Ngubn : quantrimang.com
Thomas Shinder
Pat dwoc chirng chi CA tir Enterprise CA

May khach SSL VPN céan phai tin cdy CA da phat hanh chivng chi dwoc st dung
b&i may chd VPN. Dé thiét 1ap sw tin cay nay, chung ta can phai cai dat chirng
chi CA da phat hanh chirng chi ctia may chi VPN. Chung ta cé thé thuc hién
diéu nay bang viéc két ndi dén Web site két nap trén CA trén mang bén trong va
cai dat chirng chi trong kho lwu trir chirng chi Trusted Root Certification
Authorities ciia may khach VPN. Thuc hién cac buwédc dusi day dé cé dwoc
chirng chi tlr Web site két nap.

1. Trén may khach VPN da dwoc két ndi véi may chi VPN théng qua lién két
PPTP, nhap vao dong http://10.0.0.2/certsrv trong thanh dia chi trong Internet
Explorer va nhan ENTER.

2. Nhap vao tén nguoi dung va mat khau hop 1& trong hop thoai can thiét. Trong
Vi du nay, chung t6i sé str dung mat khau va tén nguoi dung cla tai khoan quan
tri vién mién mac dinh.

3. Trong ctra sd Welcome clia Web site két nap, kich vao lién két Download a
CA certificate, certificate chain, or CRL.



|'1if' roroi Acthre Daectons Crthcats Sarvices - s Brkiariet Exslori IE"EW
L) = [ﬂ frt /100 0 2 cerisre| - "-p | o |i Live Search .:D vl
G

W84 8 Microsoft Active Dicectory Cerificate Se.. Fipo= B = i = rPage~ @ Took =

Microsolft Active Directory Ceriicate Seraces — VWINZDGRCO-DC mshrevall org

Welcome

Lise this Web site to request a certificate for your Web browser, e-mail client, or ather
program. By using a certificate, you can verify your identity to people you communicate
with over the Web, sign and encrypt messages, and, depending upon the type of
cedificate you request, perform other secunty tasks.

You can also use this Web site to downlpad a certificate authonty (CA) certificate,
cetificale chain, or certificate revocation ist (CRL), or to view the status of a pending
request.

For more information abowt Active Directory Certificate Senices, see Active Directony
Certificate Seraces Documentation

Select a task:
Request a certificate
View the stalus of a pending cedificate reques
Download a CA cedificate, cedificate chain, ot CRL

[ &9 Internet | Protected Mode: On 0% -
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4. Kich Allow trong hop thoai cadnh bao rang A website wants to open web

content using this program on your computer. Sau do kich Close trén hop
thoai Did you notice the Information bar néu n6 xuat hién.



8 Microsoft Active Directory Cerificate Services - Windows Internet Explarer =&l

@U - E‘-‘: httpe//10.0.0 2/ certsrv/certcarc.asp - |:;1-—[ % || Live Search 2 |
W 4 | Connecting.. ? i~ B) » d = [i}Page v @ Tools v

Microsalt Active Directory Centificate Sensces — WIN2008RC0-DC mafirawall org Home

Download a CA Certificate, Certificate Chain, or CRL

Ta trust certificates iss

e T e e e e —
cnain,

website wants to open web content using this
ram on your computer

To download a CA
encoding method

CA certificate:

This program will open outside of Protected mode. Enternet Explorer’s
Protected mode helps protect your computer., If you do not trust this
weebsite, do not open this program.

W Name: Certificate Enrollment Control
| Publsher:  Microsoft Windows

{71 Da nat show me the waming for: this program again

(=) Detais | aiow || contalow |

[ 1 PO BB |
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5. Lwu y rang cac thong tin nay cho ban biét rang Web site cé thé 1am viéc khéng
dung, vi ActiveX control bi khéa. Tuy nhién diéu nay khéng phai 1a mot van dé, vi
chung t6i s& download mét chirng chi CA va s dung Certificates MMC dé cai
d&t chirng chi. Kich vao lién két Download CA certificate.



- [0 x |[ e seoren o |

| B v B - @ = i) Page = 3 Tooks v

@ Internet Explorer has blocked this site from wsing an ActiveX control in an unsafe manner, As a result, this page X :
may not display correctly,

G@ = |g, httpe/ 10,00 2/ certary/ certearc. asp

i @0 | 8 MicrosoRt Active Directory Certificate Se...

I‘Ji

S

To trust certificates issued from this cerification authority, install this CA cerificate
chain.

To download a CA cerificate, cerdificate chain, or CRL, select the certificate and -
encoding method.

CA certificate:

Current [WIN2008RCO-DC_mshirewall_ ore

H

Encoding method:

@ DER

' Base 64
Download CA cerlificate
Download CA cedificate chain
Download latest base CRL
Download latest defta CRL

¥ Done [# @ Intemet | Protected Mode: On #100% -
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6. Trong hép thoai File Download — Security Warning, kich nut Save. Lwu
chirng chi vao Desktop.



=

48 Microsoft Active Directory Cerificate Services - Windows Internet Explorer |._.- _E.l |
@'&_J v |1}_ httpe/ 10,00 2/ certsrv/cericarc asp b : *yl- x| | Live Search J:" -
g 45 | @8 Microsoft Active Directory Certificate Se... 5o = E) - i = i»Page~ {3 Tooks~
& Internet Explorer has blocked this site from wsing an ActiveX control in an unsafe manner. As a result, this page X
may not display correctly,

To trust certificates issued from this cerification authority, install this CA certificate

chain.

To download a CA cerificate, certificate chain, or CEL, select the cerificate and

encoding method.

CA certificate: - —

ﬁh Mﬂd"h“w WI'I'I.iﬂg E pileted = = |2
Do you want to open or save this file?
Name: certnew.cer
Encedin A Type: Security Certificate, 911 bytes
From; 10.0.0.2
[ Oven [[ sawo |

Downlog

Downlog

Downloz i Whila filss from the Inbemet can be usaful, this fils typa can

A8 potentialy ham your computer. I you do not trust the sounce. do not wery Eolchar
Downlog r opan of save this software. Y\hat 5 the rsk? —
| # Done § & Internet |. Protected Mode: On #.100%
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7. Kich Close trong ctra sé Download complete.

8. bong Internet Explorer.

Bay gi® ching ta can phai cai dat chirng chi CA trong Trusted Root Certification
Authorities Certificate Store ciia may khach VPN. Thuc hién theo cac buwédc duwéi

day dé cai dat chirng chi:

1. Kich Start va sau d6 nhap vao mmc trong hép Search. Nhan ENTER.

2. Kich Continue trong hép thoai UAC

3. Trong clra sb Console1, kich menu File va sau d6 kich tiép Add/Remove

Snap-in.

4. Trong hép thoai Add or Remove Snap-ins, kich muc Certificates trong danh

sach Available snap-ins va sau dé kich tiép Add.




5. Trong ctra s Certificates snap-in, chon tiy chon Computer account va kich

Finish.

6. Trong clra sb Select Computer, chon tuy chon Local computer va kich

Finish.

7. Kich OK trong hop thoai Add or Remove Snap-ins

8. Trong phan giao dién diéu khién bén trai, m& nut Certificates (Local
Computer) va sau do vao nut Trusted Root Certification Authorities. Kich nut
Certificates. Kich chudt phai vao nut Certificates, tré den All Tasks va kich

Import.

ﬁ Consalel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Author

@ File Action View
«=| (T O

| Console Root

Personal

4 __ Trusted Root Certification Authorities

| Certificates
Enterprise Trus
Intermediate C

| Trusted Publisl
| Untrusted Cert
| Third-Party Ro
| Trusted People
Certificate Enee

| Srnart Card T

Favorites Window Help

a [ Certificates (Local Computer)

Issued To

gl Class 3 Public Primary Certificat...
Ll Cllass 3 Public Primary Certificat...
ol Copyright () 1997 Microsoft C...

Al Tasks » Impaort... |

View ¥ i Root Authority

Mew Window from Here t Root Certrficate Auth...
LITY ACCEPTED, (c)97 ...

L

New Taskpad View... [Timestamping CA

Refresh

Export List...

Help
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9. Kich Next trén ctra s6 Welcome to the Certificate Import Wizard

10. Trén clra s6 File to Import, sir dung nut Browse dé tim chirng chi, sau dé

kich Next.



| Centificate Import Wizard ) |

File to Import
Speafy the file you want to mport.

File name:

C:\Usershtshinder yoernew. cer l Browse... |

Moke: More than one certificate can be stored in a single file in the folowing formats:
Perconal Information Exchange- PKCS 212 (.PFX,.P12)
Cryptographic Message Syntax Standard- PXCS #7 Certificates {,P78)
Microsoft Serialized Certificate Store (,55T)

Learn more about certificate file formats

[ <Bock || next> | [ concd |
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11. Trong ctva sb Certificate Store, xac nhan rang tuy chon Place all
certificates in the following store da duwoc chon va kho Iwu trir Trusted Root
Certification Authorities duoc liét ké trong danh sach. Kich Next.



| Centificate Import Wizard ) |

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

Automatically select the certificate store hased on the type of certificate
@ Place al certificates in the following store

Certificate store:
Trusted Root Certification Authorities [ r—

Learn more about certificate stores

[ <gok ][ Mext> | [ concdl |

Hinh 23
12. Kich Finish trong cra s& Completing the Certificate Import.
13. Kich OK trong hop thoai cho ban biét rang viéc import da thanh cong.

14. Chirng chi Itc nay sé xuét hién trong giao dién diéu khién, ban c6 thé thay
nhw trong hinh bén dudi day.



& File Action View

fﬁ Consolel - [Console Root\Certificates (Local Computerf\Trusted Root Certification Aul
Favorites Window Help

| Console Root

4 _F')J Certificates (Local Computer)

| Personal

| Trusted Root Certification Authorities
| Certificates

_| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certification Authori

| Trusted People

_| Certificate Enrollment Requests

Issued To

(=l Class 3 Public Primary Certificat...
=] Class 3 Public Primary Certificat...
5 Copyright (c) 1997 Microsoft C...
=5 GTE CyberTrust Global Root

_gJ Microsoft Authenticodeftm) Ro...
= Microsoft Root Authority

5] Microsoft Root Certificate Auth...
53 NO LIABILITY ACCEPTED, (c)97 ...
S Thawte Timestamping CA

5 WIN2008RCO-DC.msfirewall.org

o

Certificate

General iDeiﬁiIs | Certification Path |

=]

E; Certificate Information

+ All issuance polides
+ All application policies

This certificate is intended for the following purpose(s)

Issped to:  WINZ008RCO-DC. msfirewall.org

Issued by: WINZ2008RCO-DC, msfirewall.org

Valid from 11/28/2007 to 11/28/2012

4

Trusted R

Learn mare about certificates
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15. Boéng giao dién diéu khién MMC.

Cau hinh may khach dé str dung SSTP va két néi véi may chu VPN bang
SSTP

Lac nay chang ta can hay két ndi déi véi két ndi VPN va cau hinh may khach
VPN dé cé thé str dung SSTP cho giao thirc VPN ctia né. Trong méi trwedng san
xuat, ban sé khéng cé ngwdi dung thwe hién buédc nay, ly do la vi ban sé st
dung Connection Manager Administration Kit dé tao két néi VPN cho nguoi
dung, diéu dé sé thiét Iap may khach sir dung SSTP, ho&c ban sé chi cau hinh
cac cdng SSTP trén may chi VPN. Phu thudc vao tivng méi trwong, vi doi khi
ban mubn nguwdi dung cé thé sir dung PPTP trong lic ban dang trién khai cac
chirng chi. R3 rang ban ludn cé thé trién khai cac chirng chi CA ngoai dai théng
qua download hodc email, d6 la trong trwérng hop ban khéng can cho phép
PPTP. Nhwng sau d6, néu da cé mot s may khach & mirc thp khong co su hd
tro SSTP thi ban sé& can phai cho phép PPTP hodc L2TP/IPSec, chinh vi vay sé
khong thé vé hiéu hoa tat ca cac cdng non-SSTP. Trong truwérng hop dd, ban sé
phai phu thudc vao van dé cu hinh thi cdng hodc mét géi CMAK méi dwoc
nang cap.

M6t cach khac & day la dong lai cac bé nghe SSTP déi voi mot dia chi IP nao do
trong may chi RRAS. Trong trwdng hop nay, ban cé thé tao mét goi CMAK tay
chinh dé chi ra dia chi IP trén may cht SSL VPN dang nghe cac két ni SSTP di
dén. Cac dia chi khac trén may chi SSTP VPN sé nghe cac két ndi PPTP hodc
L2TP/IPSec.

Thuwe hién cac buéc sau dé hiy két ndi session PPTP va ciu hinh két nbi may
khach VPN st dung SSTP:

1. Tai may khach VPN, m& Network and Sharing Center nhw nhirng gi ban da
thwe hién tw truede.

2. Trong clra sb Network and Sharing Center, kich lién két Disconnect, lién két
nay nam dwdi lién két View Status ma chung ta da s dung twr trwée.

3. Session SSL VPN sé bién mét trong Network and Sharing Center.

4. Trong Network and Sharing Center, kich vao lién két Manage network
connections.



5. Kich chu6t phai vao lién két SSL VPN va kich Properties.

F =

O

LEF « Metwaor.., F - | +3 | | Search

‘ Organize S Views ~ s Startthis connection

Mame Status Device Name Connectivity Metwork Category =
LAM or High-5peed Internet (1) A

-—

I Local Area Connection
:--..;':r tacteam.net
@2 VMuware Accelerated AMD P...

Virtual Private Metwork (1) ~

‘:- S5L VPN

—=N Dhsconnected
&> WAN Miniport (PPTH:

Connect
Status

Set as Default Connection
Create Copy

Create Shortcut
Delete

Renarne i

Properties
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5. Trong hop thoai SSL VPN Propgrties, kich tab Networking. Trong muc chon
Type of VPN, kich vao miii tén xudng va chon tuy chon Secure Socket
Tunneling Protocol (SSTP), sau do kich OK.



[I = SSLVPN Properties |
| General | Options | Securty | Metworking | Sharing |

Type of VPN:

| Secure Socket Tunneling Protocal (SSTF) -

|Pgec Settings...
This connection uses the following tems:
-i. Intemet Protocol Version & (TCP/1PvE)
& Intemet Protocol Version 4 (TCP/IPv4)
g File and Printer Sharing for Microsoft Networlks

4Bl oS Packet Scheduler
& Cliert for Microsoft Networks

[ "ﬂ Install.. Lninstall Properties

Description

TCP/IP version 6. The latest version of the intemet protocaol

that provides communication across diverse interconnected
networks.

| oKk || cancel
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6. Kich dup vao két néi SSL VPN trong ctra sé Network Connections
7. Trong hdp thoai Connect SSL VPN, kich nut Connect.

8. Khi két ndi dwoc hoan tat, kich chudt phai vao két néi SSL VPN trong ctra sb
Network Connections va sau do kich Status.



Virtual Private Metwork (1)

~ SSLVPN
Dy SSLVPN

@7 WAN Miniport (55TF)

Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

Properties
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9. Trong hop thoai SSL VPN Status, ban co thé thay dwoc mot két n6i SSTP
WAN Miniport da duoc thiét lap.

[ = SSLVPN Status |
Details
Property Value
WAN Miniport (S5TP)
Device Type vpn
Server type PPP
Transports TCR/IP
Authentication MS CHAP V2
Compression {none)

PPP multilink framing Off
Server IPv4 address 10.0,0,109
Client IPv4 address 10.0.0,108
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10. Néu ban vao may chu VPN va mé& Routing and Remote Access Console
thi sé nhan thay rang mét két néi SSTP da dwoc thiét 1ap.

- Routing and Remote Access

Fie Action View  Hslp

e 2[m| o Hem
o
Server Status
we N o | Name | Device | used By | Status =« |
E Fay W2005RCO-VENGY i )] o = -
B stk Trab T& VAN Miniport (S5TF) (VPND=-127) VPN RAS Active
B Metwork Interfaces o e
B emote Azcess Chants (1) da \ Miniport (35TF) (VPND-99) VPN RAS Inactive
E Ports .:'.-Trl.ﬂﬂ." { Miripark (S5TF) (VPHD-98) VPN RAS Inactve
el b -or s
= 3_ Pus ihm..
B Gerera BT WAN I p
T static Routes B wan
DHCP Relay Agent ﬁ-,-;,w: Condition:
i Toe VAN Lina bps:
& par e WAN i
= E Py nif--‘ll_-'a.”! E
£a,iu1) | Bresin 231 Btesou 3008
B waNT
Ex';n.m - Emors
gt VOAN CRC: Framing; o
WANE
E'\“A‘J‘ Time-olt: 0 Hardware ovemuns:
[ LG RN
.E;l".d. AN Abgnment: 0  Bufter pvemms
gmm
A an ~ Network regestration
B2want | IPaddwss: 10.0.0.108
E"""“ ‘| IPvE address:
g WANTE - Formons infommation
B WANT
Ewan
T WAN
By

Két luan

Trong phan ba nay, phan cudi cua loat bai bao vé cach két hop cuing nhau mét
may chi SSL VPN bang cach sir dung Windows Server 2008, ching t6i da hoan
tat ciu hinh cua tai khoan ngudi dung, CRL Web site, va may khach SSL VPN.
Két thuc bai chang tdi da hoan tat két néi SSTP va xac nhan rang né da thanh
coéng. Hy vong ban sé thdy dwoc nhiéu tha vi trong loat bai nay.



C4u hinh Windows Server 2008 thanh SSL VPN Server truy cap tir xa (Phan
1)

Ngubn : quantrimang.com
Thomas Shinder

Truy cap tir xa (Remote Access) la mét van dé rat quan trong ngay nay. Khi
sO lwong ngwéi can truy cap thong tin dworc Iwvu vao cac may tinh gia dinh
va noi lam viéc tang thi kha nang truy cap théng tin tir bat ky dau tré thanh
mot van dé vé cung quan trong. Ban cé thé néi rang “Téi sé cé dwoc théng
tin cho ban khi téi vao dwoc mdy tinh cua t6i”. Ban sé can cac théng tin dé
néu muén canh tranh trong mdi trwdng doanh nghiép ngay nay.

Trwéce kia, cach truy cap thong tin tir xa trén may tinh dwgc st thwe hién la st
dung mot két ndi quay sé. Cac két néi RAS dial-up 1am viéc trén cac dwdng dién
thoai POTS (Plain Old Telephone Service) thong thwdng va co tbc dé dat vao
khodng 56kbps. Téc do 1a mot van dé 1én dbi voi cac két néi dial-up RAS, tuy
nhién mot van dé 1&n hon l1a chi phi cho cac két ndi dbi véi khoang cach dai can
c6 cho viéc truy cap.

V&i sy I&n manh cla Internet, cac két néi dial- -up RAS dan dan khong con thich
dang Diéu d6 la do xuét hién ‘cac mang riéng ao (VPN). Cac két noi mang riéng
4o da mang dén nhung két nbi diém — diém ma céac két nbi quay sb da cung cap
nhung voi gia_ ca ré hon va tbc dé nhanh hon nhiéu, tbc dd cua ket ndi mang
riéng 4o cé thé nhanh bang két néi Internet va chi phi ctia két ndi hoan toan
khéng phu thudc vao khodng cach cta dich. Chi phi chi phu thudc vao két nbi
Internet.

Mang riéng ao (VPN)

Két ndi mang riéng ao cho phép mét may tinh cé thé thiét 1ap mot két ndi riéng
va 3o dbéi véi mot mang trén Internet. K&t ndi la 4o béi khi may tinh thiét 1ap mot
két ndi VPN théng qua Internet, may tinh tao ra cac hoat déng két ndi nhw mot
nat dwoc ndi true tiép trong mang thédng qua cap Ethernet . Ngwdi dung cé thé
truy cap vao tat ca cac tai nguyén cé thé, nhw 1a dwoc két ndi trwe tiép vao
mang. Mac du vay, trong trwerng hop dbi véi két ndi VPN client dén mot may cha
VPN, két ndi nay la mét két ni do vi khéng co két ndi Ethernet thuc sy dén
mang dich. Két ni |a riéng vi cac ndi dung cuia ludng dir liéu chuyén dong bén
trong két n6i VPN dwoc ma hoa dé khong ai trén Internet cé thé nghe trém hoac
doc dwoc cac ndi dung clia dir liéu truyén théng dang chuyén déng trong lién két
VPN.



Windows Servers va céac client da hé tro' cac két ndi VPN ngay tir nhirng ngay
dau ctia Windows NT va Windows 95. Cac Windows client va server déu hd tro
két n6i VPN dén hang thap ky qua, kiéu hé trg VPN ngay cang dwoc phat trién
theo thoi gian. Windows Vista Service Pack 1 va Windows Server 2008 hién ho
tr dén 3 kiéu két ndi VPN, do la:

« PPTP
e L2TP/IPSec
« SSTP

PPTP 14 giao thirc két ndi diém — diém. PPTP la phwong phap don gidn nhat ma
ban c6 thé st dung dé thiét lap mot két néi VPN, tuy nhién cé mét diéu khong
may man la n6 cling cé do bao mat kém nhat. Ly do 1a bdi cac thong tin quan
trong cla nguoi dung khong dugrc trao ddi qua mét lién két an toan. C6 thé néi
rang, viéc ma hoa cta két ndi VPN xay ra sau khi cac théng tin quan trong dwoc
trao déi. Tuy thdng tin quan trong khéng dworc truyén gitra cac VPN client va
VPN server, nhung di¥ liéu co thé bi tAn cdng béi cac hacker tinh vi truy cap vao
may ch VPN va két ndi dén cac mang cong ty.

M6t giao thirc c6 d6 bdo mat tét hon do la L2TP/IPSec. L2TP/IPSec Ia mét phat
trién hop tac gitra Microsoft va Cisco. L2TP/IPSec an toan hon PPTP la béi vi co
mot IPSec session dwoc thiét 1ap trwde khi cac thdng tin quan trong duoc givi di
trén day tin hiéu. Cac hacker khong thé truy cap vao théng tin quan trong cla
nguwdi dung va nhw vay khaéng thé danh cap hoac an trdm chang dé s dung cho
cac muc dich xau. M6t diém quan trong hon niva 1a IPSec cung cap co ché
chirng thye gilra cac may tinh véi nhau, chinh vi vay cac may tinh khong dwoc
tin cay sé khong thé két néi vao L2TP/IPSec VPN gateway. IPSec con cung cap
suw toan ven di liéu, kha nang tin cay va sw khong thoai thac. L2TP hd tro’ cac
co ché chirng thwe PPP va EAP cho ngudi dung, cac co ché nay cho phép dd
bao mat dat dwoc mirc cao vi ca viéc chirng thwe ngudi dung ma cac chirng
thwe may tinh déu dwoc yéu cau & day.

Windows Vista SP1 va Windows Server 2008 hién hé tro mét giao thirc VPN moi
- Secure Socket Tunneling Protocol hay SSTP. SSTP st dung cac két néi HTTP
da dwoc ma hoa SSL dé thiét 1ap mot két ndi VPN dén VPN gateway. SSTP la
mot giao thire rat an toan vi cac théng tin quan trong cla ngudi dung khéng
dwoc glri cho t&i khi cé mét “dwérng ham” SSL an toan dworc thiét 1ap véi VPN
gateway. SSTP ciing duoc biét dén véi tw cach 1a PPP trén SSL, chinh vi thé no
ciing c6 nghia la ban c6 thé s dung cac co ché chirng thuc PPP va EAP dé
bao dam cho cac két n6éi SSTP dwoc an toan hon.

Riéng tw nhwng khéng c6 nghia la bao mat tét



Téi can phai nhac nhé cac ban & day rang cac két néi VPN thién vé tinh riéng tw
hon 1a bao mat. Khi tdi nhan ra rang sw riéng tw 1a mét thanh phan chinh clia cac
truyén thong bdo mat, thi sy riéng tw ban than né lai khéng cung cép s béo
mat. Cac cong nghé VPN cung cap su riéng tw vé truyén thong trén Internet, viéc
nay ngan chan ké la mat co6 thé doc dwoc ndi dung trong khi ban thye hién cac
cong viéc truyén théng. Céng nghé nay cting cho phép ban tré nén an toan vi chi
nguoi dung dwoc chirng thwe méi co thé két ndi vao mang théng qua VPN
gateway. Tuy vay su riéng tw, chirng thywc va thdm dinh khéng cung cp mot giai
phap bao mat toan dién.

Vi du ban c6 mét nhan vién va ban mudn céng nhan sw truy cap VPN cda anh
ta. Trong khi cac giao thirc Windows Server 2008 VPN hé tro chirng thwe ngudi
dung EAP, con ban quyét dinh trién khai cac thé théng minh dén ngudi dung va
st dung giao thirc L2TP/IPSec VPN. Su két hop cla cac thé théng minh va
L2TP/IPSec gitip ban an toan hon khi cé6 chirng thwec ngwdi ding va may tinh tét.
Giai phap thé thong minh va L2TP/IPSec lam viéc t&t va moi nguwdi déu hai long
vé no.

Moi viéc déu tot cho dén mot ngay no khi mét ngudi ding két noi vao may ch
SQL dé truy cap cac thong tin tién Iucyng phai tra cho nhan vién va lam 10 théng
tin d6 dén cac nhan vién. Diéu g| sé xay ra? Liéu két ndi VPN cé bdo mat trong
trwdng hop nay? Chuang ta co thé khang dinh né bado mat trong mét khia canh
nao doé xét vé tinh riéng tw, chirng thwe va thdm dinh, nhwng c6 mét thir ma né
khéng cung cap do6 |a kiém soat sy truy cap, day lai 1a khia canh quan trong nhat
ddi véi viec bao mat may tinh.

Dé giai phap VPN la an toan dich thuc, ban cn bao ddm cho VPN gateway cé
thé thuwc hién dwoc viéc kiém soat truy cap dwa trén cac nguwdi dung hay nhém
dé co thé thi hanh sw truy cap dac quyén ti thiéu déi véi ngudi dung. Cac VPN
gateway tién tién va firewall nhw ISA Firewall d&u c6 thé thuwc hién dwoc nhu cau
nay dbi vdi cac két ndi VPN. Thém vao dé cac twdng Itra tién tién nhw ISA
Firewall con c6 thé thuc hién viéc kiém tra I&p ng dung va géi da dwoc thAm
dinh vé tinh trang an toan trén cac két néi VPN client.

Mac du Windows Server 2008 VPN khéng cung cép van dé kiém soat truy cap
user/group nhwng c6 mdt sé cach ma ban cé thé thwe thi kiém soat truy cap trén
ban than cac may chu dir liéu néu khéng mudn mat tién dé chi phi cho twong Itra
wu viét va VPN gateway. Trong bai nay, ching t6i chi tap trung vao thanh phan
may cha VPN.

Tai sao lai can cé giao thirc VPN méi?

Microsoft da c6 hai giao thirc VPN cho phép ngudi dung cé thé két ndi dén mang



cong ty, vay tai sao lai phai gi®i thiéu thém giao thirc thir ba? SSTP la mét tuyét
voi d6i voi ngudi dung VPN vi SSTP khong c6 cac van dé voi twong Itra va thiét
bi NAT ma PPTP va L2TP/IPSec van bi mac phai. D& PPTP lam viéc théng qua
thiét bi NAT thi thiét bi nay can phai hé tro PPTP thong qua mot PPTP “NAT
editor”. Néu khong c6 NAT editor cho PPTP trén thiét bj NAT thi cac két néi
PPTP sé bj that bai.

L2TP/IPSec ciing c6 cac van dé vai cac thiét bi NAT va twdng Itra vi twdng Iira
can c6é L2TP port UDP 1701 open outbound, IPSec IKE port, UDP 500 open
outbound, va IPSec NAT traversal port, UDP 4500 open outbound (L2TP port
dwoc yéu cau khi sir dung NAT-T). Hau hét cac twdng Itra tai nhirng noi cdng
cong nhw khach san, trung tdm hdi thao, nha hang va cac dia diém khac chi cho
phép mot sd cdng nhd open outbound, nhw HTTP, TCP port 80 va HTTPS
(SSL), TCP port 443. Néu ban can hé tro cho cac giao thirc khac véi HTTP va
SSL khi r&i van phong thi ban dang rat mao hiém.

Nguworc lai, cac két néi SSTP VPN tao mot dwdng ham trén SSL bang TCP port
443. Khi tAt ca céac twong Itra va thiét bi NAT cé TCP port 443 mé&, ban sé c6 thé
st dung SSTP bét ctr noi dau. Diéu nay da don gian tuyét vori cho cudc séng dbi
v&i cac nhan vién “trén dwdng”, nhirng ngwdi thwe sw can st dung cac két nbi
VPN dén van phong dé lam viéc va né ciing lam cho cudc sbng tré 1én dé dang
hon rat nhiéu déi v&i cac quan tri vién cdng ty, nhirng ngwdi can hé tro cho cac
nhan vién trén dwdng, cling nhw ca nhirng nhan vién tro giup tai cac nha cung
céap dich vu, nhirng nguwdi cung cap truy cap Internet cho khach san, héi thdo va
céac dia diém cdng cong khac.

Qua trinh két néi SSTP
Gioi thiéu dwéi day la cach tién trinh két ndi SSTP lam viéc thé nao:

1. SSTP VPN client thiét lap mot két n6i TCP voi SSTP VPN gateway gitra mot
cbng ngudn TCP ngau nhién trén SSTP VPN client va TCP port 443 trén SSTP
VPN gateway.

2. SSTP VPN client g&¥i mét thong bao SSL Client-Hello, thong bao nay chi thi
rang SSTP VPN client mudn thiét 1ap mét SSL session v&i SSTP VPN gateway.

3. SSTP VPN gateway gtvi mdt chirng chi may tinh ctia né dén SSTP VPN client.

4. SSTP VPN client hop 1& héa chirng chi nay bang cach kiém tra kho lwu triy
cac chirng chi thdm dinh ching chi gbc tin cay clia né dé xem xem chirng chi CA
c6 duwoc dat trong kho lwu trir d6 khéng. Sau d6 SSTP VPN client xac dinh
phwong phap ma hda cho SSL session, tao khdéa SSL session va ma hoa né voi



khoa cong cua SSTP VPN gateway, va sau do6 gui biéu mau da ma hoa cla
khdéa SSL session dén SSTP VPN gateway.

5. SSTP VPN gateway giai ma khoa SSL session da ma hoa bang mét khoa
riéng clia no. TAt ca truyén thdng sau nay gitra SSTP VPN client va SSTP VPN
gateway déu dwoc ma hoa bang phwong phap ma héa da dwoc dan xép va
khdoa SSL session.

6. SSTP VPN client gt¥i mét théng bao thinh cau HTTP trén SSL (HTTPS) dén
SSTP VPN gateway.

7. SSTP VPN client thwong lwong mét dwérng hdm SSTP véi SSTP VPN
gateway.

8. SSTP VPN client thwong lwong két ndi PPP vé&i may chi SSTP. Sw thuwong
lwong nay gdm cd viéc thAm dinh cac chirng chi clia ngudi dung bang phwong
phap chirng thuwe PPP chuan (hodc tham chi 1a chirng thuwe EAP) va ciu hinh
céac thiét 1ap cho lwu lwong Internet Protocol version 4 (IPv4) hodc Internet
Protocol version 6 (IPv6).

9. Lac nay SSTP VPN client bat dau gtvi lwu lwong IPv4 hodc IPV6 trén lién két
PPP.

Néu la nguwdi quan tdm dén cac dac diém cla kién trac giao thire VPN, thi cac
ban c6 thé xem trong hinh bén duéi. Chu y rdang SSTP c6 thém mét header so
v&i hai giao thirc VPN truéc dé. Diéu nay l1a vi sy déng géi HTTPS bd sung vao
SSTP header. L2TP va PPTP khdng c6 cac header |6p rng dung trong viéc
dong géi truyén thong.
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Chung ta sé& s dung mét vi du mang ba may tinh don gian dé thé hién cach
SSTP lam viéc nhu thé nao. Cac tén va ddc diém cutia ba may tinh & day la:



Vista:

Vista Business Edition

Vista Service Pack 1

Thanh vién khéng thudc mién

W2008RCO-VPNGW:

Windows Server 2008 Enterprise Edition
Hai NICs — Internal va External

Thanh vién mién

WIN2008RC-DC.:

Windows Server 2008 Enterprise Edition

Domain Controller of MSFIREWALL.ORG domain
DHCP Server

DNS Server

Certificate Server (Enterprise CA)

Lwu y rang ban phai st dung Vista Service Pack 1 cho VPN client. Tuy d4 c6
nhirng tranh luan truéc day vé Windows XP Service Pack 3 trong viéc hd tro
SSTP, nhung diéu nay khéng quan trong. Gan day chang téi da cai dat phién
ban &ng vién “candidate” cho Windows XP Service Pack 3 trén cac may tinh th
nghiém va da phat hién khéng co gi vé hé tro SSTP. Day qua thwe la mot diéu
dang tiéc vi co rat nhiéu laptop hién dang cai dat Windows XP va hau hét déu cé
y kién cho réng Vista chay qua cham déi v&i cac laptop. C6 18 cac van dé vé hiéu
&ng cla Vista sé& dwoc sira dbi trong ban Vista Service Pack 1.

C4u hinh mirc cao clia mang vi du c6 thé thay ngay trong hinh bén dwéi.



VISTA SP1 LAPTOP
IP: 192.168.1.180

INT IP: . EXTIP:
10.0.0.1 = 192.168.1.173
S
Windows 2008
VPN Server

Domain Member

:10.0.0.2

Windows 2008
DC
File Server
Certificate Server

Hinh 2
Két luan

Trong bai nay, ching t6i da gidi thiéu cho cac ban mét chut lich st vé cac truyén
théng truy cap tir xa ddi v&i cac mang may tinh. Sau dé chang t6i da gidi thiéu
dén cac giao thirc VPN chi yéu dwoc hé tro trong Windows Server va client, gidi
thiéu mot sd van dé bao mat dbi véi cac giao thirc VPN trudc dé. Gidi thiéu cach
SSTP giai quyét cac van dé doé nhw thé ndo véi hai kiéu giao thire trwde d6 1a
PPTP va L2TP/IPSec. Cubi cung ching t6i cling dwa ra mot mang vi du don
gian sé dwoc st dung trong bai tiép theo dé gisi thiéu thém vé gidi phap SSTP
VPN client va server don gian bang Windows Server 2008 va Windows Vista
Service Pack 1.



Quan 1y va tly bién cau hinh Windows

Véi thiét ké don gidn cing cac chirc ning quén ly
tly bién rd rang va day di, WinASO EasyTweak
3.0 that sw 1a cong cu hiéu qua ma ngwoi dung nén

lwa chon d@é 1am chii hé diéu hanh Windows.

Giao dién str dung chinh cia WET 3.0 gom 4 nhoém

churc nang chinh

1. Customize Computer: tdy bién  Tham khao va
hé thong tai ban WET3.0
* Start Menu and Taskbar: bao  méi nhat vé
gom cac chuc nang chinh nhu diéu  dung tht véi
chinh cac thanh phan - téc d6 hiéu  dung lugng

g va giao dién hién thi trén menu 5.87MB tai day.
Start hay thanh TaskBar (hd tro ké

ca Windows 7), cach hién thi trong cac muc thanh



phan chu chot trén hé diéu hanh (My Documents,
thiing rac, Control Panel...), hiéu ing trong sudt cua

menu Start va thanh TaskBar.

Giao
dién su
dung cua
WInASO
Easy

Tweak

Luu y: TUy bién xong chitc ning nhap Save dé dong
Y V1 cac xac lap.

* Control Panel: gom cac xac 1ap can thiét cho bang
trung tAm diéu khién Control Panel (an hién cac

thanh phan tly y, che dau hay vo hiéu hoa kha ning



st dung Control Panel), vO hiéu hoa viéc st dung

Add/Remove Programs...

Tuy
chon
thiét
lap o
Control

Panel

* Windowss Explorer: cac tly chon tinh chinh can
thiét cho Explorer nhu an/hién cac thanh phan hay
phan ving (6 dia) hé thong, chirc ning tly bién tap
tin thu muc Folder Options, dac biét chirc nang
Automatic Complete giup kich hoat hay v6 hiéu hoa

viéc str dung tu dién cac mau danh sach tuy dong khi



Xt 1y ndi dung van ban trén cac chwong trinh chuyén

dung.

Tu

dong

goiy

no1

dung

Khi

dien

thong

tin
* Desktop: cac tly bién cao cap phan quyén st dung
Desktop cho nguoi dung nhu an hién céc icon, do6i
tén thung rac, khong cho thay doi xac lap trén
desktop...



* System: tly bién hé thong nhu hién thong bao khi
dung luong dia climg xudng thap, cach thé hién Font
chir trong Context menu, vo hiéu hoa sir dung
Registry...

2. System Maintain: bao dudng hé thong

* StartUp Manager: quan 1y hiéu qua cac tién trinh
khéi dong cung lic véi Windows.

* Task Manager: quan 1y céc tién trinh chay nén
trén Windows.

* System Information: cung cap day du thong tin
chi tiét vé hé thong — céc thiét bi phan ctng két n6i
trén may dé tir d6 gitp ban c6 thé phat hién va khac
phuc Kip thoi cac su ¢b phat sinh tim an vé phan

cung.



tin chi
tiét phan

cung
3. Internet Explorer Setting: thiét 1ap trinh duyét

* |E Appeanrace: bao gom cac xac lap vé phong
cach hién thi cua trinh duyét IE nhu thay doi noi
dung thanh TitleBar, v0 hiéu hoa Internet Options,
ngin viéc download dir liéu — luu — Xem ma nguon,

cling nhu cac ché do ActiveX nguy hiém...)...

Thiét
lap
cho
trinh
duyét



IE

* |E Favorites: thiét 1ap va theo dbi c4c dia chi trang

web thuong truy cap.

* |E History Manager: quan 1y va theo dbi truc tiép
lich str cac URL thudng Xuyén truy cap (cac dia chi
nay s& khong bi mat di khi sir dung chtrc nang Clean
History trén IE).

* |E Security Setting: thém mot sb tly bién bao mat
can thiét khac cho viéc quan 1y st dung IE chit ché
hon (khéng cho hién thi cac video clip, khong chay
am thanh, khong sao luu mat khau vao b nhd dém,
ngin st dung mot so tinh ning trén hop thoai Internet

Options va mot s tinh chinh phu khac....)
4. Advanced Tools: tlly bién nang cao

* Program Restrictor: chtrc nang gitip phan quyén
ngin khong cho sir dung mot s6 trinh tng dung tly y

nao d6 (nhap nut Select Programs dé dua vao cac



ung dung can khoa, nhap Save dé dong y vdi cac xac

lap).

* Windows Optimizer: véi thuat toan thong minh tu
dong do tim va dua ra cac thong sb thich hop nhat
cho hé thong cua ban, tu dong stra 161 hé thong, thanh
ly cac thu vién dong DLL du thira do qua

trinh cai dat va g bo tmg dung, xtr 1y toi wu bd nhé
30 - b nhé Cache nham cai thién va tang tc toi da
hé thong may tinh.

* Connection Optimizer: bao gém cac thong tin va
goiy can thiét cho su chon lua tot nhat cho két noi

mang trén hé théng cua ban.



* CD/DVD Setting: gom cac xac lap vé ché do choi
multemedia trén hé thong (vo hiéu hoa ché do
autorun cua CDROM, xéac lap irng dung mac dinh

choi Audio - Video trén hé thong).

Véi su toan dién vé tinh ning va giao dién str dung
don gian thuan tién day that sy 1a mot cong cu tuy

bién va lam chu Windows cho ngudi ding may tinh.



Cai dit va cau hinh DHCP Server trong Windows
Server 2008

Viéc dit ra cau hoi: "Lam thé nao dé cai dit va cau
hinh DHCP server trong moi truong Windows Server
2008 nham muc dich cung cap dia chi IP, ciing nhu
cac théng tin vé DNS Server cho mét gidi han nguoi
ding ciia minh" thuc té khong kho giai quyét. Boi voi
bai viét huéng dan sau day, ban hoan toan cé thé tu

minh tao nén sy bat ngo.

Fy
A

Windows Server 200

Giédi thiéu

Dynamic Host Configuration Protocol (DHCP) ban
chat 12 mot dich vu co sé ha tang co trén bat ki mot
hé thong mang ndo nham cung cap dija chi IP va

théng tin DNS server tdi cac "PC client" hay mét so



thiét bi khac. DHCP duoc st dung dé gitip ban khong
phai 4n dinh dia chi IP tinh cho tat ca cac thiét bi co
trong hé thong mang ciua minh va gilp ban quan li
moi van dé ma dia chi IP tinh c6 thé tao ra. Qua tung
thoi ki, DHCP ngay cang phat trién dé c6 thé thich
hop trong timg dich vu mang méi giong nhu
"Windows Health Service" hay "Network Access
Protection (NAP)". Tuy nhién, trudc khi ban c6 thé
s dung n6 dé tim kiém céc tién ich tht vi ma DHCP
mang lai cho minh, trude hét ban can cai dit va cau
hinh cac dac tinh co ban. Sau day, hdy xem hudng

dan va tién hanh nhiing gi ban can 1am.
Cai dat "Windows Server 2008 DHCP Server"

Viéc cai dat "Windows Server 2008 DHCP Server"
thuc té 1a viéc dé dang. Cac ban ciing biét raing DHP
Server hién tai "dong vai tr0" la Windows Server
2008 - tirc khong phai 1a thanh phan windows nhu né

¢ trong qua khi.



Do d6, dé lam dugc diéu chung ta dang ndi ¢ day ,
ban can c6 hé thong "Windows Server 2008" da duoc
cai dat va cau hinh clng véi mot dia chi IP tinh. Bén
canh d6 ban cOn can biét pham vi dia chi IP cho
mang cua ban, vi nho vao nd ban s& kiém soat dugc
cac "PC client", dja chi IP DNS Server hay cac cong
vao mic dinh. B6 sung thém mot diéu nira, ban ciing
can phai c6 mot du an cho tat ca cac mang luodi lién
quan, nhitng pham vi nao ban muén xac dinh, hay liét
ké tao ra nhitng sy loai trir nhat dinh. Vi cé day du
nhu thé, ban m&i 1am thoa man nhu cau cua chinh

N\

minh.

Bat dau qua trinh cai dit DHCP, ban c6 thé click
Add Roles tir ctia s6 Initial Configuration Tasks

hay tir Server Manager a Roles a Add Roles
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HINH 1: Thém méi mot Role trong Windows Server

2008

Khi ban Add Roles Wizard, ban c6 thé click Next

hién thi trén man hinh trong ctra so cai dit sau. Tiép

theo, ban chon DHCP Server Role ma ban muén

thém vao va click Next
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HINH 2: Chon DHCP Server Role

Néu ban khong c6 mot dia chi IP tinh dé gan cho
server cua minh, ban s€ nhan dugc mot thong bao
rang ban s& khong thé tiép tuc tién hanh qua trinh cai
dat DHCP vo61 mot dia chi IP dong. Do do, dén diém
nay, ban sé& bat dau cap nhat thong tin cho IP mang
bao gom: thong tin vé pham vi va thdng tin vé DNS.
Néu ban chi mudn cai dat server DHCP véi khong

mét cau hinh ndo cho bd chi bao hay cac thiét dit can



c6, ban co thé chi click Next ma khéng can ban tim

gi dén cac cau hoi co duge trong tién trinh cai dat.

Trén mot phuong dién khéc, ban cé thé tly chon cau
hinh Server DHCP ctia minh & phan cai dit nay.
Trong truong hop cia toi (tirc chu bai viét goc), toi
nam bat thoi co nay dé cau hinh mot vai thiét dat co
ban cho IP va cau hinh pham vi DHCP cua t6i trudc.
Hién t6i dang hién thi mang lién két két noi cta toi va
duoc dé nghi phai xac minh no.
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HINH 3: Network connection binding

O trén ¢6 noi toi mot dé nghi tir "wizard", va noi
dung cua né 1a: "Giao dién ban muén cung cap trén
dich vu DHCP 1a gi ?". Khéng biét cac ban nhu nao,
nhung & day toi chon mic dinh va d4 click Next. Tiép
theo, tdi cling da nhap vao Parent Domain, Primary
DNS Server, and Alternate DNS Server cua toi

(nhu ban thay bén dudi) va click Next
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HINH 4: Nhap tén domain va théng tin DNS



T6i da chon NOT dé st dung WINS trén mang ctia

to1 va da click Next.

Sau d6, toi d& diéu chinh cau hinh pham vi mot
DHCP cho Server DHCP méi, Tbi ciing d4 chon cau
hinh pham vi mot dia chi IP cua 192.168.1.50-100
theo 25+ PC Client trén gi¢i han mang cua toi. Dé
lam dugc diéu nay, toi da click Add dé thém vao mot

pham vi moi.

Nhu céc ban thay bén dudi, t6i dd viét lai tén Scope
WBC-Local, cau hinh starting va ending 1P
addresses thanh 192.168.1.50-192.168.1.100, subnet
mask thanh 255.255.255.0, default gateway thanh
192.168.1.1, type of subnet va activated pham vi

nay.
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HINH 5: Thém méi mot DHCP Scope

Quay tro lai man hinh Add Scope, t6i da click Next
va thém vao d6 mot "new scope" ( mot DHCP Server
da duoc cai dat).

T0Oi1 chon Disable DHCPv6 stateless mode cho server
nay va da click Next. Sau do, t6i d cau hinh DHCP
Installation Selections cua t6i (minh hoan theo hinh

anh dud1) va da click Install.
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HINH 6: Confirm Installation Selections
Sau chi mot vai gidy, DHCP Server da duoc cai dat

va toi nhin thay thanh qua cta t6i nhu hinh dudi day

ﬁ Installation Results
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HINH 7: Windows Server 2008 DHCP Server
Installation da duoc cai dat thanh céng

T6i da click Close dé dong lai cira so cai dit, sau do
chling ta hdy chuyén sang muc 1am thé nao dé ¢ thé
quan li dugc DHCP Server moi nay.

Lam thé nao dé quan i Windows Server 2008
DHCP Server méi caa ban ?

Tuong tu nhu qua trinh cai dat, viéc quan li Windows
Server 2008 DHCP Server ciing that dé dang. Hay
quay tré lai Windows Server 2008 Server Manager,
bén dudi Roles, t61 da click 1én muc méi la DHCP

Server.
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HINH 8: DHCP Server management trong Server
Manager

Trong khi t6i khdng thé quan 1i dugce nhirng pham Vi
cua DHCP Server va cac client tai day, cai ma toi co
thé 1am 1a quan i cac su kién, dich vu va nhirng tai
nguyén lién quan dén sy cai dit DHCP Server. Nhu

vy, day 1a mot vi tri tot dé di dén viéc kiém tra trang



thai cia DHCP Server va nhirng bién c6 gi dd xay ra
Xung quanh no.

Tuy nhién, dé that sy dinh hinh DHCP Server va
quan sat nhitng gi client da thu duoc tir dia chi IP, toi
can phai tién t6i DHCP Server MMC. Pé lam dugc
diéu nay, t0i sé Start & Administrative Tools &
DHCP Server, nhu day:
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# il Configuration B, Component Services
F F Storape - g v ;a_ Comgater Marag "
'S Data Sources {0DBC)
~! Events: None in the st
3 | [d] EventVewer
‘&1 . " |6, SCST Iretintor
“ c 3 Promet ; F Local Security Polcy
M| Memory Disgnostcs Tool
= Amresiratol | Relabity and Performance Manitor
£ windows Update ) 3 Seaity Confiuration Ward
| S Server Manager
B Internet Explorer -?.I
Computer :
1 |71 Share and Storage Management
- Network {ig* Storage Explocer
@ Ease of Access Center E'_'l System Configuration
Control Panel ':.__-‘! Tadk Scheduler
) Freessud i Windows Frewal with Advanced Se
s Windows Server Badap
; e
[{) e Help and Support =
DHCP dhents, 1P Restart
ﬁ' 551 Initiator Bur.... Fﬁ?&sﬁrﬁa
b this sarvice &
pu'l‘wrn'l'l:ﬂlﬂﬂ
frvice is disabled, any
it wil fad to start.,
L3 Al Programs
- M Configure refresh
[sua B o | a ]

[F5tart | 5 m




HINH 9: Starting the DHCP Server MMC
Khi mé rong ngoai, MMC dua ra rat nhiéu cac dic
tinh. Va day 1a nhiing gi ching ta thay dugc tir né:
oonce =10l ]

e acen Vew hep
& |m|= | B8
Do |
= E' mﬂkﬁlhhcku W

[=] % TPwd _j
= () Scope [192.168.1.0] WBC-Local | * win-pk6 1fb2schev

[[7) Address Pool
[ Address Leases
# [l Reservations
[ Scope Options
(5} Server Options
Ci= -

HINH 10: Windows Server 2008 DHCP Server
MMC

DHCP Server MMC dua ra IPv4 & IPv6 DHCP
Server bao gom tat ca thong tin vé scopes, pools,

leases, reservations, scope options, va server options.



Néu toi di sdu vao pool address va c4c tiy chon

scope, tdi c6 thé nhin thay cac cau hinh ma ti da
thiét 1ap khi déng cai dat DHCP Server. Pham vi1 dia

chi IP 14 & d6, va vi thé DNS Server va C4C cong vao

la méc dinh.

N

1| |

-

| |

HINH 11: DHCP Server Address Pool

Fle Action WView Hebp

=12z

o 2ma = Bmie

B pecp
E T winpis ibscor
B P
B [ Seepe [192. 188, 1.0] WBC Loeal
() Address Pocl
(i) Address Lenses
&) Reservabons
"l Soope Cpbons
i Server Opbons
H g s

Scope Options

Hageae
gmam
5] 006 DS Sarvers Standwd 192,168,110, 192.168.1.11
@) 015005 Domain ame. Standaed  wiredbeaincoffes, com

Vender | vae

Standard 192,168, L. 1




HINH 12: DHCP Server Scope Options

Chuing ta s& khong thé biét dugc nhitng gi 1am trén co
thanh céng hay khdng ngay sau khi thiét lap xong, vi
thé chung ta can kiém tra tinh kha thi cta n6. Va sau
day, 1a hudng din cac ban kiém tra sy hoat dong.
Lam thé nao dé kiém tra Windows Server 2008
DHCP Server cua chiang ta ?

Pé kiém tra, t6i can c6 mot Windows Vista PC Client
trén clng hé thong mang hién tai nhu Windows
Server 2008 DHCP server. Dé an toan, toi khong co
thiét bi khac trén hé thong mang nay.

T6i gdo IPCONFIG /RELEASE sau do6 1a
IPCONFIG /RENEW va kiém tra rang t6i ¢4 nhan

dugc mot dia chi IP trt DHCP server méi nay chua.

Ban c6 thé xem hinh duéi day



B3 Admanistrator Commeand Prompt =10 %]

HINH 13: Vista client d3 nhan dia chi IP tr DHCP

Server moi

O day, toi dong thoi tién dén Windows 2008 Server
cua td1 va Xac nhan Vista client méi da duge dua vao
danh sach dong vai tro nhu mot client trén DHCP
Server. Thuc té hay kiém tra bang hinh anh ban duoc

nhin thay dudi day:



Fle Action Vew Heb
o m e« HET

0 orce Address Leases
= ] wnpiBiboad

S By v Chent 1P Address | Name [ Lease Expraton Type
;_ 3 Scope [192.168.10 192.168.1.50  DavidPC wredivancoffes.com /182008 5:0% 20 PM OCP
) Address Pool
7] Address Leases
i Reservabons
Wi Scope Options
C8 Server Cotions
# O s

Cu6i clng: Win 2008 DHCP Server c6 Vista client
duoc liét ké trong Address Leases

Véi diéu ndy, tOi biét rang toi d4 cau hinh thanh
cong.

Loi két

Qua bai nay, ban d& hoc dugc cach 1am thé nao dé cai
dit va cau hinh DHCP Server trong Windows Server
2008. Xuyén suét tién trinh, ban da hoc dugc DHCP
Server 1a gi, n6 co thé giup gi cho ban, 1am sao dé cai
dit no, 1am sao dé quan li server nay va lam thé nao
dé cau hinh céc thiét dat dac trung cho DHCP Server

cling nhu DHCP Server scopes.



Cudi cung, chiing toi d4 kiém tra va tat ca da dugc

van hanh mot cach nhip nhang, Chlc ban may man
khi ban bat tay vao cau hinh Windows Server 2008
DHCP Server! cua chinh ban.



Cich cai dit va cAu hinh Windows Server 2008

Cung v6i su kién ra mét phién ban Windows Microsoft Server 2008 sép t6i, bai ndy s&
cung cap cho ban thdy mot didc tinh ctia hé diéu hanh méi dang duoc quan tim nay.
Trong ban Windows Server 2008 c¢6 tuy chon thyc hién cai dit Windows Server Core
cung cip cho ban tip hop cac cong cu nho nhat dé chay trén Windows.

Ban dugc cung cap mot nhan va dong 1énh dé quan ly may chu. Day la nhimg cai thiét
yéu co ban nhat cho phép cdu hinh ngin gon Windows. Kiéu cai dit nay rat hoan hao dbi
vO1 mot trung tam dir li€u.

Cai dat

Trong 1an dau tién chay cai dat Windows Server 2008, ban c6 2 tuy chon cai dat la:

« Windows Server 2008 Enterprise (Full Installation) (Cai dat day du)
o Windows Server 2008 Enterprise (Server Core Installation) (Cai dat Server Core)

Thuc hién theo 8 budc nhu trong cac hinh vé dudi ddy dé thuc hién cai dit Windows
Server Core.

% Imatall Wndlows

>
Windows Server 2o

Language to mstall: (| gl

Time and currency format Engllsh {United States) -

Enter your language and othes preferences ond chick "Ned™ to conbinue.

Capynghe € 2007 Micryinh Compnmtan, A3 AOREL iesRred,

Hinh A



# Lnstall Windows

>
Windows Server zoos

Install now '3

What to know before installing Windows

Bepair your computer

Capyright 8 M0 Microslt Compoasion. All rights: reserved

Hinh B

Type your product key for activation

You can find your preduct key an your computer or on the installation disc holder inside the
Windows package. Although you are not required to enter your praduct key now to install, failure
to enter it may result in the loss of data, information, and programs, You may be required to
purchase enother edition of Windows. We strongly adwvise thet you enter your product identificstion
key mow.

The product key sticker looks like this

—
EEEEE-EENEE-RAENX-ENEXE-XXEEE

s —

Product key {dashes will be added u.ﬂ:nrnati.cu‘lr%
| e

F Auvtomatically actovate Windews when I'm online

What is activation?

Besd out privacy statemient

Hinh C



B4 /1772007

Decripbion:
Thiz option installs & manmal installation of Windows Sener without the standand Windows user
mbarface, and with & subdet of sarver robes that can be maraged from & commend promgt,

reducing managernant raguirements snd attack surface

Please read the license terms

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS ﬂ

MICROSOFT WINDOWS SERVER 2008 RC
These license terms are an agreement between Microsoft Corporation (or based an
where you lwe, one of its affillates) and you. Flease read them. They apply to the pre-
releace software named above, which includes the media on which you received it, if
any, The terms also apply to any Microsoft

updates,

supplements,

*  Internet-based services, and

' SUpport services ;|

W 1zcceptthe license terms!

Hinh E



Which type of installation do you want?

Upgrade

Keep your files, settings, and programs and upgrade Windows,
& Be sure te back up your files befare upgrading.

Custom (advanced)

Install & ddean copy of Windows, select where you want tounstall it or make changes
to disks and partions.

This option dnﬁm kezep your files, settings; and programs,

Help me decide
Upgrade has been disabled

= To upgrade, start the installation from Windows.

& Bisk O Unallocated Space 16.0 GB 160 GB

Drive cptions (gdvanced)

Hinh G




£7 Install Windows

Installing Windows...

That's all the infermaticn we need right now. Your computer will restart several tomes during
installation,

o

Expanding files (50%) ...

Hinh H
Sau khi cai dt, cira s6 man hinh chinh xuat hién va ban da sin sang dé dang nhap nhu
trong Hinh I. Tén dang nhap duy nhét 1a Administrator va mat khau dé trong (Hinh J).
Ban dugc yéu cau thay d6i mat khau va thiét 1ap mot mat khau Administrator trong lan
dang nhap dau tién.



Press CTRL + ALT + DELETE to log on

L

AdrmimeRratior

-

_ : .

w Windows Server 2008

Enterprise

Hinh J
Sau khi ding nhap (Hinh K), ban d4 sén sang d,é c4u hinh ngay, gio va ving thoi gian.
Tai dong 1énh nhap: controltimedate.cpl va thiét 1ap cac tuy chon phu hop (Hinh L).



Cancel

% Windows Server

Enterprise

Hinh K

_‘ Admanestrator G\ Wmndows \sysbem 32 omal e
— =

rEssaldninistirator

Windows Server (R) 2008 Enterpeise
Evabiabion copy. Buld 5001

Hinh L
Néu ban can cau hinh va thay ddi cac thiét 1ap ban phim, hay nhép 1énh sau: control
intl.cpl (Hinh M).



C:sllzeprssadministratordcontrol intl.ecpl

erstadministy g Regional and Language Options

Formats |_-:|-3L-:-" | Kieyboards and Languages | adminstrative l

Ta ﬂhar\-ge the way your computér dI5F|-!I:| s numbers, currencies, dates snd
tirme, select an entry from the format list,

Lurrent format:

I,'.'_|I sh (United States j

Exarnples of how data is displayed using this format:

MNumber: 123,456,788.00
Currency: 5123 456, T4%.00
Time E42:04 PM
Short date:  11,/2/2007|

long date:  Friday, Nevember 02, 2007

Custonize this format..,

Fer additicnal formats, keyboards, and toels, go to the Microscoft website.

Hinh M
Hay di chuyén va thay d6i tén may chu, tén mic dinh 1a mot nhom cac ki tu va s6 ngau
nhién. Ban c6 thé xem tén may chu hién tai béng cach nhap 1énh sau:
c:windowssystem32hostname
Hay doi tén may chu 13 ssw-svrl5 bang cach thuc hién dong 1énh dudi day:
c:windowssystem32netdom renamecomputer %computername% /NewName:ssw-svrl5

hostname

netdom renanccomputer “computernancy Snewnane:ssw-seelh
GAaUH01

a fixed machine

Hinh N



Sau khi chon dé xir 1y, thao tac duoc thuc hién thanh céng. Ban can phai khdi dong lai
may chu bang 1énh shutdown. Ct phép la:

shutdown /?

Sau khi xem lai ¢t phap (Hinh N) nhép 1énh sau: shutdown /r (chuyén dbi gitra tit va
khoi dong lai may tinh) /t 10 (Doi 10 gidy dé tat va khoi dong lai) /c “Changed Server
Name” (thém ghi chu véi d6 dai ti da 13 512 ki twr). Toan bd ct phap nhu sau:
shutdown /r /T 10 /C "Changed Server Name"

vance P lanned?

4
L
L
1 'I.
L
SH
1
1

Changed Server Hame

rahutdown A #t 18 #c "Changed Server Hame™

Hinh O
Bay gid hiy cu hinh mang dé ching ta c6 thé dua may chu vao mot mién. Dé biét duoc
ban phai cau hinh giao di¢n nao, (Hinh P) hay nhép:
netsh interface ipv4 show interface

HMT Hetwork Connection

show interfaces

il

Hinh P
Local Area Connection c6 mot gia tri chi muc cua 2. Hay tién hanh va ciu hinh configure
TCP/IP cho két ndi. (Hinh Q) Nhép 1énh sau dé thiét 1ap thong tin TCP/IP:
netsh interface ipv4 set address name="2" source=static address=192.168.1.199
mask=255.255.255.0 gateway=192.168.1.1



Area [
Loopback P -Interface 1

source~static addr

o Hinh Q
Thuc hién theo vi du sau dé€ cau hinh DNS (Hinh R):
netsh interface ipv4 add dnsserver name="2" address=192.168.1.1 index=1

Hedia B e - « - % Media di nen ted
Conne % Sl F ix
D :atap.lo

1 L
Ba-Ha -8 B-HE- 08— E8
.him-t

gl int

1 A H LibE
I Interface 1

(el lat=

Hinh R
Néu nhép ipconfig /all, ban s€ xem thém dugc thong tin maoi (Hinh S).



Ethernet adapter Local Area Connection:

Hinh S
Hay dua né vao mot mién! Dé thyc hién chirc ning ndy, ching ta s& sir dung cau lénh
netdom.exe. (Hinh T) Cu phéap nhu sau:

netdom join ssw-svrl5 /domain:watchtower /userd: Administrator /passwordD Q
assword01

Chu y: Khong quén khoi dong lai may chu, st dung 1énh:

shutdown /r /T 10 /C "Added to domain"

oft IEATAP Adaptep
B~ e - - - B -

The command completed s

sadministrator?

Budc cudi cung, ban dimg quén kich hoat may chu (Hinh U) bang 1énh sau:
slmgr.vbs -ato



G:sllzserssadministrator s lm

Wz ministy

Acthvating Windowes{TH) Server code name "Lomghom”,
ServerEnterpriseCore editon (f00d8 loe-df2c-47ch-a359-3606522962 58] . ..
Product actvated succassilily.

Hinh U
Theo quantrimang



CAI PAT VA CAU HINH WINDOWS 2003

Chuan bi

Trong mé hinh r]éy toi ghon cai dat HBH Windows Server 2003 va Windows XP. Trwéc khi bat
tay vao viéc ban can chuan bj :

nhau.
- 02 b dia cai dat cho 02 HPH nay.
Trinh tw thwc hién

- 2 may tinh cé cAu hinh phu hop, mét [am may chi va mét lam may tram cé ndi mang voi

Trinh ty thwe hién cai dat cac HDH nhw sau:
May cha

» Cai dat HbH Windows Server 2003
« Cai dat dich vu DHCP
May tram
« Cai dat HbH Windows XP
» Cai dat cac ing dung (tuy theo nhu cau str dung cla ban)
I cai ast Hé diéu hanh

Thiét 1ap trong BIOS Setup dé may tinh kh&i dong dau tién tv CDROM. Pwa dia cai dat
Windows Servrer 2003 vao 6 CDROM, cho méy tinh khéi dong lai, may tinh sé tw dong khdi
dong chwong trinh cai dat tw dia cai dat trong 6 CDROM.

Giai doan 01:

Chuwong trinh cai dat kiém tra cAu hinh may tinh va bat dau cai dat HPH & ché do text (text
mode):

_ - Chuong trinh cai dat lan lvot nap chwong trinh thue thi, cac phan mém hé trg, cac trinh
dieu khién thiét bi, cac tap tin chwong trinh cai dat.

. ‘ \ T3 X
- Ctra sb Iwa chon cai dat: Nha indows, R dé s(ra chira phién ban da cai

ing 1) (Rers
: n Enter dé cai dat W
dat, F3 dé hay bd viéc cai dat


http://ngoctu.ipvnn.com/ttucskien/mangcb.htm
http://ngoctu.ipvnn.com/tailieugd/thietkemangmaytinh.htm
http://ngoctu.ipvnn.com/tailieugd/thietkemangmaytinh.htm
http://ngoctu.ipvnn.com/giaotrinh/giaotrinhtkcdmang.pdf
http://ngoctu.ipvnn.com/giaotrinh/giaotrinhtkcdmang.pdf

Velcons te Setup.

KIER-Cant - *Rapair 3 . -
- Cho’n khong gian dia cai dat: Tai h(f)p sang, nhan Enter dé chon toan b6 vung dia hoac
nhan C dé chia vung dia nay thanh nhiéu phan vung nhé hon

[ Separtitisned apase 187 A

INTER Inzta Ate Fartition uit
- M6t phan vung mai da duoc tao va doi héi phai dwoc dinh dang. Chon muc the 3 dé dinh
dang st dung hé thong file NTFS

mﬁllfﬁtl r_lmm:f:i.u 3£ DR T T —

- Chuong trinh cai dat da’ng dinh dang



- Sau khi dinh dang xong, chuong trinh kiém tra I6i vat Iy 6 ciing va chép cac tap tin can
thiét vao & cirng

Giai doan 02:

Computer sé ty Restart. Chwong trinh sé bat dau tién trinh cai d&t dwéi giao dién dd hoa, &
giai doan nay ta lan luot di theo cac buéc hwdng dan va cung cap thém vai thong tin can thiét
cho trinh cai dat

- Click Next trén trang Regional and Language Options
- Trén trang Personalize Your Software, dién Tén va Té chirc clia Ban
Vi du: Name: Server 2003
Organization: Tin 05

- Trén trang Product Key dién vao 25 chir s6 clia Product Key ma ban c¢é va click Next.

Fhat o rd e D gum—t MBS B 8 e ABPRA O N
Shmaw ke Lo pabet ba Lo nan stenans e pee et
iy

T e be Ve Lowen Pt Ly et

- Trén trang Licensing Modes chon dung option dwoc ap dung cho version Windows Server
2003 ma ban cai dat. Néu cai dat Licence & ché do Per server licensing, hay dwa vao so
connections ma ban da c6 License. Click Next
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- Trén trang Computer Name va Administrator Password dién tén ciia Computer vi du
Server2003, tén nay duoc dién vao Computer Name text box. Dién tiép vao muc Administrator
password va xac nhan lai password tai muc Confirm password (ghi nhé lai password
administrator can than, néu khéng thi ban ciing khéng thé log-on vao Server cho cac hoat dong
tiép theo). Click Next.

| v ® v et A S don ¥ ae vt -
e e "

Tl N el 4 v A s e gt w—-.
j' ——

- Trén trang Date and Time Settings x&c |ap chinh xac Ngay, gi® va mui gi¢o Viét Nam (néu
cac ban & Viét Nam), lwu y time zone 1a GMT + 7
S Wechoen

" - - ——

Click Next. X
Cai dat cac thanh phan mang



Faster development of
applications
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- Trén trang Network Components, chon Internet Protocol
(TCP/IP) entry trong Components va click Properties.
Trong Internet Protocol (TCP/IP) Properties dialog box, xac lap cac théng sbé sau:
IP address: 10.0.0.2.
Subnet mask: 255.255.255.0.
Default gateway: 10.0.0.1
(chu y Default Gateway 10.0.0.1 nay ciing la IP address cta Card Ethernet cua Router
ADSL).
Preferred DNS server: 10.0.0.2 va Additional DNS server la dia chi ma ISP da cung
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Click OK trong Advanced TCP/IP Settings dialog box.
Click OK trong Internet Protocol (TCP/IP) Properties dialog box.
Click Next trén trang Networking Components.

- Chap nhan lya chon méc dinh moi trrdng Network 1a Workgroup (chung ta sé tao moi



trwerng Domain sau, thang cip (promote) may nay tré thanh moét Domain controller va ciing l1a
thanh vién ctia Domain. Click Next.

-t g | m——— ] —

§ ——— & —— ——— . —— g —
P

- Tién trinh cai dat dwoc tiép tuc va khi Finish, Computer sé tw khdi dong lai

Native support of Web services

Log-on 1an d4u tién vao Windows Server 2003 dung password ma chung ta da tao cho tai
khoan Administrator trong qua trinh Setup.

Xuét hién d4u tién trén man hinh 1a trang Manage Your Server, ban nén check vao "Don't
display this page at logon checkbox" va déng ctra s Window lai.

L mot vai tha thust
< Tat manage your sever

M@i khi kh&i dong vao Windows Server 2003, Windows sé tw chay chuong trinh ¢6 tén |a
Manage Your Server (hodc ban cé thé vao Control Panel-> Administrative Tools-> Manage
Your Server).


http://ngoctu.ipvnn.com/giaotrinh/giaotrinhtkcdmang.pdf
http://ngoctu.ipvnn.com/giaotrinh/giaotrinhtkcdmang.pdf

Ban hay danh dau chon vao hop chon "Don't display this page at logon" & géc trai dudi
clia clra sb chwong trinh va lan khéi dong sau Windows sé khong chay chwong trinh nay niva.
& Tw dong dang nhap vao Windows

Nhan chuét vao nut Start trén thanh tac vu, chon Run, trong khung Open ban gé "control
userpasswords2" va nhan Enter, clra sb User Accounts sé& xuat hién.

Nhan Add va nhap céac théng s can thiét nhw tén truy cap tén day dd, nhan Next dé nhap
password, va nhan Next tiép dé chon quyén dang nhap, ban chon Others: Administrator (tuy
vao quyén truy cap cho phép ngudi st dung).

Nhan Finish dé két thuc. Sau khi tao xong tén st dung, ban hay nhan chuét vao tén st dung
ma ban vira tao, di chuyén chudt dén hop chon cé tén "Users must enter a user name and
password to use this computer" va bé danh dau chon.

Nhén OK dé két thuc.

Néu ban thuc hién dung, Windows sé yéu cau ban nhap password thém mét 1an niva.

Bay gi¢ ban hay thoat ra (logoff) va dang nhap (logon) tré lai véi tén st dung ma ban vira
tao. Khi kh&i déng lai Windows sé& vao ngay man hinh chinh ma khéng yéu cau ban phai nhap
username hay password.

Dé lam cho Windows Server 2003 khéng hién thi hdp thoai yéu cau nhdn CTRL+ALT+DEL dé
dang nhap, ban vao Control Panel-> Administrative Tools-> Local Security Policy duyét
dén Local Policies-> Security Options, ban tim dong "Interactive logon: Do not require
CTRL+ALT+DEL" (dong 24), nh&p dlp vao né va chon Enable. Nhdn OK. Déng céc ctra sb lai
va khéi dong lai may
< Loai bé tinh nang "Shutdown event tracker”

M&i khi tat may hay kh&i déng may lai, Windows Server 2003 sé& hién thj bang "Shutdown
Event Tracker" dé ban xac dinh nguyén nhan tat may hay kh&i déng lai réi Windows méi thuwe
hién. Viéc nay kha mét thoi gian.

Dé loai bd tinh n&ng nay, ban chon Start-> Run, trong khung Open ban gé "gpedit.msc",
chwong trinh Group Policy Editor xu4t hién, & khung bén trai ban vao Computer Configuration-
> Administrative Templates-> System; & khung bén phai ban tim dong "Display Shutdown
Event Tracker" (dong 15), click chuét phai vao né va chon Properties, trong hdp thoai Display
Shutdown Event Tracker ban chon Disable va nhan OK

Nhém 1 - Lép SP TIN 05



Cai dat va cau hinh Windows Server 2008 DHCP Server - D3 dang: 14/9/2008 Iuc 23:49

Dynamic Host Configuration Protocol (DHCP) la mét dich vu cd sd ha tang 16i trén cac mang, cung cdp cac
théng tin dinh dia chi IP va may chu DNS cho cac may khach ciing nhu cac thiét bi khac. DHCP dugc su dung
dé ban khbéng phai gén tinh tai cdc dia chi IP cho mdi thiét bi trén mang bén canh dé con quan ly céc vén dé
cua viéc dinh dia chi IP déng tao ra. Cang ngay, DHCP cang dugc mé réng dé thich hop véi cic dich vu mang
mdi nhu indows Health Service va Network Access Protection (NAP). M&c du véy, trudc khi cé thé s dung céc
dich vu tién tién cua nd, ban can s phai cai dat va cdu hinh mét sé vdn dé co ban. D6 chinh la ndi dung ching
téi sé gidi thiéu trong bai.

Cai dat Windows Server 2008 DHCP Server

Viéc cai dat Windows Server 2008 DCHP Server hoan toan dé dang. DHCP Server hién la mét “role” cua
Windows Server 2008 - ch( khdng phai la mot thanh phan riéng biét nhu trudc kia.

D& cai d8t Windows Server 2008 DCHP Server, ban can mdt hé thng Windows Server 2008 d3 dugc cai dit va
dugc cdu hinh v@i dia chi IP tinh. Can biét dai dia chi IP mang ciia minh, dai dia chi IP ma ban mudn s dung
cho cac may khach, cac dia chi IP cia may chi DNS va cdng méc dinh. Thém vao d6, ban ciing 18p k& hoach
cho tat ca cac subnet cd lién quan, pham vi ma ban sé dinh nghia va nhitng ngan chan nao can tao ra.

D& bat dau qua trinh cai ddt DHCP, ban c6 thé kich vao Add Roles tir clra s6 Initial Configuration Tasks
hoac tir Server Manager > Roles > Add Roles.

(R ServerManager 1o x|
| > H |
e e [
2 Roles

“ 5 Feaa:es‘\ =

= Disgnostics |, View the heaith of the roles nstalled on your server and add or remove roles and

== = . P featires.

% A1 Configuration 5

% 7§ Storage

~) Roles Summary \ [ Roles Summary Help
»! Roless 0 of 16 nstaled :QMdee'
s Remove Roles

1] ] _ZJ ¥ LastRefresh: 6/1.12&8-!10 07 PM Ccnﬁq.lercfrdl
I e ——— e ——————— S p=—o{ [

Khi Add Roles Wizard xuat hién, ban hay kich Next trén man hinh do.

Tiép dén, chon thanh phdn mudn bd sung, DHCP Server Role, sau d4 kich Next.



Description:
DHOP Server [ Actve Drectory Certificate Services %

' (DHCP) Sarver enabiles you to
1Pv4 DNS Settings [ Active Drectory Doman Services centrally configure, manage, and
g LA: Active Drectory Federation Services provide tamporary 1P addresses asd

WINS Settngs [} Actve Drectory Uightweight Drectary Services related information for diest
DHCP Scopes [ | Actve Drectory Rights Managemant Services computers.
DHOPVG Stateless Mode -
1PvE DS Settings
Confrmaton [ Fax Server \
[ File Services
or ;
rihas [} Network Poscy and Access Services
Reosits L_ Print Services
[ Termingl Services
[ UDO! Services
[} web Server (115)
[ Windows Deployment Services
Macs aboul server roles

< Previous " Next > I I Cancel l

Néu khong co dia chi IP tinh dugc gan trén may chu thi ban sé gap mot canh bao, canh bao nay thong bao cho
ban biét réng ban khdng nén cai dat DHCP vdi mot dia chi IP déng.

& day, ban s& dudc nhac nhd vé cac thdng tin IP mang, thdng tin v& pham vi va cac thong tin DNS. N&u chi cai
dat DHCP server ma khong can cdu hinh cac pham vi va cac thiét 1ap, ban chi can kich Next xuyén sudt cac
chat van trong qua trinh cai dat.

M3t khac, ban cling cé thé& c&u hinh tly chon DHCP Server trong subt giao doan nay cua qua trinh cai dit.

Trong trudng hdp clia chling téi, chling tdi d& chon dé& c&u hinh mot s6 thiét 1ap IP cd ban va cdu hinh DHCP
Scope dau tién.

Chuing t6i da thé hién su giang budc k&t ndi mang cla minh va da dudc yéu cau thdm dinh nd, gidng nhu bén
dugi:



Add Roles Wizard == . _¥J‘

ﬁ.’ Select Network Connection Bindings

Before You Begn One or more netwark connections having & state IP address were detected, Each network connection can
Server Roles be used 1o service DHCP chents on & separate subnet.
DHCP Server Select the network connections that this DHCP server will use for servidng dients.
Network Connecbons:
IPed ONS Settgs (P Address [ Type I
1Pv4 WIS Settings & 192.168.1.200 Pvd
DHCP Scopes
DHOPVE Stateless Mode
IPv6 DINS Settngs
Confrmation
Progress
Resuts
-~ Detals
Name: Local Area Connection
Network Adspter: Intel(R) PRO/ 1000 MT Netwerk Connection
Physcal Address: 000C-29-23-6E-18

<prevos [ met> | e | cancd |

Nhirng gi wizard nay hoi la, “what interface do you want to provide DHCP services on?” tam dudc dich la “giao
dién ban mudn cung cdp cho cac dich vu DHCP la gi?” Chung t6i da chon mac dinh va kich Next.

Ti€p dén, nhap vao Parent Domain, Primary DNS Server, va Alternate DNS Server (xem hinh bén dugi)
va kich Next.

Add Roles Wizard = _XJ

ﬁ Specify IPv4 DNS Server Settings

s When dients obtain an [P address from the DHCP server, they can be given DHCP cptions such as the IP
Server Roles aﬁﬁofﬂm“h”“m.h%mm&heﬂhwnm
=g

Spedfy the name of the parent domain that chents wil use for name resolution. This domain wil be used for ol
Scopes you aeate on this DHCP server.

Parent Domary:
ectxancoffee.com

Speafy the IP addresses of the DNS servers that dients wil use for name resolton, These DNS servers wil be
used for ol scopes you create on this DHCP server,

R Preferred DS Server IPv4 Address:
192.168.1.10 Yaldate
Alternate DNS Server IPv4 Address:
[s2. 188,110 ‘-‘——_ vaidote |
Mare about ONS sorver eifinas




Chuing t6i da lua chon NOT dé st dung WINS trén mang ctia minh va kich Next.

Sau d6 chiing ta sé& dugc tdng cdp d& cdu hinh DHCP scope cho DHCP Server mdi. Chon cdu hinh dai dia chi IP
ld 192.168.1.50-100 cho han 25 may khach trén mang ndi bd cta ching téi. D& thuc hién diéu d6, ban can
kich Add d& b8 sung thém mdt pham vi mdi. Nhu nhitng gi ban cé thé thay trong hinh bén dudi, ching téi da
dat tén Scope WBC-Local, da cdu hinh dia chi IP b3t dau va két thic 1& 192.168.1.50-192.168.1.100, subnet
mask 13 255.255.255.0, default gateway 13 192.168.1.1, ki€u subnet (chay day), va activated the scope.

& Add or Edit DHCP Scopes

Before You Begin A scope 1 the range of possble IP addresses for a network., The DHCP server cannot datribute [P
addresses 1o dents untl 5 scooe i reated.
- x
Network ComnecBon BndN - » o 004 i arange of possible P addresses fora network. The DHCP server casnot
IPv4 DINS Settngs distrbute I° addresses to dients until a scopeis crested.
IPv4 WINS Settngs _Ocer |
T jrociacs
DHOVG Statckss Mode  Spartng 19 Address: |192.168,1.50
IPv6 DNS Settings Endng [P Address: |192.169.1.100
Confrmation
Subnet Mask: [255.255.255.0
Progress
Resuts Defaut Gateway {optional): [192.163.1.1
Subnet Type: [Wred Gesse draton wlibe 6 days)  ¥]
M activate ths scope
[Tox ] comn |

Activate Scope: Yes

<rrevos | Net> | o cancet |

Quay trd lai man hinh Add Scope, chling ta kich Next d& bé sung thém mot pham vi mdi (khi DHCP Server
dudc cai dat).

Chon Disable DHCPv6 stateless mode cho may chu nay va kich Next.

Sau do xac nhan DHCP Installation Selections ciia minh (trén man hinh bén dudi) va kich Install.



(D) This server mght need to be restarted after She instalation completes.
MNetwork Comecton Bndngs: 192.168.1.200 (Pv4)

194 DS Settngs
DNS Parent Domain: wrredbrancoffes, com

OIS Servers: 192.168.1.10, 192.168,1.11
None:

‘WBC-Local

192.168.1,1

255,255.255.0

192.168.1,50 - 192.168,1.100
Wired (ease duration wil be € days)
Yes

dudi:

Muwmumwhmhmw.wWWn
Control Paned to for updates.

Kich Close dé déng clra s6 cai dat, sau d6 chlng ta hdy chuyén sang cach quan ly DHCP Server.




Quan ly Windows Server 2008 DHCP Server mdi

GiGng nhu cai dat, viéc quan ly Windows Server 2008 DHCP Server ciing rat don gian. Quay trd lai vdi
Windows Server 2008 Server Manager, trong Roles, kich vao entry DHCP Server.

I eax
| Fe Action View Hep

a2 m@ :
e T ———————
- }‘Rdt!
_ 3 oice server 91
. d Features M Centrally manages and assigns [P addresses to network dients,
'_"_ ’W
@ gft Configuration =
& [ Storage ~ Summary =l
A Events: None in the last 24 hours [ Go to Event Viewer
121 Properties
Leve ID | Date and —
< | »
~ System Services: Al Runing . Go to Services v
[ Display Nome [Senicetime | Preferences
. DHCP Server OMCPServer B s
Ra| | P s
Descrption:
Performs TCP/IP configuration for DHCP dhents, l’ Restart
Induding dynamk assigrments of [P addresses,
specfication of the WINS and DNS servers, and
connectionspecfic ONS names. If ths service is
stopped, the DHCP server wil not perform TOP 1P
configuration for dents, If thes service is dsabled, any
services that explatly depend on it wil fad to start.
~ Resources and Support :.I
« | 31| C¥ tastRefresh: 6/12/2008 %:47:14PM  Configure refresh
|

Do khéng thé& quan ly cdc pham vi DHCP Server va cac may khach tai day nén nhifng gi chling ta cé thé thuc
hién la quan ly nhirng su kién, dich vu va tai nguyén gi cé lién quan dén cai dat DHCP Server. Chinh vi vay,
day 1a nadi tot d&€ ki€ém tra trang thai cia DHCP Server va nhitng su kién gi d& xay ra xung quanh né.

Méc du vay, d& cdu hinh DHCP Server va xem xem nhitng may khach nao da thu dudgc cac dia chi IP, ching ta

can vao DHCP Server MMC. Thuc hién diéu do, ban can vao Start > Administrative Tools > DHCP Server,
giéng nhu dudi day:



= ___..m 'i““ e —— o
@ gf} Configuration %. Component Services
& & Storage ~ Summary A- Computer Management
A Events: None in the 18t
E e Event Viewer
e = g], SCST Invtiator
bl Command Prompt e ; i A%l Seciwiy Polcy
(3 Memory Diagnostics Tool
e Windows Update 3 Security Configuration Wizard
e Server Manager
G Internet Explorer ?s :
Computer ‘_
d\/j ‘31 Share and Storage Management
== Network ‘¥ Storage Explorer
@E&eoﬂm&nw & System Configuration
s Control Panel () Task Scheduler
A . essid @ Windows Frrewal with Advanced Se
W Windows Server Badap
2 P st
| DHCP Help and Support b
DHCP dients testart
%scsxm Run I A
F this service is
perform TCP/IP
Irvice is disabled, any
it will fad to start.,
» All Programs
- Configure refresh
- 2 o | a ] [

Khi khdi chay, MMC sé cung cap rat nhiéu tinh nang. Pay la nhitng gi khi MMC xuét hién:



oonee =T

File Action View Help
ol I EalRERh 7 Rl Rk

Dorce ove |
= 8 W pYb A Tucke Contents of DHCP | Status

= @ IPv4 -
= (2 Scope [192. 168.1.0] WBC-Local & win-pks 1fb2scky

Address Pool
(D Address Leases
(8 Reservations
(% Scope Options
(L5 Server Options
8 rve

DHCP Server MMC cung cap cac thong tin IPv4 & IPv6 DHCP Server gom tat ca scope, pool, lease, reservation,
scope options va server option.

Né&u vao address pool va scope options, chiing cé thé thdy cdu hinh minh da tao khi cai d3t DHCP Server. Dai
dia chi IP ndm & day va DNS Server & gateway mac dinh cling vay.

e %mlc=Hmlk
-@W Address Pool
8 @ wipeitouy Start 1P Address | End IP Address | Description

= o Pve :
= (3 Scope [192.168. 1.0] weC-Loca 192.168.1.50  192.168.1.100  Address range for dstribution

(1) Address Leases :
(3] Reservations “——
. (@R Scope Options
@ 8 wve

4| | |




=101 x|

Fle Action View Heb
e 2mlas [ Bmle
O pHer

= | win-pké1fo2sckv

5 B Pva Option Name | vendor | value
5 G Scope [192.168.1.0] WBC-Local | & 003 Router Standard  192.168.1.1
) Address Poot 1) 006 ONS Servers Standard  192,168.1.10, 192.168.1.11
[ Address Leases Q’ 015DNS Doman Name  Standard wredbrancoffee.com
-] Reservations
&3 Scope Options

5} Server Options '\
4 [ pve o

| | i

Vay b&ng cach nao chlng ta biét dugc cac cdu hinh cé lam viéc hay khéng? D& biét dugc didu do, ching ta
phai thuc hién mot bai test.

Cach test Windows Server 2008 DHCP Server

PE& test thr, chiing t6i c6 mdt may khach Windows Vista trén ciing doan mang v&i Windows Server 2008 DHCP
server. V@i muc dich an toan, ching t6i khong cho thém thié€t bi khac vao doan mang nay.

S&r dung 1énh IPCONFIG /RELEASE va sau d6 1a IPCONFIG /JRENEW, chiing tdi th&m dinh r&ng minh d3
nhan mét dia chi IP tr mot may chd DHCP mdi, xem hinh bén dudi:

X8 Administrator: Command Prompt =10} x|

Tunnel adapter Local Area Connectionw 9:

Media State . . . . . ¢ ¢« ¢ « « « * Nedia disconnected
Connection-specific DNS Suffix 3

IC:\Windows\systeni2>ipconfig /renecw

lindows 1P Configuration

Ethernet adapter Local Area Connection:

Connection-specific » Suffix . : wiredbraincoffee.con
Link~local IPv6 Addr o @9 w ale » :1246a:F928:dfc2:b3abx8
I1Pv4 Addx Y G S SRR TP e |- 8

Subnet Mask . . . . .

Default Gateway . . .

unnel adapter Local Area Connection=

Media State . . . & ¢ « ¢« ¢« « = « * Media disconnected
Connection—specific DNS Suffix :

SiNWindows\systen32)

Vao Windows 2008 Server vao thdm dinh Vista client mdi da dudc liét ké véi tu cdch may khach trong may chu
DHCP.



CE————— -l

Fle Action View Help
| 2mlic=Hm

Dowc | Addressteases |
= ? gﬁv‘uﬂ:bdw Chent IP Address |Nn_g Im@ |E
& £ Scope [192.168.1,0,| B 192.168.1.50  DavidPC.wredbrancoffee.com 6/18/2008 Si05:20PM  DHCP
() Address Pool
Q) Address Leases
_#l Reservations
(& Scope Options
3 Server Options

© 8w

« | BT | 2
l [ ]

V@i nhitng thé hién dd, chiing ta sé& biét dudc réng nhiém vu cu hinh cla minh d& xong va cdu hinh cac thiét
lap da lam viéc tot!

Két luan

Trong bai viét nay,ching t6i da gidi thiéu cho cac ban vé cach cai dat va cdu hinh DHCP Server trong Windows
Server 2008. Trong sudt qua trinh cai dat, chang t6i da gigi thiéu cho cac ban vé DHCP Server la gi, cach no
cé thé gilp ban ciing nhu cach cai dat va quan ly né va may chd, cdch ciu hinh cac thiét 1ap cu thé cua DHCP
server giong nhu DHCP Server scopes. Phan cudi, ching t6i da test t& cau hinh da dudc thuc hién nhu trong
bai va né da lam viéc hoan hao.
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C4u hinh Window Mail

ket noi voi Gmail

Al 4 4] 4] 4

A 4] 4




Tiép theo chudi bai viét vé cach cau hinh Window Mail két néi véi
cac nha cung cap e-mail khac nhau, hdm nay chiing t6i sé huéng
din tirng bwéc cach cadu hinh Window Mail két néi véi tai khoan
Gmail. Nhu cac ban d biét, Gmail 12 tai khoan email hd trog POP3
mién phi. Tuy nhién dé sir dung dic tinh nay ban can phai kich

hoat né tai giao dién web Gmail.

Cach kich hoat POP3 trong Gmail

Trudce khi bit dau hay kiém tra tai khoan Gmail cua ban POP3 da duoc
kich hoat hay chua. Pé thuc hién hiy dang nhap vao tai khoan Gmail

va chon Settings -> Forwarding and POP/IMAP

Settings
General Accounts Labels Filters orwarding an 1l Chat Web Clips

Chon moét trong hai tlly chon sau dé kich hoat dich vu POP3: Enable
POP for all mail, hoiac Enable POP for mail that arrives from now

on.



1: Status: POP is enabled for all mail that has arrived since Oct 31
) Fnahle POP for mail that arrives from now on!
) Disable POP

2. When messages are accessed with POP | keep Gmail's copy in the Inbox |Z|

3. Configure your email client (e g. Outlook, Eudora, Metscape Mail)
Configuration instructions

Cach cau hinh Window Mail

Khai dong Window Mail vao Tools rdi an niit Accounts nhu hinh dudi
day.

Send and Receive F
Synchronize All

Windows Contacts... Ctrl+5hift+C
Add Sender to Contacts
Windows Calendar Ctrl+5hift+L

Message Rules k
Mewsgroups... Ctrl+W

Accounts.., I

Junk E-mail Options...

Options...

Sau d6 kich nut Add.



Internet Accounts e L B X
Set up new e-mail accounts or newsgroup subscriptions by clicking Add.
To make changes, export, or remove an account or subscription, select it first.
Mews - _
L Microsoft Communities (default)
,j msnews. microsoft.com
Directory Service L ’ Pemoyve l
’ Properties l
I Set as Default
’ Import.. l
’ Export... l
’ Set Order... l
’ Close l

Chon tuy chon E-mail Account va kich Next.




Select Account Type

What type of account would you like to add?

[—

a3 |Ema
s:li Mewsgroup Account
J # Newsgroup

i‘ﬁ I Directory Service

il Account

What information do [ need to set up mv account?

Chon tén va dién tén hién thi s& xuat hién trong thu ban giri di r6i

kich Next dé chuyén sang cua so tiép theo.



Your Name

When you send e-mail, your name will appear in the From field of the outgoing messa
Type your narne as you would like it to appear.

Display name: Alex Toma

For example: Jehn Smith

Where can [ find mv e-mail account information?

Ban duoc yéu cau dién dia chi e-mail. Hay dién va kich Next.



o

Internet E-mail Address

Your e-mail address is the address other people use to send e-mail me

E-rnail address: rtnma.terminatnr@gmail.cum

For example: somecne@microsoft.com

Where can I find myv e-mail account information?

Trong cira so tiép theo ban s& phai thiét 1ap may chu e-mail.
Tai Incoming e-mail server chon POP3 va tailncoming & Outgoing
server nhap tén nhu hinh bén dudi va kiém tra tly chon Outgoing

server requires authentication. Khi thuc hién xong kich Next.



o

Set up e-mail servers

Incoming e-mail server type:
 —
Clpop3 5
s ——

Incoming mail (POP3 or IMAP) server

pop.gmail.com |

Butgeing e-mail server (SMTP) name:

smtp.gmail.com I

[¥iQutgoing server requires authentication!

Where can [ find mv e-mail server information?

Nhap dia chi e-mail va mat khau tai ctra s6 Internet Mail Logon. Dé

dé dang st dung hdy chon Remember password va kich Next.



Internet Mail Logon

Type the account name and password your Internet service provider has given you.

E-rnail username: toma.terminator@®gmail.com

Password: T |

[¥] Remember password

T6i day cong viée ciia ban gan nhu d8 duoc hoan thanh. Kich chon Do

not download my e-mail at this timeréi kich nat Finish.



o

Congratulations

You have successfully entered all of the information required to set up your account.
To save these settings and download your e-mail, click Finish,

Do not download my e-mail at this time

Cira sO Internet Accounts dugc mé ra. Hay chon tai khoan Gmail cua

ban roi kich Properties.



| k]
Internet Accounts ' . ﬁ {

Set up new e-mail accounts or newsgroup subscriptions by clicking Add.
To make changes, export, or remove an account or subscription, select it first,
Mail A
Im pop.gmail.corn (default) [ Add... ]
i, - tornaterminator@gmail.com
K I I Remowve ‘
g—’ Microsoft I;Dmm:unities (default) ’ Properties ]I
— msnews.microsoft.com
Directory Service W Set as Default
’ Import.., l
’ Export... l
’ Set Order... l
I Close l

Tai thé Advance ban nhap cong 465 cho SMTP va cong 995 cho
POP3. Chu y kich chon "This server requires a secure connection

(SSL)" cho ca POP3 va SMTP.

Néu mudn thu cua ban luu trén may chi Gmail thi dimg quén kich
chon Leave a copy of messages on server. Néu khong chon tlly chon

nay thi khi thu ctia ban dugc tai vé nd sé tu dong bi x6a khoi Gmail.



Sau khi dd hoan thanh, kich OK.

:_| pop-gmail.com Properties ﬁ

| General | Servers | Connection | Security | Advanced |

Server Port Mumbers

Qutgoing mail (SMTP): { 165 Uze Defaults

This server reguires a secure connection (55L)

Incoming mail (POP3): |

¥ This server requires a secure connection (550)

Server Timeouts

Shoit % Leng 1 minute
L
Sending
["] Break apart messages larger than | &0 = KE
Delivery -

[] Leave a copy of messages on server
[[1Remove from server after 5 S day(s)

Remowve from server when deleted from 'Deleted Items'

0K J[ Camcel |[ sty |
Lﬁ

Window Mail gio day d duoc cau hinh két ndi véi tai khoan Gmail

ctia ban. Hay nhan nat Send/Receive dé bat dau giri va nhan thu.



