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Khi doc qua tai ligu nay, néu phét hién sai s6t hoic noi dung kem chat luong
xin hdy thong bdo de chding toi stra chira hoac thay thé bang mot tai liéu clng
chu dé cua tac gla khac. Tai li¢u ndy bao gom nh1eu tai liéu nho co cung chu
dé bén trong nd. Phan ndi dung ban can c0 thé nam 6 giira hodc & cuoi tai lidu
nay, hiy st dung chirc nang Search dé tim ching.

Ban c6 thé tham khao nguon tai liéu duoc dich tir tiéng Anh tai day:
http://mientayvn.com/Tai_lieu da_dich.html

Thong tin lién hé:
Yahoo mail: thanhlam1910 2006 @yahoo.com

Gmail: frowrthes@gmail.com

Theo yéu ciu cia khich hing, trong mdt nim
qua, ching t6i di dijch qua 16 mén hoc, 34
cubn séch, 43 bai bio, 5 sb tay (chua tinh céic
tai liéu tir nim 2010 tré vé truéc) Xem & diy

DJCH VU Chi sau moét lan hién lac, viéce

DICH dich duoc tién hanh
TIENG

ANH
CHUYRN Gia ca: cé thé giam dén 10

A L L —
NH.ANH

NHAT VA Chat lu'(_)'ng:Te}.o dung niém tin cho

CHINH kh’éch hang bang c6ng nghé 1.Ban

XAC thay duoc tog‘tn bé ban dich: 2.Ba’n

NHAT danh gia chat luong. 3.Ban quyét
dinh thanh toan.




5 cach don gian tang cwong bao mat trong

Windows 7

Bai viét hwong din ban tin dung nhirng tinh ning bao mat tich
hop san trong Windows 7 dé PC ciia ban dwoc an toan hon.

May tinh chay Windows 7 ctia ban da dugc bao vé to1 dau?

Dung bao gid nghi rang chiéc PC chay Windows cua ban ludn an
toan trudc van nan virus. Mic du trén may dd c¢d cai phan mém phong

chbng virus mién phi uy tin (Avast, Microsoft Security Essentials)

hay phai tra tién cho nhimg thuwong hiéu manh (Symantec Norton,
Kaspersky), ban van nén tan dung hét loi thé cua nhimg thiét lap bao
mat duoc tich hop san trong Windows 7.

Dudi day 1a 5 tinh ning bao mat c6 thiét 1ap don gian trong Windows

7 gilp ban gitr may an toan hon.

Action Center
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Action Center trong Windows 7 cho phép ban quan sat va thiét lap
ché d6 bao mat cling nhu bao tri hé théng.

Action Center la trung tdm quan tri bao mat trén PC, noi liét ké va
cho phép thiét 1ap ting cuong bao mat nhu tudng ltra, cling nhu kiém
tra thuong xuyén tinh trang bao tri, bao gém sao luu va phuc hoi dir
lidu, dé dam bao chic chan 1a may cua ban ludn “sach”.
Action Center c6 biéu twong 14 |4 co trang bén phai thanh cong cu
ctia Windows 7, hodc ¢6 thé truy xuat bang cach nhap chudt vao:

Control Panel/System and Security/Action Center.

Tai cira s6 Action Center, ban nén chac chan ring Windows Firewall

dang dugc bat (on), phan mém phong chéng virus d& dugc cip nhat



ban mé&i nhét va hé théng Windows dang duoc dat ché do tu dong cap
nhat.

M6i khi mot muc bao mat ndo d6 trong dién giam sat ¢ su thay doi,
vi du phan mém virus d4 qua han cap nhat, Action Center dua ra canh
b4o trén thanh tac vu taskbar. Khi d6, mé Action Center s& thiy muc
nay c¢6 mau do, cho thdy van dé 12 nghiém trong, va y&u cau xu 1y.
Action Center hitu ich trong viéc canh béo cho ban nhiing ric r6i c6
thé xay dén, va hdy nhé, dumg phdt 1o nhirng canh bao do Action

Center dua ra.
Windows Defender

Windows Defender 1a phan mém phong chéng spyware, duoc tich
hop sén va chay tu dong (néu duoc bat 1én) trong Windows 7.
Spyware (phan mém gian diép) 1a bat ky phan mém ndo khdng mong
mubn hoidc c6 thé gay hai, ¢& &m tham “chui” vao may cta ban vao
mét luc nao d6 ban khong hé biét. N6 co thé 1ay qua duong Internet,
mang ndi bd, hodc tir cac thiét bi luu trir ¢4 bi nhiém nhu CD/DVD
hay USB.

Windows Defender ngan chan spyware theo 2 cach:

* Bao v¢ theo thoi gian thuc. Windows Defender dua ra canh bao khi



spyware tim cach tu cai né vao may tinh hoic bat dau hoat dong.
Canh béo ciing dugc dua ra khi cac chwong trinh tim cach thay doi

cac thiét 1ap quan trong trong Windows.

e TOy chon quét. Ban c6 thé sir dung Windows Defender dé quét phat
hién spyware ¢ thé c6 trén may cia minh, 1én lich quét thuong
xuyén, va dit tly chon tu dong g& bo bat ctr thr gi bi phat hién 13 d3

nhiém trong qua trinh quét.

Pé md Windows Defender, nhap chudt vao Start, gb Defender vao
hop tim kiém (search), r6i chon Windows Defender trong danh sach
két qua hién 18n.

User Account Control

UAC (kiém soat tai khoan nguoi dung) 13 tinh ning bao mat nhac nho
ban quyén cai dit hoic chay mot chuwong trinh. UAC héi nhiéu toi
murc khién nguoi ding Windows Vista kho chiu, nhung d3 duoc cai
tién trong Windows 7. TUy chon khong con don gian véi on/off ma

d4 c6 4 cap do canh bao ngudi dung cd thé dit.
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Windows 7 UAC c6 4 murc canh bao.

Windows 7 UAC théng bao cho ban biét khi mot chuwong trinh tao su
thay doi c6 thé gay hai cho may hodc khién hé thong dé bi tan cong.
Néu ban c6 quyén quan tri (da phan 1a nhu vay), ban chip nhan (chon
“Yes”) dé tiép tuc. Néu tai khoan Windows ban dang diing khéng
phai 14 quan tri, s& can nhap mat khau ciia mot tai khoan quan tri dé
tiép tuc.

Khi hé thong yéu cau ban quyén dé chay hodc cai dit mot phan mém,
UAC s& bat 1én mot hop thoai, nhic ban mot trong bon ciu sau, tly
theo tinh hudng:

« Chuong trinh hay thiét 1ap 1a mot phan ctia Windows va can co



quyén (administrator) méi thuc hién duoc.

« Chuong trinh khdng thuéc Windows va can c6 quyén mdi thuc hién

duoc.

« Chuong trinh chua duoc nhén biét va can c6 quyén mdi thuc hién

duoc.

« Chuong trinh dé bi chin béi ngudi quan tri hé théng vi chua duoc

nhan biét hoic khong dang tin cay.

Dé stra cac thiét 1ap doi voi UAC, nhap chudt vao Start, va chon
Control Panel. Trong hop tim kiém, gb uac roi chon Change User

Account Control Settings.

Windows Update

Windows Update nhiéu khi c6 thé gay phién ha cho ban. B¢ 12 Iic n6
lién tuc dé nghi khéi dong lai may sau khi c6 ban cap nhat quan trong
d8 duogc tu dong tai vé va cai dit 18n hé théng. Nhung, nho vy ma
PC cua ban duogc nang cép ché d6 bao mat véi nhitng ban va mai nhat
ctia Windows, trong khi ban chang mat cong gi ca.

Ban c6 thé thiét 1ap cho Windows ludn ludn tu dong cai cac ban cap
nhat hay chi nhitng ban “quan trong” ma thoi. Cac ban cap nhat quan

trong 1a nhitng ban va cho cac 16 hong bao mat dugc xac dinh 13



“nghiém trong”. Ngodi ra, con cd cac ban cip nhat “khuyén nghi”

danh cho nhing van dé it quan trong hon.

Pé bdt tinh nang tw dong cdap nhdt cho Windows Updates, thuc hién

cac thao tac sau:

« Nhap chuét vao Start, réi gd Update vao trong hop tim kiém, sau do

chon Windows Update trong danh sach két qua.
e Trén ctra sO bén trai, chon Change Settings.

« Dué6i Important Updates (cip nht quan trong), ban ¢ thé chon néu
mubn cac ban cap nhat méi duoc ty dong tai vé va cai dat 1én may,

kem theo la gio hen cap nhat hang ngay ma ban cho 1a thich hop.

« Du6i Recommended Updates (cap nhat theo khuyén nghi) chon vao
hop "Give me recommended updates the same way I receive

important updates"”, réi nhap chudt vao nit OK.
Windows Firewall

Windows Firewall 1a tinh nang tuong lra trong Windows v&i hai lua
chon on/off nham gitp ngin chin tin tic va sdu may tinh tim cach
Xam nhap vao may tinh cta ban thong qua mang ndi by hay Internet.
Tudng ltra cOn ¢6 tac dung chin may tinh ctia ban, khi d& bi nhiém,

khong cho gui phan mém doc hai dén cac may tinh khac trong mang.



Trir khi may cua ban d8 nam trong viing an toan nhd ¢é mot tuong
ltra ngan cach, nhu tuong lira mang doanh nghiép chang han, ban nén
bat tinh ning Windows Firewall dé bao vé may ctia minh ciing nhu an
toan cho mang ndi bo.

Pé bdt tinh nang Windows Firewall, thuc hién nhu sau:

« Nhap chudt vao Start, va chon Control Panel. G6 firewall vao hop

tim Kiém, roi chon Windows Firewall.

e Trén cira sb6 bén trai, chon "Turn Windows Firewall on or off". Néu
ban dugc nhic nhap mat khau quan tri (administrator) thi gd vao mat
khau ctia mét tai khoan quan tri.

e Chon bat Windows Firewall dudi mdi mang ndi bd ma ban muédn
bao vé, roi chon OK.

Chu y: Néu may tinh ctia ban duoc ndi véi mot mang doanh nghiép,

cac thiét 1ap ctia mang nay co thé ngin ban bat Windows Firewall.

Theo PCWorld VN



Ting cwong bao mit cho hé diéu hanh Mac

Trén tinh hinh thwe té hién nay dwa trén cac cudc khio
sat d6i voi nguoi sivr dung Mac OS, phan 16m ho déu
khong co6 bat cir phwong phap bao mat nao, va sé it
ngwoi ding co kinh nghiém méi c6 thé nhan biét dwoc
nhitng sw thay ddi trong hé thong. Thém 1 diéu can chi y
rang rat nhiéu nguoi nghi hé diéu hanh Mac OS khong bao
gio bi nhiém virus hodc an todn tuyét d6i. Va tat ca ho déu

nham, vi hién nay d& xuat hién kha nhiéu phan mém béo

mat gia mao d& xuat hién va lay lan ngay cang nhanh voi

quy mo kho c6 thé kiém soat duoc. Trong bai viét dudi
day, chung t6i s& gidi thiéu vdi cac ban mot sé cong cu hd
tro nguoi stir dung trong qua trinh chong lai hiém hoa tir

Internet.

T trude dén nay, hé thong bao mat ciia Mac OS X van dap
tmg du nhu cau cua mot s6 bd phan ngudi ding théng
thudng, nhung van chua thyc sy hoan thién truée trinh do

ctia nhitng ké tin tic hién nay. Thuc chat, hé diéu hanh



Snow Leopard dd dugc tich hop san mot s6 dich vu phat
hién va phong chbng cac phan mém doc hai, nhung lai chi
t6 ra hitu ich khi hé co s¢ dir liéu duogc cap nhat theo dinh
ky, twong tu nhu tng dung Sophos. Con OS X 14 hé thong
UNIX — véi cau trac tai khoan ngudi dung ciing nhu phan
quyén céc cap rat phic tap, nhung virus hoic cac chuong
trinh ma doc khong can dén quyén quan tri cao nhat dé

danh cap thong tin ca nhan cua ban.

Gan day nhat, sy xuat hién ctia Mac Defender ciing nhu

mot sO bién thé di kém nhu MacSecurity va
MacProtector, d& “thu hit” duoc nhiéu sy quan tAm tir
nguoi st dung cling nhu cac cong ty an ninh mang. V&1 thu
doan tuong tu nhu véi Windows, ching dan dat nguoi

ding bang nhitng doan thong tin canh bao gia mao, 1am cho
ho tin rang hé thong dang dung d4 bi nhiém virus... d4 cé

khong it nguoi bi lam vao tinh trang nguy kich.

1. Little Snitch:




¥! stay visible

ClamXav via freshclam
JApplications /ClamXav.app

Connection History:

db.local.clamav.net
10.0.1.1

natd primac.local
ClamXav via freshclam db.local.clamav.net

25 more...

Thuc chat, Little Snitch khong phai 14 tng dung diét virus
hoic malware nhu ching ta thuong biét dén. Pon gian day
chi 1a 1 dich vu bao mat hoat dong & ché do ngam, voi chirc
ning tuong tu nhu Firewall. Bat cir chuong trinh ndo mudn
“giao tiép” voi hé thong hodc Internet... déu phai “di qua”
Little Snitch. Mdi khi g dung ndo thuc hién 1 y&u cau két
noi, Little Snitch s& hién thi 1 ctra s6 pop — Up Y&u cau
nguoi ding chap nhan hoic tir chdi hoat ddng cua chuong
trinh d6, di kém voi d6 1a lya chon tam thoi hodc chap nhan

vinh vién, thiét 1ap quy luat — Rule c6 dinh. Bén canh do,



Little Snitch con cé chirc nang hién thi chinh xac nhing
hoat dong nao dang dién ra, cac chuong trinh dang “lién
lac” qua Internet. Chuong trinh c0 thoi han dung thir, va

mtrc gia 29,99$ ban quyén.

2. Sophos Free Antivirus danh cho Mac:

Sophos Anti-Virus

SOPHOS

Scan Local Drives

Scan all files and folders on this Mac.
P %) L

ltems Remaining: 771,982

Sy

{ Open Quarantine Manager...

= Custom Scans

::.;’h

Nhu tat ca chung ta d biét, Sophos hién dang 1a 1 trong
nhitng thuong hiéu noi tiéng nhat thé giéi trong linh vuc
phong chong virus va malware danh cho mé hinh céng
nghiép. Va phién ban Sophos Free Antivirus mién phi

danh cho hé diéu hanh Mac OS 1a mét su lya chon sang



su6t khi nguoi ding cam thay khong yén tam. Giao dién
diéu khién chinh ciia chuong trinh rat don gian va dé su
dung, thAm chi ban cOn c6 thé nang cap 1&n phién ban tra
phi chi vai 1 thao tac duy nhat — nhan nut Upgrade, véi
nhiéu tinh ning vuot trdi khac. Pugc di kém véi file g& bo
— Uninstaller, hd tro ché do quét cac phan ving, 6 dia khac
trong cuing hé thong mang, chuong trinh c6 kha ning nhan
dang va tiéu diét nhitng mdi nguy hiém méi nhat (véi diéu
Kién nguoi dung lubn phai cap nhat co sé dir liéu), tuy
nhién d6i v4i nhitng loai ma doc hoic chuong trinh ¢6 kha
ning gay hai nhung chua dugc nhan biét, Sophos sé& hién
thi dudi dang unknown malware threats. Mot diém manh
rat dang chu ¥ ctia Sophos 12 gan nhu khong anh hudng dén
toc do va hiéu suat 1am viéc ctia hé diéu hanh, ciing nhu cac

chuong trinh bén trong hé thong.

3. ClamXav:




scaonning AUsers/primatageslesktopsworkspaces .metadatos plugingsorg.eclipse. Ltk .Ul .. refactoringsdial
Scunn}ng stersfpr}mutugefDeskt ST AW Gl

Sconning AUsers/primatoge/Deskt
Scanhing AUsers/primatoge/Deskh Source List Filename Infection Mar
Scanning AUsers/primotoge/Deskd /‘E primatage

Scanning Alsers/primatagesDeskt
Sconning AUsers/primatoge/Deski et EJﬂcuments

Scanning stersHprimutugefDesm-;w
Scanning Alsers/Aprimatoge/Deskt

Scanning Alsers/primatagesDeskt

Sconning AUsers/primatoge/Deski

——————————— SCAM SUMMARY —————

Known wiruses: 9536838

Engine wersion: A.97 Starting scan...

Scanned directories: 1821

Scanned files: w492 | e SCAN SUMMARY
Infected files: A Known viruses: 953030
Dota zcanned: 1A33.44 ME Engine version: 0.97

Dota read: 1392.86 MB (ratio @) Scanned directories: 1021
Time: 355.533 sec (B m B5 =) Scanned files: 7492
ZA11-A5-8% Z2:84:26.599 Clomxoy Infected files: 0

Funning on 32-bit system, and B Data scanned: 1033.44 MB
2811-A5-A9 Z22:84:32.3605 Clamsay Data read: 1392.06 MB (ratio 0.74:1)
2A11-AR-A9 Z2:84:32.5315 Clamsay Time: 355,833 sec (5 m 55 g)

ClamXav — Clam Antivirus danh cho Mac OS X ¢4 thé
gay d6i chat kho khan cho nhirng nguoi dung it kinh
nghiém, nhung thuc ra lai rat don gian va manh mé trong
linh vuc bao mat. Gan nhu khong dé lai “dau vét” nao trong
qué trinh hoat dong, ludn chay & ché do ngam —
Background, nguoi sir dung s& luén cam thay an tAm khi
truy cap bat ctr thu muc hodc file dit liéu ndo véi su hién
dién cua ClamXav. Co ché cap nhat co s dir liéu ludn
duoc cap nhat hang ngay, va bén canh do, toan bo hoat

dong cuia nguoi dung luon dugc kiém soat trong mirc do



cho phép. Mbi khi ban tién hanh quét toan bo hé thong

hoic ap dung véi 1 phan ving, thu muc nhat dinh nao do,
chi can ngoi trude man hinh va theo ddi dit liéu dugc ghi
vao file LOG. ClamXav la ing dung ma ngudén mé va tat

nhién, hoan toan mién phi.

4. MacScan;

SO r MacScan - Authenticated Mode
._.-'-. i r‘..; I‘ Lot
@ 7 & 4 ()
Status S5can Web Files: Info Scheduler  Prefs

Scan Status

Scannmni ng Fila: /Users/primatage/android-sdk/android-c.. ApiDemos/res/flayout/autocomplete_4.xml

-

Active Processes: 74

Spyware Processes |dentified: 0
Cookies Scanned: 78

Tracking Cookies Detected: 1
Files Scanned: 585

Spyware Files Detected: 0

Khi sir dung, chic han moi ngudi s& it nhiéu ngac nhién vi
MacScan khdng giong véi nhitng chuong trinh théng
thuong, thay vi hoat dong & ché d6 Background, tmg dung

duoc chay truc tiép bai tai khoan nguoi ding, va tat bo khi



két thuc. Khi hoat dong, chuong trinh s& tu dong do tim tat
ca cac thong tin, dau hiéu co lién quan dén malware, nhung
c6 d6i chit khac biét voi phan 16n tmg dung bao mat khac
trong viéc xac dinh cookies. Tinh ning nay co thé that sy
khong quan trong, nhung lai gy ra d6i chit phién phtrc cho
nguoi dung vi hién thi nhiéu bang thong bao chd ngudi str
dung. Mat khac, néu cac ban mudn nang cép 1én phién ban
day du chire ning (voi mie gia 29,99%) thi s& gip kho khin
trong khau thyuc hién, do vay ban mién phi van dugc phan

|6n moi nguodi sir dung.

5. ESET Cybersecurity danh cho Mac:




ESET Cybersecurity

| "4 Protection status

Computer scan

L&) O moute sCd
L "4 il iaf ol Scan progress

‘ Updare
Target: fUsers/primatage/Documents/Font Collection /A.rar

i WNumber of threats: 0
@ Setup

7 “

( Pause )} ( Stop )
; Tools

MNew scan [
Q

Scan setup...

Hang cong nghé ESET, ciing giong nhu Sophos trong linh
vuc bao mat véi mo hinh cong nghiép. Néu ban dang muédn
tim giai phap an ninh mang toan dién danh cho hé thong
Mac cua minh thi ESET Cybersecurity la 1 su lua chon
khong thé tot hon. Gan nhu khéng anh hudng dén toc do va
hiéu suat 1am viéc cua may tinh, luon hoat déng & ché do
ngam, giao dién don gian, than thién va dé st dung... 1a
nhitng diém dang chu y ctia ESET Cybersecurity. Dya va0
cac qua trinh thir nghiém trén thuc té, ti 16 phat hién va tiéu

diét thanh cdng nhitng moi nguy hiém, vi du nhu virus,



trojan, ma doc, malware... luén cao hon so véi nhitrng san
pham cling loai trén thi truong. Thoi han dung thir caa
chuong trinh 1a 30 ngay, nhung néu mudn sd hitu toan bo
tinh nang ctia ESET Cybersecurity, cac ban chi phai bo ra
39,99% trong vong 1 nam.

6. Kaspersky Antivirus danh cho Mac:

Kaspersky Anti-Virus 2011

Protection enabled

Full Scan is in progress (1%) 'ﬂ

Objects scanned: 10715 Databases released: 2:41:00 PM
Dangerous objects detected/disinfected: 0/0 Status: databases are up to date

Phién ban Antivirus ctia Kaspersky danh cho hé diéu hanh
Mac OS kha giéng véi ESET, day du chirc ning, giao dién
dé sir dung, hd trg kha ning kiém tra duong dan danh cho

mot s6 trinh duyét nhu Chrome, Safari, va Firefox... Toan



b6 cac muc thiét lap dugc go1 gon trong ph?m Preference
ctia chuong trinh, thoi han dung th téi da 12 30 ngay, con
néu mudn nang cap 1én phién ban day du, nguoi sir dung

chi can bé ra 39,99$ cho 1 nam.
7. Mt so wng dung khac:

Bén canh nhirng chuong trinh bao mat chiing t6i d& dé cap
& phia trén cua bai viét, cac ban c6 thé tham khao thém 2

lwra chon khac 1a 1AntiVirus va VirusBarrier Express, ciing

duoc trang bi kha dﬁy da chirc nang bao mat co ban, hoan
toan mién phi. Nhung véi VirusBarrier Express thi cac ban
can can nhac trude khi quyét dinh, vi tng dung nay thuong
¢ xu hudng yéu cau nguoi ding nang cap 1én phien ban tra
phi - VirusBarrier Plus. Hy vong nhitng thong tin trén cé
thé gitip moi ngudi trong viée tu bao vé chiéc may tinh cua
minh trudc nhimg hiém hoa ngdy cang nhiéu trén Internet

ngay nay. Chuc cac ban thanh cong!



T.Anh (theo Life Hacker)



10 c6ng cu bao mat va Hacking tét nhat cho Linux

Ngudn : quantrimang.com

Quan tri mang - Linux chinh la hé diéu
hanh méy tinh gidc mo cla cac hacker. N6
hé tro rét nhiéu céc céng cu va tién ich cho
.‘§~ ~ viéc bé khoa cac mét khau, quét cac 16

L\ hbng mang va phét hién nhing xam nhap
c6 thé. Chung téi da swu tap mot bd khodng
10 céng cu tét nhét trong viéc hacking va
bao mat cho Linux. Tuy nhién cac ban can
lwu y réng céc cong cu nay khéng cé nghia
la déu co hai.

1. John the Ripper

John the Ripper 1a mét céng cu phan mém bé khoa mat khiu ban diu dwoc phat
trién cho hé diéu hanh Unix. N6 l1a mét trong nhirng chwong trinh
testing/breaking mat khau phd bién nhat vi cé két hop mot sd bd cracker mat
khau trong cing mét géi phdn mém, tw déng phat hién cac kiéu mat khau va co
mot bd cracker c6 kha nang tuy chinh. Céng cu nay cé thé dwoc chay cho cac
dinh dang mat khau da dwoc ma héa chang han nhw cac kiéu mat khdu ma héa
van thiy trong mét sé ban Unix khac (dwa trén DES, MDS hodac Blowfish),
Kerberos AFS va Windows NT/2000/XP/2003 LM hash. Bén canh d6 con co6 cac
modul bé sung mé rdong kha ndng gdm cé ca cac kiéu mat khdu MD4 va cac mat
khau dwoc lwvu trong LDAP, MySQL va cac thanh phan khac.
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2. Nmap

Nmap la mét trinh quét bdo mat mang dwoc nhiéu ngudi wa thich. N6 duwoc st
dung dé phat hién cac may tinh va cac dich vu trén mang may tinh, sau do sé
tao mot “ban d6” mang. Ciing gidng nhw cac bd quét cdng don gian, Nmap ¢
kha nang phat hién cac dich vu thu dong (passive) trén mét mang du cac dich vu
nhw vay khong tw khuyéch trwong ban than chiung bang mét giao thirc phat hién
dich vu. Thém vao d6, Nmap cé thé phat hién cac thdng tin chi tiét khac nhau vé
cac may tinh tlr xa. Ching c6 thé phat hién ra hé diéu hanh, kiéu thiét bi, thoi
gian va san phdm phan mém chay dich vu, sb phién ban chinh xac cta san
pham dé, sy hién dién cla mét sé cong nghé twdng Itra trén moét mang ndi bd
hodc tham chi c& hang san xuét card mang tlr xa.

Nmap chay trén Linux, Microsoft Wipdows, Solaris, va BSP (gém qé Mac OS X),
va trén ca AmigaOS. Linux la mét nén tang cia nmap pho bién nhat con
Windows la thir hai.



rmap —T5 -=¥ -0 localhost

3-12 19:07 GHT

open
open

Mmap done: 1 IF addr (1 host up) scanned in 13,241 seconds

3. Nessus

Nessus |a mot phan mém quét 16 hdng kha toan dién. Muc tiéu cha né la phat
hién cac 16 hong tiém an trén cac hé thong dwoc kiém tra chang han nhu:

- Vulnerabilities that allow a remote cracker to control or access sensitive data on
a system.

- Cac 16 héng cho phép cracker tir xa co thé kiém soat hoac truy cap cac di liéu
nhay cam trén hé thong.

- L&i cAu hinh (vi du nhw mé& mail relay, mét cac ban va,...)

- Cac mat khau mac dinh, mét s6 mat khau chung, cac mét khau blank/absent
(trang hay thieu) trén mot so tai khoan hé thong. Nessus cling co thé goi Hydra
(mot cdng cu bén ngoai) dé khéi chay moét tan cong dictionary.

- T chéi dich vu dbi v&i ngan xép TCP/IP bang bang sir dung cac goi div liéu da
bi doc sai.

Nessus 1a mét trinh quét 16 hong phd bién nhat hién nay trén theé gioi, wéc lvong
co dén 75.000 to chtre trén toan thé gidi str dung. N6 xuat hién lan dau tién trong
bang thong ké cac céng cu bao méat 2000, 2003 va 2006 cua SecTools.Org.
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4. chkrootkit

Chkrootkit (Check Rootkit) [a mét chwong trinh cla Unix nham gip cac quan tri
vién hé théng kiém tra hé thdng cltia ho vé céac rootkit. N6 1a mét kich ban st
dung cac cdng cu UNIX/Linux giéng nhw cac chudi va cac 1énh grep dé tim kiém
cac dau hiéu trong cac chuong trinh hé théng 16i va so sanh sy mau thuan cta
Iproc filesystem vé&i dau ra cua Iénh ps (process status) nham tim kiém nhirng
van dé khac nhau.

Chwong trinh nay cé thé dwoc sir dung tir mét “dia giai clru” hodc co co thé st
dung mét thw muc khac dé chay tat ca cac Iénh cua riéng né.

Tuy vay van c6 mét sb han ché cb hiru vé do tin cay cua bat ci» chwong trinh
nao mudn phat hién sy théa hiép (chadng han nhw céac rootkit va cac virus may
tinh). Cac rootkit m&i hon co6 thé phat hién va thda hiép cac copy cla cac
chwong trinh chkrootkit hodc dung cac thi doan khac dé vong tranh sy phat hién
b&i chwong trinh nay.
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5. Wireshark

Wireshark [a mét irng dung duwoc str dung dé khac phuc sw ¢6 mang, phan tich,
phan mém va phat trién giao thtrc truyén thong. Vao thang 6 nam 2006, dw an
da duwec doi tén thanh Ethereal do mét s6 van dé vé tén thuwong mai.

Wireshark cung cép cac chirc nang gidng nhw tcpdump, tuy nhién né lai cé giao
dién dd hoa nguoi dung va nhiéu théng tin khac cling nhw cac tuy chon. Chuong
trinh nay cho phép ngwdi dung cé thé quan sat tt ca Iwu lwong trén mang
(thworng 1a mang Ethernet nhwng ciing hé tror cac tuy chon khac).

Wireshark st dung cross-platform GTK+ widget toolkit va la cross-platform, chay
trén nhiéu hé diéu hanh khac nhau chang han nhw Linux, Mac OS X va Microsoft
Windows. Buwoc phat hanh dwdi dang GNU General Public License va day la
mot phan mém mién phi.
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6. Netcat

Netcat 1a mot tién ich mang danh dé doc va ghi cac két néi mang TCP hoac
UDP.

Phan mém nay dwoc binh chon la cdng cu bao mat mang hiru dung th hai vao
nam 2000 do insecure.org binh chon. Brng thtr tw vao nam 2003 va gilr nguyén
vi tri d6 cho dén cubc binh chon nam 2006.

Phién ban ban diu cla netcat 14 mét chwong trinh UNIX. Tac gia viét chwong
trinh nay da phat hanh phién ban 1.1 va thang Ba nam 1996.

Netcat c6 kha néng twong thich POSIX va nhirng bb sung dang ton tai, cé thé
ghi dé v&i tinh nang GNU netcat.



"GET / HTTP/1.0%¥n" | netecat localhost 30

|
7. Kismet

Kismet 1a mot bo phat hién, kiém tra div liéu va hé théng phat hién xam pham
cho cac mang LAN khéng day 802.11. N6 lam viéc véi bat cir card khéng day
nao co hd tro ché do kiém tra cac mwu dd bat lwong, bén canh d6 con co thé st
dung dé kiém tra lwu lwong cla cac chuan 802.11a, 802.11b va 802.11g.

Kismet khong giong nhw hau hét cac bo phat hién mang khong day khac & tinh
thu dong. Dleu nay co nghia rang khéng can givi bét ky mot goi tin c6 thé ghi
nao, né van cé thé phat hién sy hién dién clia cac diém truy cap khong day, cac
may khach khdéng day va méi lién quan gitra chung.

Cong cu nay ciling cé cac tinh nang co ban ctia mét IDS khong day, chéng han
nhw phat hién cac chwong trinh kiém tra & ché do tich cwc NetStumbler ciing
nhw mot s6 cac tan cdng mang khéng day khac.
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8. Hping

Hping la mét bé tao va phan tich géi cho giao thirc TCP/IP. Day la mét trong
nhirng céng cu hiru hiéu cho viéc thdm dinh bdo mat va kiém tra cac twong Itra
va cac mang, né duoc sir dung dé khai thac cac ky thuat quét nhan rdi (cling
dwoc dy dinh bdi chinh tac gia viét ra né) va hién dwoc bd sung thém trong
Nmap Security Scanner. Phién ban m&i cta hping la hping3 cé kha nang tao
kich ban bang cach st dung ngdn ngi¥ Tcl va thwc thi mét co ché dwa trén chubi,
mo ta cac goi TCP/IP c6 thé doc dé cac |ap trinh vién co thé viét cac kich ban dé
thao tac & cac goi TCP/IP mirc thap va phan tich trong thoi gian rat ngén.

Gibng nhw cac cong cu khac dwoc st dung cho viéc bao mat may tinh, hping
cling rat htu dung cho ca cac quan trj vién hé thong va cac cracker (hoéc nhirng
ngwdi mai viet kich ban).
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Lon=d& 1p=208.
Len=dd 1p=208.
Len=48 ip=208,
Len=48 ip=208.
len=46 1p=208.

113.202

fle Edt View Termanal Taps Help
rosct@ubuntu: /usr/sbin® hping -C B www, hackerswi sdom. com
HPLNG www.hackerswisdom.com [ethl 208.113.200. 168):
len=45 ip=208.
len=46 1p=208.
Lan=45 ip=208.
len=46 1ip=208.
len=46 ip=208.
Llen=d6 1p=208.

166 ttl=55 1d=64550 icmp_seqg=1
188 trl=58 id=54551 icep_seq=Z
166 ttl=S5 1d=84552 1cmp_seqg=3
166 ttl=55 1d=64553 icep_seq=4
166 ttl=55 1d=64554 jcap_segeS
188 ttl=55 1d=84555 icap_seg=8
166 ttl=55 1d=64556 lcep_seg=7T
166 tt1l=S5 1d=84557 1cmp_sequd
166 ttl=25 1d=04358 icep_seg=0
166 ttl=55 1d=84550 icmp_seg=10
166 ttlaS5 1d=6aS60 jcmp_sequll

lon=d8 ip=208.113.202.166 ttl=55 id=S4s81
lon=46 ip=208, 113,202,166 ttl=55 1d=5a562
len=d8 1pn208.113.202.168 ttl=55 1de84%53
lon=48 ip=208.113.202.166 trl=55 id=64564
lan=46 1p=208.113,.202.166 ttl=55 1d=64566
lan=d8 ip=208.113.202. 168 ttl=28 1d=84%87

1cmp_seg=12
1cop_seqe]l3
1cep_seguld
1cmp_seq=15
1cmp_saqel?
1cop_seaguls

icep mode set, 28 headers + O data byrtes
166 ttl=55 1d=64540 jcap_seq=0
113.202.
113. 202.
113, 202,
113.202.
113. 202,
-113.202.
113.202.
113.202.
113.202.
113.202.
113. 203,

rit=455.2 =g
rtt=604.3 s
rtt=341.8 ns
rtt=268.2 m
rit=358.3 ns
rtt=511.6 ms
ritt=305.1 ms
rtt=557.2 ms
rttedd].7 ms
rtt=72s.7 m
rtted s,
rtts462,
rit=408.
rtt=371.
rtt=all.
rit=749,
rtt=518.
rtt=738

i}

len=45 1p=208.113.202. 166 ttl=55 1d=64568 1cep_seg=15 rit=673,
len=45 1p=208,.113.202.166 tt]=55 1d=64560 i1cep_seq=20 rtt=350
len=dd 1p=208.113. 202, 168 ttl=S5 1d=64%570 1cmp_sequZl rit=43%,
len=46 1p=200.113.202.166 ttl=55 id=6457] icap_seg=22 rrt=501.
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« www.hackerswisdom.com hping statistic -.-
23 packets tramitted, 22 packets received, Sh packet loss -
round- trip min/avg/max = 268.2/500.5/811.7 ms
root@ubuntu: fusr/shing

[T

9. Snort

Snort Ia mét chwong trinh ma nguén mé, mién phi, né c6 kha nang phat hién sw
xam nhap mang va ngan chan sy xam nhap nay bang viéc thwc hién ghi cac goi
va phan tich lwu lwgng theo théi gian thye trén cac mang IP.

Snort thwe hién phan tich giao thirc, searching/matching néi dung va dwoc st
dung dé khoéa (cht ddng) hoac phat hién (thu ddng) cac tan cong hay nhirng sw
thd&m do chang han nhw tran bé dém, viéc quét trai phép cac cong tan coéng ung
dung web, tham do SMB va nhiéu tinh nang khac ni*a. Phan mém nay dwoc st
dung nhiéu nhat cho muc dich ngdn chdn sy xam nhap bang cach khéa chan
cac tan cong khi chung bj phat hién. Snort cé thé dwoc két hop véi cac phan
mém khac nhw SnortSnarf, sguil, OSSIM va Basic Analysis and Security Engine
(BASE) dé cung cdp mét trinh dién mang tinh truc giac dbi véi div liéu xam
pham.



snort ran for 0 Days 0 Hours 1 Minutes 8 Seconds
Packet analysis time averages:

snort analyzed 524 Packets Per Minute
Short Analyzed 7 Packets Per Second

short received 524 packets
Analyzed: 521(599.427%)
Dropped: OC0. 000%)
outstanding: 3(0.573%)

Breakdown by protocol:

TCP: 254 (67, 04 6%)
JopP: 18 £3.455%)
ICMP: 50 (9. 597%)
ARP: 324 (6. 526%)
EaPOL: 0 CO.000%)
IPveE: O (0. 000%)
ETHLOOP: 11 (2.111%)
IFPx: 0 CO.000%)
FRAG: O C0.000%)
OTHER: 54 (10.385%)
DISCARD: O (0. 000%)
AcTion stats:
A4LERTS: 26
LOGGED: 26
PASSED: 0O

10. tcpdump

Tcpdump la mét cdng cu g& rdi cac van dé vé mang, céng cu nay chay trong tién
ich dong 1&nh. N6 cho phép ngwdi dung théng dich va hién thj cac géi TCP/IP va
cac goéi khac dang dwoc truyén tai hodc dwoc nhan trén mét mang ma may tinh
d6 két ndi voi.

Trong mot sb hé diéu hanh giéng nhw Unix, mot nguwdi dung phai co cac dac
quyén “superuser’ ' dé sty “dung tcpdump vi cac co ché capture géi di liéu trén
cac hé thong khac yéu cau cac dac quyen nay. Tuy vay, tuy chon —Z co thé
dwoc st dung dé bé di nhirng dac quyén dbi véi mét ngudi dung khong co6 dac
quyen cu thé sau khi viéc capture da duoc thiét lap. Trong cac hé diéu hanh
giéng nhw Unix, co ché capture c6 thé dwgc cau hinh dé cho phép nhitng nguoi
dung khdng co dac quyén ciing ¢ the str dung no; néu diéu dé dwoc thye thi thi
cac dac quyén superuser sé khong can thiét.

Nguwoi dung co thé tly chon st dung bé loc BPF dé han ché s lvong goi duoc
quan sat b&i tcpdump; dieu nay am chi rang dau ra sé hiéu suat hon véi phan
vung cao lwu luvong.
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M4 hoa dir liéu 6 cirng dé ting tinh bio mat trén

Linux

Dit liéu c4 nhan trong 6 cung 1 diéu nhay cam va y&u cau d6 bao mat
t6i da, tly vao nhu cau va muc dich sir dung trong cong viéc ma
nguoi ding lua chon cach thirc bao vé cho phl hgp. Trong bai viét
sau, Quan Tri Mang sé& gidi thiéu véi cac ban cach ma hda dix liéu 6

ctng, cu thé 13 timg phan ving, thu muc trong hé diéu hanh Linux véi

TrueCrypt va eCryptfs.

A CRYPTD NERD'S WHAT \WOULD

A IASINATION & 1 ACTUALLY HAPPEM:

HIS LAFTDRYS EMCRYPTED. H'S LAPTOF'S ENCRYPTED.

LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH

cu.mm To CRACKT. THIS §5 WRENCH UNTIL
NO Goop! IT%s | | HE TEUS US THE PASSWORD,
L0 -BIT 'R‘EP-." thr I,

wr oUR

EVIL PLAN
5 FOILED! *ﬁa%)k

@?\”“R

M4 hoa phan ving o cirg
Phién ban dia cai dit thay thé caa Ubuntu cung cap thém cho nguoi
ding 1 su lya chon nita & ma héa phan viing cai dit Ubuntu, do vay

cac ban chi can tai file ISO vé may, ghi ra dia CD/DVD hoac tao



USB boot va tién hanh cai dit Ubuntu sau do.

Véi quy trinh cai dat kha giéng v6i véi Ubuntu nguyén ban, bude dau
nguoi sit dung s& phai chon ngdn ngit hién thi, kiéu ban phim, hé
théng network, va budc quan trong nhat duong nhién 13 phan ving
cai dat voi lua chon Guided — use entire disk and set up encrypted

LVM dé ap dung trén toan bo 6 cing:

Luu Y rang chung ta can khai bao hodc khoi tao phan viing Master

hoic khong phai 1 Slave dé bat dau cai dit:



Khoi tao khoa mat khau str dung ¢é ma hoa 6 ctng khi ding nhap vao
Ubuntu:

Lwa chon c6 mudn mé hoa thu muc goc - home hay khéng, chi trong
trudng hop ching ta thay thé thu muc ndy bén ngoai phan ving cai
dat Ubuntu:



{ [1] Set up users and passwords

You may configure your home directory for encryption, such that an
remain private even if wour computer is stolen.

The system will seamlessly mount your encrypted home directory eac
automatically unmount when you log out of all active sessions.

Encrupt your home directory?

<Go Back>

Nhu vy 1a chung ta ¢4 hoan tat cac budc co ban, cac ban chi can
thuc hién cac budc tiép theo dé hoan tat qua trinh nay.

Ma héa thue muc

eCryptfs 1a 1 hé théng ma hoa file dya trén chuan PGP duoc tao ra
boi Philip Zimmerman vao nam 1991. Piém doc ddo ciia eCryptfs so
Vi cac cong cu ma hoa khac, nhu TrueCrypt, 1a khong can xac dinh
trude dung lwgng phan ving hodc 6 cing ching ta can ap dung. Dé
cai dat eCryptfs, cac ban hdy sur dung 1énh sau:

sudo aptitude install ecryptfs-utils

eCryptfs s& tao ra 1 thu muc private trén 6 cing noi chwong trinh hoat
dong va dung dé luu trix dir liéu trong do:

ecryptfs-setup-private



mainul@zainul-laptop: -

File Edit WView Terminal Help

zainul@zainul-laptop:~3 ecryptfs-setup-private
Enter your login passphrase:
Enter your mount passphrase [leave blank to generate one]:

el el ol ol e e e el e el sl sl e ol e il e i e el el e ool ool el il e i R Rl Rl R R R R e

YU SHOULD RECORD YOUR WOUNT PASSPHRASE AND STORE IT IN A SAFE LOCATION.
ecryptfs-umarap-passphrase -/.ecryptfs/wrapped-passphrase
THIS WILL BE REQUIRED IF YOU NEED TO RECOVER YOUR DATA AT A LATER TIME.

[esiessnsatsbtsn ot aaesdasbas s s s asadssbsaes st d s el e s R R AR R AR B R SRR SRS 2
Done configuring.

Testing mount/write/umount/read...
Testing succeeded.

Logout, and log back in to begin using your encrypted directory.

zainul@zainul-laptop:~5 ||

Luu Y rang qua trinh ndy sé an thu muc ~/.Private. Chiing ta nén luu
trit cac dir liéu nhay cam trong thu muc private ndy dé dam bao
khdng ai c6 thé truy cap va s dung, vi ecryptfs s& gidu toan bo dit

liéu trong thu muc do:

< A% zainul |Pmratu

Name ~  Size Type

4 AccessYour-Private-Data.deskr.. - 220 bytes: Link to desktop configuration file

4 README.txt . 180 bytes: Link to plain text document

1 diém khac 1a thu muc private nay s€ tu dong xuét hién trong hé
théng khi ban ding nhap, dong thoi day ciing 1a co hoi cho nguoi
khac stir dung va truy cap khi ban khong & bén canh may tinh. Chung



ta ¢d thé ap dung cach 1am sau dé khic phuc van dé nay 1a ngin chin
ecryptfs ma khoa cac thu muc khi nguoi dung ding nhap bang cach
x6a bo cac file rong luu trix trong thu muc ~/.ecryptfs/ va “cach ly”
thu muc nay khi khong st dung may tinh:

ecryptfs-umount-private



14 “chiéu” bao mat PC dung Vista

Windows Vista la phién ban ¢6 kha nang bao mat
tot nhat dén thoi diém nady cia hé diéu hanh
Windows. Py la 15 “chiéu” don giin dé biao mat
cho may tinh ding hé diéu hanh nay.

Bat tinh ning chong phishing

Theo mac dinh, tinh nang chéng Itra dao truc tuyén
(Phishing Filter) cua trinh duyét Internet Explorer
trong Windows Vista thuong tit. Pé ting cudng bao
mat cho trinh duyét, nén bat tinh ning nay bang cach
vao Tools, Phishing Filter, chon Turn On
Automatic Website Checking.

Xoa “history” caa trinh duyét

Khi ban ludt web, mot s thong tin cia trang web

duoc luu trén 6 cimg. Picu ndy gilp ban mo lai cac



trang web thuong xuyén truy cap nhanh hon, bédi nd
duoc tai tir 6 cung thay vi phai tai tir trén web. Tuy
nhién, viéc luu cac thdng tin nay (goi la lugc sir duyét
web — history) trén o cimg c6 thé gy ra nguy co bao
mat thong tin ca nhan nhu hacker co thé biét cac

trang web ban hay truy cap.

Pé x6a bo cac thong tin ndy, vao Tools, Internet
Options, kich vao 6 Delete trong muc Browser

History dé xda bo history.

Khong dung chung méat khau

Khong nén ding mot mat khau cho cac dich vu khac
nhau. C6 gang dung két hop ky tu, s6 va khéng nén
diing ky tu hay ngay dé doan 1am mat khau, vi du

nhu ngay sinh hay tén nguoi than.

Khong tra 1oi thw rac



Néu tra 101 thu rac, ban s& vo tinh Xac nhan véi

nhitng ké phat tan thu rac rang dia chi mail cia ban
dang hoat dong. Ngoai ra ciing nén tranh kich chuot
vao cac duong link trong cac email ¢c6 ngu y dugce gui
tir cac nha cung cap thé tin dung hay cira hang truc
tuyén. Diéu nay co thé 12 trd gia mao lira 1ay thong

tin ca nhan hoac phat tan ma doc.
Bao mat mang khong day

Mang khéng day cua ban c6 thé vuon ra phd hoic
sang nha hang x6m. Pé tranh nhirng may tinh la xAm
nhap, xai chiia mang khong day ban nén ma hoa két
noi mang béng cach dit mat khau cho dinh tuyén.
Chon mitc 46 bao mat WPA va thay d6i mat khau
dung dé truy cap dinh tuyén. Néu khong c6 WPA, co
thé chon ché d6 bao mat WEP thay thé.



Kiém soat sitr dung cua tré

Mot trong nhitng thé manh ctia Windows Vista 12 n6
tich hop tinh ning Parental Controls (str dung bang
cach vao Start, Control Panel, User Accounts and
Family Safety, chon Parental Controls), giup ban
han ché tré truy cap vao mot s6 dija chi Internet hodc
khong duge st dung mot sd chuwong trinh. Tinh ning

nay co thé giup ban tao danh sach cac dia chi web tré



duogc phép truy cap.

Tao tai Khoan ngwai dung riéng cho tré

Vao Start, Control Panel, kich vao User Accounts
and Family Safety, sau d6 kich chon User
Accounts. Tai day, c6 thé tao mdi thanh vién trong
gia dinh mot tai khoa bang cach kich vao 6 Create a

New Account, nhap tén nguoi dung.

Sau khi tao tai khoan cho tré hoac cho nguoi than
trong gia dinh, nén dat mat khau tai khoan nguoi
dung. Kich vao tén tai khoan mai tao, sau do6 kich 6
Create a Password. Nhu vay, chi nhitng nguoi ¢6

mat khau tai khoan d6 mdi c6 thé ding nhap.

Bat ché do kiém soat tré

Theo mac dinh, tinh nang Parental Controls cho cac



tai khoan ngudi dung bi tat. Bat tinh nang nay rat don
gian, chi can kich On trén nit Enforce Current

Settings dudi Parental Controls.

Sau khi m¢ tinh nang Parental Controls cua tai khoan
nguoi dung, ban cé thé theo dBi cac hoat dong cua
nguoi dung tai khoan dé qua tinh nang Reporting.
Khi ngudi dung tai khoan nay truy cap vao tai khoan,
tinh nang Reporting s€ ghi lai cac chuong trinh ho st
dung, cac game ho choi... n61 chung la moi viéc ho

lam véi may tinh.,

DPat gioi han thoi gian dung may tinh

Ban c6 thé dit 2161 han tho1 gian sit dung may tinh
ctia tré. Néu ban kich vao tinh ning gidi han thoi gian
Time Limits, ban s& thay mot 6 tréng. Pay 1a noi ban
c6 thé gidi han thoi gian sir dung may tinh cia tré

bang cach bdi mau 6 d6 bang chudt. Thoi gian tré



duoc phép ding may tinh hién thi mau trang va thoi
gian han ché (cam tré dung may tinh) hién thi mau
xanh. Néu tré c¢b gang ding may tinh ngoai khoang
thoi gian bi gioi han, Windows s€ khong cho dang
nhap.

Chin mé mét so chwong trinh

Ban c6 thé ngan tré mé mot sé chuong trinh, vi du
néu ban khong mudn ai thay thong tin tai chinh cta
ban trong phan mém Microsoft Money. Kich vao
Allow and Block Specific Programs dé xem danh
sach phan mém trén may tinh. Sau d6, ban c6 hai luya
chon: dé ngudi ding mo bat ky chuong trinh ndo
hoic ngin ho md mot s6 phan mém nao d6. Néu ban
chon lua chon sau, cac chuong trinh ban khong dat
dau kiém trong danh sach phan mém s& khong thé

truy cap dugc voi doi tuong ban mudn chan.



Chan tré choi game

Tinh ning Parental Controls ciing c6 thé dung dé
chan tré choi game. T trinh don Parental Controls,
kich vao muc Games. Ban c6 thé chon chin tat ca
game cung lic, hodc ¢6 thé chin hodc cho phép choi
mot sO game nao d6 hodc gidi han game theo d6 tudi
duoc choi. Chin cac game theo do tudi 14 cach dé
nhat dé dam bao tré khong choi nhitng game khong
phu hop vai ching. Kich vao Set Game Ratings, sau
d6 chon d6 tudi tré duoc phép choi cac game phu

hop.
Str dung cong cu ma hoa Bitlocker

BitLocker 14 tinh ning m& hoa toan bo 6 dia co trong
hé diéu hanh Windows Vista va ban thtr nghiép beta
hé diéu hanh m&i Windows 7. BitLocker duoc thiét

ké 1am viéc voi may tinh c6 chip TPM (Trusted



Platform Module). Néu may tinh c¢6 phan cimg d6 thi
ban ¢ thé truy cap binh thuong véi BitLocker. Néu
may tinh khong c6 chip TPM ban van c6 thé dung
BitLocker, nhung s& can dén 6 USB. Mat khau
BitLocker s& duoc cai trén 6 USB d6 va ban s& can

dua 6 d6 vao may tinh méi khi khai dong may tinh.

Bao v¢é may tinh thoi gian thuc

Tinh nang bdo vé may tinh thoi gian thuc Real-Time
Protection (bat theo mic dinh) kiém tra cac thanh
phan chinh ciia Windows va canh béo néu c6 nhiing
thay d6i vdi chung. Ban chi nén tit bo tinh ning nay
néu da s dung phan mém chong spyware chuyén

nghiép.

Bao vé may tinh bang twong lira Windows

Windows Firewall bt theo mic dinh. Ban ¢6 thé



kiém tra tinh trang cta tinh ning nay trong Windows
Security Center, thong qua Control Panel hoac ban
c6 thé gd “Windows Firewall” sau khi m¢ trinh don
Start.

Windows Firewall gitip bao vé may tinh bang cach
kiém soat cac ngudn luc ciia hé diéu hanh néu ching
hoat dong theo cach khong mong mudn, mot dau hiéu
cho thay co sy hién dién ctia ma doc. Vi du, néu mot
thanh phan cua Windows duoc thiét ké dé giri cac
thong diép mang qua mot cong trén may tinh ma cé
gang chuyén qua cong khac thi Iy do c6 thé 1a do bi
tan cong. Khi d6, Windows Firewall c6 thé chin cac
thong di€p ra ngoai may tinh, ngan ma doc phat tan

sang nguoi dung khac.



10 meo giup ich cho bao mat Windows

Vira Kho Mova
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Rui ro bao mat ngay cang tang trong moi trueong
doanh nghiép 16n va nhé. Bio mit mang ludn rat
quan trong, va van dé nay tham chi con dwoc day
cao hon trong thoi dai ngay nay. Pay chic chin 13
wu tién hang dau & bat Ki to chirc nao. Duéi day 1a

10 meo nhé don giin cé thé givup ich cho ban.




1: Giam thiéu mit bang tan cong bat cir khi nao
ch thé

Mot trong nhitng budc dau tién can phai lam dé “gia
c6” cho mot chiéc may tinh 1& giam thiéu bé mat tan
cong cua nd. Cang nhiéu code chay trén may, kha
nang code bi khai thac cang cao. Vi vay ban nén thao
gd hét tat ca nhitng phan khong quan trong ctia hé
diéu hanh va nhirng ting dung khong sir dung dén.

2: Chi sit dung nhirng tng dung c6 uy tin

Doi voi thi trudng ngay nay, ngudi dung c6 xu hudng
sir dung phan mém mién phi, dugc giam gia manh
hoic tng dung ma nguén mé. Mic du khéng thé phu
nhan tAm quan trong va tién ich cua nhiing tmg dung
nay ¢ cac van phong, str dung ca nhan, nhung viéc
thuc hién mot cudc nghién ctru nhé trudc khi sir dung
nhitng (g dung ndy Van rat quan trong. Mot s6 tng
dung mién phi hodc co gia thap duoc thiét ké nham

phuc vu nguoi ding, nhitng tng dung khac duoc thiét



ké voi muc dich lay cap thong tin ca nhan ciia ngudi
dung hoac theo doi thoi quen duyét web cua ho.

3: St dung mot tai khoan ngwoi dung thong
thuwong néu co thé

Nhu mét thoi quen tbt, cac quan tri vién nén sir dung

tai khoan ngudi dung thong thuong khi co thé. Néu
Xay ra lay nhiém malware, thuong thi malware ciing
c6 quyén giéng nhu nguoi dang dang nhap. Vay nén,
chac chan rang malware cOn c6 thé giy ra nhiéu pha
hoai 16n hon nita néu nguoi ding c6 quyén admin.

4: Tao nhiéu tai khoan Administrator

O muc trude, chung ta da thao luan vé tam quan
trong cua viéc st dung mot tai khoan ngudoi dung
thong thudng bat cit khi ndo ¢6 thé va chi st dung tai

khoan Admin khi ban can thuc hién mot hanh dong

nao d6 can cé quyén ngudi quan 1y. Tuy nhién, diéu
nay ciing khong cé nghia 1a ban nén sir dung tai

khoan Administrator.



Néu c6 nhiéu Administrator trong cong ty, ban nén
tao mot tai khoan Administrator cho ting nguoi. Do
vay, khi ¢c6 mot hanh dong cua nguo1 quan 1y duogc
thuc hién, chic chin ban sé& biét duoc ai da thuc hién
nd. Vi du, néu c6 mot Administrator tén 1a John Doe,
ban nén tao 2 tai khoan cho nguoi dung nay. Mét 1a
tai khoan thong thudng dé sir dung hang ngay, va mot
|4 tai khoan quan 1y chi str dung mdi khi can. 2 tai
khoan nay c6 thé lan luot dit tén 1a JohnDoe va
Admin-JohnDoe.

5: Khéng nén ghi audit qua nhiéu

Mic di viéc tao cac policy audit dé ghi lai cac su

kién dién ra hang ngay co thé rat hiru ich, nhung c6

mot van dé ban nén nhd: cai gi nhiéu qua ciing khong



t6t. Khi ban thuc hién qua nhiéu béan ghi audit, cac
file audit s& chiém mot dung lugng kha 16n. Diéu nay
dan dén tinh trang ban kho c6 thé tim thay ban ghi
minh mudn cé. Vay nén, thay vi ghi lai tat ca cac su
kién, tot hon 1a chi tap trung vao nhitng su kién quan
trong

6. Tan dung cac policy bao mat cuc bo

Str dung Active Directory dua vao cai dat policy
nhom khong 1am vo hiéu hoa nhu cau cai dit policy
bao mat cuc bd. Hay nhé rang cai dit policy nhom
duoc ding chi khi ai 6 diang nhap bang mot tai
khoan mién. Chung s& khong 1am gi néu ai d6 ding
nhap vao may tinh bang tai khoan cuc bd. Cac policy
bao mat cuc bo c6 thé gilp bao v€ may tinh cua ban
chong lai viéc str dung tai khoan cuc bo.

7: Xem lai cau hinh firewall

Ban nén sur dung fiewall & vOng ngoai cia mang va

trén tng may trong mang. Tuy nhién, nhu vay van




chua du. Ban ciing nén xem lai danh sach cong ngoai
& ctia firewall nham dam béo rang chi nhiing cong

quan trong van dugc mo.

Trong tim thuong dat ¢ nhirng cong dugce dung bai
hé diéu hanh Windows. Tuy nhién, ban ciing nén
kiém tra bat ki rule nao cua firewall chap nhan mé
cong 1433 va 1434. Nhiing cong nay dugc dung dé
giam sat va két noi tir xa t6i server SQL. Chuing 13

muc tiéu yéu thich caa hacker.

8: Cach ly cac dich vu



Bat ctr khi ndo ¢6 thé, ban nén ciu hinh server dé
chiing thuc hién mét tac vu cu thé. Theo cach nay,

néu mét server bi tin cong, hacker s& chi c6 thé

chiém quyén truy cap vao mot tap hop cac dich vu
nao d6. Chiing toi nhén ra rang strc ép tai chinh
thuong bt cac to chtre phai chay nhiéu vai tro trén
server cua hg. Trong nhirng truong hgp nhu nay, ban
c6 thé nang cap bao mat ma khéng phai tén tién bing
cach sir dung ao hoa. Trong mot moi trudng ao hoa
nao do, Microsoft cho phép ban trién khai nhiéu may
30 chay hé diéu hanh Windows Server 2008 R2 chi

v6o1 mot license server.

9: Ap dung cac ban va biao mat theo bang thoi
gian

Ban nén thuong xuyén kiém tra cac ban va trude khi
ap dung ching vao server. Tuy nhién, mét s6 to chirc
van c6 thoi quen bd qua qua trinh Kiém tra. Chac

chan ching ta khong thé phu nhan tim quan trong



ctia viéc dam bao dd 6n dinh cua server, nhung ban
van phai can bang nhu cau kiém tra v6i nhu cau bao
mat.

M&i khi Microsoft cho ra mit mot ban va bao mat,
ban véa nay duoc thiét ké dé nham vao mot 16 hong
nao d6. Biéu ndy c6 nghia 1a hacker chac chan da biét
16 hong nay va sé tim Kiém cac phuong an trién khai

trong khi ban va cho 16 hong van chua dugce ap dung.
10: Tan dung Security Configuration Wizard

Security Configuration Wizard cho phép ban tao cac
policy bao mat dua trén XML, c6 thé ap dung cho
server ctia ban. Nhirng policy nay duogc dung dé kich
hoat cac dich vu, cAu hinh cac cai dat va dit rule cho
firewall. Tuy nhién, hdy nhé rang cac policy dugc tao

boi Security Configuration Wizard khong giong véi

cac policy duoc tao tir template bao mat (str dung file
INF). Ngoai ra, ban khong thé st dung policy nhom
dé trién khai policy Security Configuration Wizard.






“Phéo dai” Windows 7: Uu va nhuoc trong van dé
bao mat

Windows 7 dwgc coi 14 hé diéu hanh an toan nhat
tir trwéc dén nay ciia Microsoft, nhung né chwa
thwc sw hoan hio. Hay cing cham diém nhirng wu
va khuyét trong van dé bao mat cia Windows 7.

Trong ban tin Security Intelligence Report cua
Microsoft dugc cong bé méi day cho thay da co su
cai tién vuot bac vé mic do bao mat tir Windows XP
dén Windows 7. Tuy nhién, khdng hé diéu hanh nao
la thuc su hoan hao. Cho du Windows 7 dugc xem la
“phéo dai virng chac”, nhung van con nhitng yéu
diém dé co thé bi danh bai. Hay cung 2 chuyén gia
bao mat hang dau, Reguly va Wisniewski diém qua
nhitng diém manh va diém yéu cua “phéo dai” nay.

Nhitng cai tién méi mé

Microsoft da cé nhirng cai tién quan trong dé bao vé
nhan hé thong cia Windows va ting cudng thém mot
vai tinh ning bao mat méi trong qua trinh chuyén doi
va phat trién tir Windows XP dén Windows Vista.
V&1 Windows 7, moét vai tinh nang bao mat dé duoc



tang cuong thém va Microsoft ciing khdéng quén bo
sung thém cac tinh nang mai.

Duwoi day la mét vai tinh nang bao mat dang luu 'y
cua Windows 7:

1. ASLR (Address Space Layout Randomization) va
DEP (Data Execution Prevention) la 2 tinh nang da
ting c6 trong Windows Vista, nhung da duoc cai tién
dang keé trén Windows 7.

ASLR 14 co ché bao mat, s& gan cac dir liéu 1én bo
nhé mot cach ngau nhién nham ting d6 kho cho cac
ké tan cong c6 ¥ dinh loi dung nhitng so hd cta hé

Con DEP la tinh nang da duoc tirng duoc trang bi &
Windows XP, ¢d tac dung ngin chin tan cong thong
qua I5i tran bo nhé dém cua hé théng. Ngoai ra DEP
con ¢6 tac dung ngin chin cac doan ma doc tan cong
va cac tién trinh dang chay trén hé théng. Ban doc ¢
thé xem thém céch thirc kich hoat tinh nang DEP trén
Windows XP va Vista da duoc Dan Tri gidi thiéu tai
day.

Chester Wisniewski, ¢o van cao cap cua hdng bao
mat danh tiéng Sophos cho hay: “ASLR da thuc su
duoc cai tién trong Windows 7, theo d0, cac file thu



vién (DLL) s& dugc load ngau nhién vao trong dia chi
bo nhé mai khi ban khai dong hé thong. Malware
thuong dua vao cac file ¢ dinh trén bo nha dé loi
dung, va k¥ thuat nay d& loi dung nhuge diém do cua
cac phan mém ma doc.”

Wisniewski con luu ¥ thém riang DEP gio day da bao
vé tot trinh duyét web Internet Explorer va cac dich
vu “xuong sdng” cua hé théng ma trude day chua
duoc bao vé trong Windows Vista.

2. BitLocker: la tinh ning ma héa 6 dia lan dau dugc
Microsoft dua ra trong Windows Vista. Ban dau, tinh
ning nay chi ¢ thé ma hoa cac phan ving cai dat
Wlndows va sau d0 da dugc ma rong trong ban nang
cap SP1, dé ma hoa cac phan vung khac cua o cung,
nhung van chua thé ma hoa cac 6 cang gan ngoai
hoac USB.



Checking your computer's configuration

Bl ecker is vanying that vous cemputer meels

EitLocker Drive Encryption

Tyler Reguly, k¥ su trudng cua phong nghién ctiru
bao mat nCirle cho hay, vé1 Windows 7, Microsoft
da tich hop thém kha nang ma hoa dir liéu trén USB,
va tinh nang nay thuc su hiéu qua, bao vé hang chuc
GB di liéu trén cac thiét bi nhé di dong.

Ban doc c6 thé xem thém céch thirc s dung
BitLocker trén Windows 7 da dugc Dan tri gioi thiéu

tal day.

3. Internet Explorer 8 (IE 8): day la trinh duyét
khéng thuc sy danh riéng cho Windows 7 vi nguoi
dung cd thé download va st dung trén cac phién ban
Windows cii hon. Nhung ca Reguly va Wisniewki
déu nhat tri rang, 1E8 thuc su 1a mot budce di dlng
hudng cuia Microsoft.



Tyler Reguly binh luan: “Sy ra mat cia IE8 cho thay
rang Microsoft da thuc sy quan tam dén van dé bao
mat trén trinh duyét.”

ser the way you want it!

Microsoft

Wisniewski cho biét thém: “IE8 da tich hop thém
tinh nang bao vé mai mang tén SmartScreen, tuong
tu vai tinh nang bao mat ciia Google Chrome hay
Firefox. Pay la tinh nang loc trang web, cho phép
chan céc trang web chira ma doc dé bao vé cho ngudi
dung”.

Néu chua str dung Windows 7, nguoi ding van cé thé
download IE8 mién phi tai day (néu gip khd khin
trong viéc download tir link trén, ban c6 thé
download tai day)

Nhirng “16 hong” chwra dwgc “lap”



Nhu trén d& noi, mac du Microsoft rat nd luc trong
viéc nang cao bao mat, nhung khong hé diéu hanh
nao la thuc su hoan hao, va Windows 7 cling nhu
vay. Duéi day 1a mot vai nhuge diém ma co 18,
Microsoft phai luu Y hon trong c4c phién ban
Windows tiép theo.

1. Windows Firewall: Windows da mat mot khoan
thoi gian khéng ngan dé tién hanh sap nhap tuong lia
véi hé diéu hanh, két qua 1a sy ra doi cia Windows
Firewall. Tuy nhién, rat tiéc, tuong ltra mic dinh cua
Windows chua bao gio duoc danh gia cao, do khong
cung Cap nhang tinh ndng manh mé dé loc dix liéu
chuyén qua két néi Internet, ngan chin c4c cuoc tan
cong tur bén ngoai...

Windows Firewall -*nhe nhang nhung khong
thuc su' hiéu qua



Tyler Reguly noi: “Vé lua chon ca nhan, t6i s& khong
sa dung mot phan mém cua hang thi: 3. T6i nhan
thay ching st dung qué nhiéu tai nguyén va anh
huong khéng nho dén hiéu suat hé théng. S& that
tuyét vai néu Windows Firewall tré nén manh mé
hon. Téi xin lvu Y rang, ¢ su tuong quan giira
“manh m& hon” va “tén nhiéu tai nguyén hé thong”.
Co6 18, nguyén do khién cac phan mém tuong lua cua
hang thir 3 trd nén “ngdn” nhiéu tai nguyén hé théng
boi 18 chiing manh mé va hiéu qua hon. Pay la diéu
ma Microsoft can phai quan tam dé can bang giira
hiéu nang sur dung va bao mat caa Windows
Firewall”.

2. An dau dinh dang file: Mic dinh, Microsoft van
tiép tuc dau di cac dinh dang file quen thudc da duoc
biét d¢én, nghia 1a néu 1 file co tén day du “dantri.jpg”
thi Windows s& chi hién thi “dantri”.

Tuy nhién, Chester Wisniewski lai cho rang, viéc an
di dinh dang file lai 1a mot nhuoc diém c6 thé khién
phan mém gian diép loi dung dé qua mat ngudi dung.
Wisniewski noi: “Diéu nay co thé gitip Trojan tir
email s& dé dang st dung manh khéa don gian dé qua
mat nguoi dung, bang cach thém vao 1 dinh dang gia
cho file. Chang han file “virus.jpg.exe” chira ma doc,
s& chi duoc Windows hién thi dudi dang “virus.jpg”



va nguoi dung s& nham tudng d6 1a 1 file anh dinh
dang jpg vo hai va vo0 tinh kich hoat n6”.

3. Ché a6 gia lap XP: Day la ché do gia lap, cho
phép sir dung céc thiét bi phan cang hoic phan mém
chua twong thich hoac khong hoat dong duoc trén
Windows 7. Cac thiét bi va phan mém s& hoat dong
binh thuong va on dinh trong méi truong Windows
XP gia lap.

Van dé co thé gap o day la mac du hoan toan 1a moi
treong cua Windows XP, nhung cheé do gia 1ap nay
khong duoc bat ky su bao vé nao tir Windows 7.

Ché do Windows XP - May tinh ao khéng cé su
che chan trén Windows 7



Wisniewski giai thich: “Ché do Windows XP mé dau
1 16p mai phirc tap cho van dé bao mat trén
Windows. Mic dinh, Windows 7 tu dong thiét 1ap
phan ving tir may ao Windows XP, day sé& 1a “miéng
moi ngon” cho malware néu nhu né khong dugc hoan
toan bao vé.”

4. User Account Control (UAC): Tung bi xem la
tinh nang “thtra” khi dugc dua vao Windows Vista.
Muc dich 1a dé nguoi dung dé dang quan Ii va khdng
bi virus tu dong kich hoat hay qua mat, nhung vdi
phan 16n nguol dung, UAC bi xem la su phlen nhiéu,
va khéng may ai gitt nguyén tinh ning nay dé sir
dung.

"; ] = = A3 Comtee Punal B, b Ao st i+, Uit Aucemant Emavnd nemey

UAC - Khong mang lai hiéu qua nhLF-mong muon



Microsoft da cd su cai tién dang ké cua UAC trén
Windows 7, khi d& b6t “lam phién” nguoi ding hon
so Vol trude day, tuy nhién, né lai khong thuc su hiéu
qua trong viéc ngan chin sy xam nhap cta cac phan
mém doc hai. Ca Tyler Reguly va Chester
Wisniewski déu thong nhat rang UAC khéng thuc su
la mot tinh ning bao mat nhung ciing cho rang
Microsoft can phai tiép tuc phat trién UAC dé no tro
nén hoan thién hon.

Trén day la nhitng nhan dinh caa 2 chuyén gia hang
dau vé bao mat véi nhiing cai tién cia Windows 7.
Con ban, néu ban chi 1a nguoi ding pho théng, thi
nhan dinh cua riéng ban danh cho tinh nang an toan
ctia Windows 7 1a nhu thé nao? Hay ty rat ra nhiing
két luan cho riéng minh sau khi st dung hé diéu hanh
rat dugc Microsoft ky vong nay.
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qua, hang BitFantasy da cho ra mat
phién ban XPSecurity 2005, mgt b

cong cu biao mat cwe manh cho Windows XP.

Chuong trinh XPSecurity 2005 d4 duoc rat nhiéu website phan
mém hang dau nhu: Softpedia, TopShareware, FileHeaven. ..
danh gia 1a san pham 5 sao. Phién ban m&i nhat XPSecurity
2005¢ build 1219 c6 dung lugng 1.54MB, tuong thich véi1 moi
phién ban caa Windows XP, c6 thé tai vé ban ding thir tai dia
chihttp://www.download.com/3000-2094-10309078.html.

Do céc tinh nang caa XPSecurity rat nhiéu, nén chi xin gidi
thiéu vé nhiing tinh nang quan trong nhat cua chuong trinh. Sau
khi thiét 1ap xong, ban bam vao thé Apply dé thay d6i c6 hiéu

luc.

« Windows Firewall: duoc thiét ké giéng voi tudng lira ciia



WinXP SP2, gilip bao vé may tinh khoi sy xAm nhap bat hop
phap tir bén ngoai va gianh quyén kiém soat hé thong cta
hacker. Tai tab General, ban danh ddu & thé On (recommended)
va bam Apply dé thiét 1ap tuong lira cho WinXP. Néu mubn hé
théng an toan hon nita, & tab Exceptions, ban thém vao danh

sach cua XPSecurity nhimg tng dung va cong mubn khoa.

e Internet Security: gom mot s tinh nang bao an cho Internet
Explorer khi duyét web, duoc thé hién trong 5 tab:

+ Pop-up Blocker: ngan chin cac trang quang cao va pop-up
xuat hién khi duyét web.

+ |E Apprearance: khoa trang chu cua Internet Explorer, v hiéu
héa mét s tly chon trong Internet Options cta IE.

+ Privacy: chi dinh truéc nhitng website ma ban khong muén
cho ghi lai cookie.

+ Web Content Zone (tuong tu tab Security trong IE Options):
lya chon mirc d6 bao mat theo viing vé ndi dung cua cac trang

web, han ché su truy cap vao cac trang web cam.



+ Advanced Settings: gom maot so thiét 1ap ting cudong cho hé
théng, trong d6 dang cha ¥ nhu: bat/tat tinh ning autorun cia
CD/DVD-ROM, khong cho save ndi dung cac trang web bi méa
hoa, don dep temporary files sau khi dong trinh duyét, kiém tra
chit ky cta cac chuong trinh tai vé... Do s6 luong tinh nang kha
nhiéu, vi vy ban nén thiét 1ap theo cach nha san xuét d khuyén

cao (chon thé Select Recommended).

« Email Security: gdom mot so tinh ning bao mat cho Outlook
Express, trong d6 dang chu nhu:

+ Warn me then other applications try to send mail as me: canh
bao khi cé tmg dung la ndo d6 guri thu dén.

+ Do not allow attachments to be saved or opened that could
potentially be a virus: khdng cho save hoac ma cac file dinh
kém c6 nguy co nhiém virus tir nhiing 14 thu giri dén.

+ Encrypt contents and attachments for all outgoing messages:
méa hda noi dung la thu va file dinh kém gt di.

+ Digitally sign all outgoing message: dinh kem chit ky dién



tr VAo tat ca céac 1a thu g di.

e System Security: gom maot so tinh ning bao mat ting cudng
cho hé théng, duogc thé hién trong 6 tab.

+ Windows Update: bat/tat tinh ning tw dong cip nhat ban va
cua Windows XP.

+ DEP (Data Execution Prevention) Settings: thiét 1ap mot danh
sach “dic biét” cho nhimg tng dung va dich vu chay nén s&
duoc bao vé khoi sy tAn cong ctia virus va cac moi de doa khéc.
+ Startup Run: quan 1y cac chuong trinh va dich vu nap chung
vao qua trinh khéi dong Windows.

+ Service Processess: bat/tit cac cac dich vu chay nén cta
Microsoft.

+ Advanced Settings: gdom mat sb thiét 1ap ting cudng, trong do
dang chu y 1a: v hiéu hoa Command Prompt va cac batch file,
khong cho str dung Registry Editor, Task Manager; don dep

pagefile ldc tit may...
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« Desktop Security: gom “hang t4” tinh ning bao mat cho cac
thanh phan khac caa Windows, duoc thé hién trong 4 tab:

+ Desktop: an di biéu tuong ctia cac chuong trinh trén desktop,
v hiéu hoa tinh nang Active Desktop, khong cho thay doi hinh
nén cua desktop...

+ Start menu: bo bét cac thanh phan trong Start menu nhu:
Search, My Documents, Control Panel, Help and Support,
Run...

+ Control Panel: thém/bét, 1am an di hodc vo hiéu hoa mot sb



tac vu trong Control Panel.

+ Task Scheduler: khong thay doi hodc tao ra cac task scheduler.
Do trong phan ndy, sb luong cac tinh ning 12 rat nhiéu, vi vay
ban ciing nén thiét 1ap theo cach nha san xuat ¢4 khuyén céo

(chon thé Select Recommended).

« File System: gom mot s6 thiét 1ap bao mat dit liéu trong 6
cung, dugc thé hién trong 2 tab:

+ Drive Accessibility: khong cho nguoi khéc truy xuat vao cac 6
dia hé thong dinh trudc.

+ USB Drive Accessibility: khdng cho st dung céc thiét bi di
dong qua cong USB dé chuyén tai hoic sao chép dit liéu trong

may tinh.

« Applications Security: gom “hang t4” tinh ning bao mat cho
cac tmg dung, dugc thé hién trong 5 tab:

+ Access Control: lap danh sach han ché ngudi khéc sir dung
mot s6 tmg dung ndo  do.

+ Microsoft Office: tlly bién mirc d6 an toan cua macro cho cac



chuong trinh trong bd Microsoft Office (Word, Excel,
Powerpoint, Outlook), an di menu trg gitp Help, bé tinh nang
béo 16i trong bo Office XP...

+ MSN Messenger: khong cho chat, chia s€ thong tin trong
NetMeeting...

+ Windows Media player: khong cho tai codec xem phim, bd
bt cac tinh nang tir menu cua Windows Media Player nhu:

Radio Bar, Media Favourites...
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e Anti-Adware: ngin chin cac trang quang c4o, pop-Up Xuat



hién khi duyét web; han ché sy xAm nhap cta ad-ware vao hé
théng, ddng thdi cho phép ban chi dinh truée danh sach nhirng

website ma ban mubn xem quang c4o...

e Anti-Virus: gdom mét s tinh ning phong chéng virus, duogc
thé hién trong 2 tab:

+ Sp2 Anti-virus: tich hop véi chuong trinh diét virus cai trong
may nham ting thém tinh bao mat cho hé thong.

+ Program Self-Protection: tich hop tinh nang tu bao vé cho cac
tmg dung (mdi khi g dung nao d6 bi nhiém virus, chiing sé& tu

dong duogc sura chira).

« Preference and Register: dugc thé hién qua 3 tab:

+ Password: tao ra mot password quan tri nham tranh tinh trang
ngudi khac thay doi nhimg thiét 1ap ma ban d4 cau hinh cho
chuong trinh (khi kich hoat XPSecurity, ban phai gb password
dé dang nhap).

+ Profile Manager: quan 1y chuong trinh theo ché d6 da cau hinh

V&i cac profile chinh trudce.



+ Register and About: phan gi6i thiéu ctia nha san xuit va ding

Ky stir dung chuong trinh.

e Lwru y: Ban nén dit chuong trinh & ché d6 chay nén dé giir cho
Windows XP SP2 ciia minh ludn ¢ tinh trang an ninh cao nhat
(danh dau thé Run XPSecurity when starting computer tai thé

Preferences).

XPSecurity 2005 dugc danh gia la vuot trdi hon ca Security
Center ctia Windows XP SP2 vé mirc do an todn va ca sb luong
tinh ning bao mat. Chac chan XPSecurity 2005 s& dem dén 14 su
hd trg toi wu nhat cho Windows XP SP2 dé ban tu tin dbi pho
v6i nhimg hiém hoa tiém an c6 thé xuat hién bat cir luc nao tir

khong gian Internet.

Pham Hong Quéin
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Worm c6 thé 1y lan qua spam va spyware cé thé gieo mam Trojan, hang
de doa phirc tap méi sé khong con phan biét rd rang nira. Pé ing pho, car

mém bao mat két hop nhiéu cong cu khac nhau dé giir an toan cho PC cii:

Ban c6 thé xay dung hé théng phong thii bang céc chuong trinh chong virus, ¢
spyware va firewall dgc lap hodc trang bi mgt img dung tich hop tat ca trong n
Chién thuat st dung nhimg tng dung bao vé chuyén biét cho phép nguoi ding
san pham t6t nhat trong timg thé loai nhung viéc van hanh c6 thé phirc tap va
dat. Cac san pham tich hop cung cép su tién loi va gia ré; cac thanh phan riénc
c6 thé dugc cau hinh ciing mot giao dién va duogc thiét ké dé co thé tuong tac \
mot cach tron tru. Piéu ndy ¢d nghia 1 ban phé thac hoan toan may tinh va di
minh cho médt cong ty, nhung con hon la gay roi loan hé théng véi viée chay n

mém chong virus va firewall ciia nhiéu hdng khéac nhau.

Cudc chién giira cac tén tudi

Pé tim duoc nhimg bo san pham dang gia, nhom thir nghiém (NTN) chon 10



- bao gom nhitng san phadm mai va nhitng san pham da co tén tudi - dé "ty thi’

suat va tinh tién loi.

Thir nghiém xem xét 4 yéu

—1 " lfn:jf‘:r:?m':en; S} Gemens =
Ve P n Z , . ot Prosscson conger) | TVOTiON Internet Security
to: hi€u suat (phat hién (i (@ on
ol B o T o
malware va té)C dé), tinh néng, «qltm D o
thiét ké (dé dung) va gia. Cac ==
san pham c6 gia tir 40-80USD P s Norton Interne
voi 1 ndm cap nhat mién phi, Symantec lam vigc tot, nhi
phi cac nam tiép sau tir 25- ndng, d¢ dung.

60USD. V¢ hiéu suat, nén nhg
rang phan mém bao mat chi tot v4i cap nhat méi nhét (c6 thé 1a nhan dang vir
hay cai tién phuong thirc quét virus). Vé tinh ning, nhin chung c4c san pham |

dong.

Pé danh gia phﬁn thiét ké, NTN dua trén tiéu chi cai diat don gian va céc tinh r
truy cap. Ngoai ra, NTN ciing danh gia muc d6 chi tiét cta cac canh bao va kh

huan luyén chuong trinh. Diéu quan trong nhat 12 NTN chil y vao hiéu sut, x



kha nang phat hién va c6 lap nhiig hiém hoa cling nhu don sach nhiing chuor
doc hai. NTN két hop voi cong ty AV-Test.org dé cho hon 174.000 sau, virus,
hau, bot va spyware tin cong mdi san pham. Ngoai ra, AV-Test.org con phan
ché thong minh (kha ning phat hién nhimg phan mém doc hai chua duoc nhar
NTN st dung WorldBench 5 dé do hiéu suat cua hé thong khi thiét lap ché do

cao nhat.

Tuy nhién, NTN khéng danh gia mot cach day du kha ning phat hién dua trén
Cong nghé nay (Microsoft, Panda, va Zone Alarm déu c6 cung cap) c6 kha ni
hién nhiing hiém hoa méi béng cach "bat" nhitng hanh dong cua cac tng dung
mot chuong trinh muén thay doi registry). Tinh ning ndy cé thé bo sung cho ¢
nhan dang, nhung viéc thir nghiém né dﬁy da khong thich hop véi khudn kho

gia nay.

CAc trng dung bao vé tot nhat



Trong tat ca cac gbi san pham ¢

nghiém, mot s0 & mirc kha va k

chuong trinh ndo dat xuét sac tc

File System

[F] Sesn packed files GOi san pham cua Symantec du
[¥] Scan self-extracting files

[¥] Treat macro variants as infections

gia tét nhat vi hoat dong on din

San pham cua Aluria quét ca céac thir nghiém. N6 dat diénr

file dong goi nhung khong tuyét d6i va vé nhi trong thir ng
xur 1y trinh nen thyc thi. virus, backdoor, bot va Trojan.
n6 con cung cap kha ning bao
ung dung IM (instant-messaging), cong cu quan ly truy cap Internet danh cho
huynh va tinh ning bao mat dit liéu. Tuy nhién, giao dién chuong trinh can b

hon va chi phi ho trg qua dién thoai "ngén" t&i 30USD moi lan.

Vé nhit ¢ kha nang chong malware trong dot thir nghiém nay 13 goi san pham
khdng chi thé san pham ndy con cung cip nhing tinh ning bo sung khac nhu |
tmg dung IM, chéng mao danh (phishing) cho IE. Tuy nhién, chuong trinh lai

vong & tién trinh cai dat va tén téi 3USD cho mdi phut hd tro.



Goi Zone Labs, tich hop cong cu quét virus cii ctia eTrust (ctia CA) xép thir 7
suat, mic d 12 mot firewall rat manh. Zone Labs c6 ké hoach nang cap vao th
sa0, Voi nhiéu tinh ning va dé ding, goi san pham nay duoc xép & vi tri thir 6

cuoc.

Piéu gdy ngac nghién cho NTN chinh 1a hiéu suét cua BitDefender, toc d6 ché

adware binh thuong, cong thém firewall kém 4n tuong, xép thtr hang 9.

Tan binh Aluria c6 gia ré nhat nhung cac thanh phan co ban lai xép cudi. Pharn
nay c6 thé quét toan bo dia cimg nhung khong cho nguoi diing chon tap tin va
dé quét. Ngoai ra, tmg dung nay khdng phat hién duoc phan mém doc hai khi.
dang thue thi nhu ASPack, UPX. Cuéi cling, thiét 1ap firewall mic dinh ctia A

long 1éo va "ngdn" nhiéu tai nguyén hé thng.

CHU THICH THUAT NGU

« Adware: phan mém hién quang cio va thu thap thong tin duyét web ctia n



dung.

» Backdoor: l1a mot loai trojan nhung nhi€ém vu chinh la mé thong mot s6 ¢
nao do trén may tinh dé 1ay lan, truy cap va diéu khién may tinh tir xa.

« Bot: loai chuong trinh chd chi thi tir mot noi nhét dinh dé thuc hién dong
ma4t hanh vi nao do. Bot 1a cong cu dé thuc hién cac cudc tan cong DoS/DI
« Malware: phan mém pha hoai.

« Rootkit: mot loai trojan nhung ty gidu minh, hoat dong ¢ tang thap cta hé
nén co thé ngan can mot sb dich vu.

e Spam: thu rac.

« Spyware: phan mém dung dé theo ddi moi hoat dong ctia may tinh va gui
Mot dia chi nao do.

« Phishing: lra nguoi ding Internet bang cach tao ra nhiing trang web gia 1
ngudi ding nham tudng 1a web chinh thic, dung dé lay tai khoan ngan han
tin dung, mat khau...

* Trojan: phﬁn mém chi phat huy vai tro khi nhan mét sy kién nao do.

« Worm: séu, 1ay lan qua thu dién tir hodc 16 hong phan mém.

Virus, spyware va adware



McAfee va F-Secure dat diém s tot khi phat hién dau 1a virus, dau 1a spyware
ctia 2 san pham nay déu nam trong "top 3". San phdm Panda c6 co ché thong r

nhat, McAfee va Aluria 1a 2 anh tai vuot troi trong phat hién adware.

Hau hét cac bd san pham déu phat hién dugc 100% "t61 pham" trong WildList
sach cong bd cac virus, sau va bot) thang 1/2006. Aluria gay ngac nhién khi k
hién bat ctr boot-virus nao, san pham cua Microsoft khong phat hién 14 thanh

Trend Micro sét 2 thanh phan siu. Trong thir nghiém voi WildList, cac thanh |
boot-virus khong dang ké, diéu nay giai thich tai sao Aluria dat diém s6 100%

bang danh gia.

4 TruPrevent seilings - Blocking of unknown threats
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Panda b6 sung tinh ning nhan ¢



Két qua ddi phé voi malware theo hanh vi, ting tinh
168.523 backdoor, bot va minh"®.

trojan cua AV-Test rat

khac nhau. CA chi phat

hién duoc 37% backdoor,

72% bot, 39% trojan. Zone Labs phat hién 30% backdoor, 49% bot, va 31% tr

Secure manh nhat, "tom" hon 98% cac mdi de doa.

Trong thir nghiém phét hién adware, McAfee c6 diém tot nhat, "bat gon" 96%
thanh phan dang chay. Aluria chiém vi tri 2 véi 89%. Mot lan nita Zone Labs

suat thap, chi phat hién 46% adware.

Pé danh gia "tri thong minh", AV-Test.org kiém tra kha ning "(mg xt" cua c4
pham voi cac thanh phan trong WildList ma khéng nhod dén di lidu nhan dang
vuot 1én véi 91%, F-Secure vé nhi nho "bat" duoc 76%, Microsoft Xép cudi vi
Zone Labs xép thir hai tir dudi 18n voi 48%. Luu Y, chirc nang phat hién dua tr

Vi ctia nhitng san pham nay co thé gitp cai thién nhimg diém s6 kém coi trén.



AV-Test.org nhan thdy Panda TruPrevent c6 thé chin t&i 90% siu mang va en

OS Firewall cua Zone Labs chan téi 70% sau.

NTN ciing danh gia kha nang phat hién phan mém phé hoai (malware) goi troi
nén nhu .zip, rar, .cab va cac dinh dang nén thyuc thi nhu ASPack va UPX. Pa
mg vién ¢ thé phat hién & mirc nén mot, nhiéu 1an hodc dang tir giai nén, nh
hién kha nang khac nhau & dinh dang nén thuc thi. F-Secure, McAfee va BitD
thuc hién tét nhat, Aluria va Zone Labs xép choét. Aluria cho biét phién ban ké
bo sung kha niang "soi" file nén thuc thi va dugc cap nhat mién phi cho ngudi
tai vao cudi nam nay. Phia Zone Labs néi rang ho dang 1am viéc vdi CA dé ca
kha nang phat hién malware "dong g6i" va OSFirewall s€ phat hién va c6 lap 1

malware khi tap tin dong go6i dugc mo.

Trong diéu kién Iy tuong, phan mém bao mat phai phat hién va ngin chan tt ¢
mdi de doa tir ddu hiéu dau tién. Nhung thuc té kho duge nhu vay. NTN kiém
nang quét sach file, Registry va cac file Host (tap tin khai bao cac dia chi IP) t

nhiém 10 sau trong WildList. McAfee quét sach phan mém doc hai va khoi ph



thay d6i hé théng, ngoai trir mot bién thé ctia Mytob nham vao chinh cac phan

mat. San pham cta Microsoft ciing 1am kha tét, 1am sach moi loai siu ngoai tr

thay d6i trong Registry gdy ra boi Netsky.BA va Mytob.AR. F-Secure thé hié

nang tim hon la diét, chi lam sach duoc 5/10 sau.

Cic firewall d6i dau

~linternet Zone Security

High: Stealth mode. Your computer iz hidden

- High and protected from hackers. Sharng is
] Wed not allowed. This seting iz
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= = -Low

(oo

~Trusted Zone Security

Medium: Shanng mode: Compulers can see your
computer and share its regources. This
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‘IJ Med. Zone only.

[_Custod

CA eTrust tich hop firewall cia Zone

Labs

Ranh gioi gitra p
chong virus va pl
chong spyware d
dan, nhung céc p
firewall thi van "
doc lap, kiém so
Clia mang va can

hanh vi dang ngk

Firewall ctia 10 ¢

pham thtr nghiém déu cho phép thiét 1ap muc bao mat tong quat, danh sach um



toan va khéng an toan, cac cong va giao thirc duge phép.

Firewall tét c6 thé phan biét gitra tin hiéu tot va Xau, thong bao téi ngudi ding
su cb nghiém trong va cung cap du chi tiét vé hanh vi dugc phat hién, diéu do
ngudi ding quyét dinh c6 hay khong nén dé mét tng dung nao d6 hoat dong.
firewall kém thi thuong xuyén dua ra nhitng thong bao mo ho va ban co thé cl

mg dung minh can hay té hon 1a tat ca firewall.

Thir nghiém céc firewall dua trén ché d6 thiét 1ap mic dinh dé chin cac cudc t
tir bén ngoai va phan mém pha hoai c6 sin trén PC. C4c san pham ctua CA, Mi
Symantec va Zone Labs dp tat hoan toan cac dot tan cong ngay bén trong, cu
malware khdng thé vo hiéu firewall, x6a hay chiém quyén hop phap (mot vai |
s& nguy trang thanh IE va ¢ gang thu thap cac quyén ma ban cap cho IE) va b

khong thé truy cap Internet.

Vi thiét 1ap mac dinh, firewall ctia Aluria that bai véi tat ca cudc tan cong tur

trong, nhung & ché do thiét 1ap cao nhat thi déu vuot qua ca 2 thir nghiém chié



va backdoor. Aluria néi rang ché do mic dinh mé cong 80 va 443, nham muc

thiéu canh béo cua firewall dén nguoi dung. Theo ngudi phu trch san pham A

hdng mudn dé khach hang ty cau hinh san pham theo cach ho mudn.

NTN ciing kiém tra cac firewall
xem chdng c6 thé phat hién
nhitng malware mudn dénh cap
dir liéu cua PC. Zone Labs da
gianh duoc tron 100 diém, vuot
17 phép Kiém tra vé chin r0 ri;
Microsoft xép thir 2, vuot qua 7

thir nghiém. Cac san pham
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Web Site Filter cia Trend |

kha nang chan web xau

khac dat diém rat thap va Panda khong vuot qua thir nghiém nao hét. Luu y A

Test.org chay nhimg tién ich kiém tra 15 hong d3 duoc chuan hoa danh cho cé

cung cap san pham bao mat. Zone Labs phat trién san pham dé vuot qua cac ti

Kiém tra 16 hong, trong khi d6 Panda néi rang chuong trinh khong duoc téi uu

cac tmg dung kiém tra, ma chi str dung cong nghé TruPrevent dé phat hién har

nhitng m& lénh nguy hiém.



Trong thir nghiém dé danh gia kha nang phan Gmg véi tan cong tir bén ngoai, ¢
phém cua CA, F-Secure, McAfee, Panda, Symantec va Zone Labs dat 100%. 1
san pham nady vo hiéu hoan toan céc kiéu quét cong thong dung. Ching chin d
¢ gang truy cap vao PC thong qua cong duge mé dé dung cho viée chia sé fil
giao thitc SMB (Server Message Blocks), thong bao ngudi ding biét d6 1a truy
toan hoic truy cép c6 ¥ dd x4u trong mang may tinh gia dinh. Chlng ciing kh¢
thong tin vé HPH cua PC. Mot 1an nita, firewall ciia Aluria that bai 2/4 thir ng
thiét 1ap mic dinh, tuy nhién no lai dat 100% & mirc thiét lap cao nhat. Firewal
Trend Micro va BitDefender khéng khoa giao thirc chia sé SMB va ca firewall

Microsoft ciing dé lot thong tin vé HDH.

Nhiéu hon, nhiéu hon nira



Tat ca cac san pham ¢

nang chong spam, ngc

Mot sO bo sung khac 1

san pham cua McAfee
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nhat, nguoc lai phan

Céc diéu khién ctia Zone Labs diing dai gia Microsoft lai ¢

cho trinh IM kha manh (mac du OneCare tich

ich sao luu va kiém tr

Ngoai trir Aluria va Microsoft, tat ca san pham con lai déu mudn ghi diém voi
cha me, chiing cho phép ngudi ding khoa nhiing thé loai website khong 1anh r
Chéng han: sex, co bac, ma tiy. Trend Micro cung cép mot tié€n ich loc URL tt
duong, mic du khéng goi tinh ning nay 1a "parental control” (tién ich dé cha r
Kiém soat viéc truy cap cia tré nho). Trong khi d6 CA khong cung cap ngay tr
pham cua minh ma lai kém CD riéng chira K9 Web Protection ctia BlueCoat. |

Labs st dung cong nghé Smart Filtering Dynamic Real Time dé phan loai cac



khdng nam trong danh sach kiém soét. BitDefender, McAfee va F-Secure gay

hon khi cho bd me ¢6 thé xac dinh gio gidc truy cap Internet.

CA, McAfee, Symantec, Panda, Trend Micro déu cung cép kha nang kiém so4
tu dé chong xAm nhap thong tin nhay cam nhu: thong tin thé tin dung dé lai tré
tinh, tuy nhién ching lai qua "than trong" & murc thiét lap cao. Vi du, thiét lap

ninh cao nhat trong san pham cta Symantec sé& ludn kich hoat bao dong khi m
y&u cau nhéan cookie trén hé thong thir nghiém, tham chi d6 1a nhimg website «
tét nhu ctia New York Times va pcworld.com, & ché @6 mic dinh, cac cookie

khong dugc xem la cd nguy co cao.

Céc tinh ning tha vi khac: McAfee, Panda, Symantec va Zone Labs Kiém tra ¢
dung IM d¢é phat hién dinh kém (Microsoft chi quét trén MSN Messenger). Pa
Trend Micro va Zone Labs canh bao nguoi dung c6 két néi Wi-Fi bat hop pha

(McAfee ciing dua ra mot san pham bao vé két ndi Wi-Fi véi gia 80USD).

Mot s6 tinh ning bo sung kha tién loi, nhung mét s6 khac lai chi 1am réi giao



hinh nhu trinh diéu khién tap trung cua Symantec c6 mot ctra $O phu dé theo d
thanh phan cia bo san pham. Thém mot icon & khay hé théng thuong xuyén h
bao vé tinh trang hoat dong. N6 ¢on tiép thi cho cac san pham lién quan khac 1
Data Recovery hién thi tinh trang thai "chwa c6” cho dén khi ban mua va cai d

SystemWorks gia 50USD.

HAY DPE ISP TRANG BI BO PHAN MEM BAO MAT

Khéng ai vui vé gi khi bo tién ra dé mua cac phan mém bao mat, nhung ngi
hiéu rang chi phi d6 1a can thiét dé PC an toan. Piéu ma nhiéu ngudi khong
ho ¢6 thé str dung cac phan mém d6 mién phi. Do hiém nguy trén Internet r
mot gia tang nén cac nha cung cp dich vu Internet (ISP) 16n nhu AOL va

Earthlink déu cung cép nhimg g6i phan mém bao vé cho khach hang.

GOi phan mém chudn ciia AOL

Ung dung c6 tén Safety and Security Center bao gom céng cu chéng spam,



cu kiém soat truy cap Internet, chin pop up va chong phishing ctia AOL du

hop véi tudng lira, cong cu chong virus va spyware ciia McAfee.

G6i phan mém cua AOL c6 dung luong 28MB, gdbm nhiéu tmg dung khc,
d6i v6i nguoi ding thi nd 1am viéc nhu 1 mot tng dung théng nhat, xuyén
Mot trong nhitg cach AOL ho tro cho khach hang la ¢ lap cac de doa trér

Internet ngay tir server, trudc khi dén nguoi ding cudi.

EARTHLINK chéng spyware

EARTHLINK ciing nd luc dé tao ra mot ung dung bao mat tat ca trong mof
vay ho ¢4 mua Aluria - cdng ty phan mém chéng spyware - hoi nam roi. Hi
EARTHLINK cung cip mién phi gbi phan mém Protection Control Center
khach hang ctia minh va tinh phi 5 USD/thang cho nguoi dung khéc. Phan :
nay c6 dung luong 16MB, gém céc tng dung dugc tao bdi 2 cong ty va CAc

dung chdng virus va tuong lra cia dbi tic Authentium.



Tai sao cac ISP ganh tat ca kho khan va chi phi cho viéc bao mat? Pon giat

mudn 1am cho khéch hang hai long .

Cai dat va tién ich

M6t san pham dugc xem 14 dé sir dung P ¥

PUP Found

The file EWWWT exe s a Pok
Urnwranded Program (spywar

khi viéc cai dat don gian, cac tuy chon

or otfver maksane) and has b

cau hinh to chuec tot, chay nhanh va thong RO ANNING A Y00 EaTgt
Ifyou do not racognize if, ren
PUP. If you recognize it, trus
and then renun he prograrm

bao rb rang. Microsoft va Trend Micro wiggered this alert

dap tmg nhiing tiéu chuan nay rat tot

| Sl
nhung theo nhiing cach khac nhau. San ﬁ;ﬁﬁ;’?i’: ;'n"ﬂ
pham cua Microsoft d& cau hinh vi n6 McAfee khong p
khdng c6 nhiéu thtr dé cau hinh! Biéu nay gitra adware va s
c6 thé lam cho ngudi ding cam thay han ma goi chung la

ché. Trong khi d6 Trend Micro phan bo
rat tt cac tly chon trong giao dién dep va cau tric hop 1y.
TAt c4 san phém thir nghiém déu cai dit tron tru va tu dong cau hinh. Tuy nhié

pham cua McAfee, cai dit day du bo phan mém nay ngudi ding phai khoi dor



5 lan va tao mot tai khoan (tén ngudi ding/mat khau). Mot hop thoai dé nghi
ding nhan thu thong tin vé virus ciing nhu nhiig thong tin khuyén mai tir Mc
d6i tac cuia McAfee. Ngoai ra, lac dau NTN khong thé tai vé phan cap nhat tir

ma phai str dung IE va cho phép mé cira s6 pop-up tam thoi.

San pham cta CA tich hop kém nhét, dat 4 biéu tuong o khay hé thong, cong

dién chinh khong lién két v6i cac diéu khién ciia Blue Coat.

Symantec ¢6 vé nhu "nhiéu chuyén" nhét, thudng xuyén canh béo vé trang th

cookie. Néu khong thich, ban c6 thé ding san pham cua F-Secure vi né c6 rat

BitDefender Firewall Alen BitDefender Firewall Alen

L] H L]
& reshbistrying o connect, | S Limarein{1] s brying bo connect
=2 U
= Prolocet TP Profgect TCP
Remole scdress: 725124 5580 Remale sckdresa; 209,708,150 6780
Locs acdress: 1721810751164 Locsl acdress: 1721810751185

thiét 1ap chi tiét nhung lai it thong tin hudng dan.



T Windows Live OneCare Firewall Alart

& Windows Live OneCare Firewall has blocked a program
7 from accessing the Internet

Yiou can keep blocking the program, or you can allow it in the future, You might need to
retry or restart this program if you allow it.

Mobe: You should only allow this softvesre if you trust the publisher,

"3 publisher:  Unknown
Location:  C:\Program FilesiLimeWirelLimeWire. exe
Company:  Lime Wire, LLC
Yersion: 1.0.0.2

k

[ Atow in future | [ Keep blocking |

Canh bao ctia Microsoft Firewall vé hoat dong LimeWire trong an tuong

hon cu3a BitDefender.

Téc do quét caa Panda nhanh nhat, mat khoang 6 phut 39 gidy véi 14,7GB tap
thu muc trén hé théng thtr nghiém. Trend Micro vé nhi, 7 phit 37 gidy. F-Sect
nhat, phai mat 28 phit 46 gidy. F-Secure giai thich c6 tbc do ndy 1 vi thuc hié
theo thoi gian thuc va ¢6 téi 5 co ché quét gom 2 cho virus, 1 cho spyware, ro

quét thdng minh.

Trong Kiém tra str dung tai nguyén hé thong, tat ca san pham duogc cai dit mic
do trén WorldBench 5. San pham ctia Microsoft nap nhe nhat, 1am ting thoi g

hién ctia 9 img dung thir nghiém 1&n khoang 4% (murc "bao dong" 1a 15%). Al



nhiéu tai nguyén nhat, ting gap d6i thoi gian thyuc hién cia ACDSee PowerPa
Windows Media Encoder. BitDefender tiép budc lam MS Office 2002 ting 22

Mozilla tang 69%.

Canh bao ngudi ding khi ¢6 dau hiéu kha nghi, firewall ctia Microsoft cho thé
tiét tir tén cho dén duong dan cua nhitng Gmg dung mudn truy cap Internet. Bit
cap thong tin vé virus 18 rang hon & firewall. McAfee dua ra mot khai niém m
PUP (potentially unwanted program: chuong trinh khéng mong muén tiém an
loai adware hay spyware. Dé c6 thong tin chi tiét vé cac thong bao cia timg s

ban doc ¢6 thé truy cap find.pcworld.com/53488.

Nhin chung, ngay ca nhimg bd san pham duge danh gia cao cua Symantec va
déu khong thuc hién hoan thién ¢ tat ca cac nhiém vu. Vi mot sb nguoi "kho
c6 kinh nghiém, c6 thé ho van mudn két hop va chon 1ay nhitng thanh phan t6
cac goi san pham bao mat. Nhung véi da sb nguoi dung thi tinh tién loi cta b¢

mém bao mat tron gbi khong gi sanh bang.



10 THU THUAT VAN HANH BQ PHAN MEM BAO MAT

Viéc cai dit va chay mot bd phan mém bao mat day du chirc ning khong de
gian, nhat 12 bao gém ca viéc thay thé mot san pham ctia hdng nay bang sar
cua hang khac. Duéi day 1a cac hudng dan cai dit va bao tri duoc tap hop t

nhiéu hang bao mat.

1. G& b6 phdn mém chong virus cii khéi PC: Ban chi nén chay 1 16p chon
trén 1 may tinh. G& bé hoan toan cai ci, khoi dong lai may tinh trude khi ¢
cai khac. Ngoai ra, nén tat tuong ltra cia Microsoft khi sir dung tuong lira ¢
hang khac, tuy nhién mot vai san pham s& dé nghi ban tat tuong lira mic di

cai dat.

2. Kiém tra inh trang "siec khée" dia cieng: tot nhat nén chay tién ich Chl
ctia Windows vai lan trude khi tién hanh g& bo hay stra ¢ hita cac van dé v¢

cling cua ban. Nhan start>run, gb vao chkdsk, nhan OK.



3. Cdp nhit cdc ban vd Windows mdi nhdt: chay Gmg dung cip nhit cia
Windows dé dam bao hé théng cua ban dugc cap nhat dﬁy du nhét truge kh
dit phan mém bao mat, ca nhitng phan mém bao mat ndy ngudi ding ciing

thuong xuyén cap nhat.

4. Chudn bi théng tin: trong tinh hudng ban goi hd tro tir hing cung cap, n

ra gidy ngdy cai dit, s6 san pham (serial number) va s6 dién thoai hd tro.

5. Chay mét phan mém chéng spyware bé sung: Néu mudn ban c6 thé cha
tién ich chéng spyware riéng cling véi bo phan mém bao mat, nhung nén c:
khi sap lich quét hé thong va dam bao rang chi mot chuwong trinh do tim ciis

cap nhat tai 1 thoi diém.

6. Két noi mang: thuong cac may tinh ndi mang bang VPN va ¢6 nhig thi
riéng. Néu sau khi cai dat bo phan mém bao mat, may tinh bj treo khi khoi
lai, hdy ngat két ndi mang. Sau khi khoi dong lai thanh cong, két ndi mang

va dé bo tmg dung thiét 1ap cau hinh tuong lra cho ban (da phan cac san pt



déu co wizard huong dan).

7. Xar Iy vin dé in dn va chia sé file: tuong lra thudng cé cau hinh thiét 13y
dé sir dung dich vu chia sé tap tin va in trong mang. Néu khong ban phai ta

tay dé chi thi tuong lira cho luu thong TCP ra cong 1023 va vao cong 139.

8. Ghi lgi nhitng trwong hop khdc lg: néu mot san pham xay ra mot su cd
biét - chang han mot thong bao 16i hay canh bao vé y do pha hoai — ghi lai

xac toan bo thong diép do, tham chi chup ca man hinh.

9. Giti di cdc file khd nghi: néu gip nhiing tap tin hay e-mail dang ngd thi
mM& no va ty tim hiéu né. Hay giri chung t6i cong ty cung cAp san pham nht

phai dam bao theo dung qui trinh.

10. Gii¥ quyén cdp nhdt: day khong phai 1a cudng diéu van dé. Phan mém |
mat cang hiéu qua khi cang dugc cap nhat méi nhat va phan cip nhat bo su

thuong khong cung cap khi thoi han dang ky st dung cua nguoi dung khon



gia tri. Khi mot nam sir dung d4 hét dimg quén diang ky tiép hay thay thé pl

mMém bao mat khac.

Hai Pham



B0 cong cu bao mat dang chu y nam 2012

Trong 6 muc duwéi diy, ching téi sé cung cip cho ban cac phin mém diét
virus, spyware quan trong cot 16i, ciing nhw cAc muc quan trong khac nhw bao
mat trong trinh duyét, Firewall, ma hoa va cong cu quan ly danh cho cac bac

cha me.
Diét virus

Avast Free Antivirus

Trong cudc canh tranh tay ba giita cac phan mém diét virus mién phi phd bién
nhat, Avast Free Antivirus ¢c6 vé nhu nhan dugc it sy cha y nhat bén ngoai Chau
Au, nhung chung t6i hy vong diéu ndy sé& thay d6i. Nhitng kiém tra doc lap voi bén
thir ba gin day ctua Avast da cho thay su 6n dinh dang chu y, kha ning chong lai

t6t hon so véi lai cac chuong trinh ndi tiéng khac 12 Symantec va Microsoft.



Bén canh d6, Avast ciing khong “ha tién” khi cung cdp nhimng tinh ning bao vé.
Phan mém ndy s& theo d8i may tinh cua ban véi rat nhidu “tam chan bao vé&” ¢ thé
quét cac file va két ndi Internet. Avast duoc xay dung vdi tip hop cac cong cu tu
dong, bao gom diét virus, diét spyware, chong rootkit, tr do tim va bao vé d6i véi
truyén P2P, tin nhan nhanh, luu lugng mang va web. Ngudi ding c6 thé chon céc
thong sb quét, chon cac ché do dé loai bé mot sb loai file va chin mot s dia chi
URL va hoat dong file ndo d6, vi nhu ghi file hodc thay doi tén, x6a hoic format
chung. Nguoi ding cd thé chinh stra cac mirc do nhay cam do tim cua chuong
trinh. C4u trac mdi, rd rang sé khong lam ngudi méi dung cam thay khé khan khi
st dung, ciing nhu nhitng nguoi ding ¢6 Kinh nghiém s& thiy c6 mot thay do6i 1on
so voéi thiét ké cii. Véi kha nang bao vé trong thoi gian thuc, cap nhat theo thoi
gian va rat nhiéu tinh ning khac, phin mém mién phi ndy rit dang dé ban trai

nghiém.

AVG Anti-Virus Free Edition 2011
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Mic du AVG dd yéu di trong mot vai nim tro lai day, phdn mém AVG Anti-Virus
Free 2011 van mang lai mot “1an gi6 méi” va tré thanh mot trong nhitng phin mém
bao mat phd bién nhat hién nay véi cai dat dugc rat ngan, 6n dinh hon, quét nhanh

hon.

Bo tng dung nay tiép tuc cung cap muc d6 bao mat tuyét voi, néu khong mudn nodi
la hoan hao ngay ca khi chiing phai canh tranh ngay cang gay gt hon vdi cac phan
mém bao mat khic. Nguoi dung yéu thich AVG chic chin s& mudn cap nhat, va
ngudi ding maéi nén can nhic téi phan mém ndy néu ho dang tim kiém mot giai

phap bao mat vira hiéu qua vira mién phi vdi cac tinh ning tuyét voi.

Loai bé Spyware



Malwarebytes Anti-Malware
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Malwarebytes' Anti-Malware 13 mot cong cu chong malware mién phi nhung mang
lai hi€u qua rat ngac nhién. Pay thuc su 1a phﬁn mém loai b6 malware nhanh
chéng, véi ché do quét nhanh chi mét khoang 10 phat. Cong nghé tim kiém da
dugc ching to & rat nhiéu mdy tinh trong qué trinh Kiém tra, khi n6 cho thdy kha

nang xac dinh sy khac biét vé do nguy hi€m gifra cac ing dung.

Bén canh d6, tmg dung ndy ciing cung cip cac tinh ning tuyét voi. Ung dung ndy
hd trg quét nhiéu 6, lya chon menu context bao gdm mét lya chon quét tly thich
dbi voi cac file riéng 1é va lya chon FileAssassin duéi muc More Tools dé c6 thé
loai bo cac file da bi khéa. Giao dién ctia ing dung kha don gidn nhung trong bat
mat va duogc sap xép tot. Cac thé duoc dat dudi logo qua ¢, voi mot vai lua chon

dudi mdi the dé giam thiéu sy 16n xon. Qua trinh cai dat kha nhanh, cung cip ban



ghi thay doi va mot tinh nang cap nhat dinh nghia file. Ngudi ding c6 thé phai tra
tién cho ban cap nhat dé co duge mot sb tinh nang mao1 hon, vi nhu kha nang bao
vé thoi gian thyc va ty dong cip nhat. Tuy nhién, phién ban mién phi van gay duogc

su cht y nhét dinh.

ThreatFire AntiVirus Free Edition
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ThreatFire cung cip kha ning ngin chin lay nhiém virus va malware trong thoi
gian thuc bang cach nhan dang cac hoat dong déang ngd khi né xay ra, trudc khi ma

doc cai dat chinh né trén may tinh cua ban.

ThreatFire thuc hién mot s viée rat tot. N6 s& tim kiém rootkit, nguy co tAn cong,
virus, su may tinh, Trojan, spyware, adware, keylogger,.... Kha niang bao vé thoi
gian thuc cta phan mém ndy khéng 1am chdm may tinh cua ban va cai dit cao cip
c6 thé ty bién dugc. Nguoi dung cd thé chon cac qua trinh yéu thich ma ho tin cay

va tao cac rule khi do tim, vi nhu quét cac file SCR dugc tao boi mot trng dung



email. Nguoi duing ciing ¢ thé tly bién lich quét va tao mot diém khoi phuc hé
thdng trudc khi chuyén ciac méi nguy hai vao dang cach ly. Hoat dong nhu mot
phan b6 xung danh cho phin mém diét virus ban dang sir dung, ThreatFire da dugc

nang cap dang ké trong mot vai nim gan day.
Bao mét ngay trong trinh duyét

Web of Trust for Firefox

Web of Trust 12 mot giai phap da ngudn, da trinh duyét déi voi viéc danh gia muc
d6 nguy hiém cua trang web. Ban canh bao kha truc quan, du dé va rd rang dé
nguoi dung doc, va add-on nay ciing khong lam anh hudng t&i kha nang thue hién
cta trinh duyét trong qué trinh Kiém tra. Dya vao trang web ban truy cap, icon cia
phan mém nay s& bién thanh mau do, vang, hoic xanh dé hién thi mic d6 nguy
hiém. Khi kich vao icon cua tién ich ndy, mot bang s& duoc hién thi vé cac tiéu chi
Trustworthiness, Vendor Reliability, Privacy, va Child Safety. Tién ich nay lam

viéc véi cac trinh duyét Firefox, Internet Explorer, va Chrome.

NoScript

Tién ich mo rong mién phi danh cho Firefox nay sé giup chin chay ma JavaScript
ma khéng c6 su dong ¥ ctia ban, nhung NoScript khong cho phép ngudi ding cé

thé chin cac phuong phap cta ching. Kich vao ndt “S” mau xanh, nhé ma



NoScript thém vao thanh cong cu dé cau hinh tién ich nay ddi v6i danh sach trang
cac trang web ban duoc phép chay script. NoScript ¢6 thé chay mdt thong bao
audio dé thong bao cho ngudi dung vé mi script dd dugc chin. Trong sb cac tinh
ning cao cap hon cia tién ich, dang chii ¥ nhat 1a kha ning chin plug-in khoi viéc
chay tir cac trang khong dang tin ciy. Tuy nhién, ban khong thé chin NoScript
khoi viéc chay ma khdng thoat ching. Dau vay, NoScript van 1a cach tuyét voi dé

“de doa” JavaScript, ma khéng c6 céch nao tbt hon.

Adblock Plus

Mot trong nhitng add-on noi tiéng nhét ciia Firefox, AdBlock Plus gitip ngan chin
hiéu qua quang céo truc tuyén tir mot danh sach da dugc xac dinh trudce vé cac nha
quang cao. Ngudi dung c¢6 thé nhanh chong tly chinh danh sach d6 bang cach kich

vao nit "stop sign" cua AdBlock Plus & thanh cong cu diéu hudng hoic thanh hién



trang. Adblock Plus hoat dong khong gay tré ngai ngay trong background, va phai
chudt vao mot quang cdo s& hién thi mot hop thoai, tir d6 ban c6 thé d& dang thém
vao danh sach cac quang cao bi chdn. Loai bo mét quang cao khoi mdt danh sach
bi chin ciing don gian nhu viéc kich rdi chon lua chon phll hop. Trong khi cac tién
ich twong tu ton tai trén céc trinh duyét khac, vi nhu Google Chrome va Opera,
khéng mot tién ich nao c6 duoc danh tiéng, co thé hoat dong trén Thunderbird va

SeaMonkey.

AVG LinkScanner Free Edition 2011
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AVG da lam phuc hoi lai LinkScanner nhu mot plug-in doc 1ap mién phi danh cho
trinh duyét Firefox va Internet Explorer. "Search Shield" s& bién két qua tir ca
Google va Yahoo véi nhitng chiéc cd ngay bén canh ching. Co xanh trén Google
hién thi mot két qua an toan dé ngudi dung kich vao, trong khi két qua an toan tir

Yahoo khong hién thi mot 14 c& ndo. Diéu ndy c6 thé do 151 cdu hinh, mic du khéi



dong lai trinh duyét ciing khong 1am thay d6i két qua. Cac duong link khong an

toan trén ca 2 cong cu tim Kiém s& hién thi ¢ mau do.

Khi kich vao mét 1a co, thong tin chi tiét hon s& duoc hién thi. La co xanh s& hién
thi dia chi IP, luong thdi gian quét dién ra, va thoi gian va ngay thang cia cac lan
quét méi duge thyc hién. Cac 1a co do s€ highlight thong tin tuong tw, cling nhu
muc nguy hiém va tén trang. Khi kich vao mét trang bi bao c& do, nguoi ding s&
duoc dan téi mot trang canh bao, hién thi lai thong tin canh bao — AVG goi diéu
nay la "Active Surf-Shield". Mot duong link & phia cudi cia man hinh bi bao do s&
cho phép ban kich vao, mic du né s& luu y ngudi ding rang ching sé tiép tuc chin
nhitng ndi dung nguy hiém tuong ty. Khong gidng cac add-on quét két qua tim
kiém dbi thu khac, LinkScanner khéng 1am cham trai nghiém duyét web cua nguoi

dung.

LastPass Password Manager




Cong cu quan ly mat khau tu dong ndy hd tro rat nhidu hé diéu hanh khac nhau.
Trén Windows, nd hoat dong vai Firefox, Internet Explorer, va Google Chrome,
VGi cac bookmarklet sin sang cho Opera. Ngudi ding c6 thé tao mot mat khau ch,
réi n6 s& st dung tinh ning tu dong dién form va ding nhap mot 1an kich dé don

gian hoa entry mat khau.

LastPass s& tao mat khiu bao mat cho ban, cling nhu cho phép bao mat chia sé mat
khau, nhap va xuat mat khau, bao vé ghi chi, sao luu va khoi phuc mat khau. Do
dir liéu dugc luu lai trén may chu dd duoc ma hda cia tién ich, nguoi ding c6 thé
truy cap mat khau ctia minh tir xa. Néu ban lo lang vé viéc keylogger, LastPast co
thé tao mat khau st dung don cho ban. Giao dién 1a mét tdp hop céac linh vuc dé
ngudi dung dién vao, véi mot sb menu kéo 18n xudng, nhung nd van du don gian

dé hoat dong.
Firewall

Comodo Internet Security
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Comodo Internet Security két hop firewall duoc danh gia cao ctia Comodo véi
phan mém diét virus ctia chung. Tinh ning diét virus kha t6t nhung firewall lai con
tdt hon va do do6 nguoi dung co thé chon cai dit mdi mot muc riéng biét. Pay la
mot firewall don gidn nhung linh hoat, khong chi tuyét voi danh cho ngud1 méi
ding ma con cung cap thong tin va rat nhiéu lua chon danh cho ngudi ding cao

Cap.

Online Armor Firewall
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Online Armor mang lai cam nhan chuyén nghiép, 1a phién ban mién phi cua cong
cu bao mat cao cap, dugc chia ra thanh cac lua chon firewall. Qua trinh cai dat kha
nhanh, chi mat khoang 30 gidy tir viéc kich dap vao trinh cai dit cho t6i viée chay
firewall nay. Mot khi da duoc cai dat, Online Armor mac dinh chay wizard cai dat,

cé tén la Safety Check.

Bén canh firewall, duoc cdu hinh cang nhiéu cang tot khi khoi dong wiward dé ban
khéng phai ban tim sau ndy, Online Armor con cung cap tinh ning bao vé
keylogger, bao vé xao tron, méd ddc va ngan chan sau may tinh cuungx nhu bao vé
tu dong khoi dong. Phién ban mat phi cung cip nhiéu hon tinh ning, vi nhu tinh

nang bao v¢ chéng virus va Chéng malware, loc phishing, bao vé giao dich truc



tuyén, va loc email. Ngay ca khi bi han ché, néu ban khong hai 10ng véi tinh ning
firewall d3 dugc nang cdp rat nhiéu cua Windows, Online Armor s& bao vé ban

khoi nhitng mbi tin cong phirc tap.
Ma hoa

TrueCrypt
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Phian mém ma hda mién phi, TrueCrypt cung cip cac tinh ning manh mé lién quan

to1 viée bao ve¢ dir li€u cua ching khoi viée bi trom.

Phian mém nay cung cdp 11 thuit toan d& ma hoa céc file ca nhan cua ban véi mat
khau bao vé. Ngudi dung c6 thé luu trit dit liéu 8 duoc ma hda cua minh trong cac
file (noi chira) hodc phan viing (thiét bi). TrueCrypt cd ging hoat dong dé cung cap
bién phap bao vé dit liéu manh m&, dua ra mat khau phirc tap, va x6a cac dau hiéu
cia qua trinh ma hoa, bao gom di chuyén chudt va nhian phim. Thong qua giao
dién khé truc quan, kha ning manh m&, mé hda nhanh, phan mém nay nhanh chéng

trg thanh cong cu bao mat mién phi dugc xép hang cao.

Enigmail
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TrueCrypt cd thé mad hda hé thong, nhung né khong 1am duoc gi nhiéu trong viéc
bao vé email ciia ban. D6 chinh 1 ly do tai sao ¢ su xuat hién ctiia Enigmail. Day
la mot tién ich mé rong danh cho Thunderbird va SeaMonkey, rat can thiét ddi véi
bat ki ai quan tam tdi viéc giri email co thé bi doc bai bat ki ai, bao gom ca nha

cung cép dich vu Internet.

Tién ich ndy str dung chuan OpenPGP dé dang ky k¥ thuat s6 email ctia ban va c6

thé cdu hinh dé phl hop v&i nhiéu tai khoan email. Ngudi ding c6 thé khong mudn



m& hoda tit ca cic message, nhung Enigmail 1d mot ngudn gid tri d6i véi cac
message chira thong tin quan trong. mot huéng dan cai dit ciing c6 sin trong trang

web chinh cua tién ich.

KidZui
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KidZui duong nhu la mét trinh duyét danh cho tré em véi mang xa hoi duoc tich
hop trong d6. Tré em c6 thé tim thiy cac video Youtube yéu thich ciia minh, xép
hang ndi dung bang cach sir dung tag va chia s¢ y kién cua minh voi ban bé su

dung KidZui khac, tit ca déu ¢ trong mot giao dién mau sic véi cac nat va nhan



I6n. KidZui 12 mét trinh duyét chuan danh cho tré em, diu vay, diéu tao 18n sy doc

d4o cua trinh duyét ndy lai thudc vé tinh an toan d6i voi con tré.

KidZui 1a mot hé thong kin, khong c6 loc, nén tat ca ndi dung co sin déu duoc
chap thuan boi nha cung cip trong co sd dir liéu danh sach tring. Tré em co thé
kham pha Internet bang cach st dung thanh tim kiém/URI, hodc tim kiém bang
mot thanh bién bén canh, duoc sip xép theo cac chu dé nhu khoa hoc, phim anh, ti
vi, trd choi, thé thao va dong vat. Pang ky ctua cha me la diéu bat budc trude khi
con cua ban tao mot ban nhan dién truc tuyén, va ¢ mot ban cap nhat mat phi dé
ban c6 thém nhiéu lua chon hon. Mt tién ich mé rong danh cho Firefox ciing duoc

hd tro, gitp bién trinh duyét ciia Mozilla tro thanh trai nghiém KidZui.

Norton Safety Minder

Norton Safety Minder la mot rng dung Desktop cua OnlineFamily.Norton, mdt hé
thdng toan dién tir thiét ké cua Symantec, c6 kha ning thuc hién quan Iy va chin
ndi dung ma cac bac cha me mudn con minh khdng duoc xem. Dya vao mong
muén ctia cac bac cha me, tng dung ndy c6 thé duoc dung dé bdi dudng thao luan

vé ndi dung. Pay thuc sy khong phai 1a cong cu “cai dat rdi dé do”.

C6 rat nhiéu mtrc d6 quan 1y vé cac trang web mot dua tré co thé truy cdp. Han ché

c6 thé tly thudc, tir mot quyén nghiém trong 13 khéng truy cap giup chin mot sd



trang web va mot sé muc, cho t6i cac thong bao email “mém mong” hon duge giri
t6i cac bac cha me khi con ho truy cép céac trang web ma khdng mudn. Vé phia con
tré, ching s€ co lya chon guri email cho cha me khi ching bi chan — néu cha me
cho phép guri nhitng email ndy ngay tir khi cai dat. Trong khi diéu nay khong phai
danh cho tit ca cac bac cha me, bat ki diéu gi khdng nén sir dung, nén xem d6i voi

cha me hodc con tré trén Internet déu dang loai bo.

K9 Web Protection

() K9 Web Prutectiun A_dministratinn

P g Bl i : # % -
s ] HOME # VIEW INTERHET ACTIVITY A SETUP (‘, GET HELP

Ejr:} You are protected by K9 Web Protection!

Please choose rom one of Bhe following opBons below. of from B loolbar above

e Wiew Internat Activity . Setup Gt Help
LN Alevrs you b 360 how the . / Alis you be change the Heps you ko treubleabaol
Inlarnil has Basn uisd of é“"_ vely ihat K9 sy ha | Biuss wou miy have wih
WO O | nbemet for you I K% el Prefecion
iRéguires Admmislrator Passawrard)] {Redukes Sdmnabiabad Paddwoed)

K9 Web Protection cung cap rat nhiéu lya chon trong viéc tly bién nhu cau quan ly
web tir xa ctia ban, va c0 rat nhiéu tinh ning loc duoc thiét ké sin. véi hon 50 muc
sap xép trang web va mot hé thong danh gia tir khoa mién phi, céng viéc quan 1y

va chin web ctia phan mém nay s& dugc thuc hién tot hon. Kha an tuong, c6 mot



chit ngac nhién 1a ban ghi chi tiét khong chi vé cac trang web bi chin ma con ca

cac trang dugc phép truy cap.

Qua trinh cai dit va loai bo khong d& dang gi: hdy chuin bi cho mot qué trinh

nhiéu budc.



Nhirng di€m mdi trong bao méat caa Windows 7
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" Windows 7

Deb Shinder

Quan tri mang - Trong bai nay chuing toi sé gidi thiéu cho cac ban vé
cac tinh nang bao mat cua Windows 7 va su nhan xét ding hoan toan
trén quan diém bao mat liéu nd cd dang dé nang cap.

Gidi thiéu

Phién ban beta véi cac tinh nang gan nhu hoan tat cua Windows 7 da
dugc Microsoft phat hanh vao ngay 9 thang 1 vira qua, gidi cong nghé
dang 6n ao ban tan vé nhitng thay ddi ddi v3i giao dién, tuy nhién
Windows 7 con nhitng gi dudi vé ngoai hao nhoang dé? Nhirng gi da
dudc thay ddi s& anh hudng nhu thé nao ddi véi hé diéu hanh va van
dé bao mat mang? Trong bai viét nay, ching t6i sé cung cac ban di tim
hi€u vé cac tinh ndng bao mat clia Windows 7 va dua ra nhan xét
didng trén quan diém bao mét xem liéu ching c6 dang véi su nang
c8p. Chung toi sé tap trung mot cach chi tiét vao nhirng thay déi vé
mat giao dién quan ly bdo mét, nhitng thay d6i vé User Account
Control, nhitng ndng cao doi vdi BitLocker, vé nhitng tinh nang mdi
nhu AppLocker va Biometric Framework.

Van dé phat sinh trong bao mat cua Vista

Dap tra lai nhitng phan nan rang Windows khdéng an toan, Microsoft d3
tap trung manh vao van dé bao mat khi xay dung hé diéu hanh
Windows Vista. Tinh ndng m& héa & dia BitLocker drive, cac diéu khién
cha, phan mém chéng malware di kem (Windows Defender) va nhitng
cai tién trong Windows firewall, Data Prevention Execution (DEP), IE
v@i ché do bao vé, bao vé dich vu va cac tinh nang quan ly sG, nang



cap lén Crypto API, Network Access Protection (NAP) client, nhitng cai
thién vé Encrypting File System (EFS), cac chinh sach han ché phan
mém va mot loat cdc nang cao vé bao mat dudc gidi thiéu trong Vista.
Service Pack 1 da dugdc thém vao mot s cac cai thién co lién quan dén
bao méat, chdng han nhu thdm dinh BitLocker, bd tao s6 gia ngau
nhién Random Number Generator (RNG) cling dudc thiét ké lai hay
viéc ky cac file Remote Desktop Protocol (RDP),...

Mac du vay tinh nang bao mat ma hau hét ngudi dung thong bao la
User Account Control (UAC), tinh nang danh cho tat ca cac tai khoan
ngudi dung, gobm cé cac tai khoan quan tri, chay trong ché d6 ngudGi
dung chuén (standard user) mét cdch mac dinh va yéu cau nang
guyén khi can dén cac dac quyén cao han. Ban tinh cua UAC cung vdi
tinh ndng bao vé may tram Secure Desktop nhdm ngan chan malware
truy cap vao may tinh cta ban bang cac nhac nhd vé quyén quan tri
nhung cling lam buc minh khi ching xuéat hién qua nhiéu va tré thanh
mot su han ché cho Vista.

Thach thiric dat ra cho nhdm Windows 7 la lam thé nao dé hé diéu
hanh nay dudc an toan hon Vista trong khi d6 su bao mat to ra “trong
subt” hon d6i véi ngudi dung.

Security Center va Action Center

Security Center, truy cap théng qua Control Panel va du dinh cung cap
mot location tap trung dé quan ly cac thiét 1ap cb lién quan dén bao
mat, da dudc gidi thiéu trong Windows XP SP2 va ti€p tuc trong Vista.
V&i Windows 7, su tap trung nay mang tinh cao haon. Security Center
bi loai bdé va mét Action Center dudc s dung dé thay thé& cho nd.
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Hinh 1: Action Center tap trung nhiéu nhiém vu quan tri mang tinh
bao mat

Cac thiét 1ap UAC linh hoat hon

Trong Vista, ban cd thé vd hiéu héa UAC thdng qua Group Policy, tuy
nhién day khong phai la mét giai phap hitu hiéu vi né bé mdc ban va
tao 16 hdng cho ké t&dn cdng khai thac. Trong Windows 7, ban c6 thé
thiét 1dp UAC d€ nang quyén ma khdng can nhéc nhé, day la mot y
tudng dugc phat trién hon. Cac phién ban Home cla Vista khdng cé bd
soan thao Group Policy chinh vi vay rat khé khan cho ban trong viéc
chinh stra registry dé thuc hién thiét 1dp UAC. Microsoft d& cai tién va
lam cho né trd nén dé dang hon nhiéu trong viéc diéu khién hanh vi
cua UAC trong Windows 7.

Luu y:

Céc quan tri vién CNTT sé bdt cang thang trong viéc biét ngudi dung
s& khdng thé thay déi cac thiét 14p UAC trur khi ho c6 cac dac quyén
quan tri vién.

Trong phan panel bén trai cua Action Center, c6 mo6t tuy chon mang
tén User Account Control Settings. Hanh vi nhac nhd cua UAC dugc



diéu chinh théng qua mét slider bar véi bdn vi tri c6 thé luva chon:

« Always Notify: Ban s& nhan dudc cac nhdc nhd ctia UAC khi cai
dat phan mém hodc thuc hién cac thay déi déi vdi hé théng.

« Notify Only When Programs Try to Make Changes: Ban sé nhan
dugc cac nhac nhd néu mot chuong trinh nao dé yéu cau cac dac
quyén nang cao, tuy nhién sé khong khi ban thuc hién cac thay
ddi dbi vai cac thiét 1ap ctia Windows (mac dinh).

« Notify Only When Programs Try to Make Changes (Do Not Dim
the Desktop): Giéng nhu mac dinh ngoai tur Secure Desktop bi vb
hiéu hda trong khi nhac nha.

« Never Notify: Ban khéng dugc nhac nhd khi thay déi cac thiét 1ap
Windows hoac khi cai dat phan mém mdi (khong dudc tién cur sur
dung)
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Hinh 2: Mét slider bar cho phép ban diéu khién UAC nhac nhd ban nhu
thé nao trong
Windows 7




Su nang cao trong BitLocker

BitLocker, mot san phdm cd trong Vista phién ban Enterprise va
Ultimate, cho phép ban ma hda toan bd cac phan vung bang AES, sur
dung Trusted Platform Module (TPM) chip c6 trong mo6t s6 may tinh
hodc USB key. Tinh nang nay nham ngan chan viéc khdi dong vao hé
diéu hanh hoac truy cap d{ liéu da dugc ma hdéa mot cach trai phép
(cho vi du, viéc cai dat mot instance khac cua hé diéu hanh va khdi
dong trong dd). N6 la mo6t cong cu rat hitu dung cho cac hé thdng di
dong vi nguy cd mat dir liéu I&n han.

Trong Vista, BitLocker ban dau chi dugc sir dung dé€ ma hda phan ving
ma & dé hé diéu hanh dudgc cai dat. Service Pack 1 c6 bd sung thém
tinh nang ma hda nhiéu phan vung dia c6 dinh, tuy nhién ban khong
thé sir dung nd dé ma hda céc 6 dia ngoai. Trong Windows 7, BitLocker
d& cb nhitng cai tién ndng cao dé ho trd ma hda cho cac & dia ngoai va
cac thiét bi nhé flash. Tinh nang nay hién dugc mang tén “BitLocker to
Go”. bay la moét tinh nang dudc rat nhiéu nhiéu céng ty chdg dgi vi luu
trit cac dir liéu nhay cdm trén cdc USB key dang dan trd nén phé bién.

Luu y:
Ban ciing cd thé sir dung mdt chinh sach yéu cau cho cac thiét bi ngoai
co su bao vé BitLocker truGc khi ngudi dung ghi dit li€u vao ching.

BitLocker dudc quan ly thong qua mot applet trong Control Panel, xem
thé hién trong hinh 3.
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Hinh 3: Trong Windows 7, ban cé thé sir dung ma hda BitLocker,
remove cac 6 dia cling nhu fix chdng.

Ban cd thé chon cach sir dung mét mét khdu nao d6 d&€ ma dia, hoédc
cd thé sir dung thé thdng minh va PIN, xem thé hién trong hinh 4.



Send Feedback (IS |

o, G BitLocker Drive Encryption (H:)

Choose how you want to unlock this drive

[ Use a password to unlock the drive

Type your password twice:

Tips for creating a strong password

[ Use my smart card to unlock the drive

You will need to insert your smart card. The smart card PIN will be
required when you unlock the drive,

How do I use these options?

' |

I

Hinh 4: Khi m3 héa mot dia bang BitLocker, ban cé thé sir dung mét
khdu hodc thé théng minh d€ mé& Internet

Ban ciing cd thé thiét 1dp mdt khda khoéi phuc dé€ cé thé mé thiét bi cua
minh néu quén mat mét khdu. Khéa khdi phuc cé thé dudc Iuu vao file
hoac dugc in hoac Iuu vao mot vung an toan nao dé (hoac ca hai). N6
cd thé dudc thuc hién mdt cadch nhanh chdng, phu thudc vao kich
thudc ctia 6 dia. Khi thuc hién sé& cé6 mot thanh bar thé hién tién trinh
dugc thuc hién nhu trong hinh 5.



BitLocker Drive Encrym Send Feedback

Encrypting...

Drive M: 51% Completed

. Pause

/1. Pause encryption before removing the drive or files on
the drive could be darmaged.

Hinh 5: Thanh bar qua trinh gitp ban ndm dudc thong tin trong tién
trinh ma hoa

D€ c6 thém thdng tin chi tiét vé BitLocker va BitLocker to Go trong
Windows 7, ban sé tham khao tai liéu sau.

AppLocker

Windows 7 con c6 mot chét chan khac d6 la AppLocker, day la mot
tinh nang mdai cda Group Policy. Tinh nang mdi nay cho phép cac quan
tri vién cé thé diéu khi€n cac phién ban cua cic ’ng dung ma ngudi
dL‘Jng cd thé cai dat va sir dung biéu nay lam cho ban hoan toan cé
thé ngan chan ngudi dung cai dat va chay cac phién ban cua cac ng
dung cli hon cé chira cac 16 héng vé bdo mat.

Cac trong phién ban trudc day cua Windows cé s dung Software
Restriction Policies dé diéu khién chuong trinh ndo ma ngudi ding c6
thé chay. Tuy nhién AppLocker da cai thién dé ngudi dung cdu hinh
mot cach dé dang hon thdng qua ba kiéu rule: Path, File Hash va
Publisher. Rule Publisher thay thé cho Certificate Rules trong SRP va
cho phép ban cé thém kha nang linh hoat va nhiéu tuy chon. Ching
cling khé khdng hon dé cé thé bj danh Ilra.

Dé cb thém thdng tin chi ti€t hon vé AppLocker, ban hdy tham khao tai
day.

Framework sinh trac hoc (Biometric Framework)

Trong Vista, néu mudn s dung dang nhap theo van tay, ban phai s
dung phan mém dudc cung cap bdi hang sensor nhan dang van tay.



M6t tinh ndng méi trong Windows 7 1a Biometric Framework c6 thé
cung cap su hd trg mot cadch bam sinh cho céc thiét bi ho trg ddu van
tay va lam cho cac chuyén gia phat trién tré nén dé dang hon khi dit
van dé bao mat sinh trac hoc vao cac i'rng dung ctia ho. Ban sé thay
mot applet mai trong Control Panel cé tén goi Biometric Devices dudc
sir dung dé€ quan ly ddu vén tay, xem thé hién trong hinh 6.
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Hinh 6: Ban c6 thé quan ly cac thiét bi sinh trdc hoc théng qua Control
Panel

Cac thiét 1ap cb thé dugc diéu chinh d€ cho phép ngudi dung dang
nhap vao Windows hodc vao mién bang thong qua cac thiét bj sinh
trac hoc.

Luu y:
Lic nay, céc bd cac bién van tay hién chi la cac thiét bi sinh trac ho
dudc ho trg bdi Windows Biometric Framework.

Windows Biometric Service (WBS) la mét phan ndm trong framework
cho phép quan ly cac bd doc dau van tay va thuc hién nhu mot I/0
proxy gilta cac i'ng dung khach va thiét bi sinh trac hoc, chinh vi vay
cac Uing dung khdng thé truy cap truc tiép vao dit liéu sinh tréc hoc. Tu
dd bao vé ngudi dung moét cach an toan han.

Dé cd thém thdng tin chi tiét vé WBS, ban hdy xem thém tai liéu &
day.

Két luan

Véi Windows 7, qua thuc Microsoft da tiép tuc nhitng c6 gdng cda minh
nh&m chung cdp mot hé diéu hanh mdi an toan hon trong khi van l3ng



nghe ngudi dung dua ra nhirng nhan xét cua minh vé hé diéu hanh
mdi nay. LUc nay, nhém phéat trién Windows 7 d3 cai thién dugc mot
sO tinh nang bdao mat tu cac hé diéu hanh trudc dudi bbi canh vé kinh
nghiém ngudi dung, kinh nghiém cuda quan tri vién va cac muc bao
mat dudc thuc thi. B4i véi nhitng ngudi dung doanh nghiép va cac
quan tri vién mang, thi nhirng ndng cao vé su bdo mat trong Windows
7 qua thuc rit dang dé nang cép.



Toan dién vé bao mat Windows 7

Trong phan hai ciia loat bai ndy, chiing toi sé tiép tuc gi¢i thiéu cho cac ban
cach bao mat Windows 7 va gi6i thiéu thém mot s chire ning bao mat it dwoc

biét dén hon ma hé diéu hanh nay cung cép.

>> Hudnge dan toan dién vé bao mat Windows 7 — Phan 1

Windows 7 13 hé diéu hanh may khach cho cac may tinh desktop méi nhét cia
Microsoft, né duoc xay dung dua trén nhitng diém manh va su khic phuc nhitng
diém yéu c6 trong cac hé diéu hanh tién nhiém, Windows XP va Windows Vista.
Moi khia canh ctia hé diéu hanh nhu, cach chay cac dich vu va cach load cé4c tng
dung s& nhu thé nao, d 1am cho hé diéu hanh nay tro nén an toan hon bao gid hét.
Tat ca cac dich vu déu duoc nang cao va c6 nhiéu tlly chon bao mat mdi dang tin
cdy hon. Tuy nhién nhitng cai tién co ban ddi v4i hé théng va cac dich vu mai,
Windows 7 con cung cap nhiéu chirc ning bao mat tét hon, ning cao kha ning
tham dinh ciing nhu cic tinh nang kiém tra, kha nang ma hoa cac két ndi tir xa va
dir liéu, hé diéu hanh nay ciing c6 nhiéu cai tién cho viéc bao vé cac thanh phan
bén trong, bao dam su an toan cho hé théng chang han nhu Kernel Patch
Protection, Service Hardening, Data Execution Prevention, Address Space Layout

Randomization va Mandatory Integrity Levels.



C6 thé no6i Windows 7 dugc thiét ké an toan
hon. Thtr nhit, n6 duoc phat trién trén co s&
Security Development Lifecycle (SDL) cta
Microsoft. Thi hai 1a duoc xdy dung dé hd
trg cho cac yéu cau tiéu chuan chung dé co

dugc chiing chi Evaluation Assurance Level

(EAL) 4, dap tng tiéu chuan xtr Iy théng tin
Federal Information Processing Standard (FIPS) #140-2. Khi duoc sir dung nhu
mot hé diéu hanh doc 1ap, Windows 7 s& bao vé tot ngudi ding ca nhan. N6 cé
nhiéu cong cu bao mat hiru dung bén trong, tuy nhién chi khi dugc sir dung véi
Windows Server 2008 (R2) va Active Directory, thi sy bao vé sé dat hiéu qua cao
hon. Bang viéc ndng mirc d6 bao mat tir cac cong cu nhu Group Policy, ngudi
ding c6 thé kiém soat moi khia canh bao mat cho desktop. Néu duoc st dung cho
ca nhan hodc vin phong nhé hé diéu hanh nay van t6 ra kha an toan trong viéc
ngin chin nhiéu phuong phap tin cong va cd thé duoc khoi phuc mot cach nhanh
chong trong truong hop gip phai tham hoa, vi viy médc du & c6 nhiéu vu diém hon
néu c6 Windows 2008 nhung diéu ndy 1a khong nhat thiét phai c6 dé c6 duoc mirc
bao mat cao cho Windows 7. Tuy nhién dul ¢6 thé cho ring Windows 7 vé ban than
né 1a mot hé diéu hanh an toan nhung diéu d6 khong c6 nghia rang ban chi dira vao

c4c cau hinh mic dinh ma quén di viéc thuc hién mot sé diéu chinh dé gia c¢b thém



kha nidng bao mat ctia minh. Can phai biét rang ban chinh 1a d6i twong tin cong
ctia mot s6 dang malware hay cac tin cong trén Internet khi may tinh ciia ban dugc
st dung trong cac mang cong cong. Can biét rang néu may tinh duoc st dung dé
truy cap Internet noi cong cong thi hé thdng ciia ban v mang ma né két ndi dén sé

la miéng moi ngon cho nhiing ké tan cong.

Trong bai nay ching toi s& gidi thiéu cho cac ban mot s6 kién thirc co ban can thiét
dé bao mat Windows 7 duoc ding cach, gitp ban dat dugc mirc bao mat co ban,
xem xét mot sé cau hinh bao mat nang cao ciing nhu di kham pha mot sé chirc
nang bao mat it dugc biét dén hon trong Windows nham ngin chin va bao vé
chéng lai cac tin cong c6 thé. Gidi thiéu mot sé cach bao dam an toan dir licu, thuc
hién backup va chay mot cach nhanh chong néu ban gip phai mot sd tdn cong hoic
bi truc tric hé thong ¢ mirc d6 tham khdc ngoai kha ning xir 1y cia minh. Tiép d6
la mot s6 khai niém bao mat, cach “lam viing chic” Windows 7, cach cai dit va
cung Cép bao mat cho cac ing dung dang chay, cach quan Iy bao mat trén mot hé
thdng Windows 7 va ngin chin cac vain dé gay ra boi malware. Bai viét ciing gidi
thiéu cho qué trinh bao vé dir liéu, cac tinh ning backup va khdi phuc hé diéu
hanh, cach khdi phuc hé diéu hanh tro vé trang thai hoat dong trude do, mot sb
cach bao vé dit liéu va trang thai hé thong néu tham hoa xay ra. Chiing toi ciing
gi6i thiéu mot sb chién luoc dé thyc hién nhanh chdng cac cong viéc d6. Cac chi

dé duoc gidi thiéu trong bai cling gdm c6 cach 1am viée an toan trong khi online,



céch cau hinh diéu khién sinh trac hoc dé kiém soat truy cap nang cao, cach va thoi
diém duoc str dung v6i Windows Server 2008 (va Active Directory) nhu thé ndo,
cach ban c6 thé tich hgp mot cach an todn cac tly chon cho viéc kiém soat, quan 1y
va kiém tra. Muc tiéu cta bai viét nay 1a dé gidi thiéu cho cac ban cac tinh ning
bao mat cua Windows 7, nhiing nang cao va ung dung cua ching cling nhu cung
cap cho ban nhitng kién thtrc vé viéc 18n ké hoach, st dung dung cac tinh ning bao
mat ndy. Céc khai niém ma ching tdi gidi thiéu s& duoc chia nho va dugce to chire

theo phuong phap khéi.

Luu V: Néu 1am viéc trong cong ty hodc méi trudng chuyén nghiép khac, cac ban
khéng nén thuc hién cac diéu chinh v6i may tinh cia cong ty. Hay thuc hién theo
dung ké hoach (hay chinh sach) bao mat ¢4 dugc ban bd, cling nhu nhirng hanh
dong, nguy@n Iy va hudng dan t6t nhat d8 duoc cong bd trong td chirc. Néu chua
quen véi cac chu dé bao mat va cac san phdm ctia Microsoft, hdy doc tai liéu

huéng din cia san pham trudce khi 4p dung bat ctr thay d6i ndo cho hé thong.
Quan Iy va kiém tra bao mat

Windows 7 ¢6 thé an toan nhu mot phao dai. Néu sir dung Windows 7 trong doanh
nghiép, ban c6 thé str dung co so dir liéu Active Directory va loi dung nhiéu tinh
ning nang cao vé bao mat khi dang nhap vao mot Domain, hoic Group Policy

nham thuc thi bao mat & mirc cao hon. DU bang cach nao thi sy quan 1y tap trung



cac cdng cu bao mat, cac thiét 1ap va ban ghi 12 van dé quan trong can xem xét khi
&p dung bao mat — cach ban s& quan 1y nd, kiém tra n6 va sau d6 nang cap né khi
d4 cai dat va cau hinh nhu thé ndo? V&i Windows 7, ban s& thiy c6 nhiéu thay doi
dudi layout co ban vé cac cong cu va dich vu dung cho muc dich bao mat. Cho vi
du tir khéa ‘Security’ trong menu Start ma chung ta dé thao luén la noi tap trung sy

Viéc quan ly iing dung bao mat cho Windows 7.

Nguyén tic cha dao 12 ban can phai a4p dung bao mat (sau d6 quan Iy n6) mot cach
dé dang. Khdng ai thich do dam toan hé diéu hanh dé tim ra cac tng dung, dich vu,
ban ghi va su kién hay cac hanh dong cu hinh, kiém tra. Véi Windows 7, ngudi ta
c6 thé néi ring mot ngudi ding Mai cé thé bi lac giita mot bién duong din, wizard,
applet va céc giao dién diéu khién trude khi tim ra va cau hinh Windows Firewall,
tinh nang bao mat co ban nhét duoc cung cép, tham chi mét sd ky thuat vién nhiéu
kinh nghiém c6 thé cho rang van con nhiéu ric rdi di ching nita thi day van 1a
phién ban Windows cho phép quan ly d& dang nhat tit ca cac thong tin bang cach

danh chi sb va cung cap qua viéc tim kiém trong menu Start.

Ngoai menu Start, mot cach thudn tién khac cho viéc quan Iy nhiéu chirc ning bao
mat trong Windows 7 1a xay dung mdt Microsoft Management Console (MMC)
tdy chinh va bd sung thém cac cdng cu cta ban vao nd. Mot trong nhirng thir s&

lam 1tng tang nhiéu nguoi ding Windows méi 1a cac giai phap doanh nghiép cua



Microsoft cung cap mot cach méi dé tap trung su diéu khién va Kiém tra moi thir
trén cac hé thong trong mang cua ban (MOM 13 mot vi du hoan hao). Hé diéu hanh
khéch la mot don vi doc lap (stand-alone) nhung cling phai dugc bao vé cuc bo, vi
vy v&i nguoi dung gia dinh, mot giao dién quan ly tly chinh s€ 1a cau tra 101 cho
cac cau hoi vé quan 1y bao mat tap trung. Tuy nhién khéng may mén, Security
Center lai dugc phan nho thanh cac Control Panel applet va MMC Snap-in — vay
ban c6 thé tap trung su truy cap nhanh chong vao cac cdng cu chinh nhu thé nao?
Pé ap dung bao mat cho hé diéu hanh Windows 7, ban phai truy cip nhiéu ving
khéc nhau ctia hé thong dé tly chinh cdu hinh nhim “lam viing chic” né, vay néu
dugc quyén chon cac ing dung va cac chirc ning can thiét va dat chung vao mot
ving nao do, thi ban c6 thé nhanh chong va dé& dang truy cap trd lai chung dé thAim

dinh bao mat va xem lai cac ban ghi.

Pé tao mot giao dién quen thudc, hdy vao menu Start va danh vao d6 ‘MMC /A’,
khi d6 ban s& khai chay mot Microsoft Management Console (MMC) méi. C6 thé
lwu nd vao bat ¢ vi tri ndo trén hé thong va dat tén cho no 1a bat cir gi ban mudn.
Dé dinh cu, ban can phai vao menu File va chon Add/Remove Snap-in. Thém tit
Ca cac cong cu ma ban mudn hodc can. Hinh 1 hién thi mot giao dién tly chinh véi

hau hét néu khong phai tat ca cac ty chon bao mat ¢ san.
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Hinh 1: Tao giao dién bao mat tap trung tuy chinh véi Microsoft Management

Console Snap-In

Ban sé& thay nhiéu cong cu hitu dung bén trong cac tly chon snap-in ¢d sin. Cho vi
du, TPM Management 1a mot Microsoft Management Console (MMC) snap-in cho
phép c&c quan trj vién cd thé twong tac voi Trusted Platform Module (TPM)
Services. TPM services duoc st dung dé quan tri phan cing bao mat TPM trong
may tinh ciia ban. Piéu ndy cd nghia ban can phan cing chuyén dung, nang cap
BIOS va chon dung chip CPU. Ciing gidng nhu viéc 40 héa can mot chip chuyén
dung, TPM ciing vay. TPM la mét cach gidi thiéu mirc bao mat phﬁn cing madi cho
phuong trinh dé ban biét minh dang dan c6 mot hé théng virng chic. Ban c6 thé

quan 1y nd & day néu thuan tha theo TPM. TPM s& sir dung bus phan ctng dé



truyén tai cac thong bao va c6 thé duoc str dung két hop véi cac tinh nang phan

mém gidng nhu BitLocker.

Khi d4 tao cac giao dién diéu khién va da biét cach truy cap vao cac ving dé ap
dung cac cau hinh bao mat bén trong hé diéu hanh, budc tiép theo cta ban 1a kiém
tra hé théng cua minh. C6 nhiéu cach dé thyuc hién diéu d6. Cho vi dy, ban co thé
st dung phuong phép don gian (ngudi dung gia dinh) va chi can dé y dén no theo
thoi gian trén mot lich trinh don gian. Gidng nhu, cic t6i chi nhat sau khi ludt
mang, ban kiém tra cac ban ghi tudng lira va cac ban ghi Event Viewer trong giao
dién diéu khién. Néu dao sau vao céc tly chon c6 thé cdu hinh, ban s& phat hién
thdy minh c6 thé 1ap lich trinh cac canh bao va théng bao, loc cac ban ghi va tu
dong luu dé xem lai,... Bao dam rﬁng ban can phai dé v dén moi thu. Béi I8 bao

mat t6t khong c6 nghia 1a bao mat d6 s& duoc duy tri mii méi.

Vay, ndi tom lai — cach dién hinh dé ban c6 thé truy cap va ap dung bao mat cho
Windows 7 duoc nhanh 1a bén trong menu Start. Ban ciing c6 thé 1am viéc bén
trong Control Panel (cac applet chang han nhu Administrative Tools, Windows
Firewall va Windows Defender) dé ting truy cip vao cac cong cu va cac thiét 1ap
bao mat. Ciing c6 thé tao mot MMC tly chinh va cu hinh né nham ting su truy
cap vao c4c cdng cu khac van cOn an khuét dau do, ciing nhu cung cap mot giao

dién diéu khién tap trung dé quan tri van dé bao mat. Mic du 6 thé duyét nhiéu



viing khéc nhau trong hé diéu hanh va thuc hién ciing mot viéc, tuy nhién hy vong

meo ndy c6 thé gitp ban ap dung bao mat dé dang hon bang cach cung cap sy truy
Cap vao c4c cdng cu bao mat co trong Windows 7. Ngoai ra ban c6 thé ap dung cac
template; tao cic nhiém vu va hanh dong va tham chi tao cac cdu hinh bao mat véi

cac tap cong cu nang cao.

Meo: Ban ciing c6 thé ap dung viéc quan 1y bao mat trong cac cong cu gidng nhur
PowerShell va Netsh (chang han nhu 1énh netsh advfirewall), tir d6 ¢6 nhiéu cach
dé dang c6 thé ap dung nhiéu tly chon dya trén kich ban hay dong lénh dé trién
khai bao mat trong Windows 7. Ciing c6 thé sir dung cic nhiém vu ‘task’ dé bat
dau cac cong viée, kich ban hoic file batch va cac dich vu dé ban co thé (vi du) giit
mot backup céc ban ghi ctia Event Viewer cho hanh dong thim dinh, xem lai va cét

gidu an toan.

Tiép dén, can co kha ning truy cap va cdu hinh thém hé thng co ban sau khi cai
dat dé “1am ving chic” nd va do Windows Updates 1a khéng thé tranh dugc, nén
ban can tao mot ké hoach dé chiing c6 thé download va cai dat ngay 1ap tic. Dai da
sb, cac nang cap déu dén sau cac tin cong, vi VAy test va cai dic ching ngay khi co
thé 12 mot hanh dong can 1am. C6 nhiéu 1y do tai sao chung duoc phat hanh. Va

duogc dat tén 1a “Security Updates’ nhu thé hién trong hinh 2. Céc nang cép nay



ludn duoc danh sb va ban c6 thé dugce nghién ciru truc tuyén dé tim kiém thém

thong tin.

Select the updates you want to install

W | Name Size
{15) Sehrerhght (1) ~
i
Uptiomtich Windows 7 (11) e
[  Cumulative Security Update for ActiveX Killbits for Windows 7 (KBI78262) 27KB
(¥ Cumulative Security Update for Internet Explorer 8 for Windows 7 (KEST3207) 71 MB
[¥#] Secunity Update for Windows T (KBIT1468) H9KB
[#  Security Update for Windows T (KBST2270) 215 KB
¥ Security Update for Windows 7 (KB975560) 776 KB
[¥  Security Update for Windows 7 (KES77165) 13 mB
[#]  Security Update for Windows 7 (KBST8251) 187 KB
| Update for Intermet Explorer 8 Compatibility View List for Windows 7 (KB9T8506) 33KB
[#] Update for Rights Management Services Client for Windows 7 (KB979099) 10 MB
[#  Updatefor Windows T (KBS77074) 10 MB
[« ‘Windows Malicious Software Removal Tool - Februsry 2000 (KESS0830) 93 MB
Windows Defender (1) -
[# Definition Update for Windows Defender - KBO15597 (Definition 1.75.517.0) 130 MB
Cftece 2007 (1) -~
[# Update for Micresoft Office Qutloak 2007 Junk Email Filter (KESTTT19) 13 MB
Visual Studio 2008 (1) ~

(¥ Security Update for Microsalt Visual C++~ 2008 Redmstributable Package (KE373924) 706 KB

Hinh 2: Cai dat Windows Security Updates v&i Windows Update

Ban ciing can c6 duoc cac goi dich vu méi duoc phat hanh va ap dung lai chiing
néu can. Cac tmg dung va céac dich vu dang chay khac trong hé thong ciing can
dugc quan 1y, kiém tra va nang cap thudng xuyén, nhat 13 véi cac chuong trinh

phat hién va loai bo Virus, Spyware.



Khi hé théng ctia ban d& duoc va va duge cau hinh cho sir dung, nhiém vu tiép theo
la cai dat Microsoft Security Essentials (MSE), mot chuwong trinh Antivirus (AV)
ctia nhom thir ba, cdu hinh Windows Defender (spyware) dé str dung va cau hinh

bao mat nhdm phat hién (malware) phan mém ma doc.

Luu V: Microsoft gan ddy da phat hanh mot dong phan mém bao mét mdi mang
tén Forefront. DOng san phim ndy bao phu tit ca cac khia canh trong trién khai va
quan 1y bao mat trong doanh nghiép. Chiing ciing tao su chic chin rang hé diéu
hanh khach dugc an toan véi chirc nang mai, chﬁng han nhu Microsoft Antivirus,

c6 bén trong goi san pham MSE.



